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ABSTRACT
This Paper proposes an efficient inversion scheme based on Shannon entropy to determine the location of high impedance faults
(HIFs) in DC microgrids in the presence of noise. The proposed scheme adopts a phenomenological approach that uses a
physical model to iteratively solve the inverse problem. The problem is posed as an optimisation problem that determines the
most likely location of a fault by minimising an appropriate objective function; it denotes the disparity between the entropy of
the current waveforms observed by the protection relays at the time of fault detection and their model‐predicted counterparts. A
hybrid optimisation technique based on the conjugate gradient method is adopted in the inversion process that secures a robust
and fast convergence of the proposed method. The primary advantage of this scheme is its accuracy in noisy environments with
no limitation on the type of fault and value of fault impedance. To examine the performance of the proposed scheme, a mesh‐
type DC microgrid is simulated and the results are compared with one of the state of‐the‐art methods. It has been shown that
the proposed method can accurately locate HIFs with fault resistance as high as 100 Ω and signal‐to‐noise ratio as low as 20 dB.

1 | Introduction

DC microgrids experience rapid fault currents that need to be
interrupted quickly to prevent damage to equipment and ensure
safety [1]. By quickly identifying the fault location, repair crews
can be dispatched precisely, reducing downtime and restoring
power more efficiently.

Apart from the primitive visual approach, the fault location
schemes can be divided into two categories, namely, active and
passive methods. In an active scheme, the location of the fault
can be determined by first injecting proper current or voltage
signals into the faulty line using an RLC circuitry, known as
probe power unit (PPU) [2]. Analysis of the reflected signals
from the fault location is then conducted to pinpoint the fault.
In Aluri and Samantaray [3], a portable PPU with a combination

of time‐domain and frequency‐domain analysis is utilised for
fault location. This approach employed fast Fourier transform
(FFT) and least‐square curve fitting to determine the natural
oscillating frequency of the fault path. The main advantage of
this method is its accuracy; however, it is time‐consuming and
requires extra equipment that results in a relatively high cost.

In a passive scheme, the voltage and current waveforms
captured by the protective relays are utilised to locate a fault. In
this context, various methods were devised including the trav-
elling wave method, capacitor source method and artificial
intelligence‐based method. The travelling wave method relies
on measuring the time at which travelling waves reach the
endpoints of the faulty line [4–6]. It suffers from a number of
issues such as high sampling frequency, complex structure and
interference signal. Besides, the difficulty in accurate
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determination of the arrival time makes this method impractical
for short lines (which are often the case in microgrids), or in the
case of a fault occurring near the protective relays [7]. Alter-
natively, in the capacitor source method [8, 9], the governing
circuit differential equations are used to relate the current and
voltage variations at two ends of the faulty line to the fault
location. It is shown that in the event of a fault, the existing
capacitors positioned at each end of the line are discharged,
resulting in a large fault current. Therefore, the use of the
analytical model along with local measurements can ascertain
the fault location. The early version of this method requires the
synchronised data collected from both sides of the protection
zone when the faulty line is fed from both directions. This
problem is addressed in Meghwani et al. [10] by formulating an
appropriate mathematical model for the faulty line, where the
values of the capacitors connected at both sides of the faulty line
are to be known as a prior assumption.

Recently, artificial intelligence‐based methods have gained
momentum. In these methods, an appropriate learning‐based
process is used to extract the characteristics of the transient
state exhibited by voltage and/or current waveforms during a
fault and relate them to the location of the fault. For example,
the authors in Refs. [11–16] used an artificial neural network
and wavelet transform to locate various fault types. Although
they can pinpoint faults with high speed and precision, their
performance can vary across different networks. This challenge
is further amplified by the unpredictable nature of photovoltaic
and wind power outputs during weather fluctuations as well as
the uncertainty in the microgrid structure and operational mode
[17]. To address this, the ensemble classifier method was sug-
gested [18]. This approach anticipates all potential scenarios the
microgrid might encounter and devises a unique fault detection
and isolation strategy for each situation. However, its real‐world
applicability has been questioned because of the substantial
memory needed to fully capture a microgrid dynamic behav-
iour [19].

In low‐voltage systems, such as DC microgrids, high impedance
faults (HIFs) are more likely to occur, causing relatively small
fault currents. As a result, the detection and location of this type
of fault can be challenging. Additionally, the accuracy of most
fault location methods is highly dependent on the value of fault
resistance which may undermine their accuracy [20]. Locating
HIFs was addressed in several cases in the literature. For
example, the authors in Bayati et al. [21] adopted a parameter
estimation approach and utilised the sampled values of current
for determining fault location. It is shown that the proposed
method can locate faults with resistance up to 6 Ω. In Kong and
Nian [22], the authors used the Pearson correlation coefficient
for fault detection and location that showed accurate perfor-
mance in the event of a fault, having resistance up to 10 Ω. In
Ibrahim et al. [23], a machine‐learning‐based fault location
method was proposed, utilising support vector machines (SVM)
and bagged trees to detect, classify and locate faults. The method
achieved high accuracy with a maximum fault resistance of
200 Ω. In Mahtani et al. [24] a new method based on controlled
re‐energizations was proposed. In this method a switched
grounding resistor (SGR) and a current‐limiting reactor (CLR)
was used to analyse the discharge curves and estimate fault
location and resistance. The maximum fault resistance of 50 Ω

is considered in this method. However, none of these methods
has considered the effect of noise that can affect their ability to
locate a fault. Alternatively, the authors in Bayati et al. [20] have
proposed a support vector machine for determining the location
of a HIF. The proposed method considered the effect of noise
and was able to detect and locate faults with resistance up to
20 Ω. Also, another method based on least squares support
vector machine regression was proposed in Shuai et al. [25] that
could detect HIF up to 100 Ω. However, like other machine
learning‐based methods, this method has its own set of chal-
lenges including insufficient quantity of training data, non‐
representative training data, poor‐quality data, overfitting/
underfitting the training data etc. In another method, a time
domain algorithm for fault location in radial medium voltage
DC microgrid is proposed in Nougain et al. [26]. The method is
used time‐domain analysis and terminal voltage, current and
CLR measurements to estimate fault location accurately. By
analysing the difference in voltage across the CLR and using
current measurements, the algorithm eliminated fault resis-
tance dependency and was robust for fault resistance up to
200 Ω. However, the need for CLR at both ends of each line and
a rolling mean filter for noise, increased its cost.

To overcome the HIF and noise issues mentioned above, this
paper proposes a phenomenological inversion method to
determine the location of a fault in a protected line immedi-
ately after being detected by the respective protection relays.
The proposed method leverages the concept of current wave-
form entropy, introduced in Rahmani et al. [27], to extract the
average information value associated with fault currents. In
Rahmani et al. [27], relative waveform entropy was employed
for fast fault detection, demonstrating robust performance
under noisy conditions and topological uncertainties. Building
on that foundation, the proposed method utilises current
waveform entropy to accurately locate HIFs in noisy environ-
ments with no limitation on the network variations, type of
fault and value of fault impedance. It incorporates a physical
model within an iterative procedure to solve the inverse
problem. In this approach, the issue of fault location is
formulated as an optimisation process aiming to pinpoint the
fault location by minimising an appropriate objective function.
This function denotes the disparity between the entropy of the
measured current waveforms and their model‐predicted
counterparts. This paper adopts a hybrid conjugate gradient
(HCG) optimisation technique in the inversion process, which
is preferred to its stochastic rivals with intrinsic time‐
consuming searching mechanisms and slow convergence
speed [28]. The HCG optimisation technique in this paper
includes the standard steepest descent (SSD) and the conjugate
gradient (CG) methods; the former exhibits a robust conver-
gence, whereas the latter provides a high convergence speed
[29]. Therefore, the main contributions of this paper can be
expressed as follows:

� Utilising current waveform entropy to ensure accurate
performance under noisy conditions.

� Applying HCG method for fast and robust fault location.

� Accurate fault location in the case of HIFs up to 100 Ω,
even under heavy noise conditions with signal‐to‐noise
ratio of 20 dB.
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The structure of the rest of this paper is as follows. In Section 2,
the concept of Shannon entropy is briefly described as a tool for
measuring the uncertainty or ‘information’ of the current
waveform. In Section 3, the inversion technique, including the
derivation of the objective function and the implementation of
the HCG method, is explained. In Section 4, the results of
several case studies are presented to evaluate the efficacy of the
proposed method when applying to a typical mesh‐type DC
microgrid. Finally, in Section 5, the comparison between the
proposed technique and the state‐of‐the‐art fault location
methods is presented.

2 | Entropy of Varying Current Waveform

Consider the DC system shown in Figure 1 where a ring DC
microgrid is connected to various DC sources/loads (via DC/DC
links) and AC sources/loads (via DC/AC links). The system is
protected by appropriate protective relay that can measure the
respective line currents. Assume that the lth line experiences a
pole‐to pole (PP) fault at point F1 or a pole‐to‐ground (PG) fault
at point F2 that was already detected by the respective relay. In
the proposed scheme, the variations of entropy of the current
waveforms are utilised to determine the location of the fault.

A brief account of Shannon entropy is first provided, followed
by an explanation of how it can be used to derive the entropy of
a varying current waveform.

2.1 | Shannon Entropy

Shannon entropy is a measure to quantify the mean value of
information in a signal [30, 31]. Consider X as a discrete random
variable, characterised by a cardinality of N(X = [x1 : xN]) and
probability mass function P(xn); n = 1,…,N. The entropy of X,
defined as a non‐negative quantity H(X), can be expressed as
follows [25]:

H(X) = −∑
N

n=1
P(xn)log2 P(xn), (1)

where 0 × log 0 = 0, 0 ≤ P(xn) ≤ 1 and ∑
N

n= 1
P(xn) = 1.

Using Equation (1), the entropy of a sampled current signal,
I = [I1; I2…IN], can be determined as follows [27]:

SE(I) = −∑
N

n=1
Inormn log2( I

norm
n ), (2a)

where Inormn is the normalised value of In, that is,

Inormn =
I −min(I) + ε

∑
N
n=1 [In −min(I) + ε]

. (2b)

Here, ε represents a small positive figure to avoid mathematical
ambiguity.

2.2 | Fault Response

When a fault occurs, the current waveform undergoes rapid
changes, forming a random signal.

Referring to Equation (2), the variation in the current signal
entropy, measured by a protective relay Rly, ΔSEI(Rly), stationed
at the two ends of the faulty line can be expressed as fol-
lows [27]:

ΔSEI(Rly) = log2 N − SEI(Rly). (3)

In the normal condition, SEI(Rly) has its maximum value, logN,
indicating that the value of ΔSEI(Rly) is zero. During a fault
event, the current magnitude rapidly increases, causing the
respective value of ΔSEI to increase. Assuming a discretised
current signal in an N‐sample running window, where N1
samples precede and N2 samples follow the fault occurrence,
Equations (2) and (3) lead to the following:

∆SEI(Rly) = log2 N + ∑
N1

n1=1
inormn1 log2( i

norm
n1 )

+ ∑
N

n2=(N1+1)
inormn2 log2( i

norm
n2 ),

where N = N1 + N2.

To predict the fault current, this paper adopts the model used in
Bayati et al. [20]. In this model, when a fault occurs, the DC link
capacitors at both ends of the faulty line (say connecting bus‐i
and bus‐j) start to discharge and contribute to the fault current
as shown in Figure 2 [20]. Referring to this figure, the fault
current injected from bus‐j can be expressed as follows [20]:

FIGURE 1 | An example of a ring DC microgrid experiencing a PP
fault (F1) or a PG fault (F2) on the lth line.

FIGURE 2 | Equivalent circuit during DC link capacitor discharge;
(a) PP fault and (b) PG fault.

3 of 13
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ij(t) = e−αt(
V0

ωxfLL
sin(ωt) −

I0ω0
ω
sin(ωt + β)), (4)

where V0 and I0 are, respectively, the capacitor link voltage and
injected current from bus‐j just before the occurrence of the
fault, ω =

̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅
ω02 − α2

√
, and β = tan− 1ω

α. Also, in the case of a PP
fault (Figure 2a) α = RLxf + 0.5Rf

2xfLL and ω0 = 1̅̅̅̅̅̅̅̅̅̅̅
2LLxfC

√ , whereas when

a PG fault (Figure 2b) occurs α = RLxf +Rf +Rg
2xfLL and ω0 = 2̅̅̅̅̅̅̅̅̅

LLxfC
√ .

Here, RL and LL represent the line resistance and inductance,
respectively, while xf and Rf denote the fault location and fault
resistance, respectively.

Similar expressions can be derived for the discharging fault
current due to the DC link capacitors at bus‐i, contributing to
the PP and PG fault currents.

3 | Determination of Fault Location

The goal is to determine the fault location (Figure 1) from the
entropy variation of the current waveform, measured at the two
ends of the faulty line. To achieve this, first, an initial value is
assumed for the unknown variable (xf ,Rf). Then, for the given
values of xf and Rf an objective function is calculated based on
the difference between the measured and estimated values of
the current signal entropy, ΔSEI(Rly), by a protective relay Rly
stationed at the two ends of the faulty line. Finally, the deter-
mination of unknown variables is achieved by employing the
HCG method, which seeks to minimise the objective function in
an iterative process.

3.1 | Objective Function

Referring to Figure 1, the objective function, OF(x), and its
gradient, g(x) for the ith side of the faulty line can be stated as
follows:

OF(x) = (ΔSEpI (Rlyi,j) − ΔSEmI (Rlyi,j))
2
, (5a)

gxn(x) = ∇xn(OF(x))

= 2(ΔSEpI (Rlyi,j) − ΔSEmI (Rlyi,j))∇xn(ΔSE
p
I (Rlyi,j))

, (5b)

where xT = (xf ,Rf ), n = 1, 2, ΔSEpI (Rlyi,j) and ΔSE
m
I (Rlyi,j) are,

respectively, the predicted and measured values of the changes
in the current signal entropy corresponding to the protection
unit at the ith bus (Figure 1). Similar expressions can be derived
for the jth side of the faulty line by changing Rlyi,j with Rlyj,i.

Provided that the values of current signal entropy, computed by
the protective relays at both ends of the faulty line are accessible
through communication links, the objective function, OF(x),
and its gradient, g(x) can be stated as follows:

OF(x) = (ΔSEpI (Rlyi,j) − ΔSEmI (Rlyi,j))
2

+ (ΔSEpI (Rlyj,i) − ΔSEmI (Rlyj,i))
2
, (6a)

gxn(x) = ∇xn(OF(x))

= 2(ΔSEpI (Rlyi,j) − ΔSEmI (Rlyi,j))∇xn(ΔSE
p
I (Rlyi,j)),

+ 2(ΔSEpI (Rlyj,i) − ΔSEmI (Rlyj,i))∇xn(ΔSE
p
I (Rlyj,i))

(6b)

where xT = (xf ,Rf ), n = 1, 2, ΔSEpI (Rlyi,j) and ΔSE
p
I (Rlyj,i) are,

respectively, the predicted values of the changes in the current
signal entropy corresponding to the protection relays at the both
ends of the faulty line at the ith and jth buses (Figure 1), and
ΔSEmI (Rlyi,j) and ΔSEmI (Rlyj,i) are their respective measured
values.

3.2 | Hybrid Conjugate Gradient Method

This paper adopts the HCG scheme for minimising the objective
function defined in Equations 5(a) or 6(a). This is done in an
iterative process, as shown in Figure 3. It begins with execution
of the CG method and updates the unknown parameter values
in each iteration. The unknown parameters at the kth iteration,
xk, are employed to compute the corresponding value of OF(xk).
The inversion process is completed when the value of OF(xk)
becomes below a pre‐specified threshold value, OFTh, in which
case the elements of xk will represent the approximated values
of the unknown variables. In other cases, a new value of OF(xk)
is computed by updating xk in the next iteration as follows [29]:

xk+1 = xk + αkdk, (7a)

where αk is an adjustable step size that is calculated with the aid
of the backtracking‐Armijo line search [32]. Also, dk represents
the search direction along which the value of OF decreases:

dk = −gk + βkdk−1. (7b)

FIGURE 3 | A flowchart of the proposed HCG scheme for
determining the fault location.

4 of 13 IET Smart Grid, 2025
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Here, gTk = ( gx1,k, gx2,k) whose elements can be computed using
Equations 5(b) or 6(b). The hybrid parameter is defined as
follows:

βk = {
βFRk 0 ≤ x1,k ≤ 100% and 0 ≤ x2,k
0 otherwise

, (7c)

where βFRk =
gTk gk

gTk− 1gk− 1
represents the Fletcher–Reeves conjugate

gradient coefficient [29] becoming zero when the predicted
value of xk lies outside its permissible range.

In the case where βk = 0, the CG method is stopped and the
new value of xk is calculated using the SSD technique. The
switching from the CG method to the SSD method almost
guarantees the solution of the problem despite its relatively slow
convergence. This is because of the fact that the SSD method
renews the solution process from the latest value of x which is
nearer to the ultimate solution point, not affected by its initial
value [29].

4 | Simulation Results

To evaluate the effectiveness of the proposed fault location
scheme, the results of various case studies are reported in this
section. These studies focus on a 5‐bus mesh‐type DC microgrid,
illustrated in Figure 4 (with data available in Kong and Nian
[22]). It integrates distributed generation (DG) resources,
including a wind turbine (WT) and photovoltaic (PV) system to
serve a DC load. The microgrid is linked to the AC grid using an
appropriate DC/AC converter.

The following simulations are conducted in MATLAB‐Simulink.
A 10 kHz sampling frequency is applied to a sliding window of
100 samples from the digitised current waveform. This approach
ensures a sampling period approximately one‐10th of the min-
imum time required for the fault current to reach its peak value
at various locations [33]. The parameter settings applied
throughout the simulations are summarised in Table 1 to ensure
reproducibility and facilitate future research.

It is assumed that the fault occurs at t = 1 s and is detected at
0.1 ms after its occurrence. Upon detection, the digitised current
waveforms recorded in the sliding windows of the respective
protection relays at the time of the fault are input to the fault
location algorithm (Figure 3).

In all case studies, the predicted results are compared with
those derived using one of the recent advanced fault location
techniques applicable to DC microgrids [22]. In Kong and
Nian [22], the Pearson correlation coefficient is used to
measure a linear correlation between the fault location and
the fault current waveform observed by the respective pro-
tection relays. Also, the genetic algorithm (GA) is adopted to
update the estimated location scheme until the correlation
coefficient becomes higher than a pre‐specified threshold. It
should be noted that the method [22] utilises only single‐
ended data. To ensure a fair comparison, results from Kong
and Nian [22] are presented using both single‐ended and
double‐ended data.

4.1 | Validity

For demonstration purposes, the validity of the proposed
method is analysed under various fault conditions on lines 1
and 2 of the microgrid in Figure 4. Specifically, a PG fault on
20%, 40%, 60% and 80% of line 2 and a PP fault on 20%, 40%,
60% and 80% of line 1 are simulated. The fault resistance in all
cases is considered 1mΩ and the signal‐to‐noise ratio (SNR) is
assumed as 40 dB. The current waveforms observed by the
protection relays are plotted in Figure 5a–d for the PG faults at
20%, 40%, 60% and 80% of line 2, respectively. The corre-
sponding values of ΔSEI at the time of fault detection for these
PG faults are plotted in Figure 6a–d, respectively. Similar curves
for the PP faults are plotted in Figures 7a–d and 8a–d. An ex-
amination of the results in these figures denotes that the value
of ΔSEI tends to increase as the fault approaches the respective
measurement station where a relatively larger fault current is
observed.

Next, the accuracy of the proposed method is evaluated in
comparison to its rival in Kong and Nian [22]. Assuming
OTh = 10−6 as the convergence criterion for both methods, the
fault location errors associated with PG and PP faults are given
in Tables 2 and 3, respectively. An examination of the results in
these tables denotes that both methods can accurately locate the

FIGURE 4 | Single‐line schematic diagram of the sample mesh‐type
DC microgrid [22].

TABLE 1 | Simulation parameter settings.

Parameter Value/description
Sampling frequency 10 kHz

Window size 10 ms

Convergence
threshold

10−6

Fault resistance range 1 mΩ–100 Ω

Fault initiation time 1 s

HCG starting point (xf ,Rf) = (50%, 0.01 Ω)

Simulation platform MATLAB/Simulink

Noise model/signal‐
to‐noise ratio

Additive white Gaussian noise
(AWGN)/40 and 20 dB

Fault type PG and PP

Simulation duration/
step size

1.2 s/1 µs

5 of 13
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fault in all cases. However, the proposed method yields a more
accurate location of a fault as compared to its rival. This is
correct in all cases, using the data measured at one side or two
sides of the faulty line. A further study of the results shows that
the accuracy of the proposed method improves when the
measured values of ΔSEI(Rly) at two sides of the faulty lines are
available through a communication link.

Finally, each line is subjected to the same fault scenarios.
Tables 4 and 5 compare PG fault location errors using the
measured data from one end and both ends of the lines,
respectively, and Tables 6 and 7 provide the same comparison
for PP faults. The results clearly demonstrate the improved ac-
curacy of the proposed method compared to the method in
Kong and Nian [22].

4.2 | Computation Efficiency

To evaluate computational efficiency, the computation times for
all case studies are obtained. Tables 8–11 present the CPU times
obtained using an Intel Core i7‐5500U processor at 2.4 GHz with
8 GB of RAM running MATLAB software. These results
demonstrate that the proposed scheme is significantly faster
than the method in Kong and Nian [22], particularly when us-
ing data from only one side of the faulty line for fault location
(approximately 27 times faster on average with a maximum
speed improvement of up to 75 times).

The use of the HCG method plays an important role in the
computation efficiency of the proposed method. This is
demonstrated in the results provided in Table 12 where the

FIGURE 8 | Values of ΔSEI corresponding to the varying current
magnitude (Figure 7) observed by the relays at both ends of the faulty
line during a PP fault at t = 1 s on (a) 20%, (b) 40%, (c) 60% and
(d) 80% of line 1 shown in Figure 4.

FIGURE 5 | Varying current magnitude observed by the relays at
both ends of the faulty line during a PG fault at t = 1 s on (a) 20%,
(b) 40% (c), 60% and (d) 80% of line 2 shown in Figure 4.

FIGURE 6 | Values of ΔSEI corresponding to the varying current
magnitude (Figure 5) observed by the relays at both ends of the faulty
line during a PG fault at t = 1 s on (a) 20%, (b) 40%, (c) 60% and
(d) 80% of line 2 shown in Figure 4.

FIGURE 7 | Varying current magnitude observed by the relays at
both ends of the faulty line during a PP fault at t = 1 s on (a) 20%,
(b) 40%, (c) 60% and (d) 80% of line 1 shown in Figure 4.

6 of 13 IET Smart Grid, 2025
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HCG method is compared with the CG [28] and SSD [32]
methods in the case of a PG fault with a resistance of 50 Ω at
50% of each line. The objective function for all methods is
considered as Equation (6a), and 20 dB noise is considered in all
scenarios. As shown in Table 12, the HCG method shows a
better performance compared to the other methods. The CG
method failed to converge in most scenarios. This is because this
method is very fast and used for optimisation in a non‐limited
variables. Therefore, in a few iterations, the estimated values
of fault location and its resistance exceed their boundaries and
causing the algorithm to diverge. On the other hands, the SSD
method can accurately locate faults in all cases but has slower
convergence, taking about 5.9 times longer than the proposed
method.

4.3 | High Impedance Faults

To analyse the impact of fault resistance on the performance of
the proposed method, a PG fault is simulated at 50% of line 3
(Figure 4) with fault resistances of 10, 50 and 100 Ω, and an
SNR of 20 dB. The current waveforms observed by the protec-
tive relays at both ends of the faulty line at the time of fault
detection are captured and these data are used to compute the
corresponding ΔSEI values (Figures 9 and 10). The current
waveforms observed by the protection relays are plotted in

TABLE 2 | Fault location errors (%) in the case of a PG fault
occurring at line 2 in the microgrid shown in Figure 4.

Method

Fault location along
the faulty line

(percentage of line
length)

20 40 60 80
Proposed scheme One end 0.71 0.64 0.78 0.78

Kong and Nian [22] One end 0.89 1.44 1.05 1.14

Proposed scheme Both ends 0.27 0.40 0.28 0.47

Kong and Nian [22] Both ends 0.63 0.81 0.62 0.74

TABLE 3 | Fault location errors (%) in the case of a PP fault
occurring at line 1 in the microgrid shown in Figure 4.

Method

Fault location along
the faulty line

(percentage of line
length)

20 40 60 80
Proposed scheme One end 1.16 1.22 0.61 1.58

Kong and Nian [22] One end 1.21 1.53 1.18 1.64

Proposed scheme Both ends 0.13 0.18 0.28 0.71

Kong and Nian [22] Both ends 0.75 0.68 0.73 0.82

TABLE 4 | Fault location errors (%) for PG faults in the microgrid of Figure 4 using the measured data from one end of the lines.

Faulty line
number

Fault location along the faulty line (percentage of line length)
20 40 60 80

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

1 0.62 0.73 0.7 0.88 0.99 1.18 0.94 1.05

2 0.71 0.89 0.64 1.44 0.78 1.05 0.78 1.14

3 0.89 1.22 1.72 1.9 0.74 1.82 0.58 1.21

4 0.47 0.61 0.81 1.01 0.84 0.94 1.02 1.93

5 0.51 0.64 1.14 1.56 0.97 1.07 1.15 1.34

Ave. error 0.64 0.82 1 1.36 0.86 1.21 0.89 1.33

TABLE 5 | Fault location errors (%) for PG faults in the microgrid of Figure 4 using the measured data from two ends of the lines.

Faulty line
number

Fault location along the faulty line (percentage of line length)
20 40 60 80

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

1 0.31 0.66 0.38 0.75 0.47 0.82 0.27 0.74

2 0.27 0.63 0.40 0.81 0.28 0.62 0.47 0.74

3 0.31 0.74 0.56 0.89 0.41 0.95 0.62 0.85

4 0.23 0.58 0.43 0.92 0.45 0.79 0.31 1.01

5 0.35 0.52 0.47 0.86 0.37 0.68 0.67 0.83

Ave.
error (%)

0.29 0.63 0.45 0.85 0.4 0.77 0.47 0.83
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Figure 9a–c for the PG faults with resistances of 10, 50 and
100 Ω, respectively.

The corresponding values of ΔSEI at the time of fault detection
for these PG faults are plotted in Figure 10a–c, respectively.
These ΔSEI values are then used to determine the fault location.

Using the same convergence criterion (OTh = 10−6), Table 13
presents the location errors for the proposed method and the
method in Kong and Nian [22] under these varying fault re-
sistances. The results demonstrate the high accuracy of the
proposed method, especially when utilising current measure-
ments from both ends of the line. In contrast, the method in

Kong and Nian [22], when using data only from one side, only
achieves accuracy for a 10 Ω fault resistance and fails to
converge for a 50 Ω fault. Although [22], can locate a fault with
50 Ω resistance when using current measurements from both
ends of the line, it fails to converge for a 100 Ω fault.

The same scenario is applied to each line in the microgrid
(Figure 4) to assess the performance of the proposed method
under varying line conditions. Tables 14 and 15 present the fault
location errors when using the measured data from one end and
both ends of the lines, respectively. As these results demon-
strate, the proposed method offers improved accuracy compared
to the method in Kong and Nian [22], particularly when

TABLE 6 | Fault location errors (%) for PP faults in the microgrid of Figure 4 using the measured data from one end of the lines.

Faulty line
number

Fault location along the faulty line (percentage of line length)
20 40 60 80

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

1 1.16 1.21 1.22 1.53 0.61 1.18 1.58 1.64

2 0.77 1.08 0.86 0.93 0.98 1.36 0.71 0.89

3 0.66 0.73 0.62 0.83 0.84 0.98 0.94 1.13

4 1.05 1.08 0.47 0.62 0.73 1.77 1.01 1.42

5 0.85 0.96 1.07 1.58 1.09 1.35 0.79 1.41

Ave.
error (%)

0.9 1.01 0.85 1.1 0.85 1.33 1.01 1.3

TABLE 7 | Fault location errors (%) for PP faults in the microgrid of Figure 4 using the measured data from both ends of the lines.

Faulty line
number

Fault location along the faulty line (percentage of line length)
20 40 60 80

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

1 0.13 0.75 0.18 0.68 0.28 0.73 0.71 0.82

2 0.19 0.88 0.47 0.73 0.68 0.8 0.52 0.66

3 0.08 0.72 0.31 0.77 0.48 0.74 0.36 0.58

4 0.11 0.65 0.27 0.75 0.46 0.89 0.44 0.88

5 0.22 0.84 0.68 0.94 0.39 0.75 0.57 0.85

Ave.
error (%)

0.15 0.77 0.38 0.77 0.46 0.78 0.52 0.76

TABLE 8 | Computational times (second) associated with the results given in Table 4.

Faulty line
number

Fault location along the faulty line (percentage of line length)
20 40 60 80

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

1 0.16 2.13 0.15 3.09 0.15 3.87 0.17 5.4

2 0.18 2.26 0.16 2.85 0.16 4.24 0.16 5.07

3 0.16 2.57 0.18 8.96 0.17 3.13 0.15 4.81

4 0.18 2.65 0.16 6.29 0.16 2.97 0.15 11.01

5 0.15 3.96 0.15 1.95 0.17 4.18 0.17 2.65

Ave. time 0.17 2.71 0.16 4.63 0.16 3.68 0.16 5.79
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utilising data from both ends of the faulty line. Analysis of
Tables 14 and 15 reveals that the proposed method achieves
fault location errors of ≤ 4.16% in all cases using double‐ended
line data. With single‐ended data, however, fault location errors
increase to approximately 10% when the fault resistance reaches
100 Ω. Notably, the method in Kong and Nian [22] struggled to

accurately locate faults with resistances exceeding 10 Ω,
resulting in errors beyond permissible limits or algorithm
convergence failure. Although the authors in Ref. [22] achieved
fault location errors of ≤ 7.8% with double‐ended data and a
fault resistance of 50 Ω, they failed to locate faults with a
resistance of 100 Ω.

TABLE 9 | Computational times (second) associated with the results given in Table 5.

Faulty line
number

Fault location along the faulty line (percentage of line length)
20 40 60 80

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

1 0.33 4.28 0.32 5.71 0.33 13.68 0.34 6.11

2 0.26 7.03 0.35 6.17 0.34 5.09 0.32 7.84

3 0.24 5.16 0.37 9.14 0.3 4.89 0.31 6.09

4 0.30 4.89 0.34 10.16 0.33 7.22 0.34 9.47

5 0.29 6.33 0.34 6.25 0.28 6.53 0.25 10.08

Ave. time 0.28 5.54 0.34 7.49 0.32 7.48 0.31 7.92

TABLE 10 | Computational times (second) associated with the results given in Table 6.

Faulty line
number

Fault location along the faulty line (percentage of line length)
20 40 60 80

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

1 0.15 4.83 0.14 2.24 0.13 3.5 0.16 11.49

2 0.16 1.57 0.15 3.74 0.17 6.37 0.17 5.18

3 0.17 3.98 0.16 4.37 0.17 2.78 0.16 2.61

4 0.14 2.44 0.14 5.05 0.16 12.08 0.17 2.57

5 0.18 2.65 0.16 1.85 0.15 4.74 0.21 5.66

Ave. time 0.16 3.09 0.15 3.45 0.16 5.9 0.17 5.5

TABLE 11 | Computational times (second) associated with the results given in Table 7.

Faulty line
number

Fault location along the faulty line (percentage of line length)
20 40 60 80

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

1 0.32 6.17 0.23 5.98 0.34 11.92 0.25 14.35

2 0.24 7.25 0.28 9.11 0.33 5.37 0.24 7.21

3 0.28 7.11 0.29 7.68 0.24 7.05 0.25 5.09

4 0.29 5.02 0.29 6.15 0.23 7.63 0.28 5.28

5 0.34 6.4 0.32 7.33 0.26 8.29 0.34 7.92

Ave. time 0.29 6.39 0.28 7.25 0.28 8.05 0.27 7.97

TABLE 12 | Comparison of the performance of HCG, CG [27], SSD [31] and GA for occurrence of a PG fault with resistance of 50 Ω at 50% of each
line.

Method Average fault location error (%) Average computational times (second)
CG [28] NC —

SSD [32] 1.85 2.71

Proposed HCG 1.85 0.46
Abbreviation: NC, not converged.
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5 | Discussions

The performance of the proposed fault location method is
validated by the case studies presented in the previous sections.
To provide a comparative analysis, Table 16 outlines the key
features of recent fault location approaches for DC microgrids. It

is important to emphasise that this table compiles feature in-
formation from published studies rather than simulated data.

Based on the data in Table 16, it can be inferred that the pro-
posed scheme can accurately locate HIFs with fault resistance as
high as 100 Ω and SNR as low as 20 dB. These features
outperform the existing methods that cannot function success-
fully in the presence of noise [21–24] or when the value of SNR
is lower than 34 dB [20, 34], not being able to locate HIFs with
fault resistance > 20 Ω. Furthermore, unlike [24, 26], the pro-
posed method does not require any additional devices.

The success of the proposed scheme stems from the efficacy
of Shannon entropy in noisy environments that excels in
quantifying the information content of signals, even amidst
uncertainty and distortion caused by noise [31, 35]. Besides,
the use of an efficient physical model into an iterative
approach for resolving the inverse problem has further
improved the accuracy and computation efficiency of the
proposed method. In fact, the HCG optimisation algorithm in
the inversion process has guaranteed the robust and fast
convergence of the proposed method [29]. Although the
proposed entropy‐based inversion method demonstrates high
accuracy in locating HIFs under noisy conditions, it has
certain limitations that should be acknowledged. Although
the method performs well at SNR as low as 20 dB and fault
resistances up to 100 Ω, its accuracy may degrade under
extreme noise levels below this threshold and fault resistances
exceeding 100 Ω. Furthermore, despite the improved conver-
gence speed of the HCG optimisation technique, the iterative
nature of the method requires high computational effort that
may limit real‐time implementation in systems with con-
strained processing capabilities.

6 | Conclusion

This paper proposes a novel inversion method based on
Shannon entropy to accurately locate short‐circuit faults in
DC microgrids. The proposed method adopts a phenomeno-
logical approach that uses a physical model to iteratively
solve the inverse problem. The problem is posed as an opti-
misation problem that determines the most likely location of
a fault by minimising an appropriate objective function; it
represents the disparity between the entropy of the current
waveforms observed by the protection relays at the time of
fault detection and their model‐predicted counterparts. A
hybrid conjugate gradient‐based approach is adopted to
minimise the value of the objective function. It includes the

FIGURE 9 | Variations of the current waveforms observed by the
relays at both ends of the faulty line when a PG fault at t = 1 s with
(a) 10 Ω, (b) 50 Ω and (c) 100 Ω resistance occurred in the middle of
line 3 shown in Figure 4.

FIGURE 10 | Values of ΔSEI corresponding to the current waveforms
observed by the relays at both ends of the faulty line (Figure 9) when a
PG fault at t = 1 s with (a) 10 Ω, (b) 50 Ω and (c) 100 Ω resistance
occurred in the middle of line 3 shown in Figure 4.

TABLE 13 | Fault location errors for a PG fault at the middle of line 3 in Figure 4.

Fault resistance (Ω)
10 50 100

Proposed scheme
Kong and
Nian [22] Proposed scheme

Kong and
Nian [22] Proposed scheme

Kong and
Nian [22]

One
end

Both
ends

One
end

Both
ends

One
end

Both
ends

One
end

Both
ends

One
end

Both
ends

One
end

Both
ends

2.05 0.39 3.06 3.11 5.03 1.82 NC 7.53 9.06 2.39 18.3 NC
Abbreviation: NC, not converged.
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standard steepest descent method for its robust convergence
and the conjugate gradient method for its high convergence
speed. Simulations have been conducted on a mesh‐type DC
microgrid to verify the performance of proposed method. The
results show that the proposed technique is significantly
resilient in the noisy environment and can accurately locate a

high impedance fault with fault resistance as high as 100 Ω
and signal‐to‐noise ratio (SNR) as low as 20 dB. In addition,
the proposed scheme converges much faster compared to
existing methods. These features outperform the existing
methods that cannot function successfully in the presence of
noise, or when SNR is lower than 34 dB, not being able to

TABLE 14 | Fault location errors (%) for a PG fault at the middle of the lines in the microgrid shown in Figure 4 using the measured data from one
end of the lines.

Faulty line
number

Fault resistance (Ω)
10 50 100

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

1 2.73 5.85 4.98 9.16 8.43 NC

2 1.79 3.80 4.22 8.29 8.02 11.38

3 2.05 3.06 5.03 NC 9.06 18.3

4 3.02 5.01 4.38 10.52 9.82 NC

5 2.61 4.19 4.31 9.43 9.11 17.91

Ave. error 2.44 4.38 4.58 NC 8.89 NC
Abbreviation: NC, not converged.

TABLE 15 | Fault location errors (%) for a PG fault at the middle of the lines in the microgrid shown in Figure 4 using the measured data from two
ends of the lines.

Faulty line
number

Fault resistance (Ω)
10 50 100

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

Proposed
scheme

Kong and
Nian [22]

1 0.76 2.85 2.13 6.38 3.46 12.08

2 0.74 3.04 1.18 6.71 2.27 16.63

3 0.39 3.11 1.82 7.53 2.39 NC

4 0.98 3.7 2.12 7.02 4.16 18.05

5 0.93 3.62 1.98 7.8 2.73 13.29

Ave. error 0.76 3.26 1.85 7.09 3 NC
Abbreviation: NC, not converged.

TABLE 16 | Comparison of the proposed method with recent fault location schemes.

Method
Maximum
error (%)

Maximum value of fault
resistance (Ω)

Signal‐to‐noise
ratio (dB)

Need of additional
devices

[22] 4 10 — No

[21] 6 6 — No

[24] 5 50 — CLR, SGR

[23] 4.7 200 — No

[26] 7.3 200 10 CLR, noise filter

[34] 1.7 1 40 No

[20] 5 20 34 No

Proposed
method

4.2 100 20 No
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locate a high impedance fault with fault resistance > 20 Ω, or
needing additional device for increasing their performance.
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