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Abstract—This paper considers the robust safety critical con-
trol problem of an uncertain second-order nonlinear system
subject to denial-of-service (DoS) attacks on the sensor-controller
and controller-actuator channels. In order to handle the safety
constraint described by a general nonlinear function, we first
propose a governor function, regarded as a generalized barrier
function, with additional properties. Then a safety critical control
is designed to guarantee the safety and stability of the closed-
loop system. Finally, a combined time- and event-triggered
sampling mechanism is further introduced to detect the randomly
occurring DoS, and the latest sampled information is used to
update the safety critical control once the signal can be received
through the sensor-controller channel. Our sampled-data safety
critical control strategy can reduce to solve the safety critical
control and the security control problems of nonlinear systems
with parametric uncertainty.

Index Terms—safety critical control, uncertain nonlinear sys-
tem, stabilization, DoS attack

I. INTRODUCTION

For a practical system, both the state safety and the security
are of paramount importance. The safety control problems
usually refer to safety verification problems [1], [2] or safety
critical control problems, the latter of which require to design
control laws to preliminarily guarantee the safety of the
system. The methods for safety critical control problems can
mainly be classified into two groups. Most existing works are
based on the optimization technique in the context of quadratic
programming (QP), and the representative ones can be found
in [3]-[11], etc. [3], [4] created the framework for the safety
critical control problem with multiple objectives of safety
and stabilization, and synthesized control laws by uniting
control barrier function (CBF) with control Lyapunov function.
Within the CBF-QP framework, [5] further considered the
model uncertainty and external disturbances with the output
measurement by combining the extended state observer. [6]
proposed a robust optimal control to deal with the system
stability as well as input and state constraints through QP,
while [7] developed an adaptive data-driven safety control
method to achieve the forward invariance of a safe set.
[8] designed a distributed predictive control for constrained
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linear multi-agent systems, and [9] considered the safety-
critical multi-agent systems based on QP. The main design
idea for the second group of the safety critical control is
to construct a control Lyapunov barrier function, based on
which, a safety and stabilization control law is designed with
the aid of Lyapunov-like theorem [12]. [13] proposed a safety
critical control law to handle the conflicted safety and tracking
purposes, and a tradeoff between keeping the trajectory in the
safe area and decreasing the tracking error was achieved based
on a constructed performance indicator function.

Networked systems with state/output or safety constraints
are more vulnerable to cyber attacks in the sense that the
measurement data and the control input can be manipulated
by attackers to severely compromise the system performance
by inducing the system into the unsafe mode. Commonly
seen cyber attacks include deception, replay, DoS attacks
and their finite combinations. Deception attacks destroy the
trustworthiness of the data, and the adaptive control technique
can be applied to achieve the uniform ultimate boundedness of
the closed-loop system [14], [15]. DoS disrupts the time line
of the information exchange. Great efforts have been made to
mitigate DoS attacks ever since [16] established the relation-
ship between the input-to-state stability for a linear system
and the frequency and duration conditions of DoS attacks.
[17] considered the input-to-state stabilizing problem with
DoS in multiple transmission channels. Innovative methods
such as predictor-based resilient strategy in [18] and deadbeat
controller in [19] have been proposed for linear time-invariant
systems against DoS attacks. For multi-agent linear systems,
[20] proposed a secure cooperative event-triggered control
for the consensus problem, while [21] designed a resilient
practical control law for the cooperative output regulation
problem with unknown switching leader system. Generally
speaking, most control methods for resisting DoS attacks
were proposed for linear systems with a few exceptions. A
group of Euler-Lagrange systems were studied in [22] based
on the Lyapunov approach and multidimensional small-gain
technique, and [23] considered a special class of nonlinear
systems.

Motivated by the safety and security requirements of prac-
tical systems such as railway signaling network [24] and
unmanned vehicles [25], it is imperative to consider the
safety critical control problem with cyber attacks. Such a
cross-layer problem is very challenging, noting that safety
critical control requires the continuous monitoring on the
system trajectory whereas cyber attacks randomly tamper or
prevent the transmission of the information. For example, [26]
considered DoS attacks and collision avoidance. The state
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information is denied on the sensor-controller channel and
the input is prevented from reaching the actuator, and thus,
the system is actually an open-loop system with no control
over the system trajectory, let alone to keep the trajectories
safe for all the time. Technically, it is difficult to bridge the
gap between the safety critical control and security control
because the former follows a relatively fixed design procedure
based on CBFs, while for detecting and mitigating different
cyber attacks, the latter usually adopts a variety of control
strategies ranging from predictive control, adaptive control to
reinforcement learning technique.

This paper considers the safety critical control problem
for an uncertain second-order nonlinear system subject to
randomly occurring DoS attacks at both controller and actuator
sides, and aims to achieve multiple control objectives including
guaranteeing the system safety, mitigating DoS attacks and
stabilizing the closed-loop system. Such a problem generalizes
the safety critical control problems in [3], [4], [6], [7], [12] and
the security control problems in [16], [17], [22], [23]. To solve
such a complicated problem, we propose a governor function
with its explicit construction, based on which, an effective
safety critical control is provided. The contribution of our
design includes the following three aspects. First, we define a
novel governor function to simultaneously accommodate the
safety constraint with a general nonlinear function and the
stabilization requirement. It can also be used to solve the
state/output constrained problems in [27]-[29]. Then a safety
critical control law is designed for a second-order nonlinear
system, noting that CBF based control methods in existing
works [12], [13] are inadmissible for further fighting against
cyber attacks. Finally, it is also technically challenging to
solve the security control problem for a nonlinear system
under DoS attacks, as opposed to that for the linear ones in
[16], [17], [20], [21]. It actually requires that the trajectory
of the nonlinear system converges exponentially without DoS
and its growth can be accurately evaluated during DoS. By
further proposing a combined time- and event-triggered sam-
pling mechanism, we eventually provide a sampled-data safety
critical control design along with an algorithm for selecting
control parameters.

Throughout the paper, for a vector or a matrix, || - |
represents its Euclidean (£5) norm. 0,, = [ 0O --- 0 ]:Xl
denotes the n-dimensional vector with all element being 0, and
1” = [ 1 1 }:xl'

II. PROBLEM FORMULATION

Motivated by the safety and security requirements of net-
worked systems, we consider the following nonlinear sys-
tem with safety constraints and cyber attacks on the sensor-
controller and controller-actuator channels.

&1 =22 + fi(z1,0)
Ty = u+ fao(z1,22,0) ey
y=a
where x(t) = col(x1(t), x2(t)) with z1(t) € R™ and x»(t) €

R™ is the state, u(t) € R™ is the input, y(t) € R™ is the
output, and ¢ €  C R™ is an uncertain parameter vector

with 2 compact and containing the origin of R™. Functions
fi(+), i = 1,2, are globally defined, sufficiently smooth and
satisfy f;(0,0) = 0, for all o € .

For the safe operation of system (1), the output is required
to satisfy the following constraint,

S={yeR": h(y) <¢}
0S={yeR": h(y) =€}

where constant ¢ > 0 and h : R — R is a C? function
satisfying that dldhy(iy), 1 =1,2,3, is bounded for all y(t) € S.
Assume h(0) < €y for some constant 0 < ¢y < € and S =
S U OS is bounded. Note that (2) can describe a variety of
constraints including the output constraint in [29], [30] and
the configuration constraint for robotic systems in [10].

Remark 2.1: The safety critical control problem of second-
order nonlinear system (1) has been considered in the liter-
ature. See [4], [10]. (1) can describe benchmark nonlinear
systems such as mechanical systems [12], [13], robots [10],
unmanned vehicles [25] and aircrafts [11]. Control techniques
for system (1) are also applicable to the high-order nonlinear
system as follows,

)

jji:xi+1+fi(:ii70-)77;:17"'7r_1 (3)
i’r:u+fr(fmo') y=1o
where Z; = col(z1,--- ,z;) with z; € R", j =1,--- ,4. The

details will be provided in Section IV-B.

The state x(t) of the networked system (1) is transmitted
through the sensor-controller channel and the input u(t) is
through the controller-actuator channel. Both channels are
vulnerable to malicious cyber attacks, which motivates us to
further consider the security problem of the safety critical
system (1). To be specific, the attackers may deny the trans-
mission of the signals z(¢) and wu(t). We use the sequence
{0p}pen+ to denote DoS off/on transitions with §; > 0. Define
A, = {0p} U [0p, 0, + 7p) to represent the p-th DoS time-
interval, and 7, > 0 is the length that the signal z(¢) fails
to transmit. If 7,, = 0, DoS is a single pulse. For each time
interval [7,¢] with 0 < 7 < ¢, define

E(r,t) = U A, N1, t], O(r,t)=[rt]\E(r,t), @&
peENt

where Z(7,t) denotes the set of time instants where the signal
transmission is denied and the control input u(t) = 0,,.

We provide the following conditions for DoS attacks, which
capture certain randomness of DoS attacks in the real-world
network environments and determine the amount of DoS that
a system can tolerate before undergoing instability under the
current control technologies as in [16], [17], [20]-[23].

Assumption 2.1: There exist k1 > 0 and Tp > 1 such that
4)

t—rT1

[E(7, ) < 51+

where |Z(7,t)| denotes the length of the intervals over which
the signal transmission is denied, and x; serves to make (5)
consistent.

Assumption 2.2: There exist k5 > 0 and 7p > 0 such that
(6)

t—rT1

P(T7 t) < Ko+
™D
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where 7p > 7, > 0 and P(7,t) denotes the number of DoS
off/on transitions during [7,¢].

Remark 2.2: Based on the concept of average dwell-time
introduced by [31], Assumption 2.1 requires that the average
time instants, over which communication is interrupted, do
not exceed a certain fraction of time. The rationality of
this assumption lies in that the duration of DoS cannot be
unbounded, constrained by the limited energy of the attacker.
Also, by imposing a minimum interval between consecutive
attacks, Assumption 2.2 restricts the frequency of DoS attacks,
which must be sufficiently small compared to the minimum
sampling rate [16]. Otherwise, the control update based on
the sampled signals cannot compete with the high-frequency
occurrence of DoS, resulting in the failure of any adopted
control even if Assumption 2.1 holds.

Then the robust safety critical control problem of the uncer-
tain nonlinear system (1) with DoS attacks on both channels
is formulated as follows.

Problem 2.1: Consider the second-order nonlinear system
(1) with the safety constraint (2) and subject to DoS attacks (4)
satisfying Assumptions 2.1 and 2.2. For any y(0) € S, propose
a control strategy such that the trajectory of the closed-loop
system exists, and satisfies that y(¢) € S for all ¢ > 0 and
1imt*>+oo .T(t) = 02n~

Remark 2.3: The technical challenges of Problem 2.1 are
summarized as follows. First, it is difficult to handle the safety
constraint h(y) < € with h(-) being a general nonlinear
function, and existing barrier functions are mainly designed
for the state/output constraints, inadmissible for the constraint
(2). Second, Problem 2.1 also considers DoS attacks and
safety critical control laws generated from CBF-QP framework
cannot be applied here since DoS not only prevents the
continuous monitoring of the trajectory, but also results in
an open-loop system with u(t) = 0,. Finally, DoS occurs
randomly, and therefore, it is required to figure out a way to
detect DoS, noting that mimicking the zero-order-hold control
is impossible since we cannot let u(t) = 0,, for t € [§,, I,+7))
with ¢, and 7, unknown.

The safety critical control laws in existing works, e.g., [12],
[13], take the following form,

u(t) = ¢(z(t)) (7)

where ¢(+) is some smooth function with ¢(0) = 0,,. However,
DosS disrupts the transmission of the signal x(t) over Z(0,t)
whereas (7) requires the continuous feedback. Thus, any safety
critical control in the form of (7), depending on x(¢) for all ¢ >
0, is inapplicable. To further handle the randomly occurring
DoS in Problem 2.1, we design a robust safety critical control
with sampling mechanism for detecting DoS, which takes the
following form,

u(t) = d(x(tr())) (8a)
] 0y, if DoS is detected
(thry) = { x(ty,), otherwise (8b)

where t5(;) is the latest time instant for sampling the state
2(t), {tx}ren is the sequence of sampling time instants and
x(ty(y)) is the latest sampled data. Under the control (8), the
structure of the closed-loop system (1) is given by Fig. 1.

* = x2 + f1(x1,0)
Xy = u+ fo(x1,%2,0) x(t)

u(ticr)

Sensor

Tsafety constraint:
h(y) <e

DoS on the senor—_/I

.~ DoS on the controller-
H controller channel
1

1

actuator channel

x(tuce))
Robust safety critical control against DoS

u(t) = ¢(x(tree))

Fig. 1: The structure of the system (1).

III. GOVERNOR FUNCTION BASED SAFETY CRITICAL
CONTROL DESIGN

In this section, we specify the form of the sampled-data
safety critical control (8).

A. Governor Function Design

Note that existing CBF based safety critical control cannot
work effectively in practical situations with some dynamic
requirements and/or cyber attacks, and barrier functions cannot
deal with the safety constraint (2) with h(-) nonlinear in y.
Thus, we generalize barrier functions in [27], [28] and propose
a new concept, called the governor function.

Definition 3.1: Function G : R x R® — R" is called a
governor function if it satisfies the following properties:

1) G =G(h(y),y) is C” for some integer r > 1;

2) G— 0, as y(t) — 0,;

3) ||G|| = Gy, for some 0 < G, < 400 as h(y) — €

4) % > Gol, for all y(t) € S and some constant G > 0.

In order to present a suitable governor function for a second-
order system, let » = 2 and

Sm={y €ER": h(y) < en}, €0 <em <e. (9)

Since h(0) < €9 < €m, y = 0y, is an interior point of S,,,, and
thus, there exists a neighborhood Sy of 0,, such that Sy C .S,,.
Define S; as

So={y eR" :|lyl| <ro}, 0< 71 <@y,

10
T, < dist(0,,, 0Sp,)- (10)

Define a smooth switching function x : R — [0, 1], which is
nondecreasing, C3, and positive for all 7 > 0. To be specific,
x(+) satisfies:

i) x(7) =0 for 7 <0, and 0 < x(7) < 1 for 7 > 0;

ii) x(1) = 1 for 7 > 2, — 70;

iii) dl;‘T(f), 1=1,2,3, is bounded for all 7.
Then construct a function of the following form,

z1 = X[yl = ro) H(h(y))1n + sy (11)
where ¢ > 0 is a constant to be designed, and
1
H(h(y) = ———7 (12)
e—h(y) + 5

with a constant 8 > 0.
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We establish the following lemma to show that (11) is a
governor function. Define
dX(gﬁ”ﬁm) n%
ply) = —— = . 5
dy (e~ h(y)+3)

X[yl = r0)1, )

(€= h(y) + 5)?

13)

+<1,.

Lemma 3.1: Under the conditions that the set S and
||%(yy)|| for all y(t) € S are bounded, (11) is a governor
function with 0 < G,,, < 400 if ¢ satisfies

S > VnBxm + VnB2hm + <0, so >0, (14)

dx(|ly|| = ro)

DU < v, = e {]| 22|
dllyl] X (es{ \}

Proof: (1) From H(-) in (12) and the definition of the
smooth switching function x(-), z; is a C? function.

(2) Note that as h(y) — € y(t) € S\S,,, and thus,
lly(®)|| > xmm with z, given by (10). From Property ii) of
function x(-), x(||y|| — o) = 1 for ||y|| —ro > @, — ro. Also
note that H(h(y)) — 0 as h(y) — €. Thus, z1 — S1,, + cy.
When h(y) =,

nB? + 265y, +<2Hy\l2},

j=1

21/ = G € {y € 05 :

(15)

where y = col(yy,--- ,yn) fory; €R, i =1,---  n. Since S

in (2) is bounded, y is bounded for h(y) < €, and then there

exists some constant 0 < G,,, < 400 such that ||z1|| = G,

as h(y) — €

3) As y(t) — 0,, y(t) € So, and thus, x(-) — 0 from

Property i) of function x(-). H(h(y)) — m with

h(0,) < €y < € as y(t) — 0, implying that z; — my — 0,,.

(4) From Property iii) of function x(-), x. exists. And for
all y(t) € S,

dx(llyll=ro) g "
H dl[yll "Iyl H
e—h(y) + %

yT
Y

Since ||4 y)|| is upper bounded for all y(t) € S, h,, also
exists. Note that 0 < H(h(y)) < B for all y(t) € S and
X([|lyl] = r0) <1 for any y. Then for all y(t) € S,

H Xyl = 7r0)1n
(e —h(y) +
Thus, for all y(¢) € S,

dnyﬂ\ Pl < st

I < b, (16)

where i, = /BXm + /1% + <. Note that u(y) in (13)
is in the form of (72). By Lemma A.1, if ¢ satisfies (14), then
for all y(t) € S,

w(y) > soln-

In conclusion, according to Definition 3.1, (11) is a governor
function. [ |

a7

From Definition 3.1, G, serves as a flag when y(t) — 95.
However, from (15), GG, is not unique. Thus, we establish the
following lemma to provide a condition to check if h(y) < e
is satisfied.

Lemma 3.2: For y(71) € S with 0 < T} < +o0, if 2z
satisfies

Hzl(t)|| < Zms te [771,7_'2}7 T1 < T2 S —+00 (18&)
Zm = min{G, } (18b)

with G,,, given by (15), then y(t) € S for all ¢t € [T}, T3]
Proof: Suppose that there exists some time instant 77 <
71 < T3 such that y(7) ¢ S. For y(T) € S, by the continuity
of the trajectory y(t), there exists T} < 7o < 71 such that
y(me) € 0S. From (15) in Lemma 3.1, ||z1(72)|| = Gm.,
implying that ||z1(72)|| > 2z, contradicting (18a). Then
y(t) € S for all t € [T1, 1] if ||z1(8)]] < 2m.
|
Remark 3.1: The governor function in Definition 3.1 is
essentially a generalized barrier function, and its design is
based on those for the state/output constraint systems [27]—
[30] with some improvement. First, the governor function is
G € R"™, while the barrier function is usually one-dimensional
and in the form of B = hiy) For example, h(y) = hi(y)ha(y)
for hi(y) = y+ F11 and ha(y) = Fi2 —y in [27]. The second
one is the design of G,,. In existing works, G,, = +o0.
However, in order to evaluate the growth of x(t) of the
uncontrollable system during DoS, we can only design a
bounded one, which requires to provide a finite and specific
value, depending on G,,, that ||z(t)|| cannot overstep before
y(t) arrives at 9S. It is nontrivial to do so since z(t) depends
on both h(y) and y, and from (15), ||2(¢)|| does not necessarily
reach its largest value when h(y) — e. Finally, Property 4)
is autonomously satisfied for barrier functions, while it is
very hard to provide the positive value of the lower bound of
m};i(y)’y) since the sign of dhiy) g dramatically changing. To
overcome this difficulty, we adopt an additive form of a safety
term and a stabilization term ¢y in (11). In the safety term,
the smooth switching function x(-) is introduced to realize the
smooth transition from the safety purpose to the stabilization
once y(t) enters Sp, and the ingenuity of the stabilization term
sy is that it can be used to satisfy Property 2), and meanwhile,
the parameter ¢ is designed from (14) to govern the first two
terms in (13) and ensure ‘fi—zl > coln.

B. Safety Critical Control Design

Since DoS attacks are launched randomly, 6, and 7, p €
N, are unknown for the control design. Thus, we employ the
combined time- and event-triggered sampling mechanism for
detecting DoS. For this purpose, define two sequences of non-
negative numbers {6, },en+ and {0, },en+ to store the switch
time instants of two sampling methods, and Fig. 2 is provided
to show the basic idea.

If the signal x(¢) can be received through the sensor-
controller channel at ¢ = ¢;, ¢ € N, one can infer that there
is no DoS. In such a case, update the control with the latest
received data x(ty)) = w(t;), and use the event-triggered
condition to determine the next time instant t;y; = 1; for
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Fig. 2: The bas1c idea for the combmed time- and event-
triggered sampling mechanism.

updating the control. At ¢ = ¢;4,, the signal transmission is
prevented and we can infer that DoS occurs within the time
interval [t;,t;11), and switch to the time-triggered mechanism
at t = t;,1. We use 0; to record the beginning of the time-
triggered sampling after DoS is detected. Let z(ty()) = 02p
and u(t) = 0,, once DoS is detected. And sample the data with
the time period 9y, i.e., t;qy1 = tm + U4, m € N. The time-
triggered sampling is used until ¢ = ¢,,+1 when the signal
can be received again, and then one can infer that DoS stops
within the time interval [t,,,%,,+1). We also use 0; + 7; to
record the ending of the time-triggered sampling after DoS
stops. Under such combined sampling mechanism, {¢j }ren is
designed as

" _ tr + ’l9t, kel

k+1 — ’l9k, k ¢ r
where I' = {k € N : t; € Upen+A,} denotes the set
of integers associated with the control update attempt during
DoS, 7, < 9 < ¥, is the time sapling period with 4,,, as
the upper bound of inter-sampling rate during DoS, and 9y, is
the time instant determined by the event-triggered condition

lle@I < A=D1}

for e(t) = u(ty)) — u(t) and z = col(z1,22) and v > 0.
Also define ©(7,t) to denote the sets of time instants that the
event-triggered mechanism is used during |7, ¢), while the set
Z(7,t) is for the time-triggered mechanism.

19)

9y, = inf{t € Roy, : (20)

O(r,t) = U Wy_1N[rt], E(r,t) = U Zy N [7, 1],
peEN+ peEN+
Wy—1 = {6p—1+ Up—1} U [6p—1 + Up_1,0p),

Zp = {Sp} U [517»617 + Up),

for 6p = 0 and 7y = 0. Note that (20) holds for the set (0, t).
Then based on the governor function z;, the original system
(1) can be converted into the following systems. Over (0, t),

Z1 = p(z1) (22 + 1) + p(x1) f(z1,0),

21

. (22)
Zy = fo(z1,22,0) + u(t) +e(t) — on,
where zo = 29 — . Over =(0,1),
z1 = ()22 + p(r1) f1(z1,0), (23)

2o = fa(x1, 22, 0).

With the aid of Lemma 3.2, the safety control problem of
system (1) with the constraint h(y) < e can be converted
into the state constrained problems of (22) and (23) with the
constraint ||z(t)|| < zp,.

For the purpose of satisfying the constraint ||z(¢)|| < z,
for system (22), inspired by [32], by combining the high
gain control and backstepping control techniques, design the
following stabilizing controller,

o1 = —3 ular)”

u(t) =

where for j = 1,2, k; > 0, and K(-) are smooth functions
to be designed.

Finally, the sampled-data safety critical control (8a) is given
by

u(t)

! (/ﬁ + K1($1)>217 29 = To — O,

1 .
—5 (kQ + Ko(z1, 352))22 +6q —pl(z1)z1, (24)

= o(2(ten))
= —% (kg + Ko (xl (tk(t))’ T2 (tk(t))) ($2 (tk(t))

dOél
dt ’zl:xl(tk(t)>

(25)

— a1 (teey)) + — " (@1 (b)) 21 (b))

where ty;) is the latest sampling time instant defined in (8b)
with ¢ from (19), and a4 is given by (24).

Remark 3.2: The benefits of the governor function based
control strategy (24) are threefold. First, (11) is designed
for the safety constraint in a relatively general form with
h(-) being some smooth nonlinear function, and (24) is also
applicable to high-order nonlinear systems without redefining
or sacrificing the safe area. Second, (25) is a bounded control
input since we design a bounded governor function (11)
with G,, < +o0. In fact, when unbounded barrier functions
are involved, the infinite force is required as the trajectory
approaches the boundary. Last but not the least, (25) resolves
the control feasibility problem in the CBF-based framework
by endowing the governor function with Property 4). That is,
we do not need Assumption 1 in [13], [33] for defining a
control-dependent CBF, and the condition (17) makes sure the
virtual controller oy can always take effect in (22).

Remark 3.3: Our safety critical control with DoS attacks
is given by (25) based on the latest sampled data () given
by (8b), the stabilizing controller (24) for system (22), and the
combined time- and event-triggered sampling mechanism (19).
Compared with the time-triggered method, the main advantage
of (19) is to reduce the frequency of updating the control law
without sacrificing the control performance.

IV. SOLVABILITY OF PROBLEMS

In this section, we provide the conditions for the solvability
of Problem 2.1 and discuss the possible generalizations of our
design.

A. Safety Critical Control Problem With DoS

We first construct two lemmas for the design of control
parameters 3, K1 (z1), and Ks(x1,z2) in (24).
Lemma 4.1: Assume
n
6 > L7
€—€m
ma < min .
max{|ly|}} < min{lly/l}

(26a)
(26b)
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If z1(t) > z, with z,, defined in (18b) for all ¢ > 0, then
x1(t) ¢ S,, where S,,, = S,, UDS,, and S,, is given by (9).

Proof: We show that if y(t) € S, ||21(¢)|] < zm. Note
that x(-) < 1 and H(h(y)) is increasing with h(y) for all
y(t) € Spn. Then for h(y) < e,

1 1

€—€m

X(HyH - TO)H(h(y)) S H(€m) = 1
€—€m+§
Then for all y(t) € S,

(o) < Ml

From (15) and (18b),

f

—Aliyll < T+ s maxd[lyll}. 27)
Y

i 4
_min {2 ()]}

> mi Do} = i )
_;216%“‘21()” } 5+<§relgé,{llyll }

Zm = min{G,,} = (28)

Under conditions (26a)-(26b), from (27) and (28), for all
y(t) € Spm, ||21(D)|] < zm. As a result, if ||z1(t)]| > zm,
y(t) ¢ Sm. u

In order to deal with the norm-bounded nonlinear uncer-
tainty in system (1), we use Corollary 11.1 in [34] to show
that functions f;(-), ¢ = 1,2, can be upper bounded by
nonlinear functions and design gain functions K;(-) in (24)
to dominate the upper bounds. To be specific, since functions
fi(+), i = 1,2, are globally defined, sufficiently smooth and
satisfy f;(0,0) = 0, for all o € Q, by Corollary 11.1 in
[34], there exist smooth functions k(o) > 0, I%l(xl) > 0,
kai(o) > 0 and koi(z;) > 0, i = 1,2, such that

| f1(@1,0)|| < ka(0)k (1)l 2],

|| f2(@1, 22, 0)|| < ka1 (0)kar (z1)] |21 ] + Koz (0)koa(2)||22]].

For o € Q with  compact, there exist constants k; > 0 and
Koy > 0, i = 1,2, such that k(o) < ki and koi(0) < Kos.
Thus,

(21, 0)|| < Eiky (a1)]]a ], (29)
|| fa(z1, 29, 0)|| < karkor (z1)||21]| 4 kaokaa(z2)||z2]|.
Define

9. .
Ki(z1) = Ek1k1($1)||/ﬁ($1)||a (30)
1., - o A
Ko(xy,22) = gk’%k‘% (1) + k3okdo (z2)| |1 (z1)] P
+ 2];322];'22(562),
where 1
ar(z1) = = (pu(x1)) " (k1 + Ki(21)). (31)

2
Lemma 4.2: Functions K (z1) and Ka(x1,x2) in (30) are
bounded if ||z(t)|| < zm.-
Proof: By Lemma 3.2, y(t) € S if ||z1(¢)]| < ||z(¥)]] <
Zm.-
Since x(||y|| — ro) > 0 and H(h(y)) > 0 for all y(t) € S,
sllz1]] < 1|z1]| < zm from (11), and thus,

||Zl|| Zm A

21| < < Tt (32)

Since k1 (-) is a smooth function determined from (29), ki (21)
iAs boundec} under (32), i.e., there exists ki,, > 0 such that
k1(z1) < E1m. Together with (16),

_ 2. .
Ki(z) <K, = Eklklmﬂm- (33)

From (17) in Lemma 3.1, u(xy) > <ol,, implying that

[[(s(x1)) 71| < L. Then from (31) and (24),

s ()l < g1 )~ Ik + K ()

< ki + K1) £ a,
_2%(14— 1) = o

leal] = ]2z + el < llzell + llaa (@) |
< Gullal + [zl < /202 2] + [[22]12)
< \/2max{L,a%, } (|12 + ||z2])
< ﬁmax{l,c‘vlm}HzH < \@max{l,ézlm}zm
(34)

A
= Tom-

Together with the smoothness of kg (+) and kgg( ), there exist
constants ko1, >0 and Koam > 0 such that kgl(xl) < koim
and kgg(xg) < koom. Then for all y(t) € S,

1oy _
Ka(ay,22) < Ky = §k21k%1m + Pk§2k§2m(l€1 + K1)
0

+ 2k2koom. (35)
|
Based on Lemmas 3.2-4.2, we provide Algorithm 1 for

designing control parameters in (25).

It is time to present our main result.

Theorem 4.1: Consider the system (1) with the safety
constraint (2) and DoS attacks satisfying Assumptions 2.1 and
2.2 with ¥ < 1 in (36). For any y(0) € S and ||z(0)|| < zo,
Problem 2.1 is solvable under the sampled-data safety critical
control (25) where x(t;()) is given by (8b) with ¢ in (19),
aq is given by (24), and control parameters are determined by
Algorithm 1.

Proof: The proof includes three steps.

Step 1: prove y(t) € S for all ¢ > 0.

For all t € [0,0;), from Fig. 2, the event-triggered mech-
anism is used and the triggering condition (20) holds. For
y(0) € S, by the continuity of the trajectory y(t), there exists
0 < 07 < &; such that y(t) € S for all t € [0, 7). Let

Vi=> 2z, i=1,2 (41)
j=1
From (29), (30) and (32), for all ¢ € [0, 51‘)
221 (1) fir(w1,0) < 2|zl |w(@)|[]] f1 (21, 0)]|
< 2[[z1||[| () |1k (z1)] |2 || (42)

9. .
= Ek1/€1(x1)llu(x1)|l\|21Hz = Ki(z1)][21]]*
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Algorithm 1 Control Parameters Design

0. Initialization:

The initial condition satisfies y(0) € S.

1. Sampling mechanism:

Select ¥; > 7, and determine ,, > ;. Choose v > O.
Calculate

9 1
k=4 —. (36)

If kK > 1, stop, and if otherwise, go to the next step.

2. Governor function:

Choose €, to satisfy €y < €, < ¢, and determine S,,, and x,,
from (9) and (10). Choose ryg < z,, and design the smooth
switching function x(-) with Properties i)-iii). Calculate ¥,
and h,, from (14). Choose a small constant 0 < mg < 1 and
select sufficiently large

Vn 1 1 B }
G—Em’ hm(TO Xm mO) .

Let g9 = mo+/nB. Then calculate ¢ from (14) and design the
governor function z; from (11). Determine p.,, from (16) and
Zy from (18Db).

3. Control gains:

Calculate K7 from (33) and K5 from (35). Thus, M can be
calculated from

8> max{ 37)

Mp = max{K; + p2, +2, K> + 1} (38)

Choose sufficiently large control gains k; and ks such that
M, determined from

MF = min{kzl —2— 2’}/, k2 - 27}7 (39)
satisfies
MF K
- 40
Mp T T—w 0
2 z MF — = = N
U, < — In ™ 4+ = ;)| — |Z(0,9; i e N*T.
v < Mo n % + MD|@(07 J)| | (07 ])|7 J €
(40b)

Check if z,,, > 29 > ||2(0)]], and increase § and repeat Steps
2 and 3 if otherwise.

Along the trajectory of (24) and (22), for all ¢ € [0,5f ), the
time derivative of V7 satisfies

Vy = 2z1Tu(x1)zQ + 221Tu(3:1)041 + 2z1Tu(x1)f1 (z1,0)
< 22 (1) 2 — 21 ) (1)) "k + K (1))
+ Ky (1)1
=2z p(x1) 29 — ka |z
Note that from (24) and (31), ||a1|| < ||@1(z1)]]||z1]]- From
(24), (29), (30) and (32),
223 fo(z1,32,0) < 2||2]||| fo(21, 22, 0) ||
< 2kprkar ()21 ||||22]| + 2ka2kaz(22)]]22 + oa]]|22]]

9. . o
< Ek21k21($1)||21|||\22|| + 2kaokao (22)]|22]

+ 2kaokaz (w2)]| (21)|]] 21|22 |

1., - _
< 2l P+ (R (o) + B @)@ ) ) 2]

+ 2kgo ks (w2)]| 22|

=2||z1|]* + Ka(z1, 32)]] 22/ (43)

Then along the trajectory of (24) and (22), for all ¢ € [0, %),
the time derivative of V5 satisfies

Vo <22 p(w1)z2 — ka|z1]]” + 223 fo(w1, 22, 0)
+ 221 (u(t) — an) + 22T e(t)
—kil|z1|? + 2l 21| P + K21, 22)||22]* + 225 (u(?)
—dn + pl(21)21) + 29| |2
—(k1 = 2)||z1]]* + 223 (w(t) — a1 + p" (1) 21
+ 1K2<x1,x2>z )+ 29z

< = (k1 —2=29)l|alf® = (k2 — 29)l| 2|

< —MpVs, (44)

where Mp > 0 is given by (39) and |le(t)]| < 7|[z(t)|| from
(20). Then for all ¢ € [0, 67),

e*MF \(:)(O,t)\eMD |Z(0,t)] (453)

[z < 1]2(0)[[e” ="
= 1|2(0)||e~ FE16(0,6)] , *R [E(0,8)] (45b)

where [©(0,t)| = t, |=(0,¢)| = 0 and Mp is given by (38).
Then ||z(¢)]| is exponentially decreasing with ¢, and ||z(¢)|] <
20 < Zy for all t € [0,0,) with 6; > 7. By Lemma 3.2,
y(t) € S for all t € [0,6,).

For all t € [51, o + U1), the time-triggered mechanism is
used, and the trajectory of z(t) is generated from (23). Since
z1 satisfies Property 1) in Definition 3.1, z(¢) is continuous
by the continuity of x(t). Thus, [|z(&1)|] < zme*%‘sl from
(45b) and there exists o > 0 such that ||z(¢)|| < z, for all
t € [61,01 + ©}). Along the trajectory of (23) and from (42),
(43), forallt € [51, 0 +07), the time derivative of V5 satisfies,

Vo = 22T ju(1) 20 + 22T pu(1) fr (21, 0) + 228 fo (21, 20, 0)
<p()[Pllz1]]? + 22| + K1 ()] 212

+ 2|21 P + Ka(1, 22) |22 (46)
= (K1 (z1) + [[p(@)|* + 2)[|21]* + (Ka(21, 22) + 1)||22][?
< max{K; (1) + [[u(21)]|* + 2, Ko (21, 22) + 1}]2] .

By Lemma 3.2, y(t) € S, and p(z1), Ki(x1) and Ka(z1,x2)
are bounded for all ¢ € [y, 01 + v7), i.e., (16), (33) and (35)
are satisfied. Thus, for all ¢ € [§1, 01 + 0}), Vs < MpVs, with
Mp given by (38). Then from (45),

Va(t) < Va(51)eMP =00 vt € (5,8, + v7) (47a)
<V2(O) F|@061)| MDI (061)| MD(tfgl)’
2] < []2(0)]|e™ F1O@MI S (=01 +E©BD) (47p)

Thus, if 01 < 0] = 37> In 2= + MF|@(O 51)| — |2(0,61)],
[1z(t)|] < 2z, from (47b) By Lemma 3.2, y(t) € S for all
t e [(51,(51 -|—’U1)
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Now we claim that for all ¢ > 0,

: M

Vg(t) < F‘/Q(t), te [51, 1+ ’Up 1,5 ) (4821)
MpVa(t),  t € [6p,0p+ 1p)

Va(t) < e~ Mr|6(0,t)] MDE(Ovt)lv (0), (48b)

[lz(t)]] < e~ FIBOD] 2O, D2 < 2m (48¢)

To verify this claim, assume that (48) holds for all ¢ € [0, Sj +
;) with some j € NT.

For all t € [§;40;,0;41), the event-triggered mechanism is
used and (20) holds. Repeat the procedure in the time interval
[0, 01), and (44) holds. Since (48) holds for all ¢ € [0, 5; +v;),

Va(t)

IN

e—MF(t—gJ —57)‘/2(5] + 'D]) (49)

e~ Mr(t=8;=0,) Mp(5;+5,-8,) (5.

IN

< e~ Mr(t=0;=05) Mpo; o= Mr|8(0,0;)| MpIE(0.05)] 17, ()

efIVIF(tfgj 7"_)j+‘é(0f5j)‘)eMD (17j+|é(0,5j)\)v2 (0)

Note that [©(d;,t)| = ¢t — d; — v;. Then for all ¢ € [5; +
Uj, 0j41),
10(0,8)] = 6(0,0;)] + 035, 1)] = [6(0,0;)] +t = d; — vj,
I2(0,1)] = v; +=(0,4;)- (50)
Therefore, from (49), for all ¢ € [5j + v, 5j+1),

Va(t) < e—MF\@(O,t)\61\413\3(07t)|v2(0)7 51
implying that (48b) holds for all ¢ € [0,0;41). S-
ince (48c) holds for all ¢t € [0,9; + ©;), ||z(t)]] <
e~ T 18(0.5;40;)] o T 50,55 t9)lzy < zy,. From (50)

(0

CE)(O’ESJ + 95)| = \@(O,(SJ)| and E
=(0,6;)|- Then from (49),

12(8)]] < e 7 E=0i=0+18(05)) o 2 (05 +E0.5)]) 5

< o T =0,-15) o= FE1O(0.3,+5))]  “R (0.3, +vJ>|
M T _
< e 2 (t=0-), < Zms (52)

implying that ||z(¢)|| decreases with time ¢, and (48c) holds
for all ¢t € [0,0,41)-

For all t € [0j41,8;11 + Uj11) with 0,1, satisfying (40b),
12(6;41)]] < e~ 72 G- < 2z, from (52). Using a
similar argument to the time interval [d1, 1 + U1), we obtain

9; UJ)Z

Va(t) < MpVa(t), ¥t € [0j41,0;41 +Uj1).  (53)
Since (48b) holds for all ¢ € [0,5;11), we have
Va(6,41) < e—MF|@(075j+1)\eMDE(075j+1)\V2(0). (54)
Then for all ¢ € [§;11,8;11 + V1),
Va(t) < MU0V, (3 40) (55)

< eMD(t—5_7‘+1)e—MF\6(075;’+1)|eMD|§(075j+1)|V2(0)
= e*MF|@(075j+1)|€MD(t*5_7'+1+\§(075j+1)\)VQ(O)

e~ MrI®ODIMbIEO.0]1y, (@),

8
because for all ¢t € [0j41,0;41 + Uj41), [©(0,1)] =
6(0,8;41)| and [£(0,)] = t — §j41 + |E(0,d;41)|. From
(55), we also obtain

< o= FE10(0,6;11)] , T (t=8;11+|2(0,8541)])
@) < e e 2. (56)

F{0m7(40b), Vir1 < F |é(0 5]+1)| —
|E(0, 5j+1)|, and then for all ¢t € [ i1, 6J+1 + UJ+1)

2] < e”
Thus, for all ¢t € [075]-“ + ¥11), (48) also holds, which
implies (48) holds for all ¢ > 0. Since ||z(t)|| < 2y, for all
t >0, by Lemma 3.2, y(t) € S for all t > 0.

Step 2: prove lim;_, o z(t) = 0g,.

Note that |=(0, )| denotes the length of the intervals over
which the time-triggered method is used, and it can be upper
bounded by the length and the number of DoS attacks, i.e.,

|E(Oa t)| § |E(07 t)| + P(Oa t)ﬁt
< |Z(0,8)| + P(0,t)V,
Under (5) and (6) in Assumptions 2.1 and 2.2, we have

_2 Zm
Mp In 2o

#\é(oagﬁl)|6MTD(W+1+|§(0751+1)|)20 <z

- t t

2(0,t)]| < k1 + =+ (k2o + —)0m =FK+rt, (57)
Tp ™D

where & = k1 + Koy, and kK = % + f—; Since ©(0,t) and

Z(0,t) are disjoint over the time interval [0,¢], |©(0,t)| =

t — |=Z(0,t)|.
D|en(0(1;: 3%|* = Mp — (Mg + Mp)k. Then from (48b) and
(57),
Va(t) < efMF(tflé(Oﬂf)\)eMDIE(O,t)IVQ(O)
e~ Mrto(Mr+Mp)[E0.0)]y7 ()
< ¢~ Mrto(Mr+Mp)(w+t) 17, () (58)
— e(MF+MD)R6(—MF+(MF+MD)H)'5V2(0)
6(MF+MD)R€—R*tV2(O).
Since &* > 0 from (40a), Va(z(t)) = Va(t) <

e(Mr+Mp)RY, () £ 1, and thus, z(t) belongs to the compact
set Qg = {z € R?" Vo < Vi}. Also from (58),
limy_ oo V2(t) = 0. From (41), limy_, 4 o 2(t) = 02,. Thus,
lim; 4o 21(t) = 0,. From (11), as t — 400, two cases can
happen.

Case 1: z1(t) € S\Sp and

1,

Ll = roll)
21 = ——x(|z1 = rol|) ——————.
! §X ! 0 efh(xl)Jr%

Since x(||z1]|—70) < 1 and
from (14) with ¢,

W <ﬁf0ralll‘1( ) ES,

= my+/nf in Algorlthm 1, we obtain

VB _ 1

1l <
loall 55 < e

< To,

noting that 5 > ,%(—0 — Xm — mg) from (37). Therefore,
x1(t) € So, contradicting z1(t) € S\Sy as ¢ — +oo. Thus,

Case 1 is impossible.

Case 2: x4 (t) € Sp and z; = ¢x1, noting that x(||x1||—70) =

0 for ||z1]|| < ro. As a result, lim;—, 1 o 21 (t) = cz1(t) = 0y,

and thus, lim; o 21(t) = 0, and lim;, oo 1(t) = 0,
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since p(x1) > o, from (17) and K (1) is bounded by Lem-
ma 4.2. Then from (24), lim;_, 4 o0 T2 () = lims—, 1 oo (22(t) +
a1(t)) = 0,.

Step 3: prove that no Zeno behavior occurs.

Note that from (19), for £ € I, the inter-sampling time
during DoS is ¢¥; > 7,,, > 0. For k ¢ T', we show that no Zeno
behavior occurs by contradiction. If Zeno behavior happens,
there exists a finite positive constant 7% such that limy_, ., t, =
7*. That is, for each €* > 0, there exists an integer K such
that

TF - <t < T,

k> K. (59)

Next we consider the evolution of ||e(t)|| over [tx,tr+1),
k ¢ T', with the following calculations. From (16), (29), (32)
and (34),

ll21]] < [Jzal] + || fi(z1,0)|| < Z2m + k1kim@1m 2 Dy,
[1Z1]] < ||p(@1)||Jé1]| < pom D1 = Z1.

Since z:(t) € S, H(h(z1)) < (. From Property iii) of
function x(-) and the fact that & h(ml) ; = 1,2, 3, is bounded

for all z1(t) € S, fu(z1) and u(xl) are bounded, i.e., there
exist constants My > 0 and My > 0 such that ||i(zq)|] < M,
and ||fi(z1)|| < Ms. Also note that

@ ()™ = ()i (o))
|5 e <
0
4 ) 2015 ) e )
2
) el o) ] < 25+ 22
0 0

k}1 (.’,81)

Since Ky (1) > 0 is sufficiently smooth, d and

dxy
%@1) are continuous functions of z;. Together with the
fact that z € Qo with )y being compact, by extreme value

theorem, there exist constants 61 > 0 and ﬁl > 0 such that
||dk1(m1)|\ < B and ||d Lot wl)H < fi. Similarly, we have

dml
48522 < By and ||M|| < Bz for constants 1 > 0
and 622 Z 0. Then
A di€1($1) .
kel < [| =5
k1 (21)] < di, E:

Together with (16) and (30), we obtain

1| € B1Ds.

. 2. =2 2. . .
| K1 (21)] < gk1|k1(931)|||ﬂ($1)|| + Zklkl(xl)Hﬂ(ml)H
9. _ . X
< Ekl(ﬂlDl,Ufm + kymMy) 2 K.

From (17) and (31),

6 (1)

IN

+
IS e S

Yi(ky + Ky(21))  (60)

=

= (1))~
()~ 1K ()]

_ M 1 -
(k1 +K1)721 + —K; = Q-

%) 2¢0

IN

Since a; = @3 (x1)z with a;(z1) given by (31),
|| < [la (@) l]20]] + @ (@1)]|21]]

Z1
Sdmzm (k1+K1)2 éOA‘m

<o
Then from (24),

ko 1 .
@] < Flle2l| + S Ko (21, z)l[22]] + [[da]
+ [z 1) [[]]21]]
1 _
< max{ i, 5(/@2 + K9)}2m + Gn = Uy,

Recalling (29), we have
l[Z2l] < le@I| + 1 f2(z1, 22, 0)[| + [Ju@®)]]
< |le@®)|| + k21k21m@1m + k22koom@om + Um
2 [le(t)]| + Do,
[Z2l] < [l@2]| + [|éa]] < [le(®)]] + D2 + ém,

where Dy = ];321]%21m1'1m + EQQEQmeQm + U,,. Then from
(30),

Rl 2)| < SRy ()l o)

2) oo (@2) || (1) ||

2)|la (1) ]| (21)]] +2’2?22\i€22(932)\
< %k§1’;21n1321171 + 235 kazm oz (|le(t)]] + D2)(

+ 2025 k0 (x
+ 23 k5, (x
ki1 + Ky 2
260
+ 2k3, k35,

4

Oim + 2k22B22(|[e(t)]] + D2)
Tille(®)]] + 2.

Also, fi(x1,0) is smooth and ||%§‘7)|| is bounded for all
x1(t) € S, i.e., there exists some constant f_’l > 0 such that
df1(z1,0 r
| 41829) || < f,. Then
Z1]] < [a2]| + | fi(z1,0)|] < [le(®)|] + D2 + fiD1,

dklxl‘

()| < ||

dk
a1+ || 2252 )

< BiDy + Bi(|le(®)|| + D2 +f1D1)~

From (22),

Z1]] < @) |zl] + (@) |@2]] + (@) ] f (@1, 0)]
+ )] f (z1,0)]]
< Mi@am + pn([le(t)]] + D2) + Mikrbimo1m
+ pim f1D1 = 73| [e(t)|| + Ta.

2 (o ) o) |+ o (1) 2 ) ),
(e ) e |
@)@l + k(@) i)

< 2 (3101 + IOl + D + D)o

+2B1 D1 My + klmM2> £ 7slle(t)]] + 7.

Since Ky (1) =

‘I\D
T

| Ky (1) <

aws/\

+2|
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Then from (60),

Brenll < gl )~y + ()

+|\%(M(I1))71|||K1(I1)|+1||(M(931))71|||k1(171)|
2

<(A§+;\4§>(7€1 + K1) + J\flfﬁ

1 _ _
+ 5 (slle(®)l] + 7e) = wrle(t)|| + 7.
S0
As a result,

lléal] < [laa (@)lllza]] + 2llon (@)l 2] + [laa (z)l]]]£ ]

k1 + Ky
250

+ Q&le £ 7?9”6(15)” +7_Tlo.

Then from (24),
IIft( < lén (z)l] + HNT(fm)IIHmII +|u" @0)|ll|2]]
(k2+Kz(x1,x2))Ilézll

< (mrlle@®)]] + 7s)zm + (msle(®)]] + ma)

*|K2($17$2)|\|Z2\| +3

L@lle@l + 72)m

< Tolle(®)|] + T10 + M1z + pmZ1 + 5
1 7% ~

+ 5 (ki + K2)([le(®)]] + D2 + dm)

£ m|le(t)]] + m2.

Recalling (20), we have

dlle@®l

dt

Then |le(t)|| < E(t, Ey) where E(t, Ey) is the solution to

E = mFE + m with Ey = E(0, Ey). Since |le(t)|] =
[[u(tre)) — u(tr)|| = 0 with 5+ given by (8b) and (19),

lle(®)[] < E(t —tx,0)

< @(em(t—tw — 1), t € [thtisr), k¢ T.
T

< el < ol < mllell +m.

(61)

From the definition of Va(t), (58) and the event-triggering
condition (20),

le@Il <Al <7V Valt) < 7\/6(MF+MD)R6*

Thus, the inter-event time tg1 — tx, k ¢ I, is lower bounded
by the solution 7p of the equation

R t15(0).

e G e (62)
™
where 7o = yeMrtMp)E /V5(0). Let ¢* = z-In(1 +

””06’77 ). Then from (62), when k > K, TD > 2e*.
It is noted that from (59) for all £ > Ko, tx > 7" — €, and
then ty4 1 > tp+7p > 7" —€" +71p > T+ €, contradlctmg
tir1 < 7F for all k > Ky in (59). Thus, Zeno behavior is
excluded. [ |
Based on Theorem 4.1, we provide two corollaries for robust
safety critical control and security control problems.
Corollary 4.1: Consider the system (1) with the safety
constraint (2). For any y(0) € S and [|2(0)|| < 2o, design
u(t) from (24) where k1 > 3, ko > 1, and parameters 3, <, 2.,

follow Step 2 of Algorithm 1. The robust safety critical control
problem of the uncertain system (1) is solvable by (24) in the
sense that the trajectory of the closed-loop system satisfies
y(t) € S for all ¢t > 0 and lim;, 4 oo (t) = 02y,

Proof: From Step 1 of the proof for Theorem 4.1 with
51 = 400, (44) holds for all ¢ > 0 with e(t) = 0,, and v = 0.
Then Va(t) < Va(0)eM** and [z(t)]] < [[2(0)[]e~ " #* <
20 < Zm, Vt > 0, implying that lim; . 2(¢) = 03, and
y(t) € S for all t > 0 by Lemma 3.2. Follow the analysis of
Cases 1 and 2 in Step 2, and we can obtain lim;_, , o 2(t) =
05,,. |

Corollary 4.2: Consider the nonlinear system (1) subject
to DoS attacks satisfying Assumptions 2.1 and 2.2 with xk <
1. For any ||z(0)|| < zp, design the control law (25) where
x(ty(y)) is defined in (8b) with 5 in (19), u(t) is given by
(24) with z; = x1 and p(x1) = I,,, and control parameters are
designed by Steps 1 and 3 in Algorithm 1. Then the security
control problem of (1) is solvable by (25), i.e., the trajectory
of the closed-loop system satisfies lim;_, o z(t) = 02, and
no Zeno behavior occurs.

The conclusion follows from the proof of Theorem 4.1 with
SE{yeR: ||yl < zm}

Remark 4.1: Corollary 4.1 provides a class of governor
function based robust safety critical control, the procedure
of which is completely different from that with QP in [3]-
[11]. Corollary 4.2 sheds light on the security control against
DoS for a system with strong nonlinearity, instead of linear
ones in most existing works such as [16], [17] or special
nonlinear systems in [22], [23]. It essentially proposes a semi-
global security control with an efficient method to evaluate the
growth of the nonlinear trajectory during DoS and ensure the
exponential convergence without DoS.

B. Discussion

Our design (25) can be generalized to the high-order non-
linear uncertain system (3) with relative degree r» > 2. Define
Zi = Ty — Qi_1, L = 2,71, andithen we can obtain the
following transformed system, over ©(0, t),

21 = p(x1)(22 + 1) + p(a1) fr(ze, 0),

Zi = fi(ri,0) + zig1 + o — 1, T =2,

Zr = fr(xr,0) +u(t) +e(t) — dpoq.
The design of the stabilizing controller oy, ¢ = 1,--- 7,
follows the similar procedure of (24), and with the aid of the
backstepping technique, it takes the following form,

ar = —(p(z1)) " (m + o1(21))

oy = —(n2 + 02(x2))22 + d1 — p’ (w1)21

i = =i + 0i(%i))zi + Qi1 — zi—1, =3, 7

,r—1, (63)

( (64)

for constants n; > 0, j = 1,--- ,r and some smooth functions
0j(+) > 0, determined by f;(-). Then the sampled-data safety
critical control against DoS for system (3) can be designed as
u(t) = ar (2, (te()))-

Remark 4.2: It is also possible to accommodate multiple
safety constraints in the form of

S={yeR": ¢ <h(y) < e},
0S={yeR": h(y) =€ U h(y) =e}.
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The governor function z; is designed by (11) with H(h(y)) =
L + L for some By > 0. Let § =

h(y)—e1t+5: e2—h(y)+355

Bo + p———— Instead of (37), 8 is chosen such that 5 >
Bo

max{ En:/_ﬁel + 62\£f7n7 h{n (% o X’I’TL o mo)}

V. EXAMPLE

Consider the mechanical system in [12], [13] as follows,

1 = T2, (65)
j,‘g =y — (08 + 026:122|x21‘) t&nh(l'Qx) + oy — 1
(0.8 4 0.2¢ 710721y tanh(zq, ) + 29,
where z1 = col(z1,,71,) € R? is the position, zo =

col(way, T2y) € R? is the velocity, and u = col(uy,u,) € R?
is the control force.

For the safety requirement of avoiding obstacles, system
(65) is subject to the constraint (2) with e = 9 and

h(y) =9 —80(1 — z7, — 27,)(0.225* — (z1, + 0.3)°
— (215 — 0.15)%)(0.04 — (21, — 0.3)% — (21 + 0.3)?)
(66)
Also, (65) is subject to randomly occurring DoS attacks. In
particular, for p € NT, the p-th DoS offfon transition Op
follows a uniform distribution over [0.25(p—1), 0.25p], which
implies that the probability of J, taking any value within
[0.25(p — 1),0.25p] is equal. Similarly, the p-th DoS time-
interval 7, follows a uniform distribution over [0,0.25p — dp).
DoS attacks can be found in Figs. 4 and 5, satisfying As-
sumptions 2.1 and 2.2 with k1 = 0.05, Tp = 2 in (5), and
ke = 1, 7p = 0.25 in (6). The minimum sampling rate of
digital devices is 7, = 0.001.

The initial conditions are z;(0) = col(—0.6,0.6) and
72(0) = col(—2, —3), satistying x1(0) € S. Choose k=0,
kl(lil) = O, ]{321 = k22 = ]., kgl(lfl) = ]., and kgg(l‘g) =2
such that (29) is satisfied. From (30),

12
Ki(@1) =0, Ka(w1,22) = - +dfa (@)|* +4. (67
where a;(z1) = & (pu(z1)) 7t
Following Step 1 of Algorithm 1, select
¥ = 0.002, v = 50. (68)

Then x = 0.508 < 1.

From Step 2 of Algorithm 1, choose ¢, = 2.95% satisfying
h(0) < €, < €. From (9) and (10), S,,, = {z1 € R? : h(z1) <
2.95%} and z,,, = 0.14. Then select 79 = 0.13 < z,,,. Design
the smooth switching function x(7) as follows,

0 7<0
(xm—7r0)/T _
x(r)=¢ 1+ e(zm’iro)/(z?n,ro,ﬂ) L o<r<a,—r1o
1 T Z -rm - TO
(69)

It can be verified that (69) has the required properties. From
(37) and (14), choose
Xm = 40, hy, = 245.87, Mo = 0.05v/2

70
B=5, ¢ =05, ¢ =9000 70

08

06
o4t [

02/

Ty

of
02ty
24l "
06}

DB F

05 0 0s
Tl

Fig. 3: The trajectory of y(t) under the control (25) in Theorem
4.1.
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Fig. 4: ||z1(¢)|| and ||z2(t)|| under the control (25) in Theorem
4.1.

Then design z; from (11) and p(x1) from (13). From (16) and
(18b),

fim = 17975.80, 2, = 8964.58. 71)

From Step 3 of Algorithm 1, choose
K1 =0, Ky =4k? +5, ki = 300, ky = 300.

Then design u(t) from (25). Note that ||z(0)|] = 7637.80.
Select zp = 8000 satisfying ||z(0)|| < z0 < 2zm.-

The performance of the control law (25) can be found in
Figs. 3-5. Fig. 3 shows that the trajectory of y(¢) remains
within the safe set, and Fig. 4 demonstrates the convergence
of z(t). There is no Zeno behavior, shown in Fig. 5.

Now we compare our design (25) with the safety critical
control laws in [12], [13]. Fig. 6 shows the trajectories of
system (65) under safety critical control laws in [12], [13], and
one can observe that different from Fig. 3, the safety constraint
(2) cannot be satisfied for all ¢ > 0 by the methods in [12],
[13] due to the existence of randomly occurring DoS.

According to Corollaries 4.1 and 4.2, our method can reduce
to solve the safety critical control and security control prob-
lems. Thus, in the following two subsections, we also compare
the reduced safety critical control (24) and the security control
based on (25) with existing results.
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Fig. 5: u(t) and ¢y — t;_1 under the control (25) in Theorem
4.1.
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Fig. 6: The trajectories under the safety critical control laws

in [12], [13].

A. Solvability of Safety Critical Control Problem

In this subsection, we solve the safety critical control of
system (65) subject to safety constraint (66) without DoS, and
compare the control (24) with those in [12], [13].

Based on Corollary 4.1 with control parameters in (67),
(69), (70) and (71), choose k1 = 100 and ko = 1 to design
u(t) in (24). Note that ||z(0)|| = 7636.87. Select zop = 8000 >
[|z(0)||, satisfying z,, > zo.

From Fig. 7, the trajectory of y(¢) remains in the safe
set, and x(t) converges to 0 in Fig. 8. Compared with CBF
based methods in [12], [13], our governor function based
control (24) can solve the safety critical control problem for
system (65) without control-dependent conditions for CBF,
e.g., Assumption 1 in [13].

B. Solvability of Security Control Problem

In this subsection, we study the security control problem of
the system (65) subject to DoS attacks with the reduced control
(25) and compare with the classic method against DoS in [16].

According to Corollary 4.2, choose z; = 27 and p(z1) =
I>. Select

pm =1, K1 =0, Ko =k?+5, k1 =15, ky =1,

¥y = 0.01, v =50
Then £ = 0.54 < 1. Design wu(t) from (25) with the initial
conditions z1(0) = col(—6,6) and z2(0) = col(—2,—3).
Note that ||z(0)|| = 63.60. Select zyp = 65 > [|z(0)|| and
Zm = 70 > zp.

* .r;.’ﬂ‘.|
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Fig. 7: The trajectory of x(t¢
Corollary 4.1.

under the control (24) in
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Fig. 8: ||z1(¢)|| and ||x2(t)|| under the control (24) in Corol-
lary 4.1.

Figs. 9 and 10 display the performance of the reduced
control (25). In the presence of DoS, x(t) decreases to 0,
and no Zeno behavior occurs. The security control in [16]
is designed for linear systems, and can only provide a local
solution by linearizing system (65) at the origin. As shown
in Fig. 11, it is required that the initial condition is chosen
in the neighborhood of the origin, and in the simulation, let
21(0) = col(—0.01,0.01) and 22(0) = col(—0.01,—0.02).

4] 0.2 0.4 0.6 08 1
Time i(sec)

Fig. 9: ||z1(¢)|| and ||x2(¢)|| under the control (25) in Corol-
lary 4.2.
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Fig. 10: u(t) and ¢y —¢—1 under the control (25) in Corollary

4.2.
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Fig. 11: ||z1(t)|| and ||z2(¢)|| under the security control law
in [16].

VI. CONCLUSION

This paper has designed a sampled-data safety critical
control for a second-order nonlinear system with parametric
uncertainty, which is capable of detecting and foiling malicious
DoS attacks at both controller and actuator ends as well
as satisfying the safety constraint as the priority task and
stabilizing the closed-loop system. A new concept, called the
governor function, has been proposed, and we have provided
a specific form to handle the safety constraint denoted by
a general nonlinear function. Our governor function based
control strategy has increased the robustness of the safety
critical control and the resiliency of recovering the control
performance from malicious sensor and actuator attacks. Al-
gorithm 1 has also been presented for the selection of control
parameters, which are pre-determined, satisfying the real-time
implementation requirement. They are mainly influenced by
the form of the safety constraint and the intensity of DoS
attacks, and potentially bring some conservatism since high
gain technique is utilized in the selection procedure. In the
future, we will extend our design to the safety critical control
of general nonlinear systems with more complex constraints
and hybrid attacks such as the random combinations of false
data injection, relay and DoS attacks.

APPENDIX

We provide the following lemma for Lemma 3.1.

Lemma A.l1: Define

where + € R", F; : R® — R"™*", 4 = 0,1,2, satisfies
[|Fi(2)|] < My and ||Fa(z)|| < Ma for M; > 0,4 =1,2. If

M > My + Ms + My, (73)

for some My > 0, then Fy(z) > Myl,.
Proof: For simplicity, denote F; = F;(z), i = 0,1,2.
Note that
1

wq%WE+WEmU£7E+ﬁEm

1
= —F'F,+ F,+ F' + MI,, i=1,2.
M;

Since ||Fi||> = Anax(FLF;) < M? with A\yax(-) denoting
the largest eigenvalue of a matrix, for ¢« = 1,2, from (74),
F, + FF > —ﬁFiTFi - M;I,, > —ﬁMfIn - M;I,, =
—2M;1I,. Then by (73),

Fo — MoI, + (Fy — Mol,)"

=R +F' + B+ FF +2M1, — 2My1,

>2(=My — My + M — My)I, > 0.

As a result, Fy > Myl,,. |

(74)
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