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Abstract As a result of globalization, chip design and 
manufacturing are becoming more susceptible to harmful 
actions and modifications. However, to develop a reliable 
and effective system there should be no role of hardware 
Trojan. In microelectronic systems, hardware security plays 
a vital role. Hardware security as a discipline originated out 
of cryptography and involves hardware design, and secure 
multi-party computations. Hardware Trojan (HT) is a major 
threat to hardware security because HT can change the cir-
cuit’s behavior and leak the information, once it is activated. 
To improve the reliability of the system and the trust of the 
circuits HT should be detected. This paper deals with vari-
ous hardware trojan identification like pre-silicon design 
stage-based detections and post-silicon fabrication stage-
based detections.

Keywords Hardware trojan · Hardware security · 
Reliability · Pre-silicon detection · And Post-silicon 
detections

Introduction

With the recent development of integrated circuits, commu-
nication networking, and security system, electronic gadgets 
are attracted by all users. These electronic gadgets play an 
important role in human life not only for sharing informa-
tion apart from that security-wise it has some drawbacks. 
Most of the electronic gadget has a large amount of internal 
memory. It can store the user’s files like banking details, 
account numbers, pin details, and passwords, etc. So if this 
personal detail can easily share with others by inserting of 
HT in the device [1]. Generally hardware trojan is a mali-
cious function of the circuits. Malware or suspicious which 
is available in the hardware it is named HT. This kind of HT 
can change the behavior of the circuits.

Figure 1 depicts the structure of HT represents a process 
of changing the circuit functionality. HT causes wrong activ-
ity (by changes of the 1–0) when it is triggered. Generally, 
trigger circuits represent the activation mechanism of HT. 
Payload is the effect of modification like Deny of Service 
(DOS), Reduce reliability, changing the function, and leak-
age of information.

Generally HT is classified into pre-silicon-based HT 
detection (Run-time monitoring (RM), Auxiliary detection 
(AD), Post-silicon-based HT detection as shown in Fig. 2.

In a pre-silicon-based HT detection, the HT detection 
only analyzed in the system design level. The monitoring 
run time activity method is a non-destructive approach; it 
can monitor the abnormal behavior and function during run 
time activity. Comparing the response based choose the 
trusted part to avoid an affected part of the circuits. If it is 
test time authentication, identify the HT throughout the test 
duration (Example: Logic testing and side-channel analysis). 
During the operation, frequently inspect the design, device 
structure, and objects. This is a simple concept to easily 
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identify the activities of the HT [1]. While using the IC, the 
entire process-based HT will be identified. And it is not a 
single-time identification response. The drawback is a little 
complex to all types of HT activities. Suggested to detect the 
HT by use of the formal checking approach. It consumes less 
area and improves the test time overhead by 5–30 times [2]. 
Introduced designer authentication approach for avoiding 
unauthorized third party access in the system on chip and 
network-on-chip [3].

The Auxiliary method improves the accuracy of logi-
cal testing and side-channel analysis. And it is comparing 
with the HT affected and HT not affected circuit [1]. Virtual 
scanning concept is dealt with a high probability of trig-
gering with a high probability of transition. This approach 
gives better identification with a decrease in the activation 
time. Introduced hardware trust and verification concept, it 
is used to identify the HT in the design area [4]. HT is gen-
erally input trigger-based activated and it is not sensitive 
to the trigger input signals. Here the verification process 
is done by inspecting the modules to identify the HT. This 
approach is suggested based on electron microscopy scan-
ning for identifying a single layer in a chip. Authors done 
the comparison with the standard model circuit, after that, 
SEM-based images will verify which one has modified like 
area, placement, routing, or any addition of the circuitry 
or design in the internal circuits. Here compare the HT by 
SEM-based images. The advantage of this one is accurately 
identifying the HT and the drawback is higher cost [5]. 
For some specific condition only designer needs reference 

model, example SEM imaging, hardware verification and 
authentication purpose. So these are the places with help of 
same golden reference model based only designer could find 
the variation in the HT free circuit and HT affected circuit.

In a post-silicon-based HT detection, the HT detection 
only analyzed in the fabrication level, The HT impacted in 
the chip can change the characteristics of power consump-
tion in side-channel signal analysis (SCA). Trojan partial 
activation can be quite helpful for power analysis. Physical 
side-channel metrics including switching current, leakage 
current, temperature, route latency, time data, electromag-
netic emission (EM), and power consumption are used to 
identify side-channel Trojans by looking for their impacts. 
SCA is used to compare the standard IC with our experi-
menting IC in all kinds of aspects of the side-channel analy-
sis parameters mainly like Voltage (V), Temperature (T), and 
Path delay (Pd). It is vulnerable to process noise. Extremely 
suitable for large Trojans and Easy to produce the test pat-
terns but Ultra small Trojan identification is difficult and 
better fault coverage. It is determining whether the experi-
menting IC is affected by HT (or) not affected HT. SCA will 
not change the circuit design and hardware overhead, some 
of encryption design like logical locking utilized for trust of 
the design [6]. And generally, SCA identification is a com-
mon term in VLSI and also it has another way to inspect the 
design in side-channel signal parameter aspects. It can eas-
ily get the result by comparing delay with an experimenting 
circuit with a standard reference circuit model [7].

Fig. 1  Structure of hardware 
Trojan
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A new side-channel signal analysis identification is intro-
duced depending on the path delay. This is the simple and 
shortest way to get the results by programming or coding. In 
the thermal image method, the latch structure is merged with 
the design circuit. Also, the latch structure can easily display 
all possible causes of inserting HTs. And this approach can 
eliminate the influences of noises, and it also compensates 
the poor performance of the side-channel signal analysis. 
Suggested the position of HT identifying by the thermal 
images. It is generally used to identify the HT when the gate 
count is less than 20. Here the activity factor is determined 
by the thermal changes of the HT in the redundant thermal 
map. If the gate count is 10–100 gates, it is more accurate 
and electromagnetic-based side-channel identification [8].

Logical testing (LT) is used to create many number of 
test vector data to meet certain rare activation conditions 
to stimulate the hardware Trojan. It is robust under the pro-
cess noise, extremely suitable for ultra-small Trojans but 
difficult to produce the test patterns. Large amount Trojan 
identification is difficult, Easy to differentiate and Fault cov-
erage is lower. This technique is applied when comparing 
the experimental results with the standard original model 
results of the simulation measurements. In case of the results 
from the IC are affected during the experimental procedure, 
then easily HT will be identified [9]. It is mainly focused on 
the test vector generation for activating the Trojan circuits 
and observing that circuit malicious issues on the payload 
at the primary outputs. It is suitable for the structural and 

Table 1  Various parameter analysis of HT identifications

Pre-silicon identifications

Detection Methodology Golden refer-
ence model 
needed

Detection effi-
ciency

Area, power ahead Cost Influence 
of external 
factors

References

AD Fast SEM imaging Yes Good Low High No [5]
AD Timing analysis No Good detection 

probability: 95%
False positive:5%

Low Area over 
head: 1.3–3.94%

Design based Yes [12]

AD Hardware trust 
verification

Yes Good Depends on design Moderate No [4]

AD Virtual scan trigger No Good Less area and 
power overhead

Depends on design No [13]

RM Formal modeling 
of burst mode 
communication

No Good Less area and 
power overhead

Depends on design No [2]

RM Detection frame-
work

No Good Low Depends on design No [14]

RM Authentication 
scheme

Yes Good Low
Area over head: 

3.37%
Power: 2.61%

Depends on design No [3]

RM Temperature in IC No High accuracy Low overhead Very low cost No [15]

Post-silicon identifications

Detection Methodology Easily locate and 
better Identification

Reference golden 
model needed

Process vari-
ation interfer-
ence

Overhead References

SCA Thermal ✓ ✓ NA NA [8]
SCA Temperature, matrix ✓ ✓ High – [16]
SCA Path delay ✓ ✓ Low High area overhead [7]
SCA Light emission ✓ ✓ Low – [17]
LT Scalable logic testing ✓ ✓ Low – [18]
LT Probability Signature ✓ ✓ Low – [10]
RE Visual inspection at the circuit level ✓ ✓ Low Low area overhead

LUT:0.5%
[11]

RE SVM (Support Vector Machine) ✓ ✗ Low High area overhead [19]
RE Path retrace algorithm ✓ ✗ Low – [20]
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functional of the test vectors. Presented a probability signa-
ture type-based HT identification [10].

The goal of reverse engineering (RE) is to directly scan 
the internal physical structure of the IC. And the scanning 
electron microscope and delayering are utilized with the RE 
to retrieve the layer-by-layer pictures. Then utilizing the tem-
plate matching method to determine the transistor, gates, and 
routing components. It is based on the golden layout model. 
Here comparing the experimental image with the standard 
original reference image. This is a kind of visual inspection 
done by microscope. Generally, reverse engineering-based 
identification or detection rates are much higher and HT is 
directly observed based on the physical structure. To inspect 
the HT, auxiliary type analysis can be used. Suggested an 
HT identification concept is based on direct physical inspec-
tion on the circuit level [11]. Initially, it compares the image 
of the experimenting circuit with a normal standard image 
circuit. And destructive reverse engineering-based images 
extracted. Table 1 shows the various parameters of HT 
identifications.

From the table, The analysis represents the Pre-silicon, 
run time monitoring is better for identifying HT, based on 
good detection, less area, power head, and influence of exter-
nal factors. A post-silicon detection method investigation 
shows logical testing, based on probability signature analysis 
is efficient because it is not affected by process variation 
interference and overhead, Moreover visual inspection in 
circuit level the RE is better.
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