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ARTICLE INFO ABSTRACT

Keywords: Recent years have witnessed a global trend toward the metaverse. The metaverse is a col-
Metaverse lection of immersive and interconnected digital spaces in which users can interact through
Imemef‘?”hmgs computer-generated environments. As smart cities aim to enhance the experiences of their
Smart cities citizens by improving infrastructure, modernizing government services, increasing accessibility,
Extended reality . X . : i .
Digital twins accelerating economic growth, and promoting sustainability, the metaverse has the potential
Avatars to significantly revolutionize, reshape, and transform smart cities. In this paper, we discuss

how leveraging the metaverse for smart cities can stimulate innovations and bring about major
improvements. We discuss the key enabling technologies for the metaverse, along with the
premier benefits of adopting this technology and the opportunities it presents for smart city
applications. We present ongoing projects and case studies to showcase the practicality of
metaverse technology across various industries. Furthermore, we identify and discuss critical
research challenges that currently impede the realization of the full potential of the metaverse.
Finally, we outline future research directions that can be pursued to further the development
of the metaverse and its integration with smart cities.

Virtual world

1. Introduction

The popularity of the metaverse has been continuously growing worldwide since Facebook rebranded itself as ‘Meta’ in October
2021. A metaverse is an immersive and 3D virtual world in which people can interact through avatars to carry out their daily
interactions, unlocking the potential to communicate, transact, and experience new opportunities on a global scale [1-4]. The
metaverse involves the convergence of several cutting-edge technologies, such as artificial intelligence (AI), digital twins, augmented
reality (AR), virtual reality (VR), blockchain, non-fungible tokens (NFTs), 3D modeling and simulation, cloud computing, and edge
computing, to name a few [5-8]. A Gartner report predicts that approximately 25% of people will spend at least an hour daily in the
metaverse by 2026 [9]. A McKinsey report identifies that more than $120 billion have already flowed into the metaverse in 2022,
and it is expected to generate up to $5 trillion in value by 2030 [10]. According to the European Parliament report, economic studies
predict that the global metaverse market will reach €597.3 billion by 2030 [11]. The metaverse activities are growing rapidly at
major tech companies. Tech giants, including Meta (formerly Facebook), Microsoft, and Qualcomm, have invested in the creation
of the metaverse [11]. There is an emerging metaverse trend in China as well. The European Parliament report reveals that the
parent company of TikTok, ByteDance, has invested €1.2 billion in Pico, a maker of virtual reality headsets. Furthermore, Alibaba
has also invested €52.8 million in Nreal, which makes augmented reality glasses. Investments in the metaverse are not only made
by companies but also by individual users. For example, the biggest individual purchase in the metaverse has been made by one
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Fig. 1. Overview of the metaverse-based smart city architecture.

user in the virtual world Sandbox, worth around €3.7 million [11]. Another user has invested $450,000 just to become Snoop
Dogg’s virtual neighbor [12]. The evolution of smart cities is about to take another turn, as Seoul announced its plans to spend $3.3
billion to become a metaverse city [13]. Besides, the UAE also announced its plans to create a virtual city in the metaverse [13].
Undoubtedly, the metaverse is emerging as a fast-developing technology sector.

Smart cities are urban areas that utilize digital technologies and cutting-edge solutions to provide better infrastructure, modernize
government services, improve accessibility, accelerate economic growth, and improve sustainability [14]. The metaverse has the
potential to revolutionize many areas in smart cities, including healthcare, energy management, transportation, smart homes, supply
chain and logistics, tourism, retail and marketing, smart farming, and banking, among others, as illustrated in Fig. 1. Mathematical
optimization, game theory, matching theory, machine learning, reinforcement learning, and graph theory can play integral roles
in virtual worlds, such as digital twins and avatars, as shown in Fig. 1. These techniques and methods can assist in optimizing
resource allocation, analyzing strategic interactions, extracting patterns from data, and modeling network structures in metaverse-
based smart cities. In addition, their application can enhance the functionality and realism of virtual environments, resulting in
more immersive and efficient experiences in metaverse-based smart cities. More specifically, the metaverse can enhance urban
planning and construction, economic development, daily life, education, and emergency events in smart cities [15]. It can provide
a virtual experiment site for planning and construction and can allow for the creation of a metaverse economy that can mitigate
pollution and carbon emissions [15,16]. It can also improve transportation, predict resource usage, and provide a new way of life and
experiences. The metaverse can simulate city operations and emergency events, and improve emergency response capabilities and
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Table 1
Comparison between our and the existing survey/review articles on the metaverse topic.

Ref. Survey/review title Key focus

[1] A full dive into realizing the edge-enabled metaverse: Visions, enabling Edge computing, Metaverse, Enabling Technologies, and
technologies, and challenges Challenges

[3] A survey on metaverse: Fundamentals, security, and privacy Metaverse, Security, and Privacy

[24] Metaverse beyond the hype: Multidisciplinary perspectives on emerging Metaverse, Research, Policy, and Practice
challenges, opportunities, and agenda for research, practice and policy

[25] A new technology perspective of the metaverse: Its essence, framework Metaverse, Framework, and Challenges
and challenges

[26] A review of QoE research progress in metaverse Metaverse, QoE, and User Experience

[27] Artificial intelligence for the metaverse: A survey Metaverse, Al, Distance Learning, and Education

[28] Physical and digital worlds: implications and opportunities of the Metaverse, Physical World, and Digital World
metaverse

[29] The digital metaverse: Applications in artificial intelligence, medical Metaverse, Al, Medical Education, and Health
education, and integrative health

[30] A review of metaverse’s definitions, architecture, applications, Metaverse, Definitions, Architecture, and Applications
challenges, issues, solutions, and future trends

[31] Fusing blockchain and Al with metaverse: A survey Metaverse, Blockchain, and Al

[32] Financial crimes in web3-empowered metaverse: Taxonomy, Metaverse, Web3, and Financial Crimes
countermeasures, and opportunities

[33] A metaverse: taxonomy, components, applications, and open challenges Metaverse, Taxonomy, Components, and Applications

[34] A survey of blockchain and intelligent networking for the metaverse Blockchain and Networking Technologies

[35] Fusion of building information modeling and blockchain for metaverse: Building Information Modeling (BIM) and Blockchain
a survey Integration

[36] Security and privacy in metaverse: A comprehensive survey Security and Privacy in Metaverse

[37] All one needs to know about metaverse: A complete survey on Technological Singularity, Virtual Ecosystem, and
technological singularity, virtual ecosystem, and research agenda Research Agenda in Metaverse

[38] Metaverse General Overview of Metaverse

[39] Educational applications of metaverse: possibilities and limitations Educational Applications of Metaverse

[40] Metaverse for Healthcare: A Survey on Potential Applications, Metaverse Applications in Healthcare, Challenges, and
Challenges and Future Directions Future Directions in terms of Healthcare

[41] Metaverse in healthcare: Applications, Challenges, and Future directions Applications of Metaverse in Healthcare along with

challenges and Future Directions
[42] The Metaverse as a Virtual Form of Smart Cities: Opportunities and Reviews the Metaverse’s products and services and their

Challenges for Environmental, Economic, and Social Sustainability in
Urban Futures

impact on smart cities, emphasizing sustainability and
assisting policymakers.

Our Survey

Smart City Applications of Metaverse, Metaverse-Enabling
Technologies, Key Components and Benefits of Metaverse
in Smart Cities, Case Studies, and Challenges

urban resilience. Besides, using the metaverse in smart cities can improve accessibility and humanity for users since they can interact
as virtual images and avoid real-world problems [17]. With a stable monetary and cultural system, immersive user participation,
and virtual-real interactions that are powered by the metaverse, residents of smart cities can discover changes in advance, simulate
problem disposal, and provide feasible pre-treatment schemes for the real world.

The metaverse can profoundly enhance the development of smart cities. However, to fully realize the potential of the metaverse,
further technological development is needed, along with the complementary integration of multiple technologies. Also, some key
challenges posed by the metaverse need to be solved before it can be used as a practical solution for smart city problems. In this
paper, we aim to explore the role of the metaverse in smart cities. In general, smart cities [18-23] and metaverse [1,3,24-42] topics
have been individually investigated. Our survey is distinctively different from the existing surveys and reviews conducted on the
metaverse topic in terms of focus and content, as can be seen in Table 1. Besides, several other important aspects of the metaverse
technology with respect to intrinsic features, emerging opportunities, and potential challenges, which are presented in the current
survey, have not been previously reported. Our key contributions are listed below:

» We provide insightful discussions on the key enabling technologies for the metaverse and outline its components, as well as
present notable benefits of the metaverse in smart cities.

» We explore and discuss in detail the important opportunities brought about by the metaverse for smart city applications.

» We present several reported case studies to showcase the practicality of metaverse-based solutions.
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Fig. 2. Key metaverse benefits in smart city applications.

» We identify and discuss important research challenges of the metaverse, along with their underlying key causes, and outline
several future recommendations.

The paper is organized as follows: Section 2 introduces the metaverse and its key components, followed by a discussion of the
benefits of the metaverse in smart cities. Section 3 presents the enabling technologies for the metaverse. In Section 4, potential
opportunities brought about by the metaverse for smart city applications are discussed. Section 5 highlights recent projects and case
studies related to the metaverse. Section 6 outlines open research challenges that need to be addressed in order to fully realize the
potential of the metaverse. Section 7 summarizes the key findings and provides future recommendations for the implementation
and development of the metaverse in smart cities.

2. Components and benefits of the metaverse in smart cities

2.1. Components

The metaverse consists of four key components: space, interface, monetary infrastructure, and compute [43]. The space
component is a virtual world accessed through the Internet, requiring high-speed networks and real-time connections. The interface
includes VR/AR headsets, mobile devices, and smart glasses. The monetary infrastructure supports digital transactions for buying and
selling digital assets in the metaverse. The compute component provides the necessary computational power for users to interact with
3D objects. Through the integration of various technologies, the metaverse creates a tangible digital layer over reality. Additionally,
the metaverse can adopt different organizational models, such as centralized, decentralized, or hybrid structures.

2.2. Key benefits of the metaverse in smart cities

Fig. 2 outlines the key benefits of leveraging the metaverse for smart city applications, as discussed below.
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2.2.1. Better team work and collaboration

The metaverse has the potential to revolutionize workspaces in smart cities. It achieves this by enabling improved team
communication, rapid skill acquisition, and Al-driven insights. These advancements lead to increased employee productivity and
creativity [44]. The impact is particularly significant for smart city workspaces that involve collaborations across different locations
and disciplines. Real-time collaboration, irrespective of distance, plays a vital role in fostering innovation and effective teamwork,
which are critical factors for smart city projects [44]. Moreover, the flexibility, customization, and personalization options offered
by the metaverse optimize employee focus, resulting in more efficient work outcomes. Augmented metaverses further enhance the
experience by overlaying real-time information onto the physical world. This empowers employees to make informed decisions, an
essential aspect of smart city development and management [44].

2.2.2. Efficient testing and training

Extended reality (XR) technology has immense potential in smart cities. It primarily enhances training through realistic
simulations and valuable feedback [45]. This application is particularly relevant in the medical field. XR can assess treatment
responses, surgical outcomes, and product issues using digital twin technology [45]. Personalized XR content provides convenient
access, while live streaming enables real-time communication with instructors. XR also enables the safe exploration of risky or costly
procedures, aiding in the comprehension of complex concepts. Invasive surgeries can be transformed through XR, as it allows doctors
to record and visualize patient anatomy using AR and VR-based models. Additionally, in the smart city context, the metaverse plays
a role by accumulating substantial data. This data supports decision-making processes and alleviates cognitive load.

2.2.3. Business opportunities

The metaverse and its underlying technologies have implications for smart city development, offering businesses virtual space
opportunities [16,46]. It is considered the next iteration of the Internet, providing engagement and innovation prospects within
smart cities. Additionally, it complements physical retail spaces through virtual shopping and enhances educational experiences with
virtual classrooms [47]. The metaverse’s decentralized, interoperable, and collaborative nature fosters the creation of sustainable and
efficient urban environments. In smart cities, users have the ability to own metaverse assets and engage in trading [48]. Exploring
the possibilities of the metaverse enables smart city planners and businesses to expand their digital capabilities and enhance the
quality of life for citizens [47].

2.2.4. Digital representations of physical objects

Digital twins are a crucial component of the metaverse. They enable the precise replication of reality and enhance smart city
areas, such as urban planning, construction, logistics, and medicine [6,49]. These digital replicas can be continuously updated
with real-time data from various smart city sources. In smart cities, digital twins have the potential to improve productivity
in professional settings and technical training programs. They facilitate the operation of complex systems in a 3D environment.
Additionally, the metaverse can establish a complete maintenance workshop that is connected to a real workshop, enabling remote
maintenance capabilities. The potential applications of digital twins in the metaverse are still being explored across diverse smart
city environments.

2.2.5. Greater human connection

The metaverse connects geographically separated individuals in smart cities and those with disabilities, fostering social
connections [50,51]. Immersive interactions in the metaverse build relationships and strengthen social ties. Shared experiences, like
games or events, create community and purpose [52,53]. Avatar customization allows for personal expression and individuality
within smart city communities. Virtual reality chat rooms, forums, and groups facilitate social connections among individuals
with shared interests. The virtual reality experiences in the metaverse enhance communication and collaboration in smart cities,
with particular benefits for those with physical or cognitive differences. Overall, the development of the metaverse has significant
potential to promote and enhance human connection in smart cities through technological advancements.

2.2.6. Innovation in entertainment services

The metaverse can reshape the entertainment industry in smart cities by offering interactive storytelling, immersive video games,
virtual concerts, sporting events, and metaverse tourism [54,55]. It combines traditional media and video games for interactive
storytelling and can become a VR gaming hub for immersive experiences [54]. Additionally, the metaverse enables hosting virtual
music performances, album releases, and exclusive content. Sporting events provide a realistic stadium experience, and metaverse
tourism allows affordable exploration of famous landmarks [56]. Overall, the metaverse can revolutionize the entertainment industry
in smart cities.

2.2.7. Environmental sustainability

There is debate over the environmental effects of the metaverse. One perspective is that virtual activities can reduce energy
consumption. According to [57], creating a digital twin in the metaverse with Al and machine learning (ML) can lead to up to
50% energy and cost savings during a building’s life cycle, thereby revolutionizing environmental sustainability in smart cities. By
replacing physical travel, meetings, and sightseeing with virtual events, smart cities can effectively reduce carbon emissions while
enhancing work productivity [58]. Hence, the metaverse offers a promising platform to address global environmental issues and
foster a sustainable future.
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Fig. 3. Metaverse-enabling technologies.

3. Enabling technologies for the metaverse

In this section, we present the main metaverse-enabling technologies, as summarized in Fig. 3. Further details are provided in
the following subsections.

3.1. AR, VR, MR, and XR

AR, VR, mixed reality (MR), and XR are the driving metaverse technologies that offer immersive experiences. AR represents real-
world information in real-time using text, audio, video, and virtual objects [59]. It has two types: marker-based and markerless.
Marker-based AR identifies objects and determines camera position and orientation through image recognition. On the other hand,
markerless AR uses recognition algorithms and data from accelerometers, GPS, and compass to overlay AR images onto real-time
identified objects. There are five components of AR: Al, AR software, processing power, lenses, and sensors. Al is used for voice
prompts and information processing, while AR software can be custom-built. Processing power is required for AR to work, and
lenses are needed to view content. Sensors help align the real and digital worlds by processing data from the camera. VR [60] is a
computer-generated 3D environment that simulates reality and allows users to interact with it. VR headsets or helmets are used to
perceive the VR environment. There are mainly three types of VR systems [61]: non-immersive, semi-immersive, and fully immersive.
The first category involves accessing a 3D simulated environment through a computer screen; whereas, the second type emphasizes
visual 3D effects and lacks physical movement. However, fully immersive VR provides a complete experience by simulating a 3D
world with visual, auditory, and tactile sensations. MR combines VR and AR, allowing real-world and digital objects to interact with
each other in real-time [62]. It requires more processing power than VR or AR. Microsoft’s HoloLens is an example of this technology.
Through built-in cameras, Microsoft HoloLens offer unique gaming experiences. These games allow characters to interact with the
physical world. To create genuine MR experiences, three key components are required: cloud-based computer processing, enhanced
input methods, and environmental recognition. Immersive technologies, including VR, AR, and MR, are collectively referred to as
XR [63].

3.2. Artificial intelligence

Al powers the metaverse using a combination of natural language processing (NLP) and computer vision techniques [27,64].
NLP and computer vision play a vital role in enhancing the comprehension and processing of both natural language and visual
information. ML algorithms automate decision-making in NLP and computer vision, empowering systems to autonomously analyze
data, extract patterns, and make well-informed predictions. NLP primarily focuses on language processing, while computer vision
specializes in image and video analysis, extracting valuable insights from unstructured data. The metaverse relies on Al to generate
most of its 3D images, animations, and speech, as well as to generate smart contracts and conduct virtual transactions [65].
In addition, AI enhances the metaverse by improving rendering, object detection, and cybersickness control [65]. Through AI
advancements, digital avatars are empowered with autonomy and self-learning capabilities. With their own motivations, stories,
and objectives, these avatars can interact with users and other AI beings. Integrating Al with game engines enables immersive
experiences as well as the creation of hyper-realistic avatars. The creation of virtual assets can also be streamlined using Al Digital
humans can be created using Al that can act in response to user actions as 3D versions of chatbots [66]. Al can process natural
language inputs like English in a fraction of a second by converting them into a machine-readable format, analyzing them, and
converting the results back into English for the user, replicating a real conversation [67]. In the metaverse, Al can also generate new
data by learning from historical data. The newly generated data stimulates innovation by introducing novel scenarios and objects,
resulting in increased diversity, accuracy, adaptability, and innovative stimulation. In virtual reality, Al can predict movements and
recreate touch. Data misuse can also be prevented by Al Overall, Al in the metaverse facilitates user interaction, data processing,
and protection, enables avatar and chatbot creation, and offers various other features for an authentic experience.
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3.3. Blockchain, NFTs, and cryptocurrencies

Blockchain is a decentralized, transparent, traceable, auditable, secure, and trustworthy digital ledger of transactions that can
safeguard digital assets in the metaverse [5,68,69]. The metaverse must function as a synchronized virtual world, which can be
achieved using a blockchain-based decentralized ecosystem that allows independent nodes to synchronize [70]. Smart contracts
allow participants in an ecosystem to regulate their economic, legal, and social relationships effectively. Also, they allow the
metaverse to develop and implement basic rules. In the metaverse, users can socialize, entertain themselves, and trade in a real-
time manner. Crypto assets are used to facilitate exchanges between these activities in the metaverse since these activities require a
common currency. Metaverse users use blockchain-based cryptocurrency for both real and virtual purchases, making it a versatile
payment option [71]. Incorporating NFTs, which are blockchain-based crypto tokens, into the metaverse can ease the trading of
digital products and the creation of unique avatars since they offer immutable proof of ownership recorded on the blockchain
[72-75]. Additionally, NFTs can contribute to the growth and development of the metaverse by creating a digital economy within
it. Thus, NFTs are essential to the evolution of the metaverse, ensuring a transparent and secure environment for users [76]. Overall,
blockchain has the potential to protect against hacks and malware, as well as eliminate centralized decision-making processes
regarding the functioning of the metaverse. Blockchain can help build a secure, stable, reliable, and trustworthy virtual ecosystem.

3.4. 3D reconstruction

The existence of the metaverse greatly relies on a 3D environment. 3D reconstruction technology is used to create 3D objects
in virtual spaces. Land-related matters have increasingly been handled using this technology, mostly to facilitate access to land by
those who are not able to visit it in-person [77]. A 3D representation of the land can be viewed by potential buyers through 3D
reconstruction, which has become a useful tool [77]. For the metaverse to become a fully realized virtual space, this technology
is essential for creating 3D human avatars. Building a realistic 3D environment for the metaverse is one of the core requirements.
3D cameras and reconstruction technologies capture real-world data that is analyzed by computers to create simulations for the
metaverse. In summary, to make the metaverse more realistic, 3D reconstruction technology is essential. Real objects can be
transformed into 3D models that capture their shape and appearance, allowing the metaverse to become a reality. 3D modeling
and reconstruction methods are used to develop 3D prototypes for specific processes or products in the metaverse. A SkyQuest
Technology Consulting report estimates that the global market for 3D reconstruction technology will double to $2 billion in
2028 [78].

3.5. Internet of Things, 5G technology, and edge computing

The Internet of Things (IoT) enables virtual worlds to interact with the real world [79]. In contrast, metaverse technology offers
3D user interfaces for IoT device clusters [80]. In this way, user-centric IoT and metaverse experiences are created [80]. Combining
these technologies enables minimal training and effort for data-driven decision-making. Besides, the IoT plays an essential role
in extracting and incorporating accurate, secure, and real-time data from the physical world into the metaverse. The success of
the metaverse depends on its ability to extract and present meaningful patterns from real data while ensuring user safety and
accessibility. Since IoT establishes links between the physical and digital worlds, a sophisticated IoT infrastructure is required to
support the growing complexity of the digital environment. IoT-powered digital avatars are a key component of the next-generation
internet [80]. Some examples of IoT devices that can be used in the metaverse include HMDs, AR glasses, haptic devices, and
motion sensors, which can enable users to engage with virtual environments through gestures and touch. Besides, in the metaverse
of smart cities, a variety of other IoT devices are used for seamless integration. For example, environmental sensors for real-time
monitoring, smart infrastructure devices for efficient management, intelligent transportation systems for traffic control, wearable
devices for personalized interactions, and building automation systems for optimized operations. These IoT devices enable data
collection, monitoring, and enhanced urban experiences.

5G technology plays a key role in enabling the metaverse and its applications. The 5G network can provide reliability, throughput,
and latency, which are the essential requirements of the metaverse. 5G technology dramatically reduces power consumption and
increases data rates over most wired broadband connections by almost 90% [81]. In addition, the system reduces latency by almost
20X, and it improves reliability by about 95% [81]. The metaverse benefits from all of these factors and meets special needs for
applications within the metaverse. On the other hand, edge computing is also one of the enabling technologies of the metaverse.
With edge computing, users can experience a quick response time, which gives users a sense of immersion and keep them in the
metaverse [1,78].

4. Opportunities

In this section, we briefly discuss how metaverse technology can assist in enhancing smart city applications by bringing major
improvements, as summarized and shown in Fig. 4.



1. Yaqoob et al.

Metaverse-based
Solutions in Smart City
Applications

Offers a unified and streamlined
experience.

Key Problems in Smart City Applications

Internet of Things 23 (2023) 100884

Smart Homes
High level of personalized «

experience

Interoperability
Complexity

Low level of

personalization
Limited remote monitoring
services

Limited medical training
and marketing solutions

Lack of immersive,
holistic, realistic, and
effective pre-surgical
environments

Metaverse-based

Solutions in Smart City

Applications
Offers safe, secure,
personalized, and user-friendly
pre-surgical simulation
environments

Efficient solutions for

> medical marketing and

training

Provides user-friendly interfaces <«
Y . . Enables customers to
and advanced monitoring services Opportunities > .
Lack of remote interact more dynamically

Enables efficient and cost-effectivg
Jjourneys

) Transportation and
Offers pre-travel planning and | Automaive Industey

remote repair and low cost
maintenance options

Reduces carbon footprints and
enhances customer !
experiences and engagement

Immersive and real-time remote <—

diagnostics and vehicle
repair solutions

High maintenance time
Lack of eco-friendly

transportation systems

Issues related to remote
mai and monitoring

monitoring and
services
Energy management can be

S

Energy Industry and

art Grid

of assets
Lack of efficient energy
management solutions

Customer service and
retention issues
Maintaining customer
satisfaction and loyalty
Active engagement with
customers,

Retail Industry

with products and stores
through a 3D visual
experience

—>  Enables retailers to gamify

their products and
offerings
Gives retailers global

> visibility and enables them

to reach more customers.

improved by simulating and «
optimizing virtual power
plants .
3 ibili Makes banking more

Lack of accessibility, ack of services . .
ImProves supply c‘hain s transpareny, and real- dll‘;’:h)‘:é:g services convenient, accessible, and
visibility by mapping the entire Suply Chain M. " time monitoring ! . i A affordable
network upply Chain Management costs Banking

and
Virtual disasters can be
introduced to identify gaps or

Logistics

Hard to identify gaps or
loopholes in the supply
chain design

Rural area and mobility
issues

Provides customers with an
enriching and personalized
banking experience by 24/7

loopholes in the supply chain
design

Fig. 4. Metaverse opportunities in smart city applications.

4.1. Smart homes

In recent years, there has been a notable increase in the adoption of smart home devices, ranging from smart speakers and
displays to cameras, thermostats, and vacuum cleaners [82]. Besides, Alexa, Google Assistant, and Siri have also emerged as popular
voice-activated assistants that can help perform different tasks and provide entertainment in smart homes [82]. Using VR and AR
technologies, Alexa and Google Assistant are modeled as interactive avatars. Smart speakers and displays can be used in the early
stages of metaverse assistants and smart hubs as gateways to visual assistance. Smart home products also allow online shopping and
social interaction. Smart home devices offer various ways to connect with people without leaving the house. With Amazon’s Drop-in
and video calling features, smart home device owners can have virtual chats with family members through interactive displays. The
next wave of VR technology can lead to a revolutionary virtual experience, combining reality with augmented elements. Smart home
devices can serve as gateways for avatar versions of ourselves to interact with real-world environments. This can be especially helpful
for elderly device owners using Alexa and Google Assistant’s Ask My Buddy skill in case of emergencies [82].

The metaverse widgets can allow smart home devices to be mapped and controlled [82]. This can assist in managing smart home
devices in virtual reality. For example, metaverse widgets linked to the actual smart thermostat can be used to raise the temperature
in a smart home with a few hand gestures [82]. A similar experience can be offered by the metaverse, where one can interact with
a robot vacuum through an on-screen inventory, controlling various settings and commands [82]. Despite its exciting opportunities
for improving smart homes, the metaverse also poses challenges, such as privacy and security. To maximize benefits and minimize
adverse impacts, stakeholders must prepare for these changes as technology advances and smart homes become more integrated
with the metaverse. Overall, the metaverse has the potential to substantially enhance smart homes by making lives more convenient
and advanced.

4.2. Transportation and automotive industry

The transportation sector can benefit significantly from meta-mobility technologies, including autonomous cars and remote-
control robots. By leveraging these technologies to bridge the digital and physical worlds, one can discover more efficient and
eco-friendly routes [83,84]. Digital replication of physical infrastructure, such as airports and transit systems, can enable the
seamless movement of people and goods, resulting in more efficient and cost-effective journeys [83]. Furthermore, the metaverse
has significant potential to enhance customer experiences and engagement. For example, three-dimensional virtual tours can be
utilized by the hospitality industry to improve pre-travel planning information, booking experiences, guest satisfaction, and booking
volume [83].

On the other hand, the metaverse holds the potential to enhance customer experiences in the automotive industry by enabling
manufacturing companies to engage customers through entertainment, gaming, and productivity features in vehicles [83,85].
Besides, the metaverse technology offers efficient remote diagnostics and touchless vehicle repair, increasing customer satisfaction
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and retention [86]. It also enhances automotive technicians’ skills, improving customer satisfaction. Virtual reality in the meta-
verse showcases vehicle features, further contributing to customer satisfaction. The metaverse has the potential to revolutionize
transportation by developing an eco-friendly system with meta-mobility technologies and digital replicas. Leveraging the metaverse
provides unique automotive experiences, thereby boosting satisfaction and retention.

4.3. Energy industry and smart grid

The metaverse holds great promise for the energy sector, especially in the adoption of renewable energy sources. According
to [871], it can offer three advantages for the industry. Firstly, it can act as a robust communication channel. This can enable customer
interaction and supplier support while enhancing brand image through immersive virtual activities. Secondly, it can provide a secure
and engaging platform for training and skill development by utilizing digital twins to simulate realistic scenarios. Lastly, it can
facilitate the creation of industrial replicas for testing energy infrastructure changes, thereby leading to cost reductions, decreased
errors, and improved emissions measurements.

The integration of IoT devices and Al with virtual reality objects presents an opportunity to gain a more precise understanding
of energy consumption and efficiency. Several technologies, including AR, VR, MR, IoT, AL, 3D reconstruction, and blockchain, can
be used to enable the power and utility sector in the metaverse. These advanced technologies can facilitate remote maintenance
and monitoring of assets, virtual site visits, field staff training, real-time asset monitoring, and transparent and efficient energy
accounting. Furthermore, the implementation of these technologies can enable energy companies to expand their services to
consumers and support smarter communities as distribution service operators. Besides, by leveraging virtual simulations in the
metaverse, workers can be trained to manage turbines and wind power plants, thus reducing risks, saving time, and increasing
efficiency.

Efficient energy usage can be achieved by utilizing the metaverse within the smart grid, as discussed in [88]. The metaverse offers
the possibility to create virtual power plants composed of distributed energy resources, including wind turbines, solar panels, and
battery storage systems, all managed by software platforms. Through simulation and optimization within the metaverse, energy
management can be significantly improved. By visualizing energy consumption in a real-time manner, consumers and energy
providers can make better-informed decisions. For example, visualization of energy usage patterns through virtual reality interfaces
can lead to reducing energy consumption during peak hours. In summary, the metaverse holds tremendous potential to enhance
energy management by enabling the creation of virtual power plants and real-time monitoring of energy usage.

4.4. Supply chain management and logistics

The metaverse can improve supply chain visibility by mapping the entire network. This leads to providing real-time data on
product lead times, transit time, logistics costs, and delays [89]. The entire supply chain can be monitored through a virtual
environment, and potential issues like weather events, component shortages, and transport disruptions can be simulated to identify
weak links [89]. As a result, the supply chain’s performance can be improved through trial and error testing. Furthermore, the
metaverse solutions can optimize peak load planning by testing different scenarios, from order management to distribution and
fulfillment, and identifying areas where the supply chain may need reinforcement during times of high demand. When historical
data is unavailable or irrelevant, artificial intelligence can be used to provide accurate forecasts and decisions. Ultimately, metaverse
solutions can strengthen and improve the resilience of real-world supply chains.

The metaverse can facilitate mass customization, which fosters creativity and facilitates the fast-tracking of personalized items.
The ability to digitally replicate products can also improve resource allocation across numerous locations in the supply chain,
allowing alternative production scenarios to be implemented [90]. Physical manufacturing facilities can be less disrupted, downtime
can be reduced, and alternative production methods can be adopted more often. In addition to meeting consumer demands for
personalized items, the metaverse can enable conventional factories designed for mass production to produce at a cost-efficient
rate.

Using the metaverse, virtual disasters can be set up to assist in identifying gaps or loopholes in the supply chain design [91].
As a result, a more resilient and robust supply chain can be designed. Black Friday and Cyber Monday are two of the busiest
times of the year for the supply chain in the E-commerce and retail sectors [91]. However, ensuring that the physical and resource
capacity for handling the peak period and scaling it down for the remainder of the year is available is challenging. Using a virtual
world as a simulation of peak conditions and identifying weak points in the supply chain can improve the real-world supply chain’s
performance.

In logistics, the metaverse can enable brands to interact with customers through virtual products [92]. One can create virtual
versions of homes, try furniture models on virtual websites, and even try on clothes before making a purchase using avatars [92].
Brands can expedite marketing to their target markets and allow Bitcoin payments by providing customized products and testing new
products on the virtual market. The logistics system is also expected to change with concentrated warehouse points for customization
and improving the preparation and delivery of specific orders. This adds another channel to customer relations.
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4.5. Healthcare

The Coronavirus 2019 (COVID-19) pandemic has exposed significant limitations of the current digital healthcare systems and
raised major challenges. For example, telemedicine and e-health services relied on suboptimal solutions, such as online interviews,
in-home medical tests, online pharmacies, and the exchange of simple biodata and photos collected from mobile applications [93].
Digital health in general has fallen short of providing immersive, holistic, realistic, real-time, accurate remote and intelligent
diagnostics, patient monitoring, and effective treatment [40]. Furthermore, existing digital health systems have failed to provide data
management solutions capable of handling and accessing the massive amounts of data generated in healthcare while maintaining
privacy, security, patient-centric control, transparency, traceability, auditability, and compliance with regulations, such as GDPR
and HIPAA. Hence, there is a pressing need to transform digital healthcare using novel technologies. The metaverse is one of the
emerging technologies that can bring ground-breaking innovations, digital transformations, and massive improvements in the smart
healthcare sector [40,94].

The metaverse can bring significant improvements and innovations to the current healthcare systems by providing superior
healthcare services; offering safe, secure, personalized, and user-friendly pre-surgical simulation environments (e.g., to perform
pre-surgical mapping in patients with cardiovascular diseases and brain tumors), as well as efficient solutions for the mental health
of frontline medical workers and for medical marketing and training [58,95,96]. With the metaverse, cardiovascular interventional
procedures can be performed with superior efficiency and precision, as well as with lower complications. Using the metaverse,
cardiac cavities, coronary anatomy, and the vascular system can be more clearly visualized, ensuring enhanced operability through
real-time guidance combined with surgical navigation systems. Through the metaverse, cardiac surgeons can operate across the
world and train the next generation of physicians, which can drastically transform the smart healthcare sector. In dental surgery,
the metaverse can be used to manage pain through distraction therapy. A consultation can be provided to patients using the VR
headset to elaborate on their case by virtually simulating the surgery. Overall, the metaverse has the potential to significantly
improve the healthcare sector.

4.6. Retail industry

Customer service, active engagement with customers, customer retention, and building and maintaining customer loyalty are
all areas where the retail industry faces challenges and intense competition [97]. The metaverse has the potential to address these
challenges. With the metaverse, shoppers have the opportunity to interact dynamically with products and stores, leading to higher
levels of satisfaction and loyalty. Retailers can tailor their offerings and enhance customer satisfaction by leveraging personalized
digital avatars. Small retailers with limited resources can benefit from metaverse stores’ global visibility. Using the metaverse,
retailers can effectively target and segment marketing efforts [98]. New product launches in the metaverse can be gamified to
appeal to younger audiences. Ultimately, retailers can improve customer engagement, gain insights, increase visibility, and attract
a broader customer base through the metaverse.

4.7. Banking

Businesses are increasingly utilizing the metaverse to create virtual digital branches for banks, offering personalized service
and convenience [99]. Virtual bank branches provide customers with the ability to chat with bank personnel for financial advice,
transactions, and account opening, catering to those unable to visit physical branches or desiring a personalized experience [99].
These virtual branches also help banks lower costs, enhance customer service, and reduce their environmental impact. The key
advantage lies in the comprehensive view of customers’ financial situations, enabling access to account details, investments,
transactions, upcoming offerings, and request statuses [99]. This empowers customers to make informed decisions and gain a better
understanding of their financial status.

In the metaverse context, an initial pilot project involving 400 people has already been scaled up by Bank of America [99].
To train employees working with clients, the bank is expected to deploy a virtual platform that will require thousands of VR
headsets. A number of other banks are likely to follow suit since virtual banking has already become a reality. A UBS banker
recently equipped his London traders with Microsoft HoloLens smart glasses to recreate the experience of being on a trading floor
during the pandemic, which has also been accelerating the use of virtual banking. By providing a more engaging and personalized
experience for customers, virtual banking can revolutionize the banking industry.

In summary, metaverse developers can build a virtual digital bank branch to provide customers with an enriching and
personalized banking experience. By using virtual banking, physical branch costs can be reduced, sustainable banking models can
be created, and customer financial information can be viewed in a 360-degree manner. The growing adoption of VR technologies
is expected to drive an increase in virtual banking usage in the future. As a result, the banking industry will become increasingly
reliant on virtual banking services.

5. Recent ongoing projects and case studies

This section discusses recent case studies and ongoing projects toward the deployment of the metaverse technology. The purpose
is to show how metaverse technology has been leveraged to bring innovations and advancements in various industries.
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5.1. Nikeland

Nike has effectively utilized technologies, such as NFTs, Web3, and the metaverse to create personalized and unique customer
experiences through Nikeland on Roblox [100]. The Nikeland platform [100] enables fan interaction, brand experiences, and
promotional opportunities, attracting over 7 million visitors since its launch in November 2021. In response to the growing trend of
NFTs, Nike acquired RTFKT Studios to develop exclusive digital assets, including the notable CryoKicks Dunk Genesis sneakers. By
strategically leveraging emerging technologies, Nike caters to millennials (people born between 1981 and 1996) and Generation
Z (people born between 1996 and 2010) with customized and distinctive products. Additionally, Al, e-commerce, and in-store
experiential technology have long played essential roles in Nike’s brand strategy. Introducing new concepts, such as the metaverse,
NFTs, and Web3 has helped Nike give its customers a more personalized and unique experience. In addition to creating Nikeland
and acquiring RTFKT Studios, Nike continues to demonstrate its commitment to staying at the forefront of emerging technology and
providing consumers with personalized experiences.

5.2. Microsoft mesh

The Microsoft Metaverse, also known as Mesh, is a virtual space where users can interact with each other and digital objects.
Microsoft Mesh [101] allows users to participate in shared holographic experiences from different locations. People can collaborate
more effectively and creatively using Microsoft Teams’ productivity tools. Using avatars and immersive environments, Mesh enhances
teamwork and reduces meeting fatigue, similar to other post-lockdown offerings. Rather than relying on static profile images
for communication, three-dimensional avatars enable users to make eye contact, interpret facial expressions, and recognize body
language. Additionally, users can customize their avatars. HP Reverb G2 and Microsoft HoloLens are two examples of headgear and
glasses compatible with Microsoft Mesh. Microsoft Company entered the metaverse market in 2022 and is now one of the largest
investors in the space. Microsoft’s pioneering products, such as HoloLens and HP Reverb G2, have made a significant contribution
to the development of the metaverse. Microsoft has also incorporated other popular products like Xbox, Office 365, and Teams
into the metaverse and emerged as the top player despite high competition. Additionally, Microsoft’s partnership with Meta is
driving innovation and offering users advanced features in virtual offices and conference rooms. Businesses and individuals benefit
from seamless, interactive virtual environments. Security, transparency, and interoperability of the metaverse are currently being
improved by Microsoft, which indicates a promising future for virtual space. In making the metaverse more accessible and enjoyable,
Microsoft aims to pave the way for future developments.

5.3. Amazon AR view, Walmart Land, and Walmart’s Universe of Play

Amazon has integrated metaverse technology into its e-commerce platform. By utilizing augmented reality, customers are now
able to view products within their personal space before making a purchase. Amazon utilizes AR View [102] to ensure accurate
perception of product size through appropriate proportioning of elements. Their Showroom tool enables customers to preview
furniture in customized rooms with different wall and floor colors. Furthermore, Amazon is heavily investing in AR/VR technology
to enhance the overall consumer experience. On the other hand, Walmart has introduced two immersive platforms: Walmart Land
and Walmart’s Universe of Play [103]. Walmart Land offers avatar-based shopping, a Ferris wheel, and rewards in the form of
badges and tokens. Within Walmart Land, Electric Island, House of Style, and Electric Fest are the primary immersive experiences.
Electric Island offers music festival-inspired activities and popular artist performances. House of Style includes a virtual dressing
room, cosmetic obstacle course, and roller skating rink featuring diverse brands. Electric Fest presents a motion-capture concert
experience. Additionally, Walmart’s Universe of Play on Roblox provides users with virtual toys and games, enabling them to earn
coins and rewards. Users can explore various toy worlds, collect virtual toys, and interact with e-mobility items like hoverboards.
The platform offers a diverse range of immersive games, desirable rewards, and online activities.

5.4. Decentraland

With a $1 billion value, the Decentraland metaverse has become one of the most popular metaverses in 2022 [104,105]. It
was launched in 2020. It is based on the Ethereum blockchain. The Decentraland metaverse enables users to explore, perform
activities, and shop in this digital universe. Within the Decentraland metaverse, users can trade goods and services using the MANA
cryptocurrency. Besides, NFTs can also be used. The land plots of Decentraland metaverse are in high demand and have sold for
up to $2.4 million. Businesses and brands have also begun buying land in this virtual world to interact with their customers.
Samsung has established a store in the Decentraland metaverse where customers can enjoy live performances and product launches.
The Decentraland metaverse also hosted the launch of the Samsung S22. Development in the Decentraland metaverse has some
notable advantages. For example, purchasing land and building commercial properties in the Decentraland metaverse can generate
substantial profits. Rental income from commercial properties is significant, and maintenance costs are low. Landowners are not
required to follow tenant regulations or pay set rent, allowing them more control over their properties in the Decentraland metaverse.
Decentraland enables users to create their own 3D objects and scenes that can be listed on the in-game market for MANA, combining
creativity with cryptocurrency earnings. Moreover, it fosters community participation in platform development and facilitates the
creation of novel experiences. Crypto exchanges like Binance and CoinBase allow converting MANA to other cryptocurrencies or
local currencies. The Decentraland metaverse continues to push the limits of the virtual world space with its cutting-edge technology
and growing community.
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Table 2

Summary of the metaverse challenges along with their causes and guidelines.
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Challenges

Causes

Potential guidelines

Interoperability

(a) Variations in hardware, software, and network protocols
(b) Competing rights, intellectual property, and governance
(c) Variations in user behavior and preferences across platforms

(a) Providing meaningful and timely
standards/regulations
(b) Promoting digital literacy

Security and Privacy

(a) Lack of privacy regulations

(b) Intrusive and extensive data collection

(c) Lack of users’ data rights and ownership

(d) Interpreting current regulations in the metaverse world

(a) Create a viable metaverse privacy policy
(b) Enforce user-to-user privacy

(c) Decentralized identity management
mechanisms

(d) Employ enhanced multi-factor
authentication methods

Network Capabilities

(a) High responsiveness and high-bandwidth connectivity
requirements

(a) Investing in network infrastructure and
upgrading existing networks

Data Management

(a) Various data formats

(b) Heterogeneous storage needs

(c) Massive amounts of data

(d) Lack of data integration solutions

(a) Designing novel operators,
context-aware algorithms, and new forms of
approximation operators

(b) Novel indexing methods and data
structures

Digital Addiction and
Mental Health

(a) Overusing digital devices
(b) Obsessively thinking about digital use
(c) Replacing face-to-face communication

(a) Develop applications for mental wellness
(b) Promote outdoor sports activities

(c) Constantly monitoring the underage
children

Law and Jurisdiction

(a) Virtual nature of the realm

(b) Anonymity of avatars

(c) No traditional institutions with physical premises to fix
complaints

(d) Difficulty in determining which laws apply to disputes
involving intangible assets in the virtual space

(e) Anonymous and encrypted virtual transactions

(a) Transparent and decentralized conflict
resolution solutions

(b) Flexible jurisdictional policies and
regulations

(c) Develop decentralized governance
systems for virtual worlds

Environmental Pollution

(a) High computing power and bandwidth

(b) Requirement for high-quality images

(c) The growing use of cloud computing in virtual reality, online
gaming, and high-resolution image processing

(d) Advancements in VR technology lead to a rise in e-waste

(a) Novel calculation methods

(b) Mathematical solutions, such as selective
scanning

(c) Develop lightweight solutions

(d) Promote recycling methods

5.5. Roblox studio

Roblox Studio [106,107] enables developers to build virtual worlds and games. These developers are allowed to sell their game

items. Roblox Studio is easy to use, as evidenced by the fact that a majority of the 20 million games produced were created by
minors. On Roblox, some of the most popular games include Adopt Me!, Blox Fruits, Brookhaven RP, and Shindo Life. Besides, Pet
Simulator X, Sonic Speed Simulator, King Legacy, Gacha Online, and Livetopia, are other popular games that have attracted millions
of players. Clothing and avatar accessories are available for purchase in the Roblox metaverse. The items can be purchased with
Robux, Roblox’s cryptocurrency, or real-world money. The Roblox metaverse has hosted some celebrities and rappers, including
Lil Nas X and David Guetta. Popular brands, including luxury ones like Gucci, Nike, and Lego, have collaborated with the Roblox
metaverse for advertising purposes, along with Spotify, the BBC, and Netflix. The Roblox studio has all the basic features people
expect from a metaverse, including virtual worlds and a cryptocurrency-based economy. Users do not have to buy headsets or other
expensive gear to use the Roblox metaverse, as it only uses a small amount of AR and VR technologies. Platform versatility and
easily accessible requirements have led Roblox to gain immense popularity in recent times.

6. Open research challenges

This section presents key challenges hindering the metaverse to become a reality. We outline the underlying causes of these
challenges and provide guidelines to new researchers working in the domain. Table 2 summarizes such causes along with their
guidelines.
6.1. Interoperability

The emergence of the metaverse has created significant interoperability challenges that must be addressed to enable the
seamless integration of virtual worlds created by different developers using different hardware and software tools. Challenges
related to metaverse interoperability can be classified into three categories: technical, usage, and jurisdictional challenges [108]. The

technical challenges include addressing network limitations, asset ownership, intellectual property protection, payments, identity
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verification, data privacy, and security concerns, both in hardware and software. Usage interoperability challenges relate to ensuring
a user-centered design that makes the metaverse accessible globally, inclusively, and across all demographics to ensure fairness in
experiences. Finally, jurisdictional interoperability challenges involve covering best practices and standards across various industries,
locations, and countries.

Technical issues are among the primary challenges, arising from variations in hardware, software, and network protocols that
can hinder communication between different virtual worlds and platforms. Ownership and control challenges are also emerging
due to competing rights to data, intellectual property, and governance. Jurisdictional differences across regions and countries
pose additional challenges to interoperability, such as variations in user behavior and preferences across platforms, which can
limit usage interoperability. Stakeholders involved in the metaverse development must take into account all of these challenges.
Another crucial challenge is balancing interoperability with privacy, security, safety, and identity requirements [108]. The key
to addressing these challenges is developing human-centric interoperability standards and best practices through collaboration
among stakeholders [108]. This requires prioritizing well-being through human-centric design, promoting digital literacy, providing
meaningful and timely standards and regulations to solve established concerns, and respecting social contracts and expectations
when making decisions [108,109].

6.2. Security and privacy

VR and AR are the two most popular technologies driving the metaverse, but they pose security risks, especially to user
privacy [110,111]. To address these risks, it is required to answer questions, such as how compromised AR devices affect privacy,
how AR firms use and protect user data, and whether they share it with third parties [110]. All these questions point out security
concerns in the metaverse, including social engineering attacks, credential theft, and denial of service [112,113]. In the metaverse,
users use voice, video, and facial recognition features to verify their identities. Through AR and VR devices, users can communicate
and interact within the metaverse, making them vulnerable to identity theft and social engineering attacks. Metaverse identity theft
poses a major challenge, as hackers can gain access to network credentials through wearables. This can result in the compromise
of the users’ personal and financial information. VR technologies within the metaverse can be manipulated by machine learning
algorithms to appear authentic, which makes them vulnerable to identity theft. Through motion-tracking data from VR headsets,
hackers can create copies of another person’s VR experience and perform social engineering attacks on them. Ransomware is
also a security risk associated with the metaverse. A ransomware attack can be initiated by deceiving users into disclosing their
personal information through VR platforms. Reduced perception of physical space is another security-related challenge posed by the
metaverse. Although VR creates immersive experiences, it disconnects users from the audio-visual world. When users are separated
from reality, they can be at risk of physical security risks. Polarization and radicalization are also severe security risks associated
with the metaverse [110]. These security risks are not technology-driven but emerge from the users’ behavior in the metaverse. Such
risks are crucial and stem from the concept of a shared universe. The metaverse relies on serving as a centralized access point for all
resources; however, bringing together opposing user groups can cause significant problems. Cyberbullying, trolling, and harassing
are privacy and security risks that emerge from polarization and radical behavior in the metaverse [110]. Substantial attention needs
to be paid to address all the aforementioned security and privacy concerns to enable the widespread adoption of the metaverse.

6.3. Network capabilities

The network capabilities required for the metaverse can be measured through bandwidth and latency. Real-time virtual reality
experiences require high responsiveness and high-bandwidth connectivity [114]. Especially in the metaverse, the vast amount
of data generated by users requires a high-speed and symmetrical broadband connection with high bandwidth. Low latency is
another essential factor for a smooth experience in the metaverse. According to a WBA industry report, extreme VR aims for 1-
2.35 Gb/s bandwidth with 10 ms latency [115]. Scalable broadband and home networks are essential to meet these requirements.
Communication service providers are deploying 10G PON/25G-PON networks and 5G fixed wireless access to provide multi-gigabit
broadband services. To meet latency requirements, active queue management techniques like PI2/L4S and other QoS policies are
necessary [115]. On the other hand, achieving low latency with 5G technology can be challenging, making it difficult to support
immersive environments in the metaverse. Furthermore, 4K video resolution is insufficient to express the pixels necessary for creating
realistic and immersive environments, leading to large data files [114]. Developing real-time video compression technology is
required for compressing and decompressing files without signal delay. For the metaverse to function effectively for fiber customers,
it must be adaptable to their unique network conditions. Internet service providers must provide fast two-way traffic to enable
the metaverse to function in smart homes. Although wireless networks have made significant improvements over the years, more
improvements are required to satisfy the requirements of the metaverse. This is because existing access and content delivery networks
lack the capacity to handle a large spike in consumer usage all at once [114]. If the network is overloaded, it can slow down the
metaverse and result in an unrealistic experience. Metaverse bandwidth requirements require next-generation networks. Investing in
network infrastructure and upgrading existing networks is essential to ensure that the metaverse provides an immersive experience.
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6.4. Data management

Managing data in the metaverse poses multiple challenges. These challenges stem from managing various data formats, such as
structured data, multimedia data, and location information, which necessitate different storage and management methods [116]. In
current approaches, 3D objects and multimodal data in entertainment and the metaverse are managed through various techniques,
including data compression, streaming, and cloud storage. However, these techniques pose limitations in terms of data size,
processing power, network bandwidth, and interoperability. To fully unlock the potential of the metaverse, it is essential to
address certain new requirements, including the need for scalable infrastructure, efficient data management, improved compression
algorithms, and seamless integration of diverse data types. Additionally, there are technical challenges that must be addressed,
such as real-time rendering, data synchronization, and optimizing the user experience. Furthermore, determining whether to treat
physical and virtual data separately or collectively and optimizing data organization for a unified metaverse view and enhanced
performance is a crucial decision. Integrating data from various sources and making complex inferences from them, as well as
developing innovative solutions for data integration beyond conventional heterogeneous databases, is equally essential [116]. To
handle context-aware scenarios, designing novel operators, context-aware algorithms, and new forms of approximation operators
is required [116]. Integrating findings from onsite and online visitors, adapting and applying effective measures from one space
to another, managing onsite and online users simultaneously, and developing flexible schemes to cater to frequent updates of
information for update-intensive applications are other important challenges [116]. In addition, to enable efficient similarity search
of 3D objects composed of tens of thousands of polygons in the metaverse, novel indexing methods, and data structures that support
a hierarchy of coarse- and fine-grained resolutions while minimizing computation overhead are required [116]. Finally, to capture
models at all levels in high resolution, transform the model into an appropriate resolution for transmission in real-time, and handle
frequently changing scenes, a more dynamic and robust structure needs to be developed [116].

6.5. Digital addiction and mental health

Metaverse device and service addiction can result from excessive usage, loss of control over usage, and obsessive thinking about
digital use when not using the devices [117]. Individuals can also become addicted to metaverse devices when they use them, even
though they negatively impact work, school, hygiene, sleep, and relationships. Furthermore, digital addiction is associated with
losing interest in leisure and social activities, using digital devices in risky situations, using digital devices more frequently and
extended to experience the same level of satisfaction, and concealing them [117]. Addiction to the metaverse can have harmful
effects on one’s mental, physical, emotional, financial, and social well-being, which can in turn impact daily functioning and
relationships in devastating ways. Also, the excessive use of the metaverse can exacerbate and develop depression and anxiety. The
overuse of metaverse devices, combined with social media dependency, can intensify feelings of isolation. Additionally, replacing
physical communication with virtual interactions can negatively affect mental health. Besides, dependence on virtual communication
can lead to a reduction in interpersonal skills and decreased job performance. Concerns have been raised about the potential risks
of the metaverse, which may induce symptoms of psychosis, such as hallucinations and delusions, as users become disconnected
from reality [117]. It is important to be aware of these potential hazards and seek assistance if struggling with technology overuse
or digital addiction. Although digital addiction and mental health problems share similarities across various platforms, such as
PCs, smartphones, and social networking [118], some researchers believe that the metaverse for smart cities presents its own set
of distinctive challenges. These challenges encompass aspects, such as the potential for excessive reliance on virtual interactions,
the blurring of boundaries between the virtual and physical realms, potential impacts on social relationships, and the possibility of
addiction to immersive virtual experiences within the metaverse. Some possible treatments are therapy, medication, and support
groups [117]. Mental disorders can also benefit from VR therapy. Technology advancements are enabling VR companies to develop
mental wellness applications. Additional research is needed to uncover how the metaverse affects human mood and behavior.

6.6. Law and jurisdiction

The metaverse involves a computer-simulated reality where people can engage in various activities, such as buying avatar
wearables, purchasing property, and setting up businesses. However, the metaverse poses several legal challenges. One major issue
is the difficulty in enforcing laws across international borders due to the virtual nature of the realm where payments are made in
cryptocurrencies [119]. Virtual transactions in the form of cryptocurrencies are often anonymous and encrypted in the metaverse,
making it difficult to punish parties for data theft. Businesses in the metaverse lack regulation and consumer protection, as traditional
institutions with physical premises do not exist to handle complaints. The anonymity of avatars also poses a risk of dealing with
unverified parties. Governments must address these challenges by implementing regulations, audits, and controls for commercial
activities in the metaverse. Virtual crimes are another significant legal issue, requiring proper legislation to address them. However,
establishing jurisdiction and enforcing laws is challenging due to the intangible nature of virtual assets. Conflict of law issues further
complicate the determination of the appropriate forum for dispute resolution [119]. Although cybercrime and virtual currency are
general concerns, some researchers believe the metaverse for smart cities introduces specific challenges. These include the potential
for unauthorized access to virtual infrastructure, privacy breaches within virtual environments, manipulation of virtual data and
services, and the need for robust security measures to protect both the physical and virtual components of smart cities within the
metaverse. Navigating these challenges is crucial to ensure user safety in the metaverse.
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6.7. Environmental pollution

Emerging metaverse technologies, such as AR, blockchains, NFTs, Al models, and advanced communication require high
computing power and bandwidth, contributing to greenhouse gas emissions and environmental pollution [120]. The requirement
for high-quality images also increases energy demand. In a recent study, the University of Massachusetts estimated that training
just one Al model can generate 284 tons of carbon dioxide, which is very high [121]. The growing use of cloud computing in
virtual reality, online gaming, and high-resolution image processing can greatly increase carbon emissions [121]. In short, the
metaverse and its related technologies consume significant energy. Innovative solutions, such as novel calculation methods, need
to be developed to reduce the energy consumption of metaverse technologies. It has been reported in [121] that mathematics can
reduce the metaverse energy consumption, as Nanyang Technology University researchers used selective scanning to transmit only
objects of interest instead of entire images to service providers. Another issue to consider is that as VR technology advances, there is
a potential for an increase in electronic waste (e-waste) that can contaminate soil, groundwater, and landfills, ultimately contributing
to environmental pollution. Researchers and industrialists must collaborate to study the metaverse’s environmental impact and take
it into account while developing any metaverse-based solution in the future.

7. Conclusions and future recommendations

In this paper, we discussed how leveraging the metaverse for smart cities can enhance their infrastructure, government services,
accessibility, economic growth, and sustainability. The metaverse can revolutionize various aspects of smart cities, including
healthcare, energy management, transportation, smart homes, supply chain and logistics, tourism, retail, and banking. We discussed
the enabling technologies and advantages of the metaverse technology to show how it can unlock its full potential for smart
cities. We explored the key opportunities offered by the metaverse for smart cities and presented several case studies to show how
various industries have been facilitated and complemented by metaverse technology. We identified and discussed the imperative
open research challenges hindering the widespread adoption of the metaverse. Finally, we conclude that the metaverse has the
potential to reshape and transform smart cities by bringing significant improvements in terms of the quality of services. Although
the metaverse still needs time to take off meaningfully, it has already proven to be a significant concept in various domains. However,
for the metaverse to become a reality, several challenges need to be addressed, including but not limited to interoperability, security
and privacy, network capabilities, data management, digital addiction and mental health, law and jurisdiction, and environmental
pollution. These challenges are summarized below in the form of future recommendations:

» The development of the metaverse is facing significant challenges related to interoperability, particularly in the areas of
technical, usage, and jurisdictional challenges. To address these challenges, stakeholders involved in the development of the
metaverse must collaborate to develop human-centric interoperability standards and best practices that prioritize user well-
being, promote digital literacy, and respect social contracts and expectations. Future research needs to be focused on balancing
interoperability with privacy, security, safety, and identity requirements to ensure fairness in experiences and accessibility
globally.

VR and AR, the two most popular technologies driving the metaverse, pose various security risks, including social engineering
attacks, identity theft, and ransomware. These risks are due to the use of voice, video, and facial recognition features to verify
identities and interact within the metaverse. Additionally, reduced perception of physical space and user behavior in the
metaverse, such as polarization and radicalization, can also pose security risks like cyberbullying, trolling, and harassment. To
enable widespread adoption of the metaverse, it is necessary to address these security and privacy concerns by developing
appropriate technologies and practices that safeguard user privacy, prevent unauthorized access, and promote safe and
inclusive interactions within the metaverse. This requires substantial attention and investment in cybersecurity, privacy
protection, and user education.

The metaverse requires high-speed, symmetrical broadband connectivity, low latency, and high responsiveness for real-time
virtual reality experiences. The vast amount of user-generated data requires next-generation networks with high bandwidth.
Achieving low latency with 5G technology is challenging, and video compression technology is required to handle large data
files in real time. Network infrastructure investment and upgrades are necessary to meet the metaverse’s requirements and
ensure an immersive experience.

Managing data in the metaverse poses challenges related to various data formats, physical and virtual data integration, context-
aware scenarios, and efficient similarity search. To address these challenges, new storage and management methods, data
integration solutions, context-aware algorithms, and novel indexing methods are required. Additionally, effective measures to
manage onsite and online users, frequent updates, and high-resolution models are required. A dynamic and robust structure
needs to be developed to handle changing scenes in real time.

The metaverse addiction can result from overusing devices, obsessively thinking about digital use, and experiencing negative
effects on daily functioning and relationships. It can lead to mental, physical, emotional, financial, and social harm,
exacerbating depression and anxiety. It can induce symptoms of psychosis and reduce interpersonal skills and job performance.
Further research is needed to uncover how the metaverse affects human mood and behavior. Awareness of digital addiction
is crucial as the metaverse continues to rise.

15



I. Yaqoob et al. Internet of Things 23 (2023) 100884

The metaverse presents legal challenges related to enforcing laws across borders, lack of regulation and consumer protection
for businesses, and potential virtual crimes. Governments need to address these issues to regulate commercial activities and
establish jurisdiction for disputes involving intangible assets in the virtual space. These challenges require careful consideration
from all stakeholders in the future.

The metaverse technologies require high energy consumption and emit greenhouse gases. Also, the use of cloud computing
and high-resolution images further increases carbon emissions. Besides, advancements in VR technology can contribute to
an increase in e-waste. In the future, it is required to study the metaverse’s environmental impact and develop sustainable
solutions.
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