
Electric Power Systems Research 214 (2023) 108888

A
0

Contents lists available at ScienceDirect

Electric Power Systems Research

journal homepage: www.elsevier.com/locate/epsr

Secondary frequency control strategy considering DoS attacks for MTDC
system✩

Yunning Zhang a, Le Wei a, Wenlong Fu a,b,∗, Xi Chen a, Songlin Hu c

a School of Electrical and New Energy, China Three Gorges University, Yichang 443002, Hubei Province, China
b Hubei Provincial Key Laboratory for Operation and Control of Cascaded Hydropower Station, China Three Gorges University, Yichang 443002, Hubei
Province, China
c Institute of Advanced Technology for Carbon Neutrality, Nanjing University of Posts and Telecommunications, Nanjing 210003, Jiangsu Province, China

A R T I C L E I N F O

Keywords:
MTDC systems
Secondary frequency control
Cyber security
Denial of service attacks

A B S T R A C T

The utilization of communication networks brings benefits to frequency support strategies for multi-terminal
high voltage direct current (MTDC) systems, yet leads to the systems facing cyber security risks. In particular,
the denial of service (DoS) attacks will cause loss of measured signals and make the MTDC system unstable. This
paper is concerned with the secondary frequency control problem defending DoS attacks in MTDC systems.
Focusing on energy-limited and periodic DoS attacks, a Bernoulli process model is firstly adopted, and the
control objective considering DoS attacks is built. Thereafter a switching scheme of the attacked station from
droop control to secondary frequency regulation is devised for frequency support of MTDC systems. Two
strategies respectively using the reference value and the data of the previous time interval are then proposed
to compensate for the lost data due to DoS attacks. Four scenarios are simulated on a four-terminal MTDC
system to verify the effectiveness of the two proposed solutions. The results show that, if the system is in
equilibrium states during DoS attacks, both of the two proposed strategies are effective. Whereas the solution
using the data of the previous time interval has better performances in the subsequent regulation process after
load disturbance.
1. Introduction

The control of MTDC systems is a essential technology to ensure
the stable operation of the systems. At present, many scholars have
conducted researches on the crucial issues of MTDC systems such as
DC voltage control, power distribution and frequency support, etc [1–
4]. As new energy sources and microgrids continue to be connected
into power systems, the application of MTDC systems to provide fre-
quency support for AC systems has become a research focus. Ref. [5]
proposed a droop control method with additional frequency regulation
not requiring inter-station communication. Refs. [6,7] proposed adap-
tive frequency droop control methods, which improve the transient
response of DC voltage and frequency by adaptive adjusting the droop
coefficient. In order to improve the frequency stability and reduce
the amount of rotation reserve required, a supplementary frequency
control on the basis of droop control was proposed in Ref. [8]. Some
researches adopted virtual synchronous generator inertia control strate-
gies in MTDC systems, and used the virtual inertia response to provide
frequency support for AC system [9,10].
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With the application of supervisory control and data acquisition
systems, wide area measurement systems, and energy management
systems in modern power systems, the formed cyber physical system
(CPS) [11,12] provides more benefits in data and communication for
control design. For example, distributed consistency control structures
for AC interconnection systems requiring inter-station communication
have been developed and extended to MTDC systems [13,14]. However,
the widely application of communication network brings some disad-
vantages to the operation of the physical facilities of the power system,
even if secure networks are used for communication and transmission.
For instance, it may bring some risks of cyber attack. The cyber attack
on the Ukrainian power grids is a typical example of CPS attacks on
the power grid in recent years [15]. Nevertheless, the above-mentioned
control methods for MTDC systems continuously improve the control
range and control accuracy yet rarely consider cyber attack factors.
Furthermore, the cyber security risk is increasing to a certain extent
with the communication networks application. Therefore, considering
cyber attacks in the design of MTDC systems control is necessary.
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Cyber attacks include false data injection (FDI) attacks, time delay
(TD) attacks and denial-of-service (DoS) attacks [16]. Compared to
other attack methods, DoS attacks are simpler and more destructive in
CPS. The purpose of DoS attacks is to block communication between
various components of the system and cause data packet loss. There-
fore, most researchers model DoS attacks as packet loss in the control
problem, and consider the energy limited characterizing of DoS attacks
in previous researches [17,18].

In control design of against DoS attacks, researchers have consid-
ered some control methods such as optimal control [19,20], event
triggering [21–23], game theory [24], etc. Most of the above control
strategies for DoS attacks are based on known and reduced dimen-
sionality linearized state space model to design compensate strategies.
As for large-scale power systems such as the MTDC system, due to
the complexity of the system and the randomness of DoS attacks, it
is difficult to predict all the state quantities and compensate for lost
data. Therefore, when a DoS attack causes data packet loss in a complex
system, a control strategy not requiring complete state information of
the system and performs data compensation on the receiving side of
the controller can be considered.

The main contributions of this paper are as follows:

1. In order to restore the frequency of MTDC systems to a range
that can be operated for a long time and reduce the complexity
of secondary controller as much as possible, a switching control
mechanism is devised. When the connected AC system emerges
load disturbance, the outer controller of VSC station switches to
secondary frequency control from droop control.

2. The impact of DoS attacks on the measurement signal trans-
mission channel from sensors to controllers of MTDC systems is
considered. An energy-limited, periodic DoS attacks is modeled,
which can cause the controllers of MTDC systems to fail to
receive frequency, active power, reactive power, and DC voltage
measurement data.

3. Two compensation strategies are proposed. The two strategies
respectively use the reference value and the data of the previous
time interval to compensate for the lost data. These control
strategies do not demand to know the linearization model of
the system in advance, but only require temporary data storage
at the signal receiving end. The simulation results verify the
effectiveness of the two proposed solutions against DoS attacks
under load disturbance.

4. The influence of different attack time intervals on the system
control performance is studied. It shows that the control conse-
quent is still effective when the attack time interval increases.

The rest of this article is arranged as follows:
Section 2 introduces the related content of traditional frequency

droop control of MTDC systems and the modeling of DoS attack.
The frequency regulation strategies of MTDC systems against DoS
attacks are presented in Section 3. Some simulation cases using MAT-
LAB/SIMULINK are shown in Section 4. Finally, the conclusions are
drawn in Section 5.

2. Traditional frequency droop control of MTDC systems and the
modeling of DoS attacks

2.1. VSC-MTDC systems control structure

An example of VSC-MTDC system structure with the double closed-
loop controller under the 𝑑𝑞 rotating coordinate system are shown in
Fig. 1. AC power grids AC1∼4 are connected to the DC network through
VSC1∼4 stations, respectively. P1∼4 denote the output power of the
VSC stations, and the direction of injection into DC network is defined
as positive.

Through measurement and calculation, essential measurement sig-
nals such as frequency, active power, DC voltage and reactive power are
2

Fig. 1. Example of VSC-MTDC system structure.

transmitted to the outer loop controller of each converter station. The
outer loop controller generates the current reference values 𝑖𝑑𝑟𝑒𝑓 and
𝑖𝑞𝑟𝑒𝑓 for the inner loop controller. Then, the inner loop controller gen-
erates an AC voltage signal through comparison and calculation, and
controller finally controls the VSC through a PWM pulse trigger [1].

Mathematical model of the VSC in the two-phase rotating 𝑑𝑞 frame
is as follows:
⎧

⎪

⎨

⎪

⎩

𝐿 𝑑𝑖𝑠𝑑
𝑑𝑡 = −𝑅𝑖𝑠𝑑 + 𝜔𝐿𝑖𝑠𝑞 + 𝑢𝑠𝑑 − 𝑢𝑐𝑑

𝐿
𝑑𝑖𝑠𝑞
𝑑𝑡 = −𝑅𝑖𝑠𝑞 − 𝜔𝐿𝑖𝑠𝑑 + 𝑢𝑠𝑞 − 𝑢𝑐𝑞

(1)

where 𝑢𝑠𝑑 , 𝑢𝑠𝑞 , 𝑢𝑐𝑑 , 𝑢𝑐𝑞 , 𝑖𝑠𝑑 , 𝑖𝑠𝑞 are the 𝑑-axis and 𝑞-axis components
of AC voltage at AC power grid side, AC voltage at the converter side
and AC current, respectively. 𝐿 and 𝐶 are the equivalent resistance and
equivalent inductance on AC side, respectively; 𝜔 is the synchronous
rotational angular velocity of the grid voltage vector. The 𝑑-axis of
the 𝑑𝑞 axis coincides with phase A of the three-phase voltage, the
decoupling control of 𝑃 (active power) and 𝑄 (reactive power) can be
realized by controlling 𝑖𝑠𝑑 and 𝑖𝑠𝑞 . (1) is usually used to design inner
controller of VSC.

Droop control is one of the main control methods of VSC-MTDC
which is used in the outer loop controller. The traditional frequency
droop controller of the 𝑖th VSC station is as follows:

⎧

⎪

⎪

⎨

⎪

⎪

⎩

𝑖𝑖𝑑𝑟𝑒𝑓 =
(

𝑘𝑑𝑟𝑝𝑝 + 𝑘𝑑𝑟𝑝𝑖 ∕𝑠
) [(

𝑈 𝑖
𝑑𝑟𝑒𝑓 − 𝑈𝑑𝑐,𝑖

)

−𝑘𝑖𝑑𝑟𝑜𝑜𝑝(𝑃
𝑖
𝑟𝑒𝑓 + 𝛽𝑖(𝑓𝑖 − 𝑓𝑟𝑒𝑓 ) − 𝑃𝑖)

]

𝑖𝑖𝑞𝑟𝑒𝑓 =
(

𝑘𝑄𝑝 + 𝑘𝑄𝑖 ∕𝑠
)(

𝑄𝑖
𝑟𝑒𝑓 −𝑄𝑖

)

(2)

where 𝑓𝑖, 𝑃𝑖, 𝑈𝑑𝑐,𝑖, 𝑄𝑖 are the measured values; 𝑓𝑟𝑒𝑓 , 𝑃 𝑖
𝑟𝑒𝑓 , 𝑈 𝑖

𝑑𝑟𝑒𝑓 , 𝑄𝑖
𝑟𝑒𝑓

are the reference values; 𝑘𝑑𝑟𝑝𝑝 , 𝑘𝑑𝑟𝑝𝑖 , 𝑘𝑄𝑝 , 𝑘𝑄𝑖 are the active and reactive PI
controller parameters respectively; 𝑘𝑖𝑑𝑟𝑜𝑜𝑝 and 𝛽𝑖 are the voltage droop
coefficient and frequency droop coefficient, respectively.

2.2. DoS attack model

In some researches, DoS attacks have been modeled as periodic [17,
18,25,26]. Due to energy limitations, periodic DoS attacks need to
dormant for an interval of time after an attack to store energy to launch
the next attacks. Owing to DoS attacks need few prior Information
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Fig. 2. The conceptual diagram of the measured signal which is assumed as sinusoidal
ignal being attacked.

f target, periodic attacks model is simple and efficient for design
or attacker. Therefore, this paper adopts periodic DoS attacks for
odeling and control analysis and considers the statistical properties

f information transfer.
Assuming that the DoS attacks period is 𝑡 ∈ [𝑛𝑇 , 𝑛𝑇 + 𝑇 ), de-

fine 𝐴𝐷𝑜𝑆 (𝑡) ∈ {1, 2} to indicate different time interval in the attack
period [27]:

𝐴𝐷𝑜𝑆 (𝑡) =

{

1, 𝑡 ∈
[

𝑛𝑇 , 𝑛𝑇 + 𝑇𝑜𝑓𝑓
)

2, 𝑡 ∈
[

𝑛𝑇 + 𝑇𝑜𝑓𝑓 , 𝑛𝑇 + 𝑇
) (3)

where 𝐴𝐷𝑜𝑆 (𝑡) = 1 denotes the dormant phase when no interference
signals affect the communication. 𝐴𝐷𝑜𝑆 (𝑡) = 2 denotes the attack
phase when interference signal access causes communication conges-
tion, where the constant 𝑇𝑜𝑓𝑓 represents the interval of dormant in a
period.

We characterize the switching signal 𝜃
(

𝐴𝐷𝑜𝑆 (𝑡), 𝑡
)

∈ {0, 1} as the
event that whether the communication packet transmission is success-
ful or not

𝜃
(

𝐴𝐷𝑜𝑆 (𝑡), 𝑡
)

=

{

0, Transmission failure
1, Transmission success

(4)

Assuming that the successful transmission rate of data packets dur-
ing the dormant phase and the attack phase obeys the Bernoulli prob-
ability distribution
{

𝑃
[

𝜃
(

𝐴𝐷𝑜𝑆 (𝑡), 𝑡
)

= 1
]

= 𝜌𝑡
𝑃
[

𝜃
(

𝐴𝐷𝑜𝑆 (𝑡), 𝑡
)

= 0
]

= 1 − 𝜌𝑡
(5)

where 𝜌𝑡 is the probability of successful transmission.
When a DoS attack occurs on the system measurement signal trans-

mission channel, packet loss can make the measurement value be-
come zero [28]. Assuming that the actual measurement signal is 𝑥(𝑡)
and the signal received by the controller under DoS attacks without
compensation is 𝑥̄(𝑡)

𝑥̄(𝑡) =

{

𝑥(𝑡), 𝜃
(

𝐴𝐷𝑜𝑆 (𝑡), 𝑡
)

= 1

0, 𝜃
(

𝐴𝐷𝑜𝑆 (𝑡), 𝑡
)

= 0
(6)

In order to visualize the impact of the modeled DoS attack on signal
transmission, the conceptual diagram of the measured signal which is
assumed as sinusoidal signal being attacked is shown in Fig. 2. For
MTDC systems, frequency, active power, DC voltage and reactive power
are the most important measured signals and attack targets for DoS
attacks. The measured signals of the 𝑖th converter station is expressed
as 𝑥𝑖 =

[

𝑓𝑖 𝑃𝑖 𝑈𝑑𝑐,𝑖 𝑄𝑖
]T in this paper. The error between the

measured signal data and the actual data caused by the DoS attack is
supposed to be the attack error 𝛥𝑥̄. It is easy to know from (6) and
3

Fig. 2 that 𝛥𝑥̄ is equal to the actual measured value. Then, when the
Fig. 3. Secondary frequency control structure with hysteresis.

𝑖th converter station suffering the DoS attacks, (2) becomes:

⎧

⎪

⎪

⎨

⎪

⎪

⎩

𝑖𝑖𝑑𝑟𝑒𝑓 =
(

𝑘𝑑𝑟𝑝𝑝 + 𝑘𝑑𝑟𝑝𝑖 ∕𝑠
) [(

𝑈 𝑖
𝑑𝑟𝑒𝑓 − 𝑈̄𝑑𝑐,𝑖

)

−𝑘𝑖𝑑𝑟𝑜𝑜𝑝(𝑃
𝑖
𝑟𝑒𝑓 + 𝛽𝑖(𝑓𝑖 − 𝑓𝑟𝑒𝑓 ) − 𝑃𝑖)

]

𝑖𝑖𝑞𝑟𝑒𝑓 =
(

𝑘𝑄𝑝 + 𝑘𝑄𝑖 ∕𝑠
)(

𝑄𝑖
𝑟𝑒𝑓 − 𝑄̄𝑖

)

(7)

From (6) and (7), it can be seen that periodic DoS attacks will cause
data packet loss and affect the balance of the MTDC system. The attacks
test of this DoS model will be shown in Section 4.

Combined with the content of this section, the control objective
of this paper is to eliminate the negative effects of DoS attacks and
ensure that the frequency regulation ability of the MTDC system is not
affected.

3. Frequency control strategies considering DoS attacks

In order to avoid frequent actions of the controller, hysteresis
control is added based on the traditional frequency droop control. The
upper and lower limits of the control frequency are set to 50.1 Hz and
49.9 Hz, respectively.

When the AC system load changes, the system can achieve active
power balance relying on the frequency regulation effect of the gen-
erator set, the power frequency characteristics of the load and the
frequency droop control. However, the droop control cannot restore
the frequency to a range that allows the system to operate for a long
time. Therefore, a proportional–integral (PI) controller can be used
for secondary frequency regulation. When the controller of converter
station detects the load change of the connected AC system, the outer
loop controller will switch to secondary frequency regulation control.
The secondary frequency regulation control structure with hysteresis is
shown in Fig. 3.

In the converter station connected to the AC system where the load
changes, the outer loop controller is given by:

⎧

⎪

⎪

⎨

⎪

⎪

⎩

𝑖𝑖𝑑𝑟𝑒𝑓 =
(

𝑘𝑑𝑟𝑝𝑝 + 𝑘𝑑𝑟𝑝𝑖 ∕𝑠
) [(

𝑈 𝑖
𝑑𝑟𝑒𝑓 − 𝑈𝑑𝑐,𝑖

)

−𝑘𝑖𝑑𝑟𝑜𝑜𝑝(𝑃
𝑖
𝑟𝑒𝑓 + (𝑓𝑖 − 𝑓𝑟𝑒𝑓 )

(

𝑘𝑓𝑝 + 𝑘𝑓𝑖 ∕𝑠
)

− 𝑃𝑖)
]

𝑖𝑖𝑞𝑟𝑒𝑓 =
(

𝑘𝑄𝑝 + 𝑘𝑄𝑖 ∕𝑠
)(

𝑄𝑖
𝑟𝑒𝑓 −𝑄𝑖

)

(8)

where 𝑘𝑓𝑝 and 𝑘𝑓𝑖 are the secondary frequency regulation parameters.
Although (8) can achieve the secondary frequency regulation, it

still cannot deal with DoS attacks. When the MTDC system suffers a
DoS attack, the outer loop output of the controller using the secondary
control is as follows:
⎧

⎪

⎪

⎨

⎪

⎪

⎩

𝑖𝑖𝑑𝑟𝑒𝑓 =
(

𝑘𝑑𝑟𝑝𝑝 + 𝑘𝑑𝑟𝑝𝑖 ∕𝑠
) [(

𝑈 𝑖
𝑑𝑟𝑒𝑓 − 𝑈̄𝑑𝑐,𝑖

)

−𝑘𝑖𝑑𝑟𝑜𝑜𝑝(𝑃
𝑖
𝑟𝑒𝑓 + (𝑓𝑖 − 𝑓𝑟𝑒𝑓 )

(

𝑘𝑓𝑝 + 𝑘𝑓𝑖 ∕𝑠
)

− 𝑃𝑖)
]

𝑖𝑖𝑞𝑟𝑒𝑓 =
(

𝑘𝑄𝑝 + 𝑘𝑄𝑖 ∕𝑠
)(

𝑄𝑖
𝑟𝑒𝑓 − 𝑄̄𝑖

)

(9)

A control strategy is necessary to compensate for the lost data
packets after the data packet loss is detected. Some network analysis
tools (such as wireless network Airo peek, Ethernet Ethereal, etc.) can
be used to capture data packets and then analyze whether the data
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Fig. 4. Secondary frequency regulation Strategy (2) of VSC considering DoS Attack
(Strategy (1) is similar.).

packets are normal or lost according to the type identification, sequence
number, and timestamp of the data packet [29].

It needs to be noted that the dimension of state space model of
typical 4-terminal MTDC system is 56 × 56 [30]. This value will get
higher and higher as the scale of the MTDC system continues to expand.
Due to the complexity of MTDC systems, it is difficult to predict all the
state quantities and compensate for lost data. The proposed compen-
sation strategy should use local information to reduce communication
and should be as simple as possible. The reference value data can be
used to compensate for packet loss data. The signal state received by
the controller is:

𝑥̃𝑖(𝑡) = 𝜃
(

𝐴𝐷𝑜𝑆 (𝑡), 𝑡
)

𝑥𝑖(𝑡) +
(

1 − 𝜃
(

𝐴𝐷𝑜𝑆 (𝑡), 𝑡
))

𝑥𝑖𝑟𝑒𝑓 (10)

In order to cope with scenarios where the operating conditions of
the system change, the data from the closest time interval to the time
of the attack can be adopted to compensate:

𝑥̃𝑖(𝑡) = 𝜃
(

𝐴𝐷𝑜𝑆 (𝑡), 𝑡
)

𝑥𝑖(𝑡) +
(

1 − 𝜃
(

𝐴DoS (𝑡), 𝑡
))

𝑥𝑖(𝑡 − 𝛥𝑇 ) (11)

where 𝛥𝑇 = 𝑇 −𝑇𝑜𝑓𝑓 is the attack time interval. For the convenience of
the following description, let (10) be Strategy (1) and (11) be Strategy
(2) respectively.

The control strategy structure is shown in Fig. 4 when Strategy
(2) is applied. The status of each measurement signal received by the
controller is as follows:

𝑓𝑖(𝑡) = 𝜃
(

𝐴𝐷𝑜𝑆 (𝑡), 𝑡
)

𝑓𝑖(𝑡)

+
(

1 − 𝜃
(

𝐴𝐷𝑜𝑆 (𝑡), 𝑡
))

𝑓𝑖(𝑡 − 𝛥𝑇 )
(12)

𝑃𝑖(𝑡) = 𝜃
(

𝐴𝐷𝑜𝑆 (𝑡), 𝑡
)

𝑃𝑖(𝑡)

+
(

1 − 𝜃
(

𝐴𝐷𝑜𝑆 (𝑡), 𝑡
))

𝑃𝑖(𝑡 − 𝛥𝑇 )
(13)

𝑈̃𝑑𝑐,𝑖(𝑡) = 𝜃
(

𝐴𝐷𝑜𝑆 (𝑡), 𝑡
)

𝑈𝑑𝑐,𝑖(𝑡)

+
(

1 − 𝜃
(

𝐴𝐷𝑜𝑆 (𝑡), 𝑡
))

𝑈𝑑𝑐,𝑖(𝑡 − 𝛥𝑇 )
(14)

𝑄̃𝑖(𝑡) = 𝜃
(

𝐴𝐷𝑜𝑆 (𝑡), 𝑡
)

𝑄𝑖(𝑡)

+
(

1 − 𝜃
(

𝐴𝐷𝑜𝑆 (𝑡), 𝑡
))

𝑄𝑖(𝑡 − 𝛥𝑇 )
(15)

4. Simulation cases

In order to verify the effectiveness of the proposed strategies, four
scenarios are considered in this section.

The four-terminal MTDC system as shown in Fig. 1 has a rated
power of 200 MW, a rated AC voltage of 230 kV, a rated DC voltage
of 100 kV and a rated frequency of 50 Hz. The per-unit value model
is adopted for the control system. The load of AC1∼AC4 system are
100 MW, 250 MW, 100 MW and 250 MW respectively. The system sim-
ulation parameters are given by Appendix Table A.1. The simulation
4

experiments are carried out in MATLAB/SIMULINK.
4.1. Scenario 1: Research on frequency regulation strategies under load
disturbance

Scenario 1 is set up to verify the effectiveness of the proposed
secondary frequency control method. The load of AC system connected
to VSC3 increases by 50 MW at 35 s (the load change rate is 7.14%
of the total load, also 50% of connected AC system load). When the
controller of converter station detects the load change of connected AC
system, the frequency regulation strategies of the outer loop controller
used are traditional control strategy of (2) and the secondary frequency
control strategy of (8), respectively. The system response comparisons
of different control methods are shown in Fig. 5 .

It is worth noting that the frequency range that the AC system
can operate for a long time is 49.8 Hz to 50.2 Hz. From Fig. 5(a),
the frequency of AC3 drops to 49.6 Hz, but the frequency of other
AC systems changes a little while using traditional control. That is,
other AC power grids do not provide enough frequency support to AC3
through the MTDC system. In Fig. 5(a), the frequencies of AC1∼4 are
49.83 Hz, 49.9 Hz, 49.83 Hz and 49.83 Hz respectively under the action
of secondary frequency regulation. The AC system without load changes
has more frequency drops than AC3 because other AC systems provide
frequency support for AC3. In brief, the frequency of all AC systems
can be maintained within a safe operating range under the proposed
secondary frequency regulation.

Fig. 5(b) shows that the secondary frequency control has a stronger
power distribution effect. Due to the drooping characteristics, it needs
to sacrifice 6% of DC voltage deviation of the secondary frequency
control for the balance of controller output in Fig. 5(c). Fig. 5(d)
indicate the reactive power under the secondary frequency regulation
control can be stabilized after short adjustment.

It is worth noting that only one VSC station which is connected to
the AC power grid with changing load switches to the secondary fre-
quency regulation strategy as (8) in order to avoid power fluctuations.
Other VSC stations still utilize the frequency regulation strategy as (2).

4.2. Scenario 2: The proposed DoS model attacks test on the MTDC system

The objective of this scenario is to study the impact of DoS attacks
on MTDC systems. Set the work period 𝑇 of DoS attacks model as 2 s,
the dormant time interval 𝑇𝑜𝑓𝑓 as 1.8 s, the attack time interval 𝛥𝑇 as
0.2 s. The probability of successful signal transmission during attack 𝜌𝑡
is 0.05. The attack duration is 𝑡 ∈[30, 50]. In this section, we assume
the targets of attacker are the transmission channel of frequency, active
power, DC voltage, and reactive power measurement signals of VSC2.

Waves of VSC2 measured signals under DoS attacks without com-
pensation strategy are shown in Fig. 6(a) and Fig. 6(b). It can be
seen from Fig. 6 that the states of each measured signal received by
the controller has become zero at the moment of DoS attack instead
of the actual measurement state quantity by (6). The consequence of
data losing is causing the controller to make a wrong response, output
the wrong control signal and seriously affect the subsequent control
process.

Fig. 7 illustrates the system responses under DoS attack without
compensation strategy. Fig. 6 and Fig. 7 indicate that although only
one converter station has suffered DoS attacks, the state of others
has changed and eventually led to system instability as a result. The
frequency, power, and voltage fluctuations caused by the system during
the attack will cause irreversible damage to many electrical equipment.
Therefore, it is extremely necessary to consider DoS attacks in the

design of MTDC systems control.
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Fig. 5. The system response comparisons of different control methods (a)Frequency.
(b) Active power. (c) DC voltage. (d) Reactive power.
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Fig. 6. Status of VSC2 measurement signals under DoS attack without compensation
strategy. (a) Frequency, active power. (b) DC voltage, reactive power.

4.3. Scenario 3: The MTDC system suffers DoS attacks with proposed
compensation strategies

To comprehensively compare the performance of the proposed
strategies, we set the attack duration as 𝑡 ∈[30, 60] and the load of AC
system connected to converter station 3 increases by 50MW at 35 s.
The other settings refer to Scenario 2. When under a DoS attack, the
controller of VSC2 applies Strategy (1) and Strategy (2), respectively.

Fig. 8 shows the states of VSC2 measurement signals under DoS
attack with Strategy (1) and Strategy (2). Fig. 8 indicates that the attack
duration includes the operating phase of steady-state, system frequency
regulation phase and new steady state phase after the regulation is
completed. When the system is under DoS attacks during the steady-
state operation phase, the reference value data selected by Strategy
(1) and the latest data taken by Strategy (2) are close to the steady-
state actual value. Therefore, the data packet loss caused by the DoS
attack both can be compensated by the proposed strategies during the
operating phase of steady-state. However, in the system frequency reg-
ulation time period and the new steady state phase after the regulation
is completed, the reference value data obtained by Strategy (1) will not
change with the change of the system load. The compensation data by
Strategy (1) becomes a new disturbance which will affect the system
frequency restoring. The data at the latest time taken by Strategy (2) is
closer to the actual measured value data, and has almost no effect on
the system frequency regulation process. In the new steady-state time
interval after the regulation is completed, the latest time data taken by
Strategy (2) can also follow the new steady-state measurement data of
the system.

The system frequency responses under the DoS attack with Strategy
(1) and Strategy (2) are illustrated in Fig. 9(a) and Fig. 9(b), respec-
tively. As can be seen from Fig. 9, owing to the secondary frequency
regulation control and the hysteresis, the frequency of AC3 with a
sudden increase in load is restored to 49.9 Hz. Compared with Strategy
(1), Strategy (2) is more effective in dealing with DoS attacks, and the
frequency waveform is more smooth.
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Fig. 7. The system responses under DoS attack without compensation strategy. (a)
Frequency. (b) Active power. (c) DC voltage. (d) Reactive power.

4.4. Scenario 4: The impact of the attack time interval changes

In order to study the assumptions mentioned in Section 2, take the
frequency compensation signal as shown in Fig. 10 as an example.
When 𝛥𝑇 is 0.2 s, the maximum compensation error 𝛥𝑥𝑀𝐴𝑋 is 0.06 Hz
in the figure. The frequency after compensation is 49.83 Hz, the actual
frequency is 49.77 Hz, and the percentage error is 0.1206%. Therefore,
the compensation error of this strategy can be ignored in engineering.

Moreover, it can be seen that the compensation error 𝛥𝑥 is positively
related to 𝛥𝑇 . The larger 𝛥𝑇 is, the larger 𝛥𝑥 may increase, and the
compensation effect may be worse. In order to study the impact of 𝛥𝑇
increase on the system, it is necessary to simulate the scenario changing
parameters of the DoS attack model.
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Fig. 8. The states of VSC2 measurement signals under DoS attack with compensation
strategies. (a) Frequency. (b) DC voltage. (c) active power. (d) reactive power.

In the scenario, the set of 𝛥𝑇 is changed from 0.2 s to 0.4 s. Due
to the energy limited characterizing of the DoS attack, set the attack
model’s working period 𝑇=4 s and dormant time 𝑇𝑜𝑓𝑓=3.6 s, and the
other settings refer to Scenario 3.

The frequency signal after compensation is illustrated in Fig. 11,
and the system frequency is illustrated in Fig. 12. The comparison
diagram of the state quantity and the actual frequency waveform after
the frequency signal compensation of the attacked converter station at
𝛥𝑇=0.2 s and 𝛥𝑇=0.4 s is illustrated in Fig. 13.

It can be seen from Fig. 11 that when 𝛥𝑇 is 0.4 s, the maximum
compensation error is 0.13 Hz. The compensation data is 49.83 Hz, the
actual data is 49.70 Hz, and the percentage error is 0.2616%, which
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Fig. 9. The system frequency responses under the DoS attack with compensation
strategy. (a) Strategy (1). (b) Strategy (2).

Fig. 10. The compensated state of the frequency signal for Strategy (2).

Fig. 11. Frequency signal compensation of 𝛥𝑇=0.4 s.

slightly increases when 𝛥𝑇 is 0.2 s. However the percentage error is
still very small and can still be ignored.

As illustrated in Fig. 12, although 𝛥𝑇 increases, the control system
can still complete the frequency regulation work. The frequency of all
AC systems can be stabilized in the range that can work for a long time.

Fig. 13 shows that when 𝛥𝑇=0.2 s and 𝛥𝑇=0.4 s, the state of
frequency after compensation of the attacked VSC station both have
little influence on the control process, and the deviations of the actual
frequency are small. Furthermore, the system state will not be affected
7

Fig. 12. The system frequency of 𝛥𝑇=0.4 s.

Fig. 13. The comparison diagram of the state of frequency after compensation and
the actual frequency waveform of the attacked converter station when 𝛥𝑇=0.2 s and
𝛥𝑇=0.4 s.

by 𝛥𝑇 changes on the system steady-state operation period and the new
steady-state period.

5. Conclusion

This paper reveals the necessity of MTDC systems to defend DoS
attacks. Then, for ensuring MTDC systems remain stable when sub-
jected to DoS attacks, two compensation strategies based on secondary
frequency regulation control are proposed. The compensation strategy
which uses the reference value can be utilized when the system is in
operating phase of steady-state. The other compensation strategy which
uses the data of the previous time interval has a better performance in
the operating state when the system changes. Furthermore, it is verified
that these control strategies can effectively defend DoS attacks and
realize the secondary frequency regulation. In the future works, the
aperiodic attack model and the impact of the model parameters changes
on the control strategy needs to be further studied, and the impact of
different attacks on the system needs to be also considered.
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Table A.1
Simulation parameters.

Parameter and Symbol Value

AC Side Equivalent Resistance 𝑅∕Ω 0.2
AC Side Equivalent Inductance 𝐿/H 0.001
DC Side Capacitance 𝐶/uF 250
DC transmission line Resistance 𝑅line ∕

(

Ω km−1) 0.0139
DC transmission line Inductance 𝐿line ∕

(

H km−1) 0.159×10−3

DC transmission line Capacitance 𝐶line ∕
(

F km−1) 0.237×10−6

Outer Controller 𝑘𝑑𝑟𝑝𝑝 , 𝑘𝑑𝑟𝑝𝑖 , 𝑘𝑄𝑝 , 𝑘𝑄𝑖 10, 400, 10, 400
Secondary Controller 𝑘𝑓𝑝 and 𝑘𝑓𝑖 10, 100
Voltage Droop Coefficient 𝑘𝑖𝑑𝑟𝑜𝑜𝑝 𝑖 = 1, 2, 3, 4 0.12, 0.08, 0.08, 0.1
Frequency Droop Coefficient 𝛽𝑖 𝑖 = 1, 2, 3, 4 0.12, 0.08, 0.08, 0.1
Frequency Reference Value 𝑓𝑟𝑒𝑓 /Hz 50
Active Power Reference Value 𝑃 𝑖

𝑟𝑒𝑓 /pu 0.465, −0.187, 0.5, −0.53
DC Voltage Reference Value 𝑈𝑑𝑟𝑒𝑓 /pu 1
Reactive Power Reference Value 𝑄𝑖

𝑟𝑒𝑓 /pu 0.1, 0.15, 0.2, 0.1

Appendix

See Table A.1.
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