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ABSTRACT

The growing market for Internet of Medical Things (IoMT) promises new conveniences for
consumers while presenting new challenges for preserving consumers’ privacy. Most of the loMT
devices have sensors that keep capturing users’ activities and transmit information about these ac-
tivities on the internet. In this thesis, we demonstrate that machine learning schemes could be
employed by an Internet Service Provider (ISP) or an intentional attack to infer device name/ type
and privacy sensitive user activities by analyzing internet traffic generated from commercially-
available IoMT devices, even though those devices use end-to-end transport-layer encryption. To
better protect the privacy of [oMT device users, we proposed a traffic shaping scheme. Our experi-
ments showed that traffic shaping significantly reduces an adversary’s ability to accurately identify
devices owned by users or detect genuine user activities/interactions. Hence, it can effectively and

practically mitigate many privacy risks associated with IoMT devices.
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CHAPTER 1
INTRODUCTION

The Internet of Things ("IoT”) refers to devices that are capable of interacting with human or
surrounding environments, and can connect to the Internet for sending and receiving data. This
definition includes a variety of Internet-connected home-based, medical devices increasingly de-
ployed in homes, hospitals and health care centers. The number of Internet of Things (IoT) devices
is projected to grow from 13.8 billion in 2021 to 30.9 billion units in 2025. Internet of Medical
Things (IoMT) are designed to record user data which are privacy sensitive and tend to collect
vast amounts of personal information. They provide greater efficiency to healthcare as they enable
end users to share information remotely and receive timely feedback from health care providers.
Specifically, the rapid development of IoMT has improved the traditional medical systems, such
as disease diagnosis and analysis. The health data collected in IoMT can be used by researchers
to diagnose and predict diseases. Such information is private and could indicate patients’ health
status, medical data, preferences, behaviors and habits. In recent years, older adults have become
wide adopters of IoMT devices even with little or no understanding of how the technology works
or how the information is shared which is posing serious privacy risks for older adults. Such sen-
sitive health information might be misused by device manufacturers, intercepted by adversaries
and network observers if being transmitted in plain/clear text which is not very common anymore.
However, even when IoMT devices encrypt data transmitted to the cloud, network observers could
inspect traffic metadata like packet size, packet inter arrival time, protocols used in different net-
work layers, timestamp, direction of traffic flow (incoming/outgoing) etc. to obtain and misuse
users’ private information such as users’ behavior and interaction, pattern of device usage based
on its activity. Users trust [oMT device manufacturers to protect their privacy and ensure security.
But in most cases they do not have the technical ability to verify that these protections are in place.

Most of the previous work includes the studying of the smart home privacy and security which



deals with smart home devices like Amazon Echo, Nest Security Camera, Belkin WeMo Switch
etc. However, given the gradually wider adoption of IoMT devices by any age group of users and
limited research in understanding the impacts of these devices on their privacy, research in IloMT
device privacy protection is becoming more critical. The main goals of this research are two-fold.
One is to evaluate the effectiveness of machine learning classifiers in privacy attacks that identify
the IoMT device type and activities. The other goal is to research the defense on the privacy attacks
against IoMT devices via traffic shaping techniques.

The major contributions of our work include:

* We present machine learning based device fingerprinting and event/activity identification
of IoMT devices. The proposed technique utilizes cross-layer data including network, data
link, transport, and application layer data. To make the classification algorithms robust, we

identified top 5 features to train the classifier.

* We perform extensive experimentation for our machine learning based device type and even-
t/activity identification technique to show the performance of various machine learning clas-
sifiers including K-Nearest Neighbors (KNN) [6], Random Forest (RF) [9], Support Vector
Machine (SVM) [10], Gradient Boosting Classifier (GBC) [5] and Gaussian Naive Bayes
(GNB) [4]. Our experimentation shows that the K-Nearest Neighbor (KNN) outperforms

the rest of the four classifiers.

* Device events or user activities having similar traffic rates/patterns could not be differentiated
by traffic rate observation techniques. We develop a classifier that is capable of distinguish-

ing events/activities those events/activities.

* We implement a traffic shaping scheme to obscure the privacy information that was exposed
with traffic rate traces and its metadata. We conducted simulations on the traffic shaping
scheme and showed its effectiveness that is demonstrated through a largely reduced identifi-

cation accuracy in comparing cases without defense.



CHAPTER 2
BACKGROUND AND RELATED WORK

Privacy attacks on IoT devices using both machine learning based classification and other non-
machine-learning techniques have been studied extensively. These research have mainly focused
on differentiating several types of IoT devices from non-IoT devices, fingerprinting IoT devices,
and tracing user activities from network traffic intercepted. More recently, there has been some
work about defending these machine learning based privacy attacks, mainly using traffic shaping
algorithms to prevent the machine learning algorithms from identifying the IoT devices and user
activities correctly. In this chapter, we present recent research in this area and their differences
from this thesis research work.

There has been research about attacks against privacy in IoT devices using non-machine-
learning techniques. Researchers in [16] collected data from generic smart home devices that
include a Sense sleep monitor, a Nest Cam Indoor security camera, a WeMo switch and an Ama-
zon Echo. To identify the devices that a consumer owns, they mapped the Domain Name System
(DNS) queries associated with each stream to a particular device. For example, the Nest Cam
queried domains from dropcam.com, while the Sense sleep monitor queried domains from hello.is
(manufacturer of Sense sleep monitor). They were able to identify the consumer devices from
the DNS queries, which can be a serious privacy violation. However, this approach has its limits.
First, some domain names might not contain any hint about the server or manufacturer. Second,
it might not always be the case that we can map DNS query to a particular device because multi-
ple devices from the same manufacturer might communicate with the same server, making device
identification using DNS more difficult.

In the same research, the authors also successfully demonstrated that traffic rates can reveal
sensitive information about a user’s online activities by simply plotting send/receive traffic rates

of the streams. For instance, a traffic spike from the sense sleep monitor in the late evening likely



corresponds to when the user went to sleep. Even though the traffic payload was completely
encrypted, they found that variation on network traffic rates can reveal potentially sensitive user
interactions. They concluded that encryption alone does not provide adequate privacy protection
for smart homes.

It is worthy to note that, the smart home IoT devices examined in [16] were of the limited-
purpose nature: they only have two distinct (binary) events like went to bed or NOT on Sense
Sleep Monitor, switch turned ON/OFF, question asked to Amazon Echo or NOT, motion or idle
on Nest Camera. For each device, one event was supposed to cause traffic to spike and another to
lower. However, this simple pattern is often not the case for the [oMT devices that we studied. In
fact, it might be difficult to distinguish two events if they both have similar traffic patterns (like both
cause traffic to spike or low). For instance, activities like running and workout both cause FitBit
Smartwatch traffic to spike. As a result, we could not guarantee that simply plotting network traffic
rates can reveal the exact user activities performed on IoMT devices.

Due to limitations of non-machine-learning techniques cited above, different machine learning
techniques have been presented as a strategy for device identification and activity classification.
Researchers in [27] used machine learning based techniques utilizing source, destination IP ad-
dresses and port numbers as feature sets to classify the devices into two categories (IoT devices
and non-IoT devices) and their corresponding classes. They proposed a multi-stage classifier: in
the first stage, the classifier can distinguish between traffic generated by IoT devices like Withings
Home Security Camera, Wemo Motion sensor etc. and non IoT devices like Dell PC, Galaxy S4
smartphone etc. In the second stage, each 10T device is associated with a specific device class.
Their model was able to associate LG G2 and Galaxy S4 with Smartphone, Dell Optiplex 9020
with PC, Lenovo X260 with Laptop, LG Urban with Smartwatch, Wemo F7C028uk with Motion
Sensor and so on. The overall IoT classification accuracy of their model was 99.281%. Similarly,
another research group in [ 1 9] proposed two classifiers that were capable of identifying a device as
IoT or non-10T, in a short time scale, and with accuracy of 95%. The first classifier was a logistic

regression classifier based on traffic features and the other one was based on features retrieved



from DHCP packets.

Although both research groups provided a highly accurate classification model, the scope of
their research was to classify devices as IoT or non-IoT devices and did not work on fingerprinting
the exact devices themselves. Since the passive network observer could use traffic metadata attack
to infer the actual devices being used by the users, which is also a potential privacy vulnerability for
the users. For example, consumers might not want an Internet Service Provider (ISP) or passive
network observer knowing they own an IoT blood sugar monitor or pacemaker. In fact, simply
knowing a device a user owns could have unwanted advertising implications, or it enables other
people to know one’s potential health status and problems, medical history etc.

Researchers in [32] conducted experiments to identify the IoT-device interactions that can be
inferred from metadata of encrypted traffic. They trained a random forest machine learning clas-
sifier with a set of features which are timing statistics of the traffic with respect to packet sizes
and inter-arrival times. The statistical properties they considered were min, max, mean, deciles
of the distribution, skewness, and kurtosis. They have cited that they did not attempt to produce
the most performant classifiers according to metrics such as F1 score, rather, they used F1 score
metrics to understand whether device activities are inferable. They considered an activity as in-
ferable when its F1 score is greater than 0.75, which is not clear on its own. In our work, we
attempt to train multiple classifiers using statistical measures min, max, sum ,mean and standard
deviation of frame length and propose one with highest accuracy as the most appropriate model
for event/activity identification.

The growing market for smart IoMT devices promises new conveniences for consumers while
presenting new challenges for preserving consumers’ privacy. Most of the smart [oMT devices
have sensors that keep capturing users’ activities and transmit information about these activities
on the internet. As discussed in previous research works cited above, we saw that an ISP or other
network observer can infer device name and type, and privacy sensitive user activities by analyzing
internet traffic generated from IoT devices even when the devices use end-to-end transport-layer

encryption. The effectiveness of this attack across [oT devices motivates the development of tech-



niques for protecting user privacy. In the following section, we discuss existing defense techniques
on machine learning based attacks and present how our work differs from theirs.

Prior work [17] proposed traffic shaping using independent link padding (ILP). Independent
Link Padding involves shaping traffic rates to match a predetermined rate or schedule, thereby
exposing no information about device and its behavior to an adversary. That is the concept of
sending fixed-size packets at a constant rate independent of the underlying device traffic. They
used OpenVPN on an Amazon EC2 instance and is a necessary component of their implementation.
Similarly, [15] also proposed the Stochastic Traffic Padding in which both upload and download
traffic are shaped equivalently, and additional periods of equivalent shaping are injected randomly
so that an adversary could not differentiate the user activities and injected traffic from real user
activities respectively. The former suffers long network latency, however, the latter impose no
additional network latency and relatively little bandwidth overhead, but it would be even more
difficult for an adversary to distinguish the false and real user activities (and eventually device
event/user activities) if we could inject false traffic at regular time intervals. In our work, we
simulate the traffic shaping technique without using VPN and injecting a minimum volume of
false traffic at regular time intervals to significantly reduce the confidence of network observers to
accurately identify [oMT device and user activities.

Prior work [39] proposed a new low-cost defense system-PrivacyGuard to address the prac-
tical limitations like network bandwidth, maximum package injection etc. of existing defense
techniques. The PrivacyGuard enables users to significantly reduce the private information leaked
through IoT device network traffic data. Their model employs intelligent deep convolutional gener-
ative adversarial networks (DCGANSs)-based 10T device traffic signature learning, long short-term
memory (LSTM)-based artificial traffic signature injection, and partial traffic shaping to obfuscate
private information that can be observed in IoT device traffic traces. The main disadvantage of
their partial traffic shaping implementation is that it still exposes changes in traffic rate spikes as
shown in Figure 2.1 below.

Any passive network observer could easily see the traffic rate pattern by simply plotting the [oT
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Figure 2.1: Partial Traffic Reshaping implemented in [39]

device traffic. However, in our work we simulate the traffic shaping implementation that makes
entire traffic to be of the same sized such that it hides the changes in traffic rate spikes.

While all the above tasks make important contributions, they did not undertake fine-grained
characterization and classification of IoT devices. Furthermore, they did not develop models that
enable IoT device and event classification based on their statistical characteristics of network traf-
fic. Therefore, there has been extreme significance in the study and research of various privacy
attacks on IoMT devices and user activities. In this research, we perform attacks to identify the
users’ devices and activities and propose the traffic shaping based solution to evade machine learn-

ing classifiers from identifying devices and their corresponding events.



CHAPTER 3
MODELS AND PRELIMINARIES

In this chapter, we first present the basic privacy attack ideas. Then we introduce the common

machine learning models and evaluation metrics that are used in the attacks.

3.1 Privacy Attack Model

Our research focuses on the abilities of a passive network observer with access to traffic to and
from the users’ home having IoMT devices. The adversary goals are twofold: (1) to identify the
IoMT devices that users are using; (2) to infer user activities using those devices based on the
device network traffic observed.

The traffic packet contents are normally encrypted. As a result, the adversary must rely on
traffic rate and packet header metadata like packet length, packet inter arrival time, ports accessed
by traffic connection, protocols used in different network layers, timestamp, direction of traffic
flow (incoming/outgoing) etc. to identify IoMT devices and user activities. Once an adversary
identifies a device and knows its purpose, functionalities, device states then the adversary could
utilize the change in traffic rates or its variation to infer the user interactions on device at a particular
time. Generally speaking, encrypted communications have gradually become the standard way of
securing [oMT. Even though, by completely ignoring the packet contents, our traffic metadata
privacy attack indicates that sensitive information about users’ devices and activities are still at
high risk.

At a high level, the adversary leverages devices’ known specific functionality to map changes
in traffic rates to user activities. For instance, an adversary might first identify that a particular
traffic flow is from a blood pressure monitor. Blood pressure monitors generally have only two

states(either idle or measuring), so if the flow indicates a spike in traffic rate at a particular time,



the adversary can infer that the user was measuring the blood pressure. Further research could
allow passive network observers to infer higher order behavior, such as whether the user has a
high or low blood pressure using machine learning techniques. For example, if a particular user
measures blood pressure multiple times every day, the user might have blood pressure disease
which can be used by an observer or third party for profiling or advertisement purposes.

The device identification and activity identification based on traffic data often involves use of

machine learning algorithms that are introduced in the next section.

3.2 Machine Learning Models Used for Privacy Attacks

In this section, we describe supervised learning and five different types of supervised machine
learning algorithms used to classify the IoMT device and their corresponding events/activities in
the network. Based on previous work and approaches [19], [26], [33], [34], we decided to use
five machine learning classifiers, namely K-Nearest Neighbors (KNN), Random Forest Classifier
(RFC), Support Vector Machine Classifier (SVM), Gradient Boost Classifier (GBC), and Gaussian

Naive Bayes Classifier (GNB).

3.2.1 Supervised Learning

Supervised Learning is a subcategory of machine learning where the learning of an algorithm
is supervised. This essentially means that the algorithm is taught by using examples with the
output/target class. As shown in Figure 3.1 below, the data collected are first labeled into its
respective categories by a supervisor. Next, the data are pre-processed and split into train and
test data sets. The algorithm uses training data that consist of labeled input data for training,
where it searches for patterns and then correlates each data point with its respective label. For
prediction, the supervised machine learning algorithms take the unseen real data and attempt to

make a determination of its label by using patterns learned during the training process.
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3.2.1.1 K-Nearest Neighbors (KNN) [6]

The KNN, a classification algorithm works by estimating the test data point in a group, based on
its nearest “K” number of neighbors as shown in Figure 3.2 below. Furthermore, the algorithm
does not require any training; instead, it stores the training dataset and considers the training data
points as neighbors of each test data point during the classification process. For example, if K=5,
the algorithm will look at the five nearest neighbors (from the training data set) of the test data
point, and if three out of five neighbors belong to class A and two out of five belong to class B, the
final classification of the test data point will be class A.

There are no predefined statistical methods to find the optimal value of K. First, initialize a
random K value and start computing distances between test points and trained label points and up-
date the distance metrics. Choosing a small value of K leads to unstable decision boundaries. The
substantial K value is better for classification as it leads to smoothening the decision boundaries.
Then, derive a plot between error rate and K denoting values in a defined range and choose the K

value as having a minimum error rate.
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Figure 3.2: K-Nearest Neighbors Classifier

3.2.1.2 Random Forest Classifier (RFC) [9]

The Random Forest Classifier is based on a decision tree like structure at its core, and it can be
categorized as an ensemble-based learning method used for making classifications. The algorithm
is called ensemble-based because it makes a prediction using an ensemble of large amounts of
different and completely uncorrelated decision trees. The final result is based on the predictions
made by each individual decision tree where the class with the majority of votes is the model’s

final prediction as shown in Figure 3.3 below.
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3.2.1.3 Support Vector Machine Classifier (SVM) [10]

The Support Vector Machine Classifier is a supervised machine learning algorithm, mostly used for
solving classification problems. The algorithm plots all data points with an ‘n’ number of features
in an n-dimensional space, and the coordinate value of each data point is the value of the feature.
Finally, classification is performed by finding hyperplanes that differentiate the multiple classes,
and if a test data point can be placed within a certain hyperplane, it will share the same class with

the data points in its neighborhood as shown in Figure 3.4 below.

Figure 3.4: Support Vector Machine Classifier
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3.2.1.4 Gradient Boost Classifier (GBC) [5]

The Gradient Boosting Classifier is a supervised machine learning algorithm based on the ensemble
technique, which means that it utilizes the predictions made by several different weak decision
trees to give a strong final prediction. The gradient boosting algorithm uses an additive approach
to build the model by typically adding several decision trees sequentially, where in each iteration,
the successor tree utilized the results generated by its predecessor tree to reduce error as shown in
Figure 3.5 below. The process effectively reduces the error over several iterations, which helps the

algorithm to provide its final predictions.

A

(@

Error

Y

lteration

Figure 3.5: Gradient Boost Classifier

3.2.1.5 Gaussian Naive Bayes Classifier (GNB) [4]

The Gaussian Naive Bayes Classifier is often used for classification jobs where the values of all
features are continuous and distributed in a Gaussian distribution. The algorithm is called naive

because it implies that the presence of any feature is completely independent of the existence of



14

any other feature. It is based on the Bayes theorem (equation 3.1 below) which helps define the

probability of the occurrence of hypothesis A after the data B, is already given.

P(B|A) x P(A)
P(B)

P(A[B) = (3.1

°otbe

... .. : I.': ®

° :.:'{;.' o

Figure 3.6: Simple Gaussian Naive Bayes Classifier

3.3 Model performance metrics

The metrics used to analyze each model performance were the F1 score and the accuracy score.

3.3.1 F1 Score [2]

The F1 score is an evaluation metric used to determine the performance of a machine learning
classifier and is defined as the harmonic mean of recall and precision. It gives a better insight
about the classification made by each device type classifier as it not only calculates the number of
misclassifications made by the different models but helps identify the types of misclassifications
made.

Precision, also known as the positive predictive value, is the ratio between the number of true

correct positives and the total number of instances predicted to be positive and is given by equation
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3.2 below:

Precision — Number of True Positives (3.2)
~ Number of True Positives + Number of False Positives '

Recall, also known as sensitivity, is the ratio between the correct true positives and the total

sum of the number of false negatives and true positives and is given by equation 3.3 below:

Recall — Number of True Positives 53)
~ Number of True Positives + Number of False Negatives .

The value of the F1 score can range between 0 and 1 where 1 is the highest score a model can
achieve and the values of both precision and recall are the highest. The formula for the F1 score is

given by equation 3.4 below:

Precision x Recall
F1 =2 4
Score % Precision + Recall 34)

3.3.2 Accuracy Score [1]

The accuracy score is an evaluation metric used for machine learning models to measure their
performance by determining the ratio between the number of correct predictions made by the clas-
sifier and the total number of predictions to be made as shown in the equation below. Additionally,
the percentage of this score can be calculated to obtain the accuracy of a classifier in terms of a

percentage. The formula for accuracy score is given by equation 3.5 below.

Number of correct predictions (3.5)

Accuracy Score = —
Y Number of total predictions
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3.4 Experimentation Setup and Data Collection

3.4.1 Data collection environment

We create a data collection environment as shown in Figure 3.7. We configure a Wi-Fi router
so that it can observe and record traffic between users’ [oMT devices on the local network and
the rest of the Internet. All traffic between Wi-Fi devices on the LAN or from IoMT devices to
the Internet traverses this router. We connect all IoMT devices to a Wi-Fi router via Smartphone
and use Wireshark to capture all traffic traversing the router into a stream of packets and save the

packets in Packet Capture (PCAP) files for offline analysis.

(@ INTERNET
$ ROUTER

SMART PHONE
|

KARDIA EKG MQNlTOy / \ o FITBIT SMART WATCH
—> «~g” ©QARDIO ARM BLOOD
PRESSURE MONITOR

VISUALBEAT HEART RATE
MONITOR

Figure 3.7: Data collection environment

We used four commercially available popular [oMT devices in our experimentation setup cov-

ering a range of device types, manufacturers, and privacy concerns.

¢ FitBit Smartwatch [3]

* QardioArm Smart Blood Pressure Monitor [§]
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» Kardia EKG Monitor [7]
* VisualBeat Heart Rate Monitor [1 1]

The FitBit Smartwatch has different uses like measurement of steps, calories burned, distance
traveled, sleep tracking, heart rate monitoring, workout mode, fitness tracking etc. QardioArm
Smart Blood Pressure Monitor is a device used for measuring blood pressure. It also keeps track
of a patient’s blood pressure history and generates reports according to user requests. Kardia EKG
Monitor records medical-grade heart rhythm data in seconds and is capable of detecting up to
six of the most common arrhythmias namely Atrial Fibrillation, Bradycardia, Tachycardia, Sinus
Rhythm with PVCs (Premature ventricular contractions), Sinus Rhythm with SVE (Supraventric-
ular Ectopy) and Sinus Rhythm with Wide QRS. It is also capable of maintaining heartbeat history
and generating reports for patients. The VisualBeat Heart Rate Monitor provides continuous real-
time heart rate tracking for up to 24 hours. These 4 devices are by no means exhaustive of the wide
range of available [IoMT products, however, they encompass a variety of device types from large

and small manufacturers.

3.4.2 Separate traffic into per-device packet streams from overall network

traffic

3.4.2.1 Separate entire traffic into packet streams

An adversary must first divide recorded network traffic into meaningful streams that can be used for
further traffic analysis. In general use cases, the home gateway router acts as a Network Address
Translator (NAT), rewriting local Internet Protocol (IP) addresses of individual devices connected
to a router to a single public IP address given to the router by the Internet Service Provider(ISP).
This prevents an adversary from using IP addresses to divide traffic into per-device packet sets.
However, it is always possible to separate network traffic into streams by the external IP address
of the server communicating with the IoMT devices (“service IP”) and, in cases where multiple

devices use the same service IP, the TCP port rewritten by the NAT can be used to divide traffic into
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per-device packet sets. While the devices we studied communicate with multiple separate service
IPs, we discovered that the adversary typically only needs to identify a single packet representing

a particular IoMT device to separate entire traffic into a group of packet streams.

3.4.2.2 Label packet streams by IoMT device type

Once individual streams have been separated, the adversary next identifies what [oMT device most
likely is responsible for each stream. For this, first we get the IP address of the destination server
to which each IoMT device connects to and map that address to the domain name to get device
name or its manufacturer. Then, we label all the packet streams with corresponding [oMT devices
and saved them to a per-device PCAP file. In our case studies, the Domain Name System (DNS)
queries associated with each stream could be mapped to a particular device, as described later in
section 4.2.1. However, multiple devices from the same manufacturer might communicate with the
same service IPs, making device identification using DNS more difficult. For example, the Karida
EKG Monitor queried domains that could have been used by any type of AliveCor device. Finding

the solutions to this problem will be the subject of further research/study.
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CHAPTER 4
DEVICE AND ACTIVITY IDENTIFICATION USING MACHINE LEARNING
CLASSIFIERS

To conduct the research on machine learning based privacy attack, we first look at the possible
attacking techniques that can be used to identify the users’ [oMT devices. Specifically, we look at
the methods used to automatically identify IoMT devices based on the DNS query and metadata
involved with encrypted data transfer that are commonly seen on the IoMT devices that we are
investigating. It is worth to note that those DNS query or metadata could also be easily obtained
by the attackers just by capturing traffic into PCAP files. Different from most current works in
this field that just uses a single machine learning classifier, we aim to investigate the effectiveness
of a variety of machine learning classifiers for automatic device identification. Those classifiers
include K-Nearest Neighbors, Support Vector Machines, Random Forest, Gradient Boost Classifier
and Gaussian Naive Bayes Classifier. We compare the performance of all classifiers in terms of F1

score and accuracy, and propose the best classifier having highest accuracy and performance.

4.1 Training dataset preparation from the PCAP files

A PCAP file containing n number of packets

P1,P2,P3,---,Pn

is created for each IoMT device as described in section 3.4.2.2. From PCAP file of each IToMT
device, we extracted 13 features listed in Table 4.1 using tshark command. These features include
protocols used in different network layers, source and destination ports, packet size and window

size. The following tshark command is used to extract features from a pcap file:
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tshark -r pcapfile.pcapng -E header=y -E separator=, -T fields -e frame.len -e tcp.srcport -e
tep.dstport -e tcp.window_size -e ip.proto -e ip.opt.padding -e ip.opt.ra -e arp -e icmpv6 -e http -e
ssdp -e dns -e mdns > features.csv

This command extracts all the features provided with -e attributes from pcapfile.pcapng and

creates a new file features.csv output file with features as column names.

Type Features
Link Layer Protocol ARP
Network Layer Protocol IP, ICMPv6
Transport Layer Window Size
Application Layer Protocol | HTTP, DNS, MDNS, SSDP
IP Options Padding, RouterAlert
Packet Content Size
Port class Source, Destination

Table 4.1: Application layer and corresponding protocol, feature used

None of these features rely on packet payload, ensuring that fingerprints can be extracted from
the header of an encrypted traffic. These 13 features were chosen because they are typically used
during device association over Wi-Fi connection. Each packet was represented with vector repre-

sentation

pi = {fl,ia f2,i7 f3,i7 ey f13,z'}

where i € {1,...,n}. The set of features we extracted from the PCAP files had several features that
were not useful for device fingerprinting so, we chose to consider only the important features as
removing unnecessary features would improve efficiency in a real world scenario by reducing the
memory, processing power, time required for model training. Therefore, we calculated the impor-
tant scores for the features by using the Random Forest. The reason for selecting Random Forest
is that it has built-in feature selection based on its importance. It calculates feature importance
using Gini importance and Mean Decrease Accuracy in each decision tree and the final feature
importance would be the average of all decision tree feature importance. We calculated the feature

importance score using traffic data of all 4 IoMT devices and is shown in Figure 4.1 below.
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Feature Importance Using Random Forest Classifier

fcp window_size
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ip.proto
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Figure 4.1: Feature importance scores using Random Forest Classifier

We set a threshold of 0.05 for the importance score of the feature and chose 5 features namely
tcp.window _size, frame.len, tcp.srcport, tep.dstport and ip.proto for which the importance score
was greater than 0.05 and discarded 8 features namely dns, ssdp, icmpv6, mdns, arp, http, ip.opt.padding
and ip.opt.ra for which the importance score less than 0.05. These features were removed from the
dataset because they did not provide any valuable contribution or negatively affected the runtime,
CPU and memory usage or significantly reduced the accuracy of our classifier models. We first
selected this threshold by keeping the top five most important scores and considered more features
until the model performance was either unchanged or negatively affected.

Hence, a device fingerprint is a 5*n matrix F with each column representing a packet received
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with orderi € {1,...,n} and each row represents a packet feature as shown in the equation 4.1 below.

fia

ES]
fan
fs1

fi2
J22
fs2
faz
J5.2

Jiz o Jim
Jaz o fanm
J33 o Jam
Jiz o Jan
fs3 0 fom

4.2 IoMT device identification/fingerprinting

4.1)

There are several methods to perform device identification/fingerprinting, depending on the infor-

mation available to the network observer.

4.2.1 Using DNS Queries

For 3 tested IoMT devices except VisualBeat Heart Rate Monitor, DNS query was sufficient for

identifying the devices user owns by mapping the DNS Query to device name as shown in Table

4.2 below. Though all the devices use encryption for encrypting the data during transmission, after

being able to successfully classify/identify IoT devices, we can say encryption alone is not enough

to prevent privacy vulnerabilities. The following figures 4.2, 4.3 and 4.4 show the IoMT devices

and corresponding DNS queries made by them during a representative packet capture, which can

be easily mapped to a specific device or manufacturer.

Device Name

DNS Query

FitBit Smartwatch

fsc.fitbit.com

Kardia EKG Monitor

us-kardia-production.alivecor.com

QardioArm Smart Blood Pressure Monitor

api.getgardio.com

VisualBeat Heart Rate Monitor

epdg.epc.mnc260.mcc310.pub.3gppnetwork.org

Table 4.2: IoMT device and corresponding DNS Query



23

4.2.1.1 FitBit Smartwatch

DNS Query: fsc.fitbit.com

Frame 429425: 94 bytes on wire (752 bits), 94 bytes captured (752 bits) on interface -, id @
Ethernet II, Src: f2:99:7e:d7:98:b3 (f2:99:7e:d7:98:b3), Dst: BelkinIn_ad:66:7a (c4:41:1e:ad:66:7a)
Internet Protocol Version 6, Src: fd88:7f11:3fb3:8:f9ck:e7d3:1194:46cf, Dst: fdBB:7f11:3fb3::1
User Datagram Protocol, Src Port: 63718, Dst Port: 53
% Domain Mame System (query)
Transaction ID: @xd4f3
Flags: @x@led Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
¥ Queries
v fsc.fithit.com: type A, class IN
I Name : fsc.fitbit.coml
[Mame Length: 14]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (@x8eal)
[Response In: 429452]

Figure 4.2: FitBit DNS Query

4.2.1.2 Kardia EKG Monitor

DNS Query: us-kardia-production.alivecor.com

Frame 43: 113 bytes on wire (984 bits), 113 bytes captured (984 bits) on interface -, id @
Ethernet II, Src: da:19:c8:8b:bf:30 (da:19:c8:8b:bf:38), Dst: BelkinIn_ad:66:7a (c4:4l:le:ad:66:7a)
Internet Protocol Version 6, Src: fd88:7f11:3fb3:8:d85c:d162:¥258:47aa, Dst: fd88:7f11:3fb3::1
User Datagram Protocol, Src Port: 45582, Dst Port: 53
% Domain MName System (query)
Transaction ID: @xdcSe
Flags: @x@le@ Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: 8
¥ Queries
v us-kardia-production.alivecor.com: type A, class IN
| Name: us-kardia-production.alivecor.com |
[Mame Length: 33]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (@x@8a1)

Response Tn: 44

Figure 4.3: Kardia DNS Query
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4.2.1.3 QardioArm Smart Blood Pressure Monitor

DNS Query: api.getqardio.com

Frame 8988: 97 bytes on wire (776 bits), 97 bytes captured (776 bits) on interface -, id @
Ethernet II, Src: da:19:c8:8b:bf:38 (da:19:cB:8b:bf:38), Dst: BelkinIn_ ad:66:7a (c4:41:le:ad:66:7a)
Internet Protocol Version 6, Src: Td88:7T11:3fb3:8:cl45:2088T:24%9a:c3bf, Dst: fd88:7F11:3Tb3::1
User Datagram Protocol, Src Port: 49175, Dst Port: 53
* Domain Name System (query)
Transaction ID: @x2ced
Flags: 8x@1e8 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additicnal RRs: @
* Queries
¥ api.getgardio.com: type A, class IN
| Mame: api.getgardio.com |
[Name Length: 17]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (@xB88l)
[Response In: 8998]

Figure 4.4: QardioArm DNS Query

An adversary could use a laboratory setup like our own to capture network traffic. Network
observers can easily identify the user [oMT devices from the DNS query itself. For instance, from
the dns query iphone-cdn-client.fitbit.com or iphone-cdn-client.fitbit.com.cdn.cloudflare.net one

can easily identify the device being used is FitBit smartwatch.

4.2.2 Using Machine Learning on traffic metadata

We cannot always guarantee that a DNS query contains the information or keywords that can
provide hints about the server. Among 4 IoMT devices we tested, the DNS query of Visualbeat
Heart Rate Monitor did not contain any keyword that could provide some hint about the cloud
server as shown in Figure 4.5 below.

In such scenario, we can use machine learning technique on traffic metadata to identify the
device on the network. Device fingerprinting using machine learning is based on passively ob-

served network traffic metadata, especially packet header information, as payloads are completely
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Frame 469: 145 bytes on wire (1168 bits), 145 bytes captured (1168 bits) on interface -, id @
Ethernet II, Src: BelkinIn_ad:66:7a (c4:41:le:ad:66:7a), Dst: da:19:cB:@b:bf:38 (da:19:cB:@b:bf:38)
Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.1.139
User Datagram Protocol, Src Port: 53, Dst Port: 42327
% Domain Name System (response)
Transaction ID: @x2des
Flags: @x8188 Standard query response, Mo error
Questions: 1
Answer RRs: 2
Authority RRs: @
Additicnal RRs: @
¥ Queries
¥ epdg.epc.mnc26@.mcc318. pub. 3gppnetwork.org: type A, class IN
| name: epdg.epc.mnc268.mcc318.pub.3gppnetwork.org |
[Mame Length: 42]
[Label Count: 7]
Type: A (Host Address) (1)
Class: IN (@xeeel)
Answers
[Request In: 463]
[Time: ©.8294886888 seconds]

Figure 4.5: VisualBeat DNS Query

encrypted these days. Each device on the network is characterized by a distinguishable sequence of
communications initiated by that device, which our machine learning algorithms for fingerprinting

attempt to capture.

4.2.2.1 Feature Selection

For device fingerprinting, we considered five features namely tcp.window _size, frame.len, tcp.srcport,

tcp.dstport and ip.proto to train our device fingerprinting classifiers.

4.2.2.2 Data Pre-processing

In order to make the data set ready to train and test for machine learning classifiers, we prepro-
cessed it using several techniques. The following are the preprocessing techniques used in this

research:

1. Data Cleaning and Splitting

Feature values for link, network, transport and application layers were text values, for in-

stance, if a packet is using Internet Protocol then the value for ip.proto column in features.csv
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will be Internet Protocol, else empty value. In such cases, for any feature having the text val-
ues were replaced by 1 and empty values by 0. Such types of binary features are set to 1 if
selected communication protocols are used, otherwise 0. Then each row is labeled with the
corresponding target class, i.e. target loMT device. Each IoMT device is assigned a unique

identifier as target class, as shown in Table 4.3 below.

Then the data in the csv file was loaded into a data frame and the labels were separated out
of the data frame by splitting the data into X (features) and Y (labels). Then both X and Y

were randomly split into train and test data sets in a ratio of 80% and 20% respectively.

Device Name Class

FitBit Smartwatch 1
Kardia EKG Monitor 2
QardioArm Smart Blood Pressure Monitor 3
VisualBeat Heart Rate Monitor 4

Table 4.3: IoMT device and corresponding class

. Standardizing Features

Standardizing features is a requirement for many classifiers to achieve high accuracy. Fea-
tures like frame length and window size have a wide range of values starting from O to a
hundred thousands. Being a vast difference in the range and KNN with a Euclidean dis-
tance measure is sensitive to magnitudes, the machine learning model makes the underlying
assumption that higher ranging numbers have superiority of some sort, so these more signif-
icant numbers start playing a more decisive role while training the model. Hence, to avoid
this scenario, it is always recommended to bring all features in the same standing. We did
apply standardization so that one significant number didn’t impact the model just because of
their large magnitude. Standard Scaler was used for standardization, which scaled the data

such that the distribution centered around O, with a standard deviation of 1.

. Numerical Imputation

We use numerical imputation to assign a value to missing values in any feature. It is better



27

than removing the entire packet, since that would affect the amount of data needed to make
accurate classifications. Therefore, missing values are imputed to the median values of each
individual feature. This process is done by utilizing the fillna method provided by the pandas
data analysis tool. The two last features represent the source and destination ports used, if
any, mapped to network port class 0, 1, 2 and 3. The purpose of mapping the source and

destination ports used is to handle the wide range of network ports using few values.

* noport f=0
e well-known port [0, 1023] f=1
* registered port [1024, 49151] f=2

e dynamic port [49152, 65535] f=3

4.2.2.3 Training and Testing

Since only one packet information was not enough to identify the [oMT device, we aggregated
network traffic statistics over a period of time and built a second fixed-size fingerprint F', composed
of the 12 first unique vector packets p from F, concatenated to produce a 60-dimensional feature
vector (12 packets x 5 features). The procedure to produce device fingerprint matrix F from per-
device PCAP file after separating each device traffic out of entire traffic generated from a single

smart phone or Wi-Fi access point is described in sections 3.4.2 and 4.1 above.

F, = {f1,17f2,17 (ERS) f5,1a fl,?a f?,?a ceey f5,27 f1,37 ceeey f5,37 ceeey fLi?fQ,iv "'f4,i7 f5,i}

We did the same analysis with other numbers of packets like 5, 8, 10, 12 and 15, but we found
that 12 packets were a good trade-off for F’ length and was long enough to distinguish device-types
and short enough to be fully filled with unique packets from F.

After pre-processing the dataset, 80% of it was used to train our five classifier models. The

training process was performed using the fit method provided by sklearn, which creates the model
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by fitting the training dataset. In the following section we have evaluated the performance of all 5

classifiers based on the predictions made by each model.

4.2.2.4 Classifier Performance

We calculated the F1 score using the evaluation metric library provided by sklearn.metrics [2]. The
highest F1 score was provided by the KNN classifier for all tested [oMT devices, which is plotted
below in Figure 4.6 along with the F1 score for all classifiers and IoMT devices, where it can be

further seen that the KNN model outperforms other models for device fingerprinting.
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Figure 4.6: F1 scores of device identification for GBC, GNB, KNN, RFC and SVM

The function to calculate the accuracy of our machine learning models used to perform multi-
class classification was provided by the sklearn.metrics library [1]. After making the predictions
on the test data set, we found that the KNN classifier was the most accurate model for device
fingerprinting with an accuracy of 94.6%. The second most accurate classifier was the Random

Forest Classifier (RFC) with an accuracy of 91.9%, then the Gradient Boost Classifier (GBC) with
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an accuracy of 89%, Support Vector Machine (SVM) classifier with an accuracy 83.8%, and finally
the Gaussian Naive Bayes Classifier (GNB) with an accuracy of 80.1% as shown in the Figure 4.7

below.
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Figure 4.7: Accuracy of device identification for different ML models

As shown in the figure 4.5 above, the domain name of the VisualBeat Heart Rate Monitor server
is epdg.epc.mnc260.mcc310.pub.3gppnetwork.org. By just simply viewing this domain name, we
were unable to tell that the device connecting to this server is VisualBeat since, unlike other domain
names, this did not have any hint/keyword from which VisualBeat can be inferred. However, KNN,
one of our trained machine learning classifiers correctly identified that device as VisualBeat Heart
Rate Monitor with accuracy of 94.6%. This shows that machine learning classifiers can be used to

identify the device even when it is impossible to infer using the DNS query or domain name.
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4.3 IoMT event/activity identification

4.3.1 Examine traffic rates

Once an adversary identifies packet streams for a particular device, one or more of the streams are
likely to encode activity performed on the device. When an interaction between the device and
the user occurs, a significant amount of data is transmitted, which leads to a significant increase in
the traffic rate. After this data exchange, the data transmission drops to the minimum until a new
interaction starts. When there is no activity, only the minimum amount of continuation packets
like heartbeat messages are sent to minimize the device’s power and bandwidth consumption. We
also observed that almost the same amount of data transfer occurs for the same activities. All
this information allows us to detect transitions between the activities or events of the device. So,
simply plotting send/receive rates of the streams (bytes per second) revealed potentially private
user interactions for each device we tested. An adversary with a laboratory of IoMT devices
can easily correlate variations in traffic rates with known user interactions. They can then map
similar variations from live traffic to user activities. Even without a laboratory of [oMT devices, an
adversary can still infer user interactions from traffic variations if they have identified the device
and know its limited purpose. For example, the QardioArm Smart Blood Pressure Monitor was
both easily identified from DNS queries (api.getqardio.com), and has a limited purpose of blood
pressure measurement. A traffic spike from the monitor at any time likely corresponds to when the
user measured the blood pressure and lower traffic rate corresponds to idle state.

In our case, 3 out of 4 tested IoMT devices have only two states/events namely idle and mea-
surement. For these 3 (Kardia EKG Monitor, QardioArm Smart Blood Pressure Monitor and Vi-
sualBeat Heart Rate Monitor) [oMT devices, we can easily identify their state/event (e.g., deciding
if it is ON or OFF, idle or measuring/using, ACTIVE or INACTIVE) by observing the traffic rates;
traffic spike infers device is in measurement state or currently in use and lower traffic rate infers

idle state as shown with Kardia EKG Monitor traffic in Figure 4.8 below.
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Wireshark IO Graphs: Kardia_Traffic.pcapng
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Figure 4.8: Kardia EKG Monitor Traffic when device events changed

However, for some IoMT device two or more activities or events may have a similar traffic
rates/patterns which might be difficult for us to differentiate them by simply looking at the device’s
traffic rates. For instance, in Fitbit Smartwatch workout and running both cause the traffic rate to
spike which could be difficult to distinguish between these two events just by seeing the traffic rate

as shown in Figure 4.9 below.
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We could say device is busy, but could not say
which evgj:-nt/ac_tivity is responsible for this spike
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Figure 4.9: Fitbit Smartwatch Traffic when device events changed

In order to experiment if it is possible to differentiate between such events/activities of an [oMT

device, we employed machine learning techniques as detailed in the next subsection.

4.3.2 Using Machine Learning on traffic metadata

As described in section 4.3.1, by simply plotting the traffic rate, we can easily identify the event of
the device having only two distinct events like ON or OFF, ACTIVE or INACTIVE among which
one causes traffic rate to spike and other causes to fall. However, the same approach does not work
for the devices having more than one event causing traffic rate to either spike or fall, in other words
events having similar traffic rates/patterns. In such scenarios, applying machine learning on traffic

metadata can correctly identify the devices events or user activities.

4.3.2.1 Feature Selection

For device event or user activity identification, we utilized the same training data set prepared

above in section 4.1. Unlike device fingerprinting, we considered only one feature i.e. frame
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length among 5 available features since the device event/user activity can be identified from the
frame length/packet size of the traffic as described in section 4.3.1. We trained our event/activity
identification classifiers with statistical measures min, max, sum, mean and standard deviation of

frame length.

4.3.2.2 Data Pre-processing

Similar to the device fingerprinting study, we also need to make pre-processing of the data so that

we have the right input for activity/event identification algorithms.

1. Data Cleaning and Splitting

Each row is labeled with the corresponding target class i.e. target user activity. Each user
activity is assigned a unique identifier as target class. Table 4.4 below contains the list of

Fitbit smartwatch activities/events with corresponding target class.

Device Activity/Event | Class
FitBit Smartwatch Idle 0
Workout 1
Sleeping 2
Running 3

Table 4.4: Fitbit activities and their corresponding classes

2. Standardizing Features

We performed standardization of features as described in the item 2 of section 4.2.2.2 above.

3. Numerical Imputation

We use numerical imputation to assign a value to missing values in any feature. Any missing
value is imputed to the median values of each individual feature.
4.3.2.3 Training and Testing

We produced a 60-dimensional feature vector (12 packets x 5 features) then used 8/2 split cross

validation(i.e. Train on randomly selected 80% of the data and test on 20% remaining data and
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repeat the process for a certain number of times to get the average metrics) as described in the sec-
tion 4.2.2.3 above. As described in section 4.3.1, for 3 [oMT devices except the Fitbit Smartwatch,
we could easily identify the user activity by simply observing traffic rates. So, to identify Fitbit
user activities we developed five machine learning classifiers and trained them using the training
data set. We have presented the performance of each model based on how accurately it classifies

the Fitbit events/user activities below.

4.3.2.4 Classifier Performance

The highest F1 score was provided by the KNN classifier for Fitbit by outperforming the rest of
the classifiers as shown in the Figure 4.10 below.
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Figure 4.10: F1 scores of Fitbit activity/event classification for GBC, GNB, KNN, RFC and SVM
In the figure 4.11 below, we can clearly see that the KNN classifier is the most accurate model

for the Fitbit event/activity classification with an accuracy of 93.1%. The second most accurate

classifier is the Random Forest Classifier (RFC) with an accuracy of 92.8%, then the Support
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Vector Machine (SVM) classifier with an accuracy 90%, Gradient Boost Classifier (GBC) with
an accuracy of 88.7% and finally the Gaussian Naive Bayes Classifier (GNB) with an accuracy of

85.1%.

Accuracy Scores of Fitbit event/activity identification for different ML models
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Figure 4.11: Accuracy of Fitbit activity/event classification for different ML models

We found that two activities, Workout and Running of Fitbit Smartwatch cause the traffic rate
to spike creating the similar traffic pattern. Initially we tried to differentiate these two events by
simply observing the traffic rates as described in section 4.3.1, but we could not exactly say which
activity was responsible for that traffic spike. Either of the activity should be responsible, in that
sense we could say the accuracy of traffic rate observation methodology was 50%. Also, with
three distinct activities, accuracy of traffic rate observation methodology would be 33.33%, 25%
with four distinct activities and so on. The accuracy of traffic rate observation methodology keeps
decreasing with increase in number of distinct activities having same traffic rate/pattern. However,
KNN, one of our trained machine learning classifiers correctly classified these two events with
accuracy of 93.1%. Another important point is that the number of distinct activities does not affect
the accuracy of machine learning classifiers at all. This is why machine learning classifiers come

into the picture for the identification of such events/activities.
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CHAPTER S
DEFENSE AGAINST MACHINE LEARNING BASED PRIVACY ATTACKS

In the previous chapter, we successfully demonstrate that using machine learning classifiers we can
identify the IoMT device and its events/activities. An adversary could use a laboratory setup like
our own to identify the users’ devices and activities performed on those devices. Knowing what
devices a consumer owns can be a serious privacy violation by itself. For example, a consumer
might not want an ISP knowing they own an IoMT blood sugar monitor or pacemaker. In fact,
simply knowing a device a user owns could have unwanted advertising implications, or it enables
other people to know one’s potential health status and problems, medical history etc. To protect
users’ privacy that might be inferred from encrypted traffic metadata using machine learning, we
propose the traffic shaping technique to make device and user activity identification more difficult

for passive network observers.

5.1 Traffic Shaping

Both device and activity identification are the components of privacy attack using traffic metadata.
Our main goal is to evade the machine learning classifiers to correctly identify the IoMT device
and its event/activity with less classifier training time overhead and maintain the packet utility at
the same time. To achieve this, we propose the technique to inject false traffic packets into the real
traffic to alter the IoMT traffic pattern generated from IoMT devices. Each data set is a tuple of
5 features namely window size, IP protocol, source port, destination port and packet size (frame
length). Traffic shaping is the way to mask the true rate of devices network traffic which involves
shaping both upload and download traffic rates thereby exposing no information about devices
and their corresponding events/activities. Hence, adversaries cannot differentiate different [oMT

devices and device events or user activities.
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Our traffic shaping algorithm first identifies the maximum packet length from entire traffic
and then injects the false traffic having packet length equal to that maximum packet length in a
fixed interval of every 5 seconds. We continued false traffic injection for a window interval that
is enough to cover the real traffic as shown in Figures 5.1 and 5.2 below. We injected 10%, 20%,
30%, 40% and 100% false traffic from the real traffic by changing both window size and frame
length(packet size) values when defending device identification, and only frame length values
when defending event/activity classification to real traffic and re-trained all 5 classifiers with the
combination of both false and real traffic. After making the predictions on the test data, we found
that accuracy of all classifiers drastically decreased with the injection of false packets. Using
traffic shaping, even if the user is not measuring blood pressure generating false activity for the
blood pressure measurement will mask the user not measuring the blood pressure. An adversary

cannot distinguish between real traffic and injected false traffic.

Inbound bytes before traffic shaping (Server -> Fitbit) Inbound bytes after traffic shaping (Server -> Fithit)
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Figure 5.1: Inbound traffic traces of FitBit Smartwatch before and after traffic shaping
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Figure 5.2: Outbound traffic traces of FitBit Smartwatch before and after traffic shaping

This is just a simulation of traffic shaping, bandwidth overhead is the main factor to consider
while implementing real traffic shaping techniques. It is the ratio of network data sent with and
without traffic shaping. For instance, a bandwidth overhead of 3 indicates that applying the traffic
shaping technique results in 3 times as much traffic in bytes sent on the network than would be
sent if the traffic were unshaped. A lower bandwidth overhead is always recommended because
extra traffic contributes to network congestion and can consume more user data. Higher bandwidth

results in higher network latency which most of the users do not tolerate nowadays.

5.2 Impact of Traffic Shaping on IoMT Device Identification

As shown in Figure 5.3 below, with 30% of false traffic injection, accuracy of the most accurate
classifier - KNN, was decreased to 18.2% from 94.6%. The second most accurate classifier Ran-
dom Forest Classifier (RFC) was reduced to 20% from 91.9%. This is due to the fact that randomly

falsified data sets deteriorate traffic patterns used for device fingerprinting.
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Accuracy Scores of device identification after traffic shaping
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Figure 5.3: Accuracy of device fingerprinting after traffic shaping

As described in section 4.2.2.1 above, our device identification classifiers used five features
namely window size, frame length, source port, destination port and IP protocol. Falsified data
injected during traffic shaping changed values of two features window size and the frame length
while other features values remain unchanged. The reason behind keeping ports and IP protocol
values unchanged was to maintain the utility of each packet. Every application is bound to the
specific port in the server which is the identity for the packet to be delivered to, if we alter these
values the packets will not be delivered to the desired application in the server. The dramatically
plunged accuracy of all the classifiers after injecting different percentages of false traffic from 0
to 30% demonstrate that traffic injection can be efficiently used for hiding the identity of devices
from the adversary. However, we can also see that an even higher rate of false traffic does not help
much. In fact, the effect of 100% false traffic does not differ much from 30% of false traffic.

We also plotted the average training time of device fingerprinting classifiers to study the effect

of false traffic injection on their training time. The Figure 5.4 below shows the average training
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time taken by device fingerprinting classifiers without and with 10% , 20%, 30%, 40% and 100%
of false traffic injection to the original training data set. Training time for KNN increased by 1.8

times, by 1.5 times for RFC, SVM, GBC and GNB with addition of 30% false traffic.
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Figure 5.4: Average training time of device identification classifiers

5.3 Impact of Traffic Shaping on Activity/Event Classification

Similarly, for activity/event classification, adversaries leverage devices’ known specific purposes
to map changes in traffic rates to user activities. Most of the IoMT devices we used during our
research have two states (measurement and idle), so if the traffic flow indicates a spike in traffic
rate at a particular time, the adversary can infer that the user is performing measurement at that
time and if the traffic flow indicates a fall in traffic rate, the adversary can infer that the device is
idle at that particular time. As can be seen in the Figure 5.5 below, accuracy of all the classifiers

plunges dramatically when injecting different percentages of false traffic volumes. With 40% of
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false traffic injection, accuracy of the most accurate classifier, KNN was decreased to 32% from
93.1%, that of the second most accurate classifier Random Forest Classifier (RFC) was reduced
to 28.5% from 92.8%. Besides significant decrease in accuracy of event/activity identification,
injected fabricated traffic also make the inference of user activities from direct traffic rate plot
infeasible. If we see the right side figure in the Figures 5.2 and 5.1, we could not infer any user
activities from the change in traffic rate as entire traffic after traffic shaping are of fixed size (new

traffic rate is indicated by orange dashed line).

Accuracy Scores of Fitbit activity/event identification after traffic shaping
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Figure 5.5: Accuracy of Fitbit activity/event identification after traffic shaping

We also plotted the average training time of event/activity identification classifiers to study the
effect of false traffic injection on their training time. Figure 5.6 below shows the average training
time taken by event/activity identification classifiers without and with 10% , 20%, 30%, 40% and
100% of false traffic injection to the original training data set. Training time for GBC, KNN and
RFC increased by two times, by almost four times for GNB and by almost 2.5 times for SVM with

addition of 40% false traffic.
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Average Training Time of Fitbit Activity Idenfification Classifiers
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Figure 5.6: Average training time of Fitbit event/activity classifiers

5.4 Summary of Traffic Shaping Implementation

As seen in figures 5.3 and 5.5, we were able to further slightly reduce the accuracy of both device
and activity/event identification classifiers by injecting exactly the same number of false traffic as
the real traffic, however, doubling the training data set significantly increased (almost doubled) the
training time of classifier compared to the training time with 30% and 40% false traffic volume
as shown in figures 5.4 and 5.6. After observing the accuracy and training time of classifiers, we
noticed that there was a trade-off between these two factors, and concluded that 30% and 40%
of false traffic would be ideal for traffic shaping for device and activity identification respectively
with acceptable increase in training time of classifiers. This proves that traffic shaping can prevent

the risk of users’ privacy violation using the traffic metadata attack.
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CHAPTER 6
CONCLUSION AND FUTURE WORK

6.1 Conclusion

We were surprised by how easy it would be for a passive network observer to identify the IToMT
devices being used by end users and infer user behavior even from encrypted traffic. ISPs al-
ready collect enough traffic rate information to perform the analysis we described. Because IToMT
devices encode the physical world in network traffic, this presents a novel privacy threat to con-
sumers. Regulatory agencies should keep this new context in mind when making rules governing
ISP data collection and usage. The user interactions we analyzed in our case studies are directly
related to the limited purpose of the device. For example, we concluded that traffic from a smart
blood pressure monitor correlates to when a user measures blood pressure. Further research could
allow an adversary to infer higher order behaviors, such as whether the user has a high or low blood
pressure using machine learning techniques. However, this would require larger curated data sets
with controlled experiments representing a wider range of user behaviors. More complex behaviors
could also be inferred through the combination of traffic from multiple devices. We would like to
reiterate that all of the analyses we performed required only send/receive rates of encrypted traffic
to successfully identify user behavior. No deep packet inspection is necessary. A systematic solu-
tion for preserving consumer privacy would therefore require obfuscating or shaping all network
traffic to mask variations that encode real world behavior. Ideally a solution would not negatively
impact [oMT device performance, should respect data limits, and would not require modification
of proprietary device software.

IoMT devices are becoming increasingly pervasive; however, the privacy concerns of owning
many Internet connected devices remain insufficiently addressed. We analyzed four most popular

IoMT devices and found that network traffic metadata and rates of all devices revealed the actual
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devices users are using in their daily life and their own activities as well, making it apparent that
encryption alone does not provide adequate privacy protection for smart medical devices. Given
the generality of our traffic analysis strategy and the limited-purpose nature of most [oMT devices,
we would not be surprised if many other currently available IoMT devices suffer similar privacy
vulnerabilities. Also, given the effectiveness of traffic rate privacy attacks on all tested devices,
especially with the use of machine learning techniques, we believe that [oMT device users should
be concerned about traffic rate metadata attacks across all types of [oMT devices. And we hope
that end users/consumers will become better aware of these privacy vulnerabilities.

We also design privacy defense techniques and show that traffic shaping can significantly re-
duce the private information like device type, state and user activities leaked through IoMT device
network traffic data. Our traffic algorithm uses false traffic injection at regular time intervals to
limit the information revealed about device and user activities through traffic rate metadata. It also
conveys false information about device usage to the network observer. For instance, the injected
fabricated traffic indicates the device is currently in use, which is not true at all. This is our main
goal to evade passive network observers and attackers from correctly identifying device state or
user activities. We demonstrated our traffic shaping implementation using IoMT network traffic

traces of 4 commercially available [oMT devices.

6.2 Future Work

While we have demonstrated potential leakage of users’ private information by applying machine
learning classification algorithms on traffic and its metadata, and simulated the privacy protection
using traffic shaping algorithm, there are other important aspects that still need to be addressed.
Therefore, in our future work we plan to train and test classification models for several more
types of [oMT devices. We will also apply model fine-tuning techniques to improve the classifiers
performance. We will apply distribution like Laplace, Gaussian while injecting falsified traffic and

implement our traffic shaping algorithm on real world setup.
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