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Abstract—The term MANET stands for Mobile Ad hoc 

Network. MANET is a structure of wireless communication 

network that is combined with various nodes that are movable 

in various directions in the network. They are accompanied 

with the absence of infrastructure which helps the nodes to 

interconnect with the neighboring one in a random fashion. 

They are highly dynamic in nature. The internet of things 

device have the ability to communicate with the various 

heterogeneous networks. These IoT nodes helps to 

communicate with each other without the need of 

infrastructure. The cloud helps to store the data and tends to 

transmit through the nodes in the network.  The secure data 

transmission includes the intrusion detection system, neglecting 

malicious attacks and selfish nodes in the network. The secure 

data transmission system without any constraints helps in the 

improvement of overall efficiency of the system. This is done 

through the machine learning accompanied with genetic 

algorithm.  These biologically inspired algorithms helps to 

obtain exact optimum solutions helps to provide secure data 

transmission.  

Keywords—Mobile Ad hoc network (MANET), wireless 

communication system, heterogeneous network, selfish nodes, 

Internet of Things (IoT), machine learning, genetic algorithm  

I. INTRODUCTION 

The MANET is composed of mobile nodes which are 

interconnected with each other through wireless medium in 

the absence of infrastructure [1]. They are used in versatile 

applications such as military, navy and medical applications. 

This helps to obtain bidirectional communication system. 

This does not influenced by any other pre-existing 

infrastructure or any other form of wireless network. In 

these systems the nodes itself acts as a routers and the host 

system in the network [2]. 

These absence of infrastructure does not 

communicate on the wired network. The information in the 

networking system are done through the nodes which are 

transmitted through the neighboring nodes in the network. 

The nodes carry information and leads to transfer through 

the neighboring nodes in the system [3]. These information 

are sensed through the sensors in the network. They are 

done through gathering and processing the data in the 

system [4]. These systems are independent in nature. The 

MANET is composed with no access points which are 

aligned themselves in the systems. These MANETS are 

highly movable and mobile in nature [5]. The malicious 

attacks cause various constraints in the system due to 

various flexibility in the networking system. The various 

constraints in the system leads to decrease in the overall 

efficiency of the networking system [6]. To enhance secure 

data transmission in the communication network, Intrusion 

Detection System (IDS) is implemented. This tends to detect 

the malicious attacks in the network that lends to enhance 

the secure data transmission in the network. It does not 

consist of any form of datasets [7]. The further classification 

and rectification is done through the control room which 

records the transfer of information in the networking 

system. The neglecting process of malicious attacks in the 

networking system leads to increase the efficiency of the 

system [8].  

The malicious attacks include grey hole attack, 

black hole attack and wormhole attack. The various 

disturbances in the communication network are termed as 

the attacks in the networking system. They are more 

common that occurs in the system. These constraints are 

need to be neglected in order to avoid various consequences 

in the networking system and to improve the performance of 

the system [9]. The most frequent attack happens in the 

network are the grey hole attack. The dropping of packets in 

the malicious nodes are termed as the attacks in the network. 

The consequences in the networking system are needed to 

be solved in a particular period of time so that to improve 

the performance of the networking system without any 

interruption [10].  

Thus the machine learning with biologically 

extracted genetic algorithm are helpful in neglecting the 

constraints and helps in secure data transmission in the 

networking system [11]. They are formulated through the 

human intelligence which leads the machine to perform as 
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similar to humans by training and testing process. They are 

done through analyzing the data through processing them in 

the hidden nodes which leads to produce the exact optimum 

solution.           

II. PROPOSED SYSTEM 

In the wireless communication system, the data 

transmission must be done through secure way without any 

interruptions. The interruptions in the communicating 

system leads to decrease in the overall performance of the 

networking system. The cloud storage system helps to store 

the overall data for further references.  

The occurrence of various attacks leads to various 

collapse in the system. They are obtained through a trust 

management system. The prior threshold values helps to 

implement the trust management system. The various 

constraints in the system are avoided through the machine 

learning process. This helps to obtain an optimum solution 

through training and evaluation of the data in the network. 

This includes numerous input to process in the hidden layer 

to produce the exact output. This is implemented through 

the genetic algorithm. It helps to transmit the information in 

the networking system through secure data transmission 

through neglecting the malicious behavior. Thus the major 

objective of the system is to improve the performance of the 

system by neglecting the constraints occurred in the 

malicious nodes in the system. 

 

 
Fig 1: Security approaches in MANET 

 

The figure 1 represents the security approaches in 

MANET. This involves the Intrusion Detection System 

(IDS), genetic algorithm, trust based models and attack 

models. 

 

(i) Intrusion detection System (IDS) 

The crowd in the networking system is detected 

through the Intrusion Detection System (IDS). This 

indicates the suspicious activities in the network. The 

malicious behaviour of the nodes in the networking system 

are referred in the intrusion detection software system. This 

helps to analyze the harmful attacks in the system. The 

event management system represents the overall functioning 

of the system. The input parameter is integrated with the 

output parameter through filtering for the odentification of 

malicious activities in the networking system. 

   

 
Fig 2: Intrusion Detection System (IDS) 

 

The figure 2 represents the Intrusion Detection 

System (IDS). This is a depicted as a defense mechanism 

system that helps to identify and monitor the suspicious 

activities in the networking system. This helps to analyze 

the various constraints caused by the malicious attacks in 

the nodes in the networking system. These malicious attacks 

are caused due to the nature of the infrastructure which are 

highly movable in nature [12]. Due to highly flexible 

infrastructure, various attacks are done. Thus the intrusion 

detection system software is need to integrated with the 

networking system  so that to filter the unlicensed access in 

the system. This is done through the machine learning 

accompanied with the genetic algorithm. The machine 

learning helps to identify various threats in the networking 

system [13].  

 
Fig 3: Classification of IDS 

 

The figure 3 demonstrates the classification of 

Intrusion Detection System (IDS). This includes the 

anaomaly and signature based intrusion detection system. 

This helps to monitor the packets in the network that helps 

to detect the malicious attacks in the networking system. 

The overall performance is detected and send as a 

notification to the security service panel system [14]. This 

helps to identify the malicious attacks in the networking 

system to improve the performance of the system. The 

attack is referred as the abnormal behaviour in the system 
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are are indicated through the intrusion detection system 

(IDS) software in the networking system.  

 

 
Fig 4: Intrusion Detection System (IDS) 

 

The figure 4 represents the intrusion detection 

system mechanism. 

 

 

(ii)Grey hole attack 

 

The improper security solutions in the network are 

denoted as the grey hole attack. In this phase, the malicious 

nodes acts as a normal functioning node. The advancement 

of the black hole attack in the metworking system are 

referred as grey hole attack. This causes the dropping of 

packets in the communicating network through selective 

forwarding attack [15]. The dropping of packets are 

occurred with certain probabilistic situations. The grey hole 

attack causes to decrease the complete performance and 

functioning of the system. 

 

 
Fig 5: Grey hole attack 

 

The figure 5 represents the grey hole attack in the 

networking system. These are neglected through the 

machine learning process. 

 

 

III. METHODOLOGY 

 

Machine learning is a subset of the artificial neural 

network. The machine learning is adopted through the 

human intelligence [16].  

This shows the tendency of the machines to 

perform the functions as similar to that of the human 

intelligence. They are adopted to perform complex problems 

to adopt the exact optimum solutions. They are based upon 

the function through the testing and training process. The 

machine learning helps to obtain the optimum solutions with 

higher accuracy and precision [17]. This is done through the 

process of representation, evaluation and optimization 

techniques. The optimization techniques used here are 

genetic algorithm. 
 

 
Fig 6: Machine learning 

 

The figure 6 represents the machine learning. This 

includes the numerous inputs that are processed in the 

hidden layers to produce the desired output. This is done 

through seven stage which includes data collection, 

preparation of data, model choosing with training the model 

and evaluation of the models [18]. They are represented as 

supervised and semi-supervised machine learning 

algorithms. 

 
Fig 7: Stages in machine learning 

 

The figure 7 demonstrates the various stages in the 

machin elearning process. This includes the problem 

formulation, feature extraction, selection of model, 

implementation of model and eveluation through the 
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training and testing the models. The problem formulation is 

the first step in the analysis of the type of defect in the 

networking system. This helps to detect the attacks and 

tends to proceed further. The feature extraction is defined as 

the process of converting the raw data into a desired data 

form [19].  

This helps to analyze the obtained data in the 

system. This is further proceeded to the model selection and 

evaluation process. This is done through the genetic 

algorithm [20]. 

 

Fig 8: Genetic algorithm 
 

The figure 8 represents the functioning of genetic 

algorithm with gene, chromosome and population. 

 

Fig 9: Genetic algorithm  

The figure 9 represents the flowchart of genetic 

algorithm. This is initialised through the calculation of the 

fitness value. Then selection of the individual and crossover 

process. The process of crossover is defined as the 

combination of two genetic information that are used to 

obtain a newer genetic information [21]. The mutation id 

defines as a small random function to obtain the optimum 

solution in the system. The overall process is done through 

the satisfication of the termination criteria. If it satisfies the 

terminating criteria, the optimum solution is obtained. This 

helps to solve the problem with the exact solution [22]. 

 

 

 

IV. SOFTWARE IMPLEMENTATION AND RESULTS 

 

The secure data transmission through the machine 

learning with genetic algorithm is implemented through the 

matlab Simulink. This helps to identify the malicious attacks 

in the networking system through the training and testing 

process. This optimization techniques helps to identify the 

attack at an early stage in order to rectify the defects in the 

networking system.  

 

 

Fig 10: Matlab implementation 
 

The figure 10 demonstrates the matlab implementation 

through code generation. 

 

 

Fig 11: Trace file 
 

The figure 11 represents the generation of trace file code in 

the matlab simulink.  

 

 
Fig 12: Infile configuration 

 

The figure 12 demonstrates the infile configuration 
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Fig 13: Mobile Ad hoc Network (MANET) 
 

The figure 13 represents the mobile ad hoc network. This 

shows the routing protocols. The nodes are interconnected 

with each other in a random fashion in the system. 

 

 

Fig 14: Code Implementation 
 

The figure 14 shows the implementation of code in matlab. 

This helps in analysing the fitness function. 

 

 

Fig 15: Packet Implementation 
 

The figure 15 represents the packet implemetation in 

MANET. They communicate with the neighbouring nodes 

for the transfer of information. 

 

 
Fig 16: Packet drop in malicious node 

 

The figure 16 represents the packet drop in the malicious 

nodes. The performance are initiates to the control room for 

rectification of the performance of the system. This is done 

through the genetic algorithm to obtain secure pathway. 

 

Fig 17: Retransmit output 
 

The figure 17 represents the packet retransmit output in the 

system. 

 

 
Fig 18: Implementation of NS2 simulator 

 

The figure 18 demonstrates the implementation of NS2 

simulator. This helps to enhance a secure pathway through 

neglecting the malicious nodes. 

 

 
Fig 19: Web application structure 

 

The figure 19 demonstrates the web application 

structure with the transmission of data through the nodes. 

They are formed with absence of infrastructure hence they 

are highle flexible in nature. This is the result of occurrence 

of the attack in the network. 

 

 
Fig 20: Network attack layer 
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The figure 20 represents the network attack layer. This 

indicates the malicious behaviour in the networking system. 

This is neglected through the genetic algorithm. 

 

 

Fig 21: Delay ratio 
 

The figure 21 represents the average delay ratio in the 

system. The packet delivery ratio is used to identify the ratio 

of packets in the networking layer before the detection of 

the malicious nodes in the network. 

 

 

Fig 22: AODV routing protocol 
 

The figure 22 demonstrates the AODV routing protocol in 

the networking system.  

 

 

Fig 23: Secure data transmission 
 

The figure 23 represents the secure data transmission in the 

network. This is done through the machine learning and 

genetic algorithm. 

 

 

Fig 24: Data transmission without encryption 
 

The figure 24 demonstrates the data transmission without 

encryption techniques. This causes various consequences. 

The encrypted data is obtained through the optimization of 

the obatined information in the nodes. 

  

 

Fig 25: Data transmission with encryption 
 

The figure 25 shows the data transmission with encryption 

techniques.  

 

VIII. CONCLUSION 

The major purpose of the proposed system is to 

enhance secure data transmission and improvement through 

machine learning with genetic algorithm. This helps to 

reduce the security threats. These are done through machine 

learning based IDE, models through trust based systems and 

attack detection models. This helps to enhance the energy 

efficiency in the network. This biologically inspired genetic 

algorithm helps in obtaining desired solution.  
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