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Abstract

This thesis aims to find out trade-offs between security, privacy and convenience
when it comes to smart locks. If users know about security and privacy risks asso-
ciated with smart locks and how they perceive the trade-offs, if they think that the
security and privacy risks are worth it for some added convenience. In this project
both a literature review and online survey was used to gather information. The results
are that there are conveniences with smart locks but that they come with potential se-
curity and privacy risks. That overall users seems to know that there are potential
security and privacy risks and users seem to think that any potential security and pri-
vacy risks are worth taking for the sake of convince.

Keywords: Smart lock, security, privacy, convenience



Preface

We extend our gratitude to our supervisor, Arianit Kurti, for his invaluable guidance and
support throughout the thesis. His expertise and constructive feedback have greatly con-
tributed to the quality of our research. We appreciate his dedication to our academic de-
velopment and are thankful for the opportunity to have worked under his supervision. We
would also like to thank all those who have participated in the survey. Finally we would
like to thank our program coordinator Ola Flygt who has given us very much knowledge
and understanding for cybersecurity and computer science. Without all these people this
would not have been possible.



Contents

1 Introduction
1.1 Background . . . . . . ... ...
1.2 Relatedwork . . . . .. . . . . . ...
1.3 Problem formulation . . . . ... .. ... ... ... . .
1.4 Motivation . . . . . . . . . .. e e
1.5 Results. . . . . . . . . e
1.6 Scope/Limitation . . . . . . .. ... ... ...
1.7 Targetgroup . . . . . . . . . e e e
1.8 Outline . . .. . . . . .. e

2 Method
2.1 ResearchProject . . . ... .. .. . ... ... ... .. . ...
2.2 Researchmethods . . . . . . . .. .. ... ... ... .. . ...
2.3 Reliability and Validity . . . . . . ... ... ... ... ... ...
2.4 Ethical considerations . . . . . . . . . . .. ...

3 Theoretical Background
3.1 Smartlockstoday . . . . ... ... ...
3.2 Security, Privacy and Convenience . . . . . . ... .. ... .......
33 Attacks .. ..

4 Research project — Implementation
4.1 Research Approach . . . . .. ... ... .. ... .. ... ...
4.2  Survey Design and Implementation . . . . . . ... ... .. ... ....
4.3 Comparative Analysis . . . . . . . .. ...

5 Results & Analysis
5.0.1 Donotusesmartlocks . . . . ... .. ... ... ... .....
5.0.2 Dousesmartlocks . . . . . . . .. ... ...

6 Discussion

7 Conclusions and Future Work
7.1 What are the security, privacy, and convenience trade-offs associated with
using asmartlock? . . ... ..o
7.2  How do users perceive the security and convenience of smart locks? . . .
7.3 Do users know the security risks associated with smart locks? . . . . . . .
7.4 Future Work . . . . . . ..o

References
A Appendix 1: Survey Description

B Appendix 2: Survey Statements

10
10
10
10

11
12
14

22

23

23
23
23
24

25



1 Introduction

With the smart home market growing, security aspects surrounding them are becoming
more relevant and people are becoming more aware and concerned about their security
and privacy. [1].

This is a 15 HEC bachelor’s thesis in Computer science about the security vs the
convenience of smart locks. This work has been done as a pair. We have worked together
on everything but Hampus Brunzell has taken responsibility for sections 1, 2, 5, 7 and
Oliver Berglof has taken responsibility for sections 3, 4, 6. We will be investigating
the security of the smart locks today to see if they are secure, and then we will look
at the benefit of having a smart lock to see if the potential attack vectors outweigh the
convenience benefits it gives.

The security of the smart locks will be investigated through a literature review of
earlier reports on the security of smart locks. Earlier work on this has been done and will
be shown more in the related work section. A survey will be conducted to determine users
perception on security, privacy and security when it comes to smart locks.

1.1 Background

According to market research, the smart home market, which includes smart home secu-
rity devices, is steadily growing and is expected to grow by 27% until 2030 compared
to 2020 [2]. Among these devices are smart locks, which replace traditional deadbolt
locks with technology. These technologies offer added features such as opening the door
through a pin or tag, remote control, and the ability to monitor who is home and at what
times. These additional features may also increase the vulnerability of the lock to poten-
tial attacks.

Given that smart locks are designed to replace traditional deadbolt locks and are re-
sponsible for home security, it is critical that they are secure. This investigation will assess
whether the convenience offered by smart locks is worth the trade off in security. The is-
sue of privacy is also pertinent, as smart locks can track the presence of occupants in the
home, and this aspect will be considered in evaluating whether the convenience of smart
locks justifies the associated security and privacy risks.

A lock can be considered a smart lock if it is an electromechanical device that can
unlock/lock wirelessly [3]. However for this thesis we consider a smart lock to be a lock
that is connected to the internet. Most smart locks can be controlled through a mobile
app, voice assistant, or by using a physical key, and often include additional features such
as the ability to generate access codes for guests, track entry and exit logs, and integrate
with other smart home devices.

1.2 Related work

People in the world are using more and more digital devices, this has lead to questions
about the security and privacy, if the convenience of these devices are worth the added
risk [1, 4, 5, 6].

Previous work has been done with testing, literature studies, and case studies, within
the area of the security of smart locks. There are a few that tested the security of different
smart locks, and some of those also did a literature study of the security of smart locks
[6, 7, 8, 9]. There has also been some work about the convenience vs. security of smart
home devices [4, 10]. But the user perception has not been investigated in this work, and
that is what will be done in this work. In this work, the user’s perception of security and



convenience will be investigated to understand how users feel about the security risks and
convenience smart locks add.

In Tegg Westbrook’s report "Home Security and Emergency Response: The Conve-
nience vs Security Trade-off," it discusses the evolving landscape of home security due
to increased connectivity. With the advent of more affordable and user-friendly advanced
security technologies, the convenience they offer raises questions about the associated
risks. The report concludes that reducing the trade-off between convenience and security
is crucial, emphasizing the significant role technology firms play in achieving this balance
[4].

In the report "Security evaluation of smart door locks" by Arvid Viderberg it says
that smart locks might not add security but instead adds new attack surfaces compared to
deadbolt locks. But that smart locks comes with a lot of convenient features for every day
use. It can also be said that it is safer with virtual keys rather then physical keys since it
is easier to revoke a virtual key then having to replace the deadbolt lock if a key is lost.
Research also shows that there are vulnerabilities and flaws that exist in smart locks [9].

1.3 Problem formulation

The introduction of smart locks has revolutionized the way people secure their build-
ings. Smart locks let the user remotely control the security of their home, they offer
conveniences such as enhanced security control and easy access control. But with any
technology these conveniences come with trade-offs, in this case the main trade-off is
between the security and convenience. Security is the level of protection that the smart
locks provide against unauthorized access, while the convenience is the ease of use and
accessibility the smart locks have. This thesis aims to investigate the users perception and
trade offs associated with smart locks. Specifically, this research will seek to answer the
following research questions:

1. What are the security, privacy, and convenience trade-offs associated with using a
smart lock?

2. How do users perceive the security and convenience of smart locks?

3. Do users know the security risks associated with smart locks?

1.4 Motivation

The growing popularity of smart home devices presents security and privacy concerns for
users [1]. This investigation will evaluate whether the convenience offered by smart locks
justifies the associated risks for users. It will contribute to the literature on smart home
device security, raise awareness among consumers, and provide insights for manufacturers
to improve the security of their products. The question arises whether the convenience
provided by smart locks is worth the added security risks posed by the various attack
vectors they introduce.

1.5 Results

The results expected of this thesis will provide current state of the security, privacy and
convenience of smart locks. It will also test these findings with user perception and expec-
tations in regard to the security and convenience aspects. As well as the user knowledge
on smart locks security risks.



1.6 Scope/Limitation

In this thesis our scope is the current state of security and convenience of smart locks,
the users perception on this and users knowledge of security risks associated with smart
locks. We will look at the current security risks and conveniences of smart locks, then
look at what the users of smart locks think of the security and the convenience of them.

The thesis was limited since lack of information on the deeper level of the security
used in smart locks, no technical data on this was found. Another limitation was the
demographic group of users the survey reached, if the survey reached a more spread out
group of people it might have gotten different results.

1.7 Target group

The target groups for this work are manufacturers that create smart locks, users that use
smart locks or people that want to buy smart locks and others working with the area of
security and/or convenience of smart locks. From this work manufactures will get a better
understanding on how their users see security and convenience. Users of smart locks can
also get a better understanding of the current state of the art on smart locks.

1.8 Outline
This report is structured as follows:
» Chapter 2: Methodology - Discussing the methods used for this project.

* Chapter 3: Theoretical Background - Providing a comprehensive overview of rele-
vant theories.

* Chapter 4: Research project — Implementation - Presents how the thesis was done.

* Chapter 5: Result & Analysis - Presenting the results as well as analyzing the re-
sults.

* Chapter 6: Discussion - Discussing the implications and significance of the find-
ings.

* Chapter 7: Conclusion and Future Work - Concluding the report and suggesting
potential avenues for further research.



2 Method

The scientific method is a process that is used to understand and explore the world. The
process involves a systematic approach to gathering empirical evidence, formulating and
testing hypotheses, and drawing conclusions based on the data collected [11].

This method is an important tool that is used for scientist to ensure that the findings
are reliable and reproducible [11].

A literature review was conducted on the security of the smart locks, to gather as
much information as possible in the allocated time frame for it. The information was
taken from a previous thesis about smart locks security and other reports in that area.
The information was first processed and then critically analyzed. The keywords used for
finding the relevant information were, "smart locks", "security", "privacy", "convenience"
and "user". The databases that were used were Diva, Google “s search engines and One
Search.

With the information obtained from the literature review, questions for a survey were
created to get knowledge about user perception of smart locks security vs convenience. A
survey was used to get the users perception, and was the best way to get as many different
participants on this as possible instead of going more in depth with less participants [12].
The survey was a Web-Based survey and uses a Likert scale.

2.1 Research Project

We plan to do this by first conducting a literature review and from this we expect to get an
understanding of the security and convenience of smart locks to both evaluate them and
based on the information we got from that we will create a questions for a survey for users
about their perception of the security and convenience of smart locks. With the survey we
expect to get data for how users perceive the security and convenience of smart locks and
from there analyze the data to be able to answer our research questions.

2.2 Research methods

In this thesis we will use two different research methods, literature review and a survey.
A literature review is a summarized set of relevant sources and the collective conclusion
of the most relevant data to the interest of the review. A survey looks at a sample of
a population in order to draw conclusions about that population. The group of world
objects that the researcher is interested in is referred to as a population here.

In our work, the literature review is used to gather information about smart locks,
with a focus mostly on security and some on convenience as well. This is to get a good
understanding of smart locks today and their security, what work has already been done
in this area, get information to base the survey on, and what the security and/or privacy
trade offs of having a smart lock can be.

The survey is used to gather information about the user’s perception of the security
vs. convenience of smart locks. This is a Web-based survey, meaning that it is an online
survey, It was created in Google Forms. This helped to create it in an easy way, and it
makes it easy to analyze the data from it. The data will be analyzed, and with that, we
will be able to answer the rest of our research questions.

The survey is composed of statements that participants should evaluate using a 5-
point Likert scale, ranging from strongly disagree to strongly agree. Based on the answer
to the initial statement, "I use a smart lock," participants will be presented with differ-
ent statements in order to match their experience with smart locks. The Likert scale is
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easy to understand for users and creates quantifiable data which is easy to statistically
analyze[13]. All statements can be seen in Appendix 2.2

For data analysis in this research, Google Sheets was utilized. This tool offers ease
of use and helpful built-in functions, such as the STDEV function. The STDEV function
was used to calculate the standard deviation of the data. The standard deviation serves as
a valuable statistic to understand the dispersion of data. By determining the standard devi-
ation, it becomes possible to uncover patterns within survey responses. This information
aids in drawing conclusions based on the findings of the research[14].

2.3 Reliability and Validity

Considering the reliability of this project, it should be quite dependable. The only factor
that may influence the outcomes is the composition of the participants involved in the
survey. All participants will first be asked if they have a smart lock and depending on
their answer the following statements will be different. The literature review should get
something that is very similar to our project and the survey is the only factor that should
make any differences in the results if the work would be replicated. If the replication has
the same survey questions the only thing that could change the results is the participants
that answer it and this is why we will try to get as many to do the survey as possible this
will help with the reliability and validity of this project.

2.4 [Ethical considerations

In our survey it is required to login with an email to keep one answer to each person,
but this email will not be saved and we will not take any other personal information like
name, age, gender and so on. The survey is conducted by using google forms, this makes
it so the data is stored in google drive but will not be shared with anyone outside of the
project. All survey responses will be analyzed collectively. The data will only be used for
the purpose of this project. The data will not be able to be linked back to the person that
did the survey.

The results will only serve for increased awareness about smart lock vulnerabilities
and no details on how locks can be exploited will be shared.



3 Theoretical Background

The literature review serves as the foundation for our research project as the theoretical
background is built on it. It involves a limited literature review of existing research and
reports on smart lock security, privacy, and convenience. The main objective of the liter-
ature review is to establish the current state of knowledge in the field, identify gaps in the
existing research, and inform the design and implementation of our survey.

As cutting-edge technologies become more accessible and less expensive, the world is
becoming more and more digital. This leads to many questions about if the convenience
of connectivity is worth the risk it might add. These risks can include peoples security
and privacy, especially when it’s connected to their homes. The general lack of security
thinking people have is also a problem. It has been shown that users are becoming more
concerned with privacy and the security of their data. But some things have indicated that
smart homes have improved security for users. This then leads to the question if security
with smart home devices provide users with more benefits then threats [4]?

3.1 Smart locks today

There are many reasons to be using a smart lock. It offers many convenient features. For
example there is no need to be carrying your keys with you. If you are unsure if you
forgot to lock the door it can easily be checked in an app. If you have a delivery coming
you can let the delivery man leave the package inside instead of leaving it on the porch.
You can have temporary codes which friends and family can use or you can open the door
remotely for them [15, 16].

Smart home devices are among the most popular [oT devices that have been developed
to improve daily lives for users. Smartphones are used with these smart locks to make it
easier for users to not have a physical key and not have to keep track if the door is closed
or not, the security of these are very interesting for the security community. Because
of this the security of smart locks are being investigated. IoT devices are being used
more widely and have brought convenience into our lives. But even though these devices
bring convenience there are also a wide range of security issues. There are a number
of potential vulnerabilities in smart home appliances that is a threat to data privacy and
personal security. With smart home systems the biggest vulnerability component is the
mobile app. This is due to it being impossible for a human developer to implement a
perfect interface for the smart home controlling app, also that there are always users that
lack in the security skills and can easily be tricked by people with malicious intent. This
is why smart home appliances should have an effective authentication to authorize and
identify legitimate mobile apps and drop fake mobile apps [6].

The smart lock architecture typically involves integration with a smart hub and other
microcontrollers, enabling seamless interaction with various smart devices [17]. How-
ever, this interconnectedness also introduces potential attack vectors that could be ex-
ploited by malicious actors.

3.2 Security, Privacy and Convenience

Introducing smart security devices to a home can provide greater security for a home but
at the cost of giving up some privacy and cyber security. Data collected may be shared
with third parties or be part of data breaches. How much security and privacy one is
willing to give up for some convenience is of course individual [4].



Research in the field of cyber security has highlighted that there are multiple points of
entry in appliances that "tech-savy" hackers can exploit. There has been a lot of focus on
the privacy implications of appliances, but not as much has been focused on the sacrifices
between privacy and other security. Privacy is a big challenge in smart homes since they
are internet-connected, which makes private data more vulnerable. This then brings back
the question of whether the convenience added is worth the trade-off in privacy. Tech-
nology firms have a big part to play in bettering the trade-offs between convenience and
security [4].

Data collection from smart home devices may raise some concerns such as data col-
lection and violation of privacy. A big factor in how much people care about their data
privacy seems to depend on who may get access to the data. The biggest concern people
seem to have is if the government gained access to their data. But if private corporations
such as manufacturers were to have access to said data they would not be as concerned.
They see it as a way in which the products could be improved. People also feel negative
about if Internet Service Providers (ISP) were to collect data, they do not see any valid
reason for them to gather data and some brought up the potential of compromising net
neutrality. When it comes to advertisers the perception is more split, about 50/50. Some
state that they like personalized advertisements and others feel they do not want them
selling their data and making money off of it [18].

Smart home devices have become more mainstream due to tech companies have
pushed these devices and technologies for multiple years now, but they are not completely
adopted yet, the biggest factor to this is the privacy and security concerns. Smart home
devices deliver convenience but for many consumers security and privacy are more im-
portant. Almost 70% of consumers are concerned about privacy and security risks, about
25% delay their purchases and about 20% even terminate their IoT devices or service.
When adopting IoT devices and services, 37% of consumers have grown more wary. But
there is a push to promote better security and privacy features [1].

With the many conveniences of 10T devices and technologies, many people and orga-
nizations are adopting and accepting the smart home or smart building applications they
offer. Some of the biggest features of smart homes are remote control, safety from intrud-
ers, real-time monitoring, and more, but with this, they also manage security and privacy,
which means that the solution for this is to protect the users. The data is usually sent via
wireless communication and remotely transmitted to the users homes, this increases the
risk of information leakage. Access to the user’s smart home resources must be prevented
and blocked from being accessed by unauthorized entities, by associating proper policies
with the data. Smart homes still have several challenges in security and privacy, including
data integrity, availability, access control, and confidentiality [5].

In the realm of smart home automation, smart locks serve as replacements for tradi-
tional deadbolt locks. These innovative devices operate on short-range network signals
like Bluetooth Low Energy (BLE) and establish communication with the user’s smart-
phone. Not only do smart locks substitute conventional locks, but they also offer addi-
tional functionalities such as automatic locking and unlocking of doors, as well as the
ability to track individuals entering or leaving the home by detecting their smartphones.
However, a concerning revelation emerged during DEFCON in 2015, indicating that ap-
proximately 75% of BLE smart locks are vulnerable to hacking.

The design of the lock and the applied mechanisms are the two main reasons why a
smart lock’s security can be compromised. The lock’s physical design, overall architec-
ture, and functionality are referred to as its design. It includes capabilities like wireless
communication with the user’s phone, the utilization of short-range network signals, and



extras like automated locking and tracking.

The precise protocols, algorithms, and software elements that make up a smart lock’s
implementation, on the other hand, are referred to as its mechanisms. These systems are
in charge of handling access control, encryption, and authentication procedures to ensure
safe communication. Security breaches may also be caused by flaws or weaknesses in the
established mechanisms [19].

3.3 Attacks

Smart locks, like any other digital security system, can be vulnerable to various types
of attacks. Through the literature review, numerous attack methods have been identi-
fied. The following list presents some of the key methods in which a smart lock can be
compromised:

Man-in-the-Middle (MITM) attack: During the communication between a smart
lock and the user’s device, such as a smartphone, an attacker has the capability to
intercept this communication. By doing so, the attacker can capture, manipulate, or
inject data into the communication process. This unauthorized interference poses a
significant risk as it may grant the attacker unauthorized access to the smart lock or
prevent the legitimate user from accessing it [20].

Brute-force attack: An attacker systematically attempts every possible combina-
tion of characters for the lock’s password or PIN until the correct one is found. This
method can be time-consuming but may eventually result in unauthorized access if
the password or PIN is weak or easily guessable [21].

Dictionary attack: Instead of trying every possible character combination like a
brute-force attack, a dictionary attack uses a list of common or likely passwords,
often derived from previously leaked data breaches. If the smart lock’s password is
a common one or found on this list, the attacker can gain access more quickly than
through brute force [21].

Social engineering: Attackers can use social engineering tactics, such as posing
as a service technician, to gain physical access to the smart lock or trick users into
revealing their login credentials [22].

Relay attack: In this method, an attacker captures and relays the signal from the
user’s device (e.g. a smartphone or key fob) to the smart lock, tricking it into
thinking the device is nearby and granting access. This attack can be carried out
using specialized hardware or even smartphone apps designed for this purpose [23].

Skimming keytags: An attacker can intercept and clone a key tag or RFID card
used for authentication purposes, allowing them to gain unauthorized access to the
smart lock. This can be accomplished using specialized hardware or even a smart-
phone app [24].

Cloning keytags: An attacker can clone a key tag or RFID card by physically
stealing it and creating a duplicate. This can be carried out using simple hardware
and does not require specialized skills or knowledge [25].

To summarize, we have analyzed various aspects of smart lock technology, including
the convenience features, smart lock architecture, and potential security vulnerabilities.
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Furthermore, we have identified different types of attacks that could compromise smart
locks and the implications of such breaches for privacy and security.

This research shows that smart locks offer various convenience features, such as key-
less entry, remote access, temporary codes for friends and family, and the ability to grant
access to delivery personnel. These features are seen as major benefits by users and
contribute to the growing popularity of smart home devices.

Smart homes typically integrate with smart hubs and other microcontrollers, allowing
for seamless interaction with various smart devices. However, this interconnectedness in-
troduces potential attack vectors that could be exploited by malicious actors. The mobile
app, which serves as the primary interface for a smart lock. is often the biggest vulnera-
bility component due to human errors and the potential for the app to be exploited.

Various attack methods that could compromise smart locks have been identified. This
includes, Man-in-the-Middle (MITM) attacks, brute-force attacks, dictionary attacks, so-
cial engineering, relay attacks, skimming key tags and cloning key tags.

While smart locks may introduce some additional security features they also introduce
potential security and privacy risks. Data collected by smart locks may be shared with
third parties or be part of data breaches. The level of concern varies depending on who
may gain access to the data, with the government being the most concerning for many
users.

The convenience features offered by smart locks can be seen as both a benefit and a
drawback, as they require users to weigh the trade-offs between convenience and security.
Some users may be willing to accept certain risks for the added convenience, while others
prioritize security and privacy over convenience. As technology firms continue to develop
and promote smart home devices, addressing these security and privacy concerns will be
crucial for widespread adoption.

The insights gained from our literature review have been a crucial part of the devel-
opment of the survey. It has provided a comprehensive understanding of smart lock tech-
nology, potential vulnerabilities, and the various attack methods that could compromise
smart locks. These findings showed that there are potential risks and security vulnerabili-
ties. Knowing this, the survey statements could be shaped around them to find out if users
are aware and how they feel.



4 Research project — Implementation

In this chapter, we introduce, describe, and explain all activities carried out to collect data
for our study, focusing on the design and implementation aspects of our research project.
The goal is to describe in great detail how we collect data, which will form the basis for
answering the remaining research questions.

4.1 Research Approach

Our research project involves a combination of a literature review, the design and im-
plementation of a survey, and a comparative analysis of the security and convenience of
smart locks. This approach allows us to gather relevant information on the current state
of smart lock security, as well as user perceptions and trade-offs between security and
convenience.

4.2 Survey Design and Implementation

Based on the insights gained from the literature review, we designed a web-based survey
to gather user perceptions on the security and convenience of smart locks. The survey
consists of several statements that participants evaluate using a 5-point Likert scale, rang-
ing from strongly disagree to strongly agree. The statements are designed to capture both
the perspectives of smart lock users and non-users.

To ensure a broad and diverse pool of participants, the survey was publicized on the
school’s general Slack channel as well as on LinkedIn. This means that because of the
distribution platforms used the participants are most likely quite highly educated and have
or are currently studying for a university degree. The data collected from the survey was
then analyzed to answer our research questions related to user perceptions, security risks,
and trade-offs associated with smart locks.

4.3 Comparative Analysis

Using the data collected from the literature review and the survey, we conducted a com-
parative analysis of the security and convenience aspects of smart locks. This analysis
aims to determine whether the convenience offered by smart locks justifies the associated
security and privacy risks. The comparative analysis involves assessing various attack
vectors, user perceptions, and potential trade-offs.
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5 Results & Analysis

In this chapter the results gathered from the survey will be presented and analyzed. The
survey was publicized on the Linnaeus University (LNU) general Slack channel as well
as on Oliver Berglof’s Linkedin. The survey was open from the Sth of April until the 18th
of April. The data collected from this was then analyzed and will be presented in this
section.

The survey aimed to gather insight on peoples perception on the security and conve-
nience of smart locks among Swedish homeowners. All the information about the users
are self claimed.

Do you have experience in IT, either as a hobby or through professional work?

45 responses

@ Yes
® No

82.2%

Figure 5.1: Users IT experience

As shown in Figure 5 it can be seen that out of the 45 survey participants 37 (82.2%)
have experience in IT either as a hobby or through work, while eight (17.8%) have no
experience in IT.

| use a smart lock

45 responses

@ Yes
® No

Figure 5.2: Uses a smart lock

With these 45 participants 18 (40%) are using smart a lock and 27 (60%) are not using
smart a lock, shown in Figure 5.2

Out of the 18 that are using smart locks, 14 (78%) have IT experience while four (12%)
do not. And out of the 27 that are not using smart locks 24 (89%) have IT experience and
three (11%) have no IT experience.
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5.0.1 Do not use smart locks

Out of the 45 responses on the survey 27 responded that they do not use a smart lock and
only their responses will be considered in this section.

| don't have a smart lock because
27 responses

@ | can't have one
@ | don't want one

Figure 5.3: Why they don’t use a smart lock

As shown in Figure 5.3 it can be seen that out of these 27, 17 (63%) don’t have one
because they don’t want one and ten (37%) don’t have one because they can’t have one.

| don't see the purpose with a smart lock
27 responses

8 (29.6%)

7 (25.9%)

5 (18.5%)

4 (14.8%)

3 (11.1%)

Figure 5.4: See the purpose of smart lock

In question about the purpose of smart locks seven (25.9%) don’t see the purpose
while three (11.1%) do see the purpose and the rest are somewhere in between some see
the purpose less and some more but most seem to be neutral, this can be seen in Figure
54.
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| have considered getting a smart lock
27 responses

15

12 (44.4%)
10

4 (14.8%) T 4 (14.8%) 4 (14.8%)
. 0

Figure 5.5: Considerd getting a smart lock

As shown in Figure 5.5, 12 (44.4%) have not considered getting a smart lock while
four (14.8) have considered it and the others have somewhat considered it some more and
some less.

| don't consider smart locks secure
27 responses

10.0

9 (33.3%)
7.5

7 (25.9%)

5.0

4 (14.8%) 4 (14.8%)

25 3 (11.1%)

0.0

Figure 5.6: Consider smart locks secure

In Figure 5.6 it can be seen that four (14.8%) do not consider smart locks secure, and
three (11.1%) do consider them secure and the rest in between where some feel more
secure with them and some more.
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| have experienced or know someone who has experienced a security breach related to a smart
lock.
27 responses

@ Yes
® No

Figure 5.7: Security breach

In Figure 5.7 it is shown that, 23 (85.2%) do not have experience or know someone
who has experienced a security breach related to a smart lock. While four (14.8%) do have
experience or know someone who has experience a security breach related to a smart lock.

The 17 that don’t have a smart lock because they don’t want one have an average of
3 on the question about the purpose of smart locks and average of 3.2 on the question if
they consider smart locks secure. The ten that don’t have a smart lock because they can’t
have a smart lock had an average of 2.1 on the question about purpose and an average of
2.2 on the question if they consider smart locks secure.

5.0.2 Do use smart locks

In this section only the responses from the 18 participant that state that they do use a smart
lock are considered.

| believe that smart locks provide a higher level of security than traditional locks.
18 responses

6 6 (33.3%)

5 (27.8%)

4 (22.2%)

0 ((lj%)

1 2

Figure 5.8: Smart locks security
As shown in 5.8 Three (16.7%) strongly disagree that smart locks provide a higher

security than traditional locks, while six (33.3%) strongly agree that they provide a higher
security and the rest are mostly neutral with some leaning more towards strongly agree.
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| think smart locks are more convenient than traditional locks.

18 responses

15

15 (83.3%)

10

3 (16.7%)

0 (0%) 0 (0%) 0 (0%)
0 | | |

1 2 3 4 5

Figure 5.9: Smart locks convenience

In the Figure 5.9 it can be seen that when it comes to the convenience of smart locks
15 (83.3%) strongly agree that they are more convenient then traditional locks and three
(16.7%) are between neutral and strongly agree.

| am aware of the potential security risks associated with using smart locks.
18 responses

8

7 (38.9%)

5 (27.8%)
4(22.2%)

2 (11.1%)

0 (cl)%)

1

Figure 5.10: Aware of potential security risks

About awareness of the security risks associated with using smart locks, as shown in
Figure 5.10 two (11.1%) strongly agree, seven (38.9%) are between neutral and strongly
agree while, four (22.2%) are neutral and five (27.8%) are between neutral and strongly
disagree and no one strongly disagrees.
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| am concerned about the possibility of hackers gaining unauthorized access to my smart lock.

18 responses

8

7 (38.9%)

4(22.2%)
3 (16.7%) 3 (16.7%)

1 (5.6%)

Figure 5.11: Concerned about hackers

As it can be seen in Figure 5.11, when it comes to users concerned about the possi-
bility of hackers gaining unauthorized access to their smart lock. three (16.7%) strongly
disagree and one (5.6%) strongly agree but seven (38.9%) are in between neutral and
strongly agree.

| believe that the convenience of using smart locks outweighs the potential security risks.

18 responses

8
8 (44.4%)

7 (38.9%)

3 (16.7%)

0 ((l)%) 0 (?%)

1 2

Figure 5.12: Convenience outweighs security risks

In Figure 5.12 it shows that eight (44.4%) strongly agree and no one strongly disagrees
and three (16.7%) are neutral and the seven (38.0%) others are in between neutral and
strongly agree.
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| am concerned about the privacy implications of using a smart lock, such as data collection and

sharing.
18 responses

6

6 (33.3%)

5 (27.8%)

4 (22.2%)

2 (11.1%)

1 (5.6%)

Figure 5.13: Privacy concerns

When it comes to users being concerned about the privacy implications of using a
smart lock, five (27.8%) strongly disagree that they are concerned and one (5.6%) strongly
agree, but 6 (33.3%) are in between strongly disagree and neutral, this can be seen in
Figure 5.13.

| think that the security and privacy trade-offs of using smart locks are acceptable.

18 responses

6
6 (33.3%) 6 (33.3%)

4(22.2%)

2 (11.1%)

0 ((I)%)

1

Figure 5.14: Trade-off acceptable

In Figure 5.14 it is shown what users think if the security and privacy trade-offs are
acceptable, it can be seen that zero strongly disagree and that six (33.3%) strongly agree
and another six (33.3%) are in between neutral and strongly agree.
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| would prefer to use a smart lock over a traditional lock, despite the potential security risks.
18 responses

10.0

10 (55.6%)

7.5

5.0

4(22.2%)
2.5 3 (16.7%)

0 (?%) 1 (5.6%)

0.0

1

Figure 5.15: Prefer smart lock

In Figure 5.15 it can be seen that when it comes to users prefer smart lock, even that
it has potential security risks ten (55.6%) strongly agree and zero strongly disagree.

| believe that smart lock manufacturers adequately address security vulnerabilities and privacy

concerns.
18 responses

10.0

10 (55.6%)
75
5.0
4 (22.2%)
2.5 3 (16.7%)
0 (0%)

| 1 (5.6%)
0.0

1 2 3 4 5

Figure 5.16: Manufactures on privacy

Figure 5.16 shows the results from a question about if users think that manufacturers
address there security vulnerabilities, it can be seen that one (5.6%) strongly agree, zero
strongly disagree but ten (55.6%) are neutral.
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| feel that smart locks provide me with more control over the access to my building.
18 responses

10.0

10 (55.6%)
75
5o 6 (33.3%)
25
04%) 1(5.6%) 1(5.6%)
0.0 | — —
1 2 3 4 5

Figure 5.17: Smart locks control

On the question about if users feel more in control with smart locks, ten (55.6%)
strongly agree, zero strongly disagree, this can be seen in Figure 5.17.

| am confident in my ability to manage and maintain the security settings of my smart lock.
18 responses

8

8 (44.4%)

4(22.2%)

3 (16.7%)
2 (11.1%)
1 (5.6%)

Figure 5.18: Manage security settings

In Figure 5.18 it can be seen if users feel confident in being able to manage the security
settings of their smart lock. Eight (44.4%) are in between neutral and strongly agree, one
(5.6%) strongly disagree and four (22.2%) strongly agree.
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| have experienced or know someone who has experienced a security breach related to a smart

lock.
18 responses

@ Yes
® No

Y

Figure 5.19: Experience with security breach

When it comes to if the users have experienced or know someone who has experienced
a security breach, 16 (88.9%) have not and two (11.1%) have, this can be seen in figure
5.19

| Survey Question | Mean | SD
Non smart lock users answers

I don’t see the purpose with a smart lock 2.67 | 1.33

I have considered getting a smart lock 241 | 1.55

I don’t consider smart locks secure 2.81 | 1.21

wn

mart lock users answers
I believe that smart locks provide a higher level of security than tra- | 3.56 | 1.42
ditional locks.

I think smart locks are more convenient than traditional locks. 4.83 | 0.38
I am aware of the potential security risks associated with using smart | 3.33 | 1.03
locks.

I am concerned about the possibility of hackers gaining unauthorized | 2.94 | 1.26
access to my smart lock.
I believe that the convenience of using smart locks outweighs the | 4.28 | 0.75
potential security risks.
I am concerned about the privacy implications of using a smart lock, | 2.44 | 1.29
such as data collection and sharing.
I think that the security and privacy trade-offs of using smart locks | 3.89 | 1.02
are acceptable.
I would prefer to use a smart lock over a traditional lock, despite the | 4.17 | 1.15
potential security risks.
I believe that smart lock manufacturers adequately address security | 3.17 | 0.79
vulnerabilities and privacy concerns.
I feel that smart locks provide me with more control over the access | 4.39 | 0.85
to my building.
I am confident in my ability to manage and maintain the security | 3.53 | 1.14
settings of my smart lock.

Table 5.1: Average scores (Mean) and standard deviations (SD) for the survey statements
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When examining the survey results the standard deviation plays a significant role. It
offers a measure of the variation of the answers, which allows for a better understanding
of the consensus among the participants.

A low standard deviation shows that the participants had similar opinions or thoughts
on the topic. For example, the low standard deviation (0.38) and mean answer of 4.83 for
the statement "I think smart locks are more convenient than traditional locks" suggests
that (all) the participants may be using smart locks because they are very convenient and
thus draw the conclusion that they are most likely more convenient than traditional locks.

On the other hand, a high standard deviation signifies a more varied response, which
makes it more difficult to draw definite conclusions. For example, the statement "I believe
that smart locks provide a higher level of security than traditional locks." for smart lock
users has a high standard deviation (1.42) and a mean answer of 3.56, which indicates that
the answers are very spread out. This can then mean many things, the dispersion could be
caused by differences in IT knowledge or varying security and privacy concerns.

In summary, standard deviation serves as a crucial tool for assessing the reliability
and strength of the conclusions drawn from the responses. It helps pinpoint areas where
respondents exhibit strong agreement or disagreement, and reveals nuanced differences
in opinions that can guide future research or inform product enhancements. By analyzing
the standard deviation in conjunction with the mean scores, we can gain a deeper under-
standing of the participants’ perspectives on smart lock usage, security and convenience.

Continuing our analysis of the survey results, it appears that individuals with IT
knowledge tend to be somewhat more concerned about privacy and security issues related
to smart locks. For instance, when asked about concerns regarding hackers potentially
gaining unauthorized access to their smart locks, participants with IT knowledge had a
mean score of 3.2, indicating a neutral stance. In contrast, participants without I'T knowl-
edge had a mean score of 2.2, leaning slightly towards not being concerned about this
potential security risk. The trend is similar when participants were asked about data col-
lection and sharing concerns related to smart locks. However, both groups are not very
concerned in general. The group with IT knowledge appears to be somewhat more con-
cerned, with a mean score of 2.7, compared to the group with IT knowledge, which has a
mean score of 1.8. Interestingly, this does not really match the statement about whether
they are aware of potential security risks. Here the difference is much smaller, at 3.5 for
the group with IT knowledge and 3.0 for the other. This might be caused by people with-
out IT knowledge who believe they are aware but don’t really understand all the potential
risks associated with smart locks.
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6 Discussion

In the literature review that was conducted we found that with smart locks comes both
convenience features and security and privacy risks. The conveniences features can be
key-less entry, remote access/control to the lock and temporary codes for guests. Methods
that have been identified that can compromise smart locks are MITM, brute-force attacks,
dictionary attacks, social engineering, relay attacks, skimming key tags and cloning key
tags. And privacy can also be compromised with both data breaches and what data is
shared with third parties.

In our survey, we found that out of the participants that use smart locks they all seem
to think that the convenience of using smart locks is worth the potential security risks.
And that all seems to know some security risk associate but some seems to know more
and some less.

With these findings we can answer our research questions with the literature review
pointing out all the trade-offs with smart locks, and the survey we got the users perception
on the security and convenience of smart locks, as well as getting knowledge of users
knowing about the security risks associated with smart locks.

During our work, we had some challenges, such as getting enough participants for
our survey and finding enough previous work in the area. We believe that getting more
participants would help make a better analysis of the results and draw more conclusions
from a broader group of people. For future research, it would be advantageous to allocate
more time for survey distribution and promote the survey in more locations and for longer
durations. This approach would help us reach a larger number of potential participants
and collect more data to enhance the validity of our findings.

Considering the implications of our study for the larger smart lock industry is crucial
after taking these realizations into account. Our research emphasizes how crucial it is
to address security and privacy issues while educating users about the potential dangers
associated with smart locks. To allay user concerns and promote wider use of smart locks,
producers and developers should place a high priority on enhancing security features and
offering clear information about data handling procedures.

Users may also benefit from educational initiatives that are aimed at them because
they will be better able to decide whether to use smart lock technology and maintain their
security and privacy. Users can make better decisions about whether to use smart locks in
their homes by being provided with the resources and tools they need to better understand
the benefits and drawbacks of this technology.

In conclusion, our research emphasizes the necessity of a well-balanced strategy for
the advancement and uptake of smart lock technology. While the convenience features
of these devices are unquestionably appealing, it is important to address the security and
privacy concerns raised by them. We can contribute to the creation of a safer and more
secure environment for users who choose to adopt smart lock technology by enhancing
security features, offering transparent information on data handling practices, and increas-
ing awareness of potential risks.
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7 Conclusions and Future Work

This section will conclude a conclusion of our results to our research questions and future
work.

7.1 What are the security, privacy, and convenience trade-offs associated with us-
ing a smart lock?

Using smart locks gives trades-offs in terms of security, privacy and convenience. Smart
locks offer conveniences but with these comes risks.

When it comes to the conveniences of smart locks, they may vary between differ-
ent locks. The benefits found in the literature review were key-less entry, remote ac-
cess/control, and temporary codes.

In terms of security risks, the literature review identified multiple compromising meth-
ods associated with smart locks, including MITM, brute-force attacks, dictionary attacks,
social engineering, relay attacks, skimming key tags, and cloning key tags. These risks
may, of course, be different depending on the lock and its security features.

Privacy risks associated with smart locks were also identified in the literature review.
The risks found were data breaches and how the data is shared with third parties. It is
important that the user is aware of the data collection and how it’s being used to try to
avoid these risks.

7.2 How do users perceive the security and convenience of smart locks?

A survey was done to get the users perception on smart locks security and convenience.
And in general, it appears that participants were conscious of the potential risks asso-
ciated with using a smart lock. Nevertheless, they seem to believe that the benefits of
convenience outweigh any eventual risks.

The perception of convenience and security varies across users, and the results of the
survey show that the participants understand that there are potential security and privacy
risks with using smart locks, but they also know about the convenience it offers and that
this can be valuable.

Everyone’s perception can vary depending on their experience and knowledge of
smart locks. Users who have less experience and knowledge may have a different per-
ception of convenience and security than those with more.

These survey results do not provide insight into the specific risks users are aware of
or how to deal with them. Therefore, further research is needed to know how users can be
educated about the risks associated with smart locks, how to be more secure, and how to
use their convenience.

In conclusion, users seem to perceive that in the trade-offs between security, privacy,
and convenience, the convenience is worth the potential security and privacy risks.

7.3 Do users know the security risks associated with smart locks?

The survey that was conducted showed that users generally have awareness about the
potential security risks associated with smart locks. All of the respondents indicated that
they were aware of the existence of security risks, while some were more knowledgeable
than others.
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The survey does not provide any specific risks that users are aware of or how much
they know about them. The users may be aware of these risks, but it’s unclear how much
they know about them and how to prevent them.

These results are relevant for society since the growing popularity of smart locks today
gives the manufacturers a view of their users’ perceptions of security and convenience and
gives the users a point of view on what others think as well as the security risks associated
with smart locks.

7.4 Future Work

Further research is needed to investigate users’ perceptions in greater detail, particularly
focusing on different demographics. While this thesis did not specifically target any par-
ticular demographic, it ended up primarily involving university students. A larger sample
size could be beneficial in order to more clearly observe differences and patterns. This
would also help identify how to improve users’ knowledge about the risks of smart locks
and ways to mitigate them. Other future research could be done on how to better educate
users about how to use smart locks securely.
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A Appendix 1: Survey Description

Smart lock security and convenience

Greetings, we are Hampus Brunzell and Oliver Bergl&f, conducting our Bachelor's thesis at
Linnaeus University. As a part of our research, we are conducting a survey on the security
and convenience of smart locks. The survey solely aims to gather your opinion on the topic
and does not collect any personal data. It is important to note that a "smart lock" for the
purpose of this survey refers to a lock that is connected to the internet and typically can be
controlled through a mobile app.

Your participation in the survey is greatly appreciated and it should take approximately 3
minutes to complete. If you have any questions or concerns, please do not hesitate to
contact us at the following email addresses:

Hampus Brunzell: hb222xq@student.Inu.se
Oliver Berglof: ob222iu@student.Inu.se

Thank you for your time.

Figure 1.20: Description of the survey for the participants



B Appendix 2: Survey Statements

Table 2.2: Smart Lock Survey Statements

No.| Statements

1 | I'use a smart lock.

2 | Do you have experience in IT, either as a hobby or through professional work?
Statements to people who do not use a smart lock

3 | Idon’t see the purpose with a smart lock.

4 | I have considered getting a smart lock.

5 | I don’t consider smart locks secure.

6 | Any other thoughts you would like to share?
Statements to people who use a smart lock

7 | Ibelieve that smart locks provide a higher level of security than traditional locks.

8 | I think smart locks are more convenient than traditional locks.

9 | I am aware of the potential security risks associated with using smart locks.

10 | I am concerned about the possibility of hackers gaining unauthorized access to
my smart lock.

11 | I believe that the convenience of using smart locks outweighs the potential secu-
rity risks.

12 | I am concerned about the privacy implications of using a smart lock, such as data
collection and sharing.

13 | I think that the security and privacy trade-offs of using smart locks are accept-
able.

14 | I would prefer to use a smart lock over a traditional lock, despite the potential
security risks.

15 | I believe that smart lock manufacturers adequately address security vulnerabili-
ties and privacy concerns.

16 | I feel that smart locks provide me with more control over the access to my build-
ing.

17 | I am confident in my ability to manage and maintain the security settings of my
smart lock.

18 | I have experienced or know someone who has experienced a security breach
related to a smart lock.

19 | Do you have any other thoughts or experiences you would like to share?
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