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Abstract

Smart homes, smart cities, smart grids, and smart vehicles are a few examples of the Internet of Things (IoT) applications. These
applications possess distributed data delivery infrastructures for remote access, storage, distribution, and processing. As a result,
the communication amongst such smart objects offers new horizons for applications to improve human well being. However, mas-
sive communication within such cyber-physical systems poses a wide variety of security challenges. These security malfunctions
may disturb the entire applications/systems and lead to lethal consequences. Therefore, trust and security are major prerequisites
in advanced IoT applications. To this end, there is a dire need to understand the key security challenges within smart IoT applica-
tions, such as e-health, agriculture, and energy sectors. Therefore, this paper provides and discusses major security challenges and
requirements of smart IoT applications in order to enhance their security.
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1. Introduction

In our daily routine, various kinds of innovative devices have become ”smart” and pervasive. Since the Internet of
Things (IoT) has grown tremendously, smart things (i.e., devices) can communicate and interact with people, devices,
and the environment to accomplish a plethora of tasks. IoT has become very popular in every potential application
sector, ranging from basic domestic electronics to massive industrial units [1]. In the accumulation and transmission of
data, security and safety of resources, devices, and data must be ensured. However, due to their low power consumption
and lack of embedded security, IoT devices provide a channel for attackers to penetrate residential and business
networks [2]. There have recently been many efforts to exploit the security of connected devices. Attackers may
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target them to transmit harmful code or activate a malware message planted on a device, collect sensitive personal
information across devices, or even extract encrypted information from device encryption and decryption keys. Mirai
malware attack infected approximately 2.5 million inter-connected devices in 2016 [3]. Following that, a huge number
of IoT devices were hit by Reaper, Star Wars, WireX, Satori, Hajime, and Neris botnet attacks [4].

In contrast to other conventional network systems, most IoT applications’ sensory nodes are allocated in regions
unaccompanied by physical inspection with limited computing, bandwidth, and storage resources, leading to major
security concerns for the IoT. Since these devices have limited resources, the conventional security countermeasures
(such as encryption) are not applicable in IoT-based networks [5]. Additionally, the features of IoT devices also make
the security design tougher than ever, such as increased privacy concerns, scalability, preference for services than
security, cost-effective architecture, heterogeneity of devices, resource restrictions, and rigorous management of the
trust [6]. Due to the absence of secure IoT architecture, it is frequently easier to compromise IoT applications than
to exploit conventional devices; for instance, hacking of a baby monitor at a remote location, financial violations in
smart homes, smart plugs, DVRs, and smart cameras [7].

This paper attempts to highlight the security challenges and requirements of smart IoT applications. It intends to
analyze the security concerns of IoT applications for improved security solutions. Various attacks on IoT applications
are also discussed. The following are the main contributions of this work:

1. A discussion on cyber security in the IoT applications is provided featuring security requirements of smart IoT
applications.

2. The goals of securing IoT applications are highlighted, emphasizing various limiting factors in their security and
the impact of a security breach in the respective area.

3. Major attacks on IoT applications and their consequences are also discussed in this paper.

The rest of the paper is organized as follows: Section 2 briefs about cyber security and the Internet of Things focusing
on major security features. Section 3 highlights crucial security requirement analysis in different IoT applications.
Finally, the paper is concluded in Section 4.

2. Cyber Security and the Internet of Things

Attacks in the IoT system could be perceived or classified from various views based on whether the attacks are
active or passive by nature. Additionally, these can be perceived as whether the attack is from inside the system
(i.e., an internal attack, such as a black hole) or from exterior areas of the system (i.e., an external attack, such as
Denial-of-Service (DoS) attack) [8]. In either case, the confidentiality and privacy of information must be preserved.
Information confidentiality denotes a fundamental issue in IoT applications, where the user can access the information
and the sanctioned device. It necessitates tackling two primary features: firstly, validation and identity verification
mechanism, and secondly, entry restriction and sanction procedure. Verification of the identity of the IoT network for
cloud or fog-based services is the authentication of a legitimate IoT device. IoT applications validate their identity
in order to use cloud or fog services securely [9]. Another challenging problem with real-time applications is user
confidentiality. Privacy is another prime concern in all-pervasive IoT applications, where objects are interlinked.

As mentioned earlier, the information is transmitted over the web; therefore, providing privacy is a sensitive topic
as discussed in various existing and on-going research. Hence, information accumulation, information exchange and
administration, and information safety concerns stay open research topics to be explored. Breaching confidential data,
for instance, a specific location or other information using cloud/fog service, IoT, wireless, or cellular networks, are
consumers’ crucial concerns. Correspondingly, trust plays a prime part in initiating safe transmission when many
entities transmit in an undetermined IoT territory. Two aspects of trust must be regarded in IoT: trust in the communi-
cation between things, and trust in the network from the users’ point of view [10]. Since most sensor node-based IoT
devices possess limited resources, the main concern is to conserve them. However, executing security mechanisms in
IoT applications is still a demanding task. In a nutshell, for effective IoT safety and security, one should be mindful
of the basic safety targets such as confidentiality, availability, accountability, auditing, and non-repudiation. Major
attacks/threats on IoT applications have been put forward in Table 1 along with the potential consequences.
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Table 1. Attacks on IoT applications and their consequences.
Attack Consequences
Analysis of network traffic Data and information leakage in transit and breached privacy of data and users.
Routing attacks Data leakage, packet loss, delayed receiving, and degraded network performance.
Spoofing of RFID/sensors Manipulation of packets and data modification.
Unauthorized access Modification in data and information.
Selective forwarding attacks Data leakage, packet loss, delayed receiving, and message overhead.
Internal attacks (e.g., blackhole, greyhole, Sybil) Degraded network performance, data stealth and fabrication, minimized network lifetime.
External attacks Degraded network performance, data leakage, system failure.
Man-in-the-Middle Attack Compromised data and user privacy and confidentiality.
Denial-of-Service Attack System crash, resource unavailability, network flooding.
Malware attacks (e.g., worms, adware, virus, spy-
ware, trojan horses)

Resource consumption, data theft, data fabrication, data infection, and privacy breach.

3. Security Requirements of Smart IoT Applications

In any area of existence, IoT applications can be used. These smart networks work remotely and use wireless com-
munication with other IoT nodes [11]. However, the media is prone to different network threats, such as eavesdropping.
The wireless network is a class of networks that has high resource restrictions (i.e., power, memory, processing) with
interconnected devices defined by high error rates and low data rates, and instability in the communication links. The
power usage, energy, and computational capacity of conventional cryptography and secure security protocols result in
network congestion and low confidence convergence. Current technologies seem to be ineffective in the IoT ecosys-
tem regarding authentication and defence from internal threats. In addition, the effect of dynamicity that is crucial in
situations, such as smart transportation, smart homes, and smart health, are not included in existing safety measures.
Hackers from different network interfaces may also easily attack interconnecting devices, such as gateways or field
devices. Therefore, all intelligent devices must be protected with robust protection mechanisms. An intrusion on a
single system could cause the whole network to fail [12].

Therefore, secrecy, reliability, and accessibility are the prime protection attributes in terms of data storage. Confi-
dentiality guarantees that adversaries cannot view data without authentication or authorization. Integrity leads to data
accuracy and completeness. Availability promises that authenticated users can be provided with network services and
data as needed. If attackers compromise these characteristics in IoT applications, the effect may be catastrophic [13].
The absence of standardised and legal protection is an important factor in the safety of IoT applications. IoT devices
are mostly produced by various suppliers, and there are no industry-approved guidelines for their safety. Since there
are several IoT protection mechanisms, no standard architecture has been agreed upon. Big enterprises and business
groups can have exact requirements, although some markets are subject to industry leaders’ patented and incompatible
standards. The range of these requirements tends to make it troublesome to protect networks making it difficult to guar-
antee interoperability. Moreover, accredited establishments could exploit smart applications by false data injections or
aggressive manipulation of data. Furthermore, IoT applications, including wireless sensor networks, smart healthcare,
and smart city applications, are primarily used as Low-Power and Lossy Networks (LLNs) that are well-known for
their constrained nature [14]. The key limiting factors in such applications are highlighted in Table 2.

3.1. Smart home

The safety and security of data collected by home sensors and detectors is a significant concern. Data is stored at
various locations, such as centralized servers in the cloud, fog, and local networks. The findings of the analysis by
cyber security researchers identifying vulnerabilities in the IoT networks (e.g., a smart city) often result in the hacking
of consumer data, thus jeopardising the customer’s security and safety. [15], [16]. 92.1% of the world’s population
relies on 10% of those connected to the Internet, according to the World Economic Forum [17]. For example, people
may speak about the equipment (e.g., sensors or microphones) or assign some instruction that they want in-house
equipment (e.g., coolers, air conditioners, smart TV) to be run. Only authorized operators of IoT mainly work in a
smart home domain to monitor all smart things in the home [18]. Anonymity, self-resistance, identity, and reliability
must be addressed concerning safety to protect a smart home from theft and infringement. IoT system passwords
must remain confidential and may be changed frequently. The IoT network needs to avoid predicting or warning
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Table 2. Security limiting factors in IoT applications.
Security feature Description
Resource-constrained nature The memory, computation, and energy level of the sensory nodes are restricted.
Energy-level Many IoT devices, such as RFID tags have a limited battery life (i.e., seldom recharged).
Diversified networks It is seen that IoT sensory nodes would be able to communicate with heterogeneous devices linked to the

Internet through wireless and wired connections.
Mobility Some IoT applications are mobile, such as smart vehicular systems and smart healthcare applications.

Hence, it is pretty challenging to provide security when transmitting data.
Open wireless medium Almost all the IoT nodes transmit data availing the IEEE 802.15.4 wireless means, which is free to access

and greatly unsafe.
Scalable and distributive deploy-
ment

IoT devices are arbitrarily stationed in huge geographical areas and can mainly be left neglected through all
their span of life (based on their utilization and application).

Inaccessibility of intermediate
nodes

The data is sent in a multi-hop fashion without knowing the intermediate nodes.

about irregular measures. Self-resistance allows the home to be protected with alarming sound to warn of a possible
infringement.

3.2. Smart cities

In smart city applications, the information is transmitted and used by various groups interacting and acquiring
access to the data. From the developers of smart sensors to the city’s transport administration including consumers
interacting with the smart city (via smart mobiles, for instance), each entity distinctively utilizes and manages informa-
tion, which might jeopardize an individual’s privacy [19]. Additionally, as every smart city partner would have diverse
prime concerns, differences exist amongst diverse partners’ privacy regulations. Therefore, secure connections and au-
thentication are equally significant in smart cities [20]. It may be facilitated by digital forensic analysis across linked
devices and may implement and maintain edge privacy and security controls for data gathering, transit, and analysis.
The system should be equipped with lightweight cryptography regulations and algorithms for resource-constrained
IoT devices and applications, such as WSNs.

3.3. Smart health

The IoT concept incorporates authentication, automated data aggregation, and discrimination of fetched/processed
data in the medical field. In general, health services in IoT applications handle patient data, which is vulnerable to
a data leak if appropriate preventive controls are not taken [21]. Because the devices in such applications have poor
computation and memory capabilities, additional security measures cannot be practised. Additionally, since these
applications are dynamic (i.e., they may need connectivity to a public network, such as a workplace or home), they are
more susceptible to manipulation and forging attacks. The myriad of IoT devices has further complicated developing
a dynamic and reliable security system capable of defending against all conceivable security challenges [22]. For
example, the historical data of a patient’s health status is secret, necessitating a protection mechanism to reduce the
information from being transmitted to an unauthorized organization. By working in this way, no one is able to see or
edit the data, pass a patient’s health record that contains errors, or prevent a physician from making a mistake during
patient treatment. Without a safety protocol in place, the medical practitioner may administer the incorrect drug or
provide inappropriate nursing care to their patients. For instance, altering a blood examination result may exacerbate
the patient’s condition by supplying incompatible blood throughout the transfusion procedure.

3.4. Smart agriculture and environment

Agriculture and the environment can be managed using smart networking/devices, as they can furnish several prin-
ciple characteristics: i) the potential of gathering data from surroundings, ii) the feasibility of transferring instructions
and feedback distantly, along with the real-time mode, and iii) the accessibility of the equipment to manage the sig-
nificant quantity of information. To list a few important examples: wireless loops utilized to collect data from sensors,
RFID stationed to examine the position of a device/equipment and the IoT state to access and manage devices or
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objects [23]. Hence, all the data collected, interchanged, and reserved well inside smart systems might cause serious
concerns regarding safety and privacy. For example, complex private data might be utilized for widespread profiling
or social engineering attacks. Besides this, the inappropriate use of devices, unfair practices, and substandard knowl-
edge of tools might cause serious safety infringements. For instance, smart mobiles are frequently utilized to manage
diverse groups of smart systems (e.g., buildings) and malignant applications might attack the located equipment of the
consumers’ system.

Cloud of Things (CoT)-based technologies play an increasingly critical role in smart agriculture. However, any
new user or sophisticated industrial technology, such as CoT-based technologies together with irrigation systems will
go through many phases before becoming a standard [24]. Unfortunately, these technologies are prone to added attack
trajectory (e.g., firmware, applications, and hardware based on CoT) that might be (distantly) misused by adversaries,
primarily in the course of initial phases and in contrast to conventional/distant irrigation systems. The characteristics
of source-restraint nodes in CoT-based networks and their mutual reliance need a safety procedure for re-evaluation
of CoT technology. For instance, restrictions in the computational ability of the fundamental hardware (for instance,
low energy and reduced processing abilities) denote that prevailing safety mechanisms (that usually need complicated
cryptography calculations like modular-exponentiation operation) might be a misfit-for-use. The current tough task in
creating trivial safety mechanisms for CoT-based technologies is to hit the appropriate equilibrium between securing a
most favorable safety affirmation without suffering additional computational expenses and energy expenditure mainly
on source-restrained nodes.

3.5. Smart energy

With the assistance of Information and Communications Technology (ICT), smart energy users can use and man-
age objectives based on the information obtained from distant services. Due to the collection, receiving, and exchange
of data, smart grids essentially need protection against privacy breaches. If an attack succeeds, it can lead to cascading
consequences [25] such as degradation of public utilities including telecommunication companies, energy delivery,
and other associated services [26]. As a consequence, data or operation impairment may be the result of the malfunc-
tion. These attacks are mostly caused by unauthorised entry to the network resulting in the database being changed
or destroyed. As smart grids stretch geographically, they might provide an interaction track between distant locations
and the administrative hub. These abilities might also unlock the attackers’ portal leading to interference to the regular
performance. Unfortunately, cyber attackers can access power network transmission systems remotely to disrupt a
smart energy infrastructure. It might cause severe and detrimental outcomes. In conclusion, the cyber safety of smart
grids has been acknowledged as a crucial concern. It has to be noted that Ukraine power system had witnessed a
massive power outage that occurred in December 2015 due to a malware attack. Nearly 225,000 users were troubled
by this outage [27]. The human-machine interface was unlawfully seized and utilized by the attackers to distantly
open a plethora of circuit crashes that straightly slashed power to the users. In addition, the restoration process was
made complex as the DoS attack undermined the transmission system in a way that the call center could not take the
incoming calls from the users.

4. Conclusion

With the proliferation of the IoT devices, the engineering industries and the research community have focused on
a number of security weaknesses, including vulnerabilities of connected devices and data in transit. Additionally, the
widespread use of IoT has established its applications as distinct study subjects. The coupling of physical and cyber
worlds has exacerbated the vulnerabilities inherent in all IoT applications and systems. Given the widespread use
of IoT, there is an urgent need for proactive threat mitigation and the development of strong security solutions using
cutting-edge technology. The major setback in securing smart IoT applications is their restrained nature, which must be
addressed while proposing promising security measures. In addition, the data is transferred further for processing and
analysis, which calls for data privacy and secure transmission. This paper discussed crucial security challenges of IoT
applications targeting smart cities, smart healthcare, smart agriculture, etc. It also discussed the security requirements
and limiting factors in such applications considering the existing state-of-the-art research. In future, we aim to extend
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this analysis to a Systematic Literature Review to dig down further details of cyber threats and their mitigation in IoT
applications.
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