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Abstract

The article discusses the possibility of using a genetic algorithm (GA) in the search for the optimal composition of information
security tools (IST) for the information and educational environment of the university (IEEU). In the process of research, there was
developed an optimization model for choosing the structure and composition of the information security system for IEEU nodes.
The model made it possible to refine the objective function based on minimizing the costs of creating an information security
system (IS) of the IEEU. The corresponding computational experiments were carried out, which confirmed the efficiency of the
model. The practical significance of the conducted research lies in the fact that the proposed approach significantly reduces the
time for calculating the optimal composition of the information security system for IEEU. This, in turn, allows the protection side
to quickly respond to the changing landscape of cyber threats for IEEU. The proposed approaches, in our opinion, will lead to an
improvement in their technical and economic indicators of the IS of IEEU system, reduce time and labor costs for designing an
effective IS system

© 2023 The Authors. Published by Elsevier B.V.

This is an open access article under the CC BY-NC-ND license (https://creativecommons.org/licenses/by-nc-nd/4.0)

Peer-review under responsibility of the scientific committee of the 4th International Conference on Innovative Data Communication
Technologies and Application

* Corresponding author. Tel.: +38-067-5051194.
E-mail address: desyatko@gmail.com

1877-0509 © 2023 The Authors. Published by Elsevier B.V.

This is an open access article under the CC BY-NC-ND license (https://creativecommons.org/licenses/by-ne-nd/4.0)

Peer-review under responsibility of the scientific committee of the 4th International Conference on Innovative Data Communication
Technologies and Application

10.1016/j.procs.2022.12.062


http://crossmark.crossref.org/dialog/?doi=10.1016/j.procs.2022.12.062&domain=pdf

B.S. Akhmetov et al. / Procedia Computer Science 215 (2022) 598-607 599

Keywords: Information security; information and educational system of the university; information security tools, optimization

1. . Introduction

Ensuring information security (IS) and protecting information, including intellectual property and confidential data,
is a complex and costly task for any organization. This fully applies to modern universities, which in recent years have
formed information and educational systems (hereinafter referred to as IEE of the University or IEEU) [1]. Modern
IEEU are a form of functioning of an educational institution in the electronic space. Access to the IEEU is provided
with the help of modern information technologies and means of communication. In our opinion, the weak link of the
IEEU is still its cybernetic or information security (hereinafter, respectively, CS and IS). The insufficient level of IS
of the IEEU manifested itself in the conditions of an increase in the number and complexity of destructive interventions
in the IEEU operation. One of the reasons for such IEEU vulnerabilities is the insufficient amount of investment in
the creation of effective information security systems of universities. CS and IS have never been set as priority tasks
for educational institutions. As an exception, we can consider technological universities that take part in research
related to the protection of a particular state. In addition to costly investments in IEEU, other contradictions and
complexities need to be considered. Let's take a quick look at these contradictions:

1) between the availability of information resources (IR) of IEEU and the required degree of protection. This is
especially true for distributed computing systems (DCS). DCS is the basis of IEEU;

2) an excessive increase in the composition of information security tools (IST), as practice shows, does not directly
lead to an increase in the degree of security of the informatization object. In addition, with regard to IEEU, an
excessive increase in the number of information security facilities at the defense lines leads to a decrease in the
usability of IEEU;

3) contradiction of interests of the operator side of the information security system (it is focused on the predictability
of the parameters of the IS system efficiency), and the companies developing the IS tools. Many of the IST
developers actively advertise their innovativeness, which, accordingly, leads to an increase in their cost. As a
result, users, a priori, overpay for excessive functionality. Or users are forced to constantly increase the
performance of their computer systems so that they meet the requirements of IST development companies.

The growth in the scale and number of successful cyber-attacks [2], the development of computer crime, is
becoming a global trend. This trend makes the task of finding new ways to solve multicriteria optimization problems
related to the selection of the composition of the information security system for protected objects relevant. This fully
applies to the task of forming the composition of information security tools for IEEU. An additional factor emphasizing
the importance of research in this area is the fact that the protection often has to act in dynamically complex situations.
That is, when the cyber threat landscape is changing rapidly. Accordingly, the variability of the scenarios used by the
attacker is difficult to predict. In such dynamically changing situations, the protection side of the IEEU has to take
non-trivial responses. These measures or solutions are characterized by the following features:

1) in order to maximize the information security metrics of the IEEU, the protection side needs to make many
decisions. Moreover, this applies to both technical and organizational decisions, for example. And besides, not
least difficult financial decisions have to be made, since information security requires corresponding costs for
hardware and software components of information security.

2) all solutions are interconnected. Accordingly, they cannot be considered in isolation from one another. The
connections are not always obvious. These links can be either direct or indirect. And in some situations they are
stochastic in nature;

3) it is important to take into account the influence of the external environment on IS of IEEU. The external
environment is not characterized by constant parameters. It can change under the influence of both external factors.
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All of the above, in fact, determines the complexity of finding methods acceptable for the protection side for solving
a multi-criteria optimization problem for selecting information security tools (IST) for IEEU. All of the above has
determined the relevance of the problem to be solved in this study.

2. Literature review

Many theorists in the field of information security theory in their works focus on the need to use the potential of
intelligent information systems, for example, decision support systems (hereinafter DSS) to solve such optimization
problems. In the process of solving such optimization problems, for example, modular [2, 3] or cluster [4] DSS were
used. Examples of solving a similar class of problems in relation to optimizing the composition of the IS tools for
various optimization objects are known. Moreover, it was shown in [5, 6, 7] that such a problem is complex. In [8],
the authors note that the probability of losses that occur with an incorrectly chosen strategy for investing financial
resources (FR) of companies in information security can be large. It is noted that the sphere of information security,
by its nature, is not in all situations conducive to excessive innovation. With the help of DSS, a decision maker (DM),
for example, for an information security administrator of a university, during a predictive assessment, it is easier to
determine which particular set of information protection tools available on the market [8, 9] is a higher priority for
investing their financial resources (FR). These reasons necessitated the search for rational strategies for investing in
information security complex informatization objects, which certainly include IEEU. In these works, attention is also
focused on the fact that it is difficult to manage without appropriate computer support for making such risky decisions.
In [10], the authors noted that not all innovations have a beneficial effect on the investment market in the development
of information security hardware and software. Such innovations often generate controversy among experts who argue
about their appropriateness. In [11], it is rightly stated that investment projects in the field of information security
should be considered comprehensively. That is, as a system of interrelated goals and programs for IS of the
corresponding informatization object. However, this assertion was not further developed in the work. There is also no
clear algorithm that allows finding a solution regarding the optimal composition of the information security system
for the protected object. As the authors of [12] note, the achievement of a given level of information security of a
protection object depends on the successful solution of a number of interrelated tasks: technical and technological,
financial, organizational, etc. The authors of this study do not evaluate the advantages of using DSS in similar tasks
related to the sphere of information security. The Gordon L. A. & Loeb M. P. models proposed in [13, 14] (hereinafter
referred to as the GL models) have become one of the main ones for evaluating investments in information security.
However, it should be noted that both the basic GL model and its numerous modifications, for example, [15], are
characterized by certain disadvantages. In particular, it is shown in [16] that the formally approximate method of
constructing a model does not make it possible to take into account the real mechanisms for ensuring the information
security of the protected object, as well as the interests of investors. This limits the practical aspects of the application
of the GL model and the objectivity of the findings. The authors of [17], [18] believe that the development of such an
area of applied research as mathematical decision support in the course of choosing a rational strategy for investing in
IS should be accompanied by a synthesis of new models and methods. The software implementation of the models
presented in the works is not described.

In [18], it is noted that, in relation to this class of problems, the most adequate approach in the process of finding a
solution can be models based on the application of game theory. It is noted in [19] that the category of software
products such as DSS helps to simplify the task of finding rational strategies for investors in the field of IS. This,
among other things, is also relevant when solving such a subtask as the formation of the optimal composition of the
IS system for specific informatization objects. Moreover, optimization is performed based on the ratio of the cost of
the information security system and their effectiveness. In [20], various approaches are considered in sufficient detail
from the point of view of the mathematical apparatus used in such models. However, the software implementation of
the proposed model is not given. The authors of [21] describe the application of classical economic and mathematical
models. However, most of the analyzed models do not take into account many investing parameters in complex
projects in the field of IS. As the analysis of works [22, 23, 24, 25, 26] showed, most of the models and algorithms
given in the works analyzed above do not contain real recommendations for investors in the field of information
security. The main disadvantage of such models is the low information content of the results obtained. In particular, it
is quite difficult to assess the prospects of investment projects and options for investors in the field of information
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security. The papers [26, 27, 28, 29] consider the possibilities of using genetic algorithms (GA) to solve problems
related to the choice of an investor's strategy. In these publications, the GA maintains a population (a group of
chromosomes) that is a contender for the optimal solution. Using probabilistic operators, the authors of these studies
sought to obtain populations that are most suitable for the conditions set for a particular problem. However, these GAs
were actually simple operations for the exchange and copying of parts of chromosomes. This approach is not always
suitable for such a subject area as the procedure for investing in complex information security projects.

The main disadvantage of the GA [29] can be considered as the possibility of its convergence to the local optimum.
Based on the size of the binary solution vector and the selected set of IEEU cybersecurity frontiers), the dimension of
the problem is calculated, i.e. the number of options for a set of solutions is determined. The choice of the optimization
method depends on the resulting dimension of the problem. However, with an increase in the dimension of the problem,
the requirements for resource intensity increase sharply. Accordingly, the efficiency of solving the problem worsens.
Therefore, to search for the optimal composition of the information security system for distributed computing systems
on which most of the IEEU are built, in our opinion, it is advisable to use GA. The foregoing determined the problem
associated with the need to develop a GA-based model for solving an optimization problem to determine the optimal
composition of the information security tools for IEEU, which is built based on a distributed computing network.

3. The purpose of the work

The purpose of the work is to develop a model for solving an optimization problem to determine the optimal
composition of information security tools for the information and educational system of the university, which is built
on the basis of a distributed computer network. To solve this problem, it is proposed to use a genetic algorithm.

4. Methods and models

There can be several criteria for evaluating the effectiveness of investing in IS systems for IEEU. These are also
technical criteria that primarily evaluate the information security metrics of the protected object. In this case, we
understand the object of protection as IEEU. You can also talk about economic criteria. After all, the management of
IEEU is primarily interested in how effective the FR investments in the creation of the information security system of
the IEEU will be. A decisive influence on the optimal solution is provided by forecasts of changes in the landscape of
cyber threats for IEEU during the period of IEEU operation. It is difficult to accurately predict these threats. After all,
even external factors, such as the COVID-19 pandemic, have influenced the change in the landscape of cyber threats,
shifting the focus to network attacks against servers of the distance learning system. In view of the foregoing, as an
optimization criterion when determining the composition of the IEEU information security system based on a
distributed computer network, it is proposed to use the minimum cost for commissioning and subsequent operation of
the IEEU information security system. That is, in fact, the annual reduced costs for the protection of [EEU. When
some basic protection tools, for example, such as anti-virus software, firewalls, access control tools are already
included in the basic distributed network, the problem of optimal planning of their operation modes arises. As well as
the addition of more advanced components to the IEEU protection tools, for example, an intrusion detection system
or cryptographic information protection. At the same time, we believe that the total costs of operating the entire [IEEU
information security complex should have been minimal.

The solution of the problem of optimizing the composition of the protection tools of the IEEU has a number of
specific features. One of these features is integer. This is due to the fact that specific information security tools are
selected based on the platforms and characteristics of both the server equipment of the distributed computing network
of the IEEU, and for specific workstations and other types of information and communication equipment used in the
educational process. Another feature of this problem is its large dimension. This is due to the fact that when searching
for the minimum of the objective function, we have to go through many combinations of protection tools on the key
nodes of the IEEU (for example, servers, routers, switches, workstations, individual audiences, etc.). The objective
function in such problems can be characterized by several local minima. Accordingly, this complicates the use of the
mathematical apparatus inherent in classical optimization methods. Given the above, in order to solve the optimization
problem in the process of research, it is proposed to apply the GA method. This will allow to take into account the
discreteness and integrality of the variables. In addition, GAs have proven themselves well in solving optimization
problems characterized by large data dimensions. Also, GA is less sensitive to local extremes in comparison with
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other methods for solving optimization problems. To solve the problem of choosing the number of information
security tools, their technical parameters based on integrated IS metrics, for the DCS of IEEU, the annual reduced
costs are taken as the target function (TF) (TF or fitness functions in terms of GA):

C=p- 5CE +50C, (1)
i=1 i=1

where p — coefficient characterizing the comparative efficiency of capital investments in information security of

the university (IEEU), CE;, OC; — respectively, the i-th cost items of capital and operational costs for IS of IEEU;
n, m — the number of components of capital and operating costs for IS of IEEU, respectively.

For the purpose of some simplification of the model, we will take the annual reduced costs for IS of the IEEU as
the main optimization criterion in the task of evaluating the effectiveness of investing in the IS system. This
simplification will demonstrate the overall performance of the model. And the simplicity of the calculation formula
for the TF allows simplifying the analysis of the results for the adequacy of the model and the proposed GA to
determine the optimal composition of the IST for IEEU. It is convenient to represent the components of capital costs
for IS of IEEU in the context of the problem being solved analytically. It is possible, for example, to describe the costs
of acquiring specific information security tools (within a specific class) for IS of IEEU as a function of the form:

CE,=a,+a, IPI, )

where [Pl — an integral indicator of the effectiveness of a protection tool of a certain class (for example, a firewall
or an intrusion detection system, etc.); a,;,ad, — al, a2 — coefficients for linear approximation.

Similarly, it is possible to express the capital costs associated with the acquisition of other classes of information
security tools, installation, connection to a distributed computer network of the university. Operating costs and
limitations can be expressed in a similar way. Although, as was shown in [30, 31], the approximation expressions will
not always be linear. In some cases, for example, when describing the costs of acquiring external services (protection
of cloud services, VPN, protection against DDoS attacks, etc.), the function can change in steps [28].

We introduce a set of key private criteria that will be necessary to detail the description of the information security
system for IEEU:

CR ={CR,,CR,,CR,,CR,,CR.}, 3)

where CR| — cost of IST related to a certain class; CR, — the number of threat classes for IS of IEEU, which will

be blocked by the corresponding IST; CR; — the size of leveled risk, which is reduced due to one or another class of

IST; CR, — availability of IS certificates for the relevant information security tools; CRy — indicator of
compatibility of a separate IST in the general protection complex and IS of IEEU.
Each of the private criteria specified above can vary in the range from 0 to 1. For example, for CRj5, if a specific

IST is compatible with the rest in the group of tools located on the protected node, then the value CRg = 1. Otherwise

CR; = 0. For the criterion CR,, , the interpretation can be as follows:

19 l‘f Cist < Cma"

ist 2

CR, =105 if 05-C™ <C, <C™;, “4)

ist ist — ist 2

0 l]‘ Cist > Cmax

ist
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where C, ,CT™™ — average cost of IST within the analyzed class (for example, anti-virus software, firewalls,

ist> ~ist

differentiation tools, intrusion detection systems, etc.) and the maximum cost.

For the criterion CR2 , the interpretation can be as follows [30]:

B

L if Zl:mISR =|IST

©)

>

0.5 if 0,5~‘IST‘SZn:mg’; <|IST
i=1 "

0,25 if O<Zn:mis" <0,5-|IST|;
i=1

ISR,

n
. isty
0 i mefe“. =0,
i=1

where IST — many cyber threats to IEEU (the value is not constant and depends on external factors); 7 — the
ist,
ISR;

ii

number of actual cyber threats for a specific IEEU; m — matrix of overlapping actual cyber threats by existing

and planned protection tools and IS of IEEU.
For the criterion CR;, the interpretation can be as follows [30]:

n
Lo ZRISR mi <R
< :
05 if R,<Y Ryp-mhs <05-R,; 6)
- :

n
0’25 lj 0,5 R < ZRISR . misu, < R(_'r;
i=1

o= ISR;;

n
. st
0 if E Risr "”ISR” 2R,
i=1

where R, R, — respectively, acceptable and critical levels of information security risk for information resources of

the IEEU; 7 — the number of actual cyber threats for a specific IEEU; mg; — matrix of overlapping actual cyber

threats, by the existing and planned protection tools and IS of IEEU.
Similar calculations for partial criteria are repeatedly described in the scientific literature, for example [30, 31].
Then, using the proposed partial criteria, it is possible to represent the efficiency ( £F ) of the entire IS system for
IEEU as a vector of the following form:

EF ={,1,1,1,1}. (7

Actually, in this form, we have reference indicators of partial criteria that describe the effectiveness of the IST in
the IS IEEU circuits (however, this is also true for other informatization objects)

It seems to be quite reasonable to use GA for ranking IST and their selection for IEEU nodes, based on generalized
performance indicators. This will make it possible to form a rational composition of the IST by selecting specific
funds from the existing list. Moreover, it is precisely those IST that are characterized by optimal adaptability indicators
and fall under the specified cost restrictions are selected. The scheme of GA operation is shown on Figure 1, where
changes during evolution occur in chromosomes. For the task under consideration, the chromosome encodes
information about the integrated indicators of the efficiency of the IST, their number at the key nodes of the IEEU.
Without retelling all the stages of GA, let's pay attention to the fact that in a distributed computer network of a
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university with its own IS system, the role of an individual is played by a certain possible composition of the IST for
a node. Such an individual will be characterized by its own fitness function in the form of a TF. In the described
problem, chromosomes are represented in binary code. Then the bits of the binary code in the GA are considered as
separate genes.

An initial population of N individuals that have random genes
(CR;; CR2;, CR3;, CRy;, CRs;, EF;, OC;, CE)

Selection Eheck | Output of the
. 1ecking the
(selection from a klk < 1.“ result based
y . conditions lor ’
Yes+| population of the : Yes— on the
. the end of the .
fittest sy target function
calculation N 5
individuals) and C - min
- No
.\\) 4
v 5
Crossing: genes are exchanged between individuals. As a result,
Replacement with an new individuals are generated that have genes from both parents
individual with a
generated set of 5 .
€ > Mutation: A random replacement of one of the genes with the
| £
“Nro ISOMeES >
CAEOIIOSOINES opposite occurs. The probability of mutation is set by the user

Fig. 1. Generalized GA scheme

At the first stage of the GA operation, each of the individuals is subjected to a check for compliance with the
restrictions. If a discrepancy is found, for example, the IS metrics for the IEEU node are low, then another individual
is generated. At the next stage, individuals are selected from the population that are characterized by the lowest TF
value. Then these selected individuals are crossed. As a result of crossing, descendants appear. At the same time, the
higher the adaptability parameters of parental individuals, the greater the chances of their crossing. Since when
crossing individuals exchange genes, new individuals bear the characteristics of parental individuals. Similarly, in GA,
the most optimal solution is achieved. And although a number of individuals mutate, this fact helps the GA to
implement the choice from local optima.

5. Computational experiment

The efficiency of the GA functioning is largely determined by its settings. The settings must be selected individually
in each situation. It is advisable to select specific settings for the proposed model and the corresponding GA after a
series of computational experiments. This will optimize the operation of the algorithm specifically for the task of
selecting the optimal composition of the IST for IEEU. As a criterion in the computational experiments, the stop
criterion (Sj) is set. This criterion corresponds to a given number of failed generations. The number of such failed
generations ranged from 1000 < §j < 30000. For each value, the computational experiment was repeated 10 times.
This is done in order to detect the average trend. The results of the calculations were summarized in Table 1. The table
shows the average values of the objective function or the adaptability function (see expression (1), and also took into
account the specifications of specific IST for IEEU, after which the values are reduced to the dimension of
conventional units (to avoid binding to specific currencies) Values of IST specifications were taken according to the
data of manufacturers or publications [27, 30, 32]. The results of the computations were summarized in Table 1. The
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table shows the average values of the objective function (see expression (1). Figures 2—4 show the results of the
computational experiments

Table 1. Generalized results of computational experiments when testing GA.

KO, Target function, Calculation  The maximum value = Time value of Average Minimum

generation conventional time Ta, of the objective calculation time ~ compliance of the compliance of the

failures units min function, Ta, min result to the result to the

conventional unit reference Shmax,% reference Shmin,%
1-10° 55.1 45 56.9 59 97.62 94.36
5.10° 53.7 165 53.8 192 99.996 99.96
10-10° 53.7 329 53.8 411 99.996 99.995
15-10° 53.7 389 53.8 462 100 99.995
20-103 53.7 410 53.8 521 100 99.995
25~103 53.7 537 53.8 643 100 100
30-10° 53.7 654 53.8 725 100 99.995
4><1I]3

G31.3
4775 \
3238 \\
[,
170
5 o.4 15.8 18.1 22.5 26.9 313 35.6 40

100 / a1

0060 // 154
0038 / 158
) A
Sh 00.06 131
08.75 Ta 105

s00 1 lxl[l3 1 (Jxl[lsl 2 ‘_'><l|]3 2 :iixlll3 3 3><l|]3 3 _‘Jxl[l3 4 .lxl[lsl lell3

5
j
L. Fig. 4. Dependence of the average calculation time (V) on the
S;j- GA stop criterion; . .
size of the population ( V)
Sh- average correspondence of the result to the reference (%).

Fig. 3. Dependence of the average calculation time (7, ) on the
probability of mutation ( f,)
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6. Discussion of the results of the computational experiment

In the course of computational experiments, the following was established. A sufficient level of accuracy is
achieved if the objective function values do not improve within approximately 20,000 generations. This is due to the
fact that the population has already reached an absolute minimum, as illustrated in Figure 2. In the course of
computational experiments, the following were changed programmatically: the probability of mutation ( f, ),
population size (v, ), the number of descendants, etc. As mentioned above, for each value, the calculation was carried
out 10 times. Conclusions regarding a specific setting of the GA were made on the basis of the average value of the
calculation time. Figure 3, respectively, shows the dependence of the average calculation time (7, ) on the probability
of mutation ( f,, ). And figure 4 shows the dependence of the average calculation time (V) on the population size
(v, ). During the experiments, it was also found that changing other settings does not have any significant effect on
the patterns obtained and their stability. The optimization of the settings performed in the course of computational
experiments made it possible to obtain the following results:

1) GA works stably when the probability of mutation is f,, = 20% ;
2) GA showed good results if the population size is about v, = 30.

The results obtained during the computational experiments allow us to conclude that the values obtained in the
calculations based on the proposed GA model are fully consistent with the results that are determined in the process
of direct enumeration of all variants of the information security system for a distributed computer network of the IEEU.
At the same time, the time spent is much less. This is confirmed by the results of similar works in this direction, for
example, [32]. As in any variation, the GA allows to find only an approximately optimal solution. This is achieved by
consistently improving current results. To complete the calculations in accordance with the proposed GA, its operation
may stop if the specified number of past generations is reached. Or, as an alternative, you can use the so-called failed
generations, the latter, in fact, are "areas" for which the value of the objective function is not observed for a significant
number of options for the composition of the IST.
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8. Conclusions

The following main results are obtained in this work. The effectiveness of GA application in the course of
searching for the optimal composition of the IST for IEEU is shown. An optimization model for choosing the structure
and composition of the IST for IEEU nodes has been developed. The model made it possible to refine the target
function based on minimizing the costs of creating an information security system for IEEU. The corresponding
computational experiments were carried out, which confirmed the efficiency of the model. The practical significance
of the conducted research lies in the fact that the proposed approach significantly reduces the time for calculating the
optimal composition of the IST for IEEU and allows to quickly respond to a changing landscape of cybernetic threats.
This, in turn, will lead to an improvement in their technical and economic indicators of the IS IEEU, reduce time and
labor costs for designing an effective IS system.
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