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Abstract— Security and privacy will play a pivotal role in the
commercialization of Vehicular Ad-hoc NETworks (VANETs).
Traditionally, both cryptographic and non-cryptographic
approaches have been used by researchers to address security
and privacy issues and achieve secure Intelligent Transportation
System (ITS) applications. However, some security goals such
as trust and reputation, are still hard to achieve through
conventional cryptographic approaches. Trust is the degree
of certainty with which the received information is accepted
and acted upon. Historically trust has been computed for
both the content generator and the content itself with former
known as entity trust and the latter known as data trust.
Both entity and content trust are equally important to support
trustworthy communication in VANET. We review, analyze,
and compare some of the recently proposed trust establishment
and management mechanisms (from 2014 to 2019) in vehicular
networks. Furthermore, we also discuss the weaknesses and
inadequacies of existing trust establishment and management
approaches when deployed in a VANET environment. Finally,
we discuss some future challenges that will need to be addressed
for trustworthy communications in vehicular networks.

Index Terms— Privacy, reputation, security, trust, vehicular
networks.

I. INTRODUCTION

CONNECTED car technology which is enabled by Vehic-
ular Ad-hoc NETworks (VANETs) is on the verge of

deployment as a result of tremendous research efforts from
both academia and industry. VANET is a special type of
Mobile Ad-hoc NETwork (MANET) where vehicles commu-
nicate with each other opportunistically in an ad-hoc manner
without any infrastructure. Vehicles also communicate with
the roadside infrastructure (for instance, Road Side Units
(RSUs)) to support different types of applications that fall
into two broad categories namely, safety and non-safety. The
non-safety category includes infotainment (information and
entertainment) applications which have relaxed requirements
for communication delays as compared to the safety category
which includes safety- and warnings-related applications (for
instance accident warnings, black ice on the road, and other
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critical incident related notifications and warnings). There
are numerous other applications such as personalized interest
information, Internet on the move, news, vehicular diagnostics,
maintenance, and so on that are supported by VANET technol-
ogy. It is also worth mentioning that most VANET applications
are based on cooperative data and information exchange
among vehicular nodes and with the roadside infrastructure.
Cooperative traffic information dissemination system is the
best example of such cooperation among nodes, where vehic-
ular nodes share their location information (such as current
location, speed, direction, and control information such as
brake status and steering wheel angle) with their neighbors and
with the infrastructure for cooperative awareness [1]. This data
is structured into a special format referred to as Cooperative
Awareness Message (CAM) or beacons. The IEEE 802.11p
standard recommends that the frequency of CAM exchange
should be in the order of milliseconds [2]. Recipients of
such information on the other hand, use the CAMs for con-
structing traffic views as well as for other applications such
as location-based services and warning messages [3]. Thus,
vehicles in VANET act both as providers and consumers at the
same time and therefore, efficient data dissemination for the
successful realization of VANET applications is of paramount
importance. The performance of data dissemination-related
VANET application is affected by many factors such as
cooperation among nodes, security of data, user privacy, health
of exchanged information, authenticity, and so on. Among
the aforementioned factors, authenticity of the information
source and the information itself are key factors to consider
for the acceptance or rejection of the received information
from neighbors. In other words, the quality (trustworthiness)
of the received information should be checked before taking
any action based on that information.

Today’s high-end vehicles are hosts to numerous compu-
tation and communication resources that include arrays of
sensors, actuators, communication interfaces, microprocessors,
and storage [4]. These high-end vehicles can also communi-
cate with other components within the car as well as with
other entities outside of the car. Dedicated Short Range
Communication (DSRC) and Wireless Access in Vehicular
Environment (WAVE) (or IEEE 802.11p) are the standards
that are used in VANET and specialized hardware referred
to as On-Board Unit (OBU) is used as VANET module in
cars for both vehicle-to-vehicle and vehicle-to-anything com-
munications [5]. Besides, other communication technologies
and standards such as WiFi, 3G/LTE, WiMax, and Bluetooth
are also used in high-end cars and 5G is being explored
for vehicular communications [6]. These different types of
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communication technologies on one hand, provide better con-
nectivity among vehicles and with the infrastructure, but on
the other hand, they also require complex network models,
seamless protocol definitions, quality of service provisions,
efficient data dissemination, security, and privacy.

Despite the extensive research efforts that have been
invested into VANET research, it has not been fully com-
mercialized yet, partially because of the afore-mentioned
challenges that still need to be addressed. Among the var-
ious challenges in VANET, practical security and privacy
are two of the most important requirements that must be
met cost-effectively. To date, different security aspects such
as authentication, confidentiality, privacy, trust and reputa-
tion, misbehavior detection, attack detection and mitigation,
and access control have been extensively investigated in
VANET [7]–[10]. Although these security aspects need dif-
ferent mechanisms to mitigate the possible attacks in VANET,
some of these aspects are either directly or indirectly related to
each other. For instance, authentication, trust and reputation,
and misbehavior detection are related to each other. Trust
refers to a mechanism that determines whether to accept the
information from an arbitrary sender with a degree of certainty.
When a node receives some data and/or information, it needs
to check: a) whether the sender of the message is legitimate
and trustworthy, b) whether the content of the message is
trustworthy. The former requirement is addressed through
authentication and node trust, whereas the latter requirement
is addressed through content trust. Several mechanisms have
been proposed in the literature to deal with both entity
and node trust in VANET [10]–[12] that leverages different
characteristics such as mobility, frequent communication pat-
terns, and behavioral information (e.g., degree of node trust
and reputation) of the vehicular network, to name a few.
Furthermore, different techniques have been used to propose
mechanisms to calculate the trust and reputation values of
both nodes and the content in vehicular networks. These tech-
niques include cryptographic, non-cryptographic, consensus,
game theory, recommendation, and fuzzy logic-based techni-
ques [10], [13]–[16]. To provide the readers with a compre-
hensive review of the available trust management solutions
in VANET, it is imperative to systematically review these
solutions and analyze them in a holistic fashion. In this con-
text, we conduct a systematic review of the trust management
solutions in VANET and discuss different attacks mitigated
through these solutions. The contribution of this paper is
outlined below.

A. Existing Surveys

To date, many researchers have addressed trust manage-
ment issues in VANET. A rich literature already exists that
addresses trust issues on various aspects of vehicular com-
munications. However, to the best of our knowledge, and
based on our detailed search through different well-known
databases, we could not find dedicated surveys that cover trust
management in VANET in a holistic way. In this section,
we outline the existing surveys that cover different trust estab-
lishment and management solutions in vehicular networks.
Table I summarizes the existing surveys on trust management

in VANET and also discusses the enhancements in our paper.
The table contains topics that are covered by the existing
surveys and the enhancements done in our survey. We divide
these surveys into the following classes: security issues in
VANET including trust, trust issues in enabling technologies
for VANET, and survey on trust-based services in VANET.

From Table I, we note that most of the existing surveys
are either old (we searched the papers from 2010 onward),
or they do not fully address all aspects of trust management
in VANET. Past surveys in the literature have covered trust
management in general ad-hoc networks [17] and, to some
extent, in vehicular networks [18]–[21]. However, these sur-
veys covered trust management schemes that target different
applications in VANET. For instance, the authors of [19]
focused on the adversary-oriented trust management in vehic-
ular networks. El-sayed et al. discussed current trust-based
challenges in vehicular networks and proposed an edge-based
trust management scheme [20]. Similarly, Souissi et al. [21]
surveyed trust management solutions in vehicular networks
from application and performance perspectives. In a nutshell,
there is no comprehensive survey in the literature that covers
all aspects of trust management in VANET. To address this
deficiency, in this work, we have surveyed the recent literature
on trust management in vehicular networks that encompasses
different types of solutions.

B. Main Contributions of This Paper

In this work, we present a comprehensive review of the
recent state-of-the-art solutions on trust management in vehic-
ular networks. In contrast to past trust management surveys
that have been published in the literature, we present a
survey of recently proposed trust management schemes for
VANETs from 2014 to 2019 (at the time of writing this
paper). Furthermore, we describe the attacks that can be
mitigated by recently proposed trust management mechanisms
based on the underlying techniques for trust establishment
and management. The main contributions of this work are
summarized below.

1) We present a comprehensive review of trust manage-
ment solutions in VANET that includes both traditional
approaches (covered in recent papers) and emerging trust
management techniques.

2) We describe different solutions that have been proposed
in the last six years (2014 to 2019) to establish and
manage trust in vehicular networks. We classify differ-
ent solutions for trust establishment and management
in VANETs based on the specific methodology used
which includes cryptography, recommendation, fuzzy
logic, game theory, infrastructure, and consensus-based
trust management. Moreover, we also cover trust-based
services, blockchain-based trust and trust in emerging
technologies integrated with VANET.

3) We identify several outstanding research challenges that
still need to be addressed by the VANET research
community to ensure trust in the vehicular environment.

In a nutshell, this paper presents an extensive review on
recent advances in the area of trust management in VANET
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TABLE I

EXISTING SURVEYS ON TRUST MANAGEMENT IN VEHICULAR NETWORKS

and bridges the gap between current solutions and the way
forward. Figure 1 presents a pictorial representation of the
scope and taxonomy of this survey.

The rest of the paper is organized as follows. In section III,
we discuss the importance of trust in vehicular networks.
Section II presents current trust management schemes in
general ad-hoc networks and how they are related to vehicular
networks. In section IV, we present current state-of-the-art
techniques on trust management in vehicular networks.
We discuss future research challenges on trust management
in section V. Section VI concludes the paper.

II. TRUST IN AD-HOC NETWORKS

Ad-hoc networking refers to the spontaneous formation of a
network of nodes without the help of any infrastructure, usu-
ally through wireless communication channels [29]. VANET
is a specialized type of ad-hoc networks where the nodes
are highly mobile [30]. In this context, it is imperative to
discuss trust management in ad hoc networks and then explore
how it can be adapted to VANET. There are many trust
management solutions that have been proposed for general
ad-hoc networks [27], [31]–[34]. Trust and reputation-based
approaches strengthen security and decision making processes

at node levels. Network security techniques aim to protect
and manage access to networks and mitigate threats and
possible attacks preventing the attackers from infiltrating the
networks. In this context, network security techniques could be
classified as hard requirements. Trust and reputation manage-
ment techniques complement network security by encouraging
good behaviors and penalizing bad behaviors. Good trust and
reputation schemes penalize the users with malicious behaviors
and promote good behaviors in a way that it is beneficial for
both the user and the network. First we focus on the trust
management in generic ad hoc networks.

A. Current Trust Management Approaches in Ad-Hoc
Networks

Traditional methods to prevent network attacks become
vulnerable when networks become decentralized and when
attacks come from within the networks. Decentralized net-
works need to implement decision making processes at the
node level where every node must take part in the computa-
tion of trust and reputation in ad-hoc networks. According
to [35], there are 4 factors that establish trust and they
include bootstrapping, trust evidence, trust computation, and
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Fig. 1. Taxonomy of this survey.

decision making. Bootstrapping methods handle uncertainties
when two entities interact for the first time. Most of the
trust management methods prefer neutral trust to high or low
trust initially. In [36], the authors proposed a similarity-based
bootstrapping method which enables flexible assignment of
initial trust score to the neighbors or the entities involved
in interaction. Abstractly, there are three ways how trust is
established: direct trust, indirect trust and hybrid trust. Direct
trust collects evidences from direct experiences while indirect
trust collects evidences via hearsay. Most trust management
systems combine both pieces of evidence and use hybrid
methods [37], [38]. To compute trust in general ad-hoc net-
works, existing systems deploy various algorithms based on
neural network [39], [40], probability [41], Bayesian [42],
[43], and entropy-based mechanisms [31], [44]–[47].

Bayesian based approaches [48] apply the theory of Bayes
to infer trust among users in a network. Therefore, a series
of prior events need to be defined to compute the posterior
probability of trust. Game theoretic tools are also often used in
many trust computation schemes. However, since game theory
itself is not a predictive model, game theoretic analysis is used
to model the convergence of behaviors of the entities [49].
Though not popular, some neural network based models also
exist. For example, [50] introduced a neural network model
which uses factors such as user profiles to find relationships
between trust level and adoption decisions.

The trust management schemes mentioned above are used
in VANET as well. However, VANET has expanded its
scope from simple V2V communication to V2X communica-
tion which encompasses other enabling technologies thereby
requiring a re-evaluation of the existing trust management
models. Furthermore, the incorporation of new emerging
technologies such as blockchain and cellular networks also
require trust management solutions in vehicular networks to
be revisited.

III. TRUST IN VEHICULAR NETWORKS

A. Characteristics of VANET

Despite the fact that there are several trust manage-
ment approaches that can evaluate the trustworthiness of
users in ad-hoc networks, specific characteristics of VANET
require more efficient, robust, and scalable trust management

solutions. Next, we summarize the salient characteristics of
VANET:

• Speed: Unlike many other traditional networks including
MANET, VANET nodes move with different speeds. This
implies that the formation of a certain topology constantly
changes and there are no permanent neighbors. There-
fore, most of the time, reputation values are computed
only at the first encounter with the neighbor instead of
being frequently updated. Hence, the importance of trust
bootstrapping is much higher in VANET environment.

• Directed: Vehicles must follow traffic regulations and
therefore their mobility is limited by the road topology.

• Opportunistic: Within a VANET, vehicles can communi-
cate with each other and with the road-side infrastructure.
In other words, vehicles can interact only when they
belong to the same VANET at the same time.

• Intermittent network of vehicles in VANET: Vehicles
constantly set up a network. In other words, VANETs
exist continuously but the vehicular nodes of each net-
work frequently change. Therefore, technically speak-
ing, VANETs are intermittent because they continuously
appear and disappear all the time. The opportunistic
characteristic (i.e., vehicular nodes encounter each other
opportunistically without any prior plan for that, making
VANET an opportunistic network) makes it difficult to
deploy a traditional trust mechanism (initially designed
for general ad-hoc networks) in VANETs. Since these
characteristics of VANETs imply that interactions with
unknown neighbors are much more likely, a strong moti-
vation exists for vehicular nodes to cooperate with each
other and behave honestly.

• Resource availability: Each vehicle is equipped with
computing resources such as computing power, storage,
and so on.

• Automatic connectivity to other vehicular nodes: This
specific characteristic distinguishes VANETs from other
networks. While individuals need to join or register with
a network to be considered as a member, VANETs
are automatically created based on the communication
radius (range) of each vehicle. Consequently, vehicular
nodes lack the motivation to build trust with other nodes
in VANET unlike other networks.
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As the above features demonstrate, VANETs are formed
dynamically and automatically with a restricted topology. Due
to short and frequent interaction cycles, it is crucial in VANET
environments to accurately infer the level of trust quickly
(almost instantly). Unlike other network environments where
individuals can accumulate interaction information to estimate
the trust of the other entities, in VANET, it is difficult to wait
for enough interactions before one can infer some level of
trust. Furthermore, the inclusion of different enabling tech-
nologies such as cellular, clouds, social networks, and so on,
also necessitate new trust management solutions. Therefore,
trust bootstrapping and trust propagation mechanisms need to
be well integrated into trust management.

B. Rationale for Trust Management in VANET

To date, many attacks (both theoretical and practical) on
VANET have been discussed in the literature that could hinder
the normal functionality of VANET [8], [51]–[54]. These
attacks include, but not limited to, Distributed Denial of
Service (DDoS), identity theft, sybil attack, forging, message
suppression, hacking, and blackhole attacks. As a result,
the receiver must be sure about the quality of the received
data before it can be used for future accurate and timely deci-
sions. Trust in VANET is of paramount importance because
of several reasons. For instance, although cryptography is
the first line of defense for most of the security attacks in
networks, every security problem cannot be solved through
cryptographic solutions alone. In other words, cryptography
cannot detect security-related problems such as fake messages
and dishonest users. Therefore, mutual trust among nodes and
the trust of received data will determine the effectiveness of the
underlying trust management mechanism. Consider a VANET
safety-critical application where the application recommends
to apply the emergency brake as a result of an accident or
some obstruction along the road ahead of the current node.
In this case, the warning message can be either legitimate
in which case the driver must take an action and apply the
brake immediately, or it could be generated by a malicious
node for selfish reasons. In order to make a timely decision
on the received information, the vehicle should take into
consideration both the trustworthiness of the sender as well
as the trustworthiness of the data. After the vehicle evaluates
these values, it can provide accurate information to the VANET
application in order to determine whether to apply the brakes
or disregard the message and report the sender to another
security system such as a Misbehavior Detection System
(MDS) [55]–[57]. It is worth noting that such a situation
is difficult to handle with current security mechanisms for
VANET. Similarly, non-safety applications also need trust and
reputation information about communicating nodes and the
content they share. In the case of non-safety applications such
as location-based services, any fake or false information can
have severe consequences on the application performance and
may abuse the privacy of the nodes.1 For example, a node
receives a recommendation about sale at a mall, an offer for

1We have used the terms ”node”, ”vehicular nodes”, and ”vehicles” inter-
changeably in the paper.

music share, or an interesting application. This could be either
bogus information where the service quality will be impaired
or the music, video, and applications could have malicious
code that could jeopardize the security of the vehicular node.
Therefore, accepting such information is always subject to the
trustworthiness of the sender. Thus, it is essential to assess the
trustworthiness of nodes and their shared information prior to
any decision based on such information.

C. Trust Management Strategies

Two major steps are required for organizing trust among
nodes and the trust of data/information, i.e., trust establishment
and trust management. Trust establishment or trust compu-
tation refers to a set of steps that are performed to obtain
the trust value of either a node or data for the first time.
Once the trust value is computed locally for a node, it is
managed for the duration of the interaction with that node.
This is referred to as trust management. There are many
trust computation and trust management mechanisms devised
for vehicular networks that use different techniques such as
direct techniques by exchanging messages and calculating
a trust value for the immediate or intermediate nodes and
indirect techniques that use recommendation, reputation, and
voting from either neighbors or infrastructure [58], [59].
Trust computation and management techniques can be broadly
divided into following categories: recommendation, data ana-
lytics, reputation, fuzzy logic, game theoretic, probabilistic,
and entropy-based solutions. The aforementioned mechanisms
use different underlying techniques such as cryptography,
machine learning, neural networks, weightage, and priorities to
manage entity trust in VANET. Apart from these techniques,
punishment and rewards, and consensus-based solutions are
also employed to establish and manage trust among vehicular
nodes. When trust is computed for data, its immediate use is
to take a decision based on the computed trust value for that
data. Usually the decision is binary where either the received
data is accepted or rejected with further action against the
sender (such as degradation in reputation and reporting it to
the authorities). In contrast, trust management is a continuous
process where the trust value is updated for every node
based on the underlying trust management mechanism which
can be any of the previously mentioned techniques (such
as recommendation, data analytics, reputation, and so on).
When data is received from a node, its trust value is updated
locally and future communication with this node is subject to
a trust value greater than an acceptance threshold. Figure 2
presents a general classification of the trust management and
trust establishment techniques in vehicular networks from an
application perspective.

There are three main categories in the classification of
trust management techniques, i.e., subject trust, trust-based
services, and the origin of trust. Subject trust describes
either entity or content trust. Entity trust leverages different
tools such as cryptography, game theory, fuzzy logic, social
networking, and machine learning whereas data analytics,
plausibility, watermarking, and evidence-based approaches are
used for content trust establishment. On the other hand,
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Fig. 2. Classification of trust establishment mechanisms in vehicular networks.

trust-based services refer to the services that are aided by
trust establishment. Such services include trust-based routing,
trust-based relay selection in vehicular networks, trust-based
information dissemination, and so on. The origin of trust
is also divided into three categories namely, direct trust,
indirect trust, and aggregated trust. In direct trust, vehicular
nodes communicate directly with each other and/or with the
infrastructure through Vehicle-to-Vehicle (V2V) and Vehicle-
to-Infrastructure (V2I) communications. In indirect trust, usu-
ally voting or recommendation-based approaches are used by
the vehicles. In other words, vehicles request opinions and/or
recommendations about a neighbor (let us assume vi ) from
other neighbors who have already evaluated the trust level of
vi . In the aggregated trust, both direct and indirect trust are
evaluated together.

IV. VANET TRUST MANAGEMENT: CURRENT SOLUTIONS

In this section, we discuss the recent advances on trust man-
agement mechanisms for vehicular networks and its enabling
technologies such as cellular networks, Software-Defined Net-
works (SDN), Named Data Networking (NDN), and so on.
In a generic trust establishment and management, each node
first computes the trust of its neighbors based on either
direct communication with the neighbor or indirectly through
recommendations, voting, or reputation via some infrastruc-
ture. Recently, several trust establishment mechanisms that,
1) mitigate the malicious behavior of vehicles [57], [60]–[65]
and 2) are used to limit false data dissemination in the
network [11], [61], [66]–[68]. In this paper, we broadly focus
on cryptographic and non-cryptographic approaches, where
non-cryptographic approaches can be further classified into
game theory-based, fuzzy logic-based, misbehavior detec-
tion, blockchain-based approaches, machine learning-based
approaches, and social-based approaches that use different
communication paradigms and methodologies. We organize

the trust management solutions for VANET into the following
categories: a) trust management methodologies in VANET,
b) trust management in enabling technologies for VANET,
c) trust-based services, and d) standardization efforts for trust
in VANET.

A. Trust Management Methodologies in Vehicular Networks

In its essence, trust is a multidimensional attribute asso-
ciated with an entity and is used to decide with a certainty
whether to accept information from a node or not [69], [70].
This attribute can be associated with content as well as when
different notions of the same features are used. In order to
calculate/compute trust for both entity and content, several
methodologies have been used in the literature [71]–[75].
In this paper, we focus on the recent and most frequently used
methods in the literature to establish and manage trust among
entities and content trust in vehicular networks. The trust
establishment mechanism requires two operations namely,
the selection of the trust establishment path and the selection
of the underlying methodology. The trust establishment path
could be either direct or indirect (in some cases combination
of these two) whereas based on the selection of the approach,
different methods of trust establishments can be used. Next,
we present trust establishment mechanisms in the vehicular
network environment.

1) Cryptographic Approaches: Although trust computation
is considered to be a computationally cheaper alternative to
cryptography, however, many recent works [15], [54], [61],
[76], [77] have used cryptography to help trust establishment
in vehicular networks. Hu et al. [61] proposed a mechanism
called reliable trust-based platoon service recommendation
(also referred to as REPLACE) to compute the trust score of
a candidate for the platoon head in a platooning application.
The platoon head is then used to provide a platooning service
to the vehicles. REPLACE uses a centralized approach for
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trust computation instead of a distributed mechanism where
a central authority and/or server is employed to perform trust
computation and evaluation. The ultimate goal of REPLACE
is to recommend a trustworthy platoon head for the platooning
service. A central server accumulates the feedbacks from user
vehicles through RSUs to evaluate the trust value of the head
of the platoon. Furthermore, because of the possibility that
the feedback itself could be polluted, the trust management
mechanism incorporates iterative filtering of the malicious
feedbacks. The security of this scheme is based on establishing
a secure session key between the RSU and the vehicular node
using public key cryptography and certificates. The use of
the established non-interactive session key prevents malicious
nodes from launching attacks. It is worth noting that in most
of such centralized trust management mechanisms, the crypto-
graphic primitives are constructed and then distributed by the
trusted authorities which may become overloaded as well. As a
result, trust values are iteratively updated by the server and
then distributed either on demand or periodically whenever the
platoon head must be elected/selected. In [76], Biswas et al.
studied the possibility of long-term vehicular trust. The ratio-
nale behind long-term trust is to reduce the computational
overhead incurred by re-computing the trust value of neighbors
who might be neighbors at some point, but may have been
disconnected and then connected again. In such cases, it would
be more efficient to retrieve that neighbor’s trust value rather
than computing it again. Furthermore, a centralized system is
more suitable for long-term trust values because there must be
enough storage to store the trust values for all the nodes of the
network. This solution used PKI and certificates to exchange
the trust evaluation message among different entities. How-
ever, the certificates are used only during bootstrapping phase
to decrease the communication and computation overheads.
This scheme also leverages RSU for trust propagation, and the
movement of vehicles between different RSUs does not require
the downloading of certificates from CAs. The movement
between different RSUs, however, require the vehicles to
download the list of neighbor RSU’s public key certificates and
to validate themselves to the current RSU. Once the current
RSU validates the authenticity of the certificate issued to the
vehicle by the previous RSU, the current RSU issues a trust
value. The scheme lacks a practical implementation and a full
performance evaluation.

Similarly, several other recent papers have used crypto-
graphic approaches for evaluating and managing trust in vehic-
ular networks [19], [61], [76], [78]–[80]. Kerrache et al. [80]
proposed a social-driven trust management scheme for Internet
of Vehicles (IoV). They use chaotic maps-based PKI for
establishing trust among communicating nodes. More pre-
cisely, they use the movement history of the vehicles and
measure their honesty in providing such information. The
cryptographic primitives used in this scheme are reported to
be more energy-efficient than RSA and ECC-based schemes.

From another perspective, trust has been considered as
an alternative to cryptography to achieve different security
goals such as authentication, integrity, non-repudiation, and
misbehavior detection. The fact that cryptography alone does
not include every aspect of security, trust computation is used

to fill this void. Nevertheless, it depends on the application,
context, and type of attacker (attack space, attacker resources,
and type of resources the attacker has) to decide where to
use trust and cryptography. We note that, from the literature,
both trust and cryptography can be used simultaneously [19].
Kerrache et al. [19] describe the pros and cons of both cryp-
tography and trust in networks and analyzed the use of cryp-
tography and trust in network security. This study concluded
that both trust and cryptography must be used for VANET
security based on the context of the application.

2) Recommendation-Based Approaches: Recommendation-
based trust management is achieved through indirect com-
munication among the vehicular nodes. More precisely, both
vehicular nodes and the stationary infrastructure share their
communication experience with other nodes in the form
of recommendation. This recommendation could be active
where let say a node v1 requests the trust value of another
node v2 from its neighbors. v1’s neighbors respond with
their experience of communication with v2. This scenario
could also be applied to RSUs where vehicular nodes can
query nearby RSUs about the trust value of particular nodes.
RSUs may gather the individual trust values about nodes
from the cars on the road and construct recommendations
accordingly and then share it with the moving cars (either
actively or passively). Moreover, in some cases when nodes
share useful information with the neighbors, the neighbors
may vouch for the sending node in terms of recommendation
that will eventually increase the sender’s trust. Furthermore,
peer evaluations are also used for recommendation and trust
propagation in vehicular networks. Several research efforts
have used recommendation techniques for trust management
and propagation in VANETs [11], [12], [61], [81].

Kerrache et al. [12] proposed a direct and indirect trust man-
agement mechanism in vehicular networks namely T-VNets
by using beacon messages and neighbors’ behaviors. The
beacon-based trust is computed locally and subsequent recom-
mendation is broadcasted automatically to one-hop neighbors.
Furthermore, the behavior of the neighbors are also shared
with nearby RSUs. In another work, Ahmed et al. [11]
combined existing trust management mechanisms that include
data-centric trust, entity trust and recommendation trust to
identify any potential malicious nodes in the current VANETs.
In essence, this mechanism combines direct and indirect trust
by computing the local trust and analyzing recommendations
from other neighbors. In another work, Kerrache et al. [81]
proposed a hierarchical trust establishment mechanism through
a static infrastructure (RSUs and trusted authorities) and
through mobile vehicles. After accumulating individual trust
values from the vehicles, the trusted authorities construct a
global view of the trust values and share subsequent recom-
mendations with vehicles on the road. The aforementioned
schemes address both direct and indirect trust management
issues in vehicular networks.

3) Fuzzy Logic-Based Approaches: Plausibility checking
has been used in many security-enhancing mechanisms to
alleviate the problem of uncertainty about the quality of
information [63]. In essence, it is more related to content
trust than node trust where plausibility checks are applied
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to the received information. Different filters (such as Kalman
filter [82]) exist to enable plausibility checks. Trust, by defin-
ition, is measured through approximation rather than through
discrete values. Thus, fuzzy logic can be a suitable approach
to calculate the accuracy of information and the source of
information. Soleymani et al. [83] used fuzzy logic to com-
pute node trust in vehicular networks. This approach is layered
wherein at the first layer, node authentication is performed to
guarantee that the node is authentic. The authentication process
filters out the outsiders. Next, the trust management system
checks for the freshness of the information. If the received
information is in the range of the accepting threshold time,
then location accuracy is checked to verify the location of the
node that generated the information. Moreover, at the core, this
approach is also based on the direct trust establishment where
every node maintains its past experience with the neighbors
and use it in the trust evaluation process through fuzzy logic.
It is worth noting that the core trust establishment mechanism
is based on direct trust where each node computes the trust
value from direct interaction with the neighbors. However,
the trust computation mechanism itself employs fuzzy logic.

4) Game Theory-Based Approaches: Game theory has been
used for both security and other services in vehicular net-
works such as clustering, routing, incentives as a result of
cooperative contribution to the network (such as forwarding
information to neighbors), and so on [84]. Game theory is
used as a compute-efficient alternative for security in net-
works. Similarly, in VANET game theory has been used to
establish and manage trust among nodes. As mentioned in
the previous sections, behavior analysis is the pinnacle of the
trust establishment. In this context, game theory is one of the
best tools to formulate behavior analysis among nodes and
authorities in a network. Shivshankar et al. [85] developed a
game theoretic approach to evaluate the cooperation among
nodes in a vehicular network. This scheme takes into account
the individual node behaviors and the networking properties
to fully achieve the cooperation mechanism which is essential
for almost every VANET application. Similarly cluster-based
cooperation has been studied by Chen et al. [86] by using
game theoretic approach. This study focused on intra-cluster
cooperation instead of cooperation among individual nodes.
Therefore, it can be applied to platooning applications to
study the behavioral aspects of such applications. As we have
mentioned before, node behavior is also essential in trust estab-
lishment among nodes and has been frequently used in social
networks [87]. Another game theory-based trust establishment
mechanism was proposed by Mehdi et al. [13] for vehicular
networks. In their approach, they establish trust among nodes
based on three parameters, i.e., the majority opinion, between-
ness, and node density. In principle, the authors have used
game theory to combine both entity and content trust where
they consider information verification to distinguish between
trusted and malicious nodes. From the majority opinion (such
as about the exchange of routing information and the exchange
of frequent beacon information among neighbors) among
nodes, the proposed scheme calculates the trust level of a node.
Betweenness measures the importance of a node among its
neighbors. In other words, betweenness records the frequency

with which a particular node is selected as a relay or as an
intermediate node during the shortest path calculation. The
third parameter for the game theory is the node density which
aids in forming a homogeneous cluster of nodes that have the
same speed and direction. By combining all three parameters,
a game theory is developed to establish Nash Equilibrium
where attackers and defenders are evaluated against these
criteria (i.e., majority opinion, betweenness, and node density)
and consequently helps in the eviction of non-trusted nodes
from the network.

5) Infrastructure-Based Approaches: Vehicular networks
employ RSI (RSUs) to support communication between vehi-
cles and management authorities as well as to help to realize
VANET applications and services. RSUs cover larger areas
through a higher transmission range than normal vehicles and
therefore have access to a large number of vehicles in the
areas with their range. To this end, vehicles broadcast beacon
messages to their one-hop neighbors and share this data as well
as other event information with RSUs. Therefore, RSUs are
capable of analyzing this data and use it for different purposes.
Similarly, RSUs also evaluate the trust of vehicles through
either direct interaction with them or through aggregated trust
values computed by other vehicles. The use of the computed
trust for a node by an RSU depends on the underlying strategy.
For instance, when a vehicle requests for the trust and repu-
tation value of a particular node from an RSU, the RSU can
provide that data to the requesting vehicle. On the other hand,
an RSU can periodically broadcast the current trust values of
the moving vehicles to their neighbors. Kerrache et al. [12]
used the existing communication architecture for vehicular
networks and modeled a trust establishment mechanism that
uses beacon messages. Vehicles use a direct trust mechanism
to compute neighbors’ trust and RSUs are used as oversight
entities to manage historical behavior of the nodes which
may be shared with other vehicles later. Furthermore, this
RSU-based mechanism uses hybrid approach where direct
trust, indirect trust, recommendation, and reputation are all
used to encompass every aspect of the trust in vehicular
networks. Kerrache et al. [81] used another similar mechanism
for trust evaluation in VANET. In order to calculate the
long-term trust values, Biswas et al. [76] used RSUs to serve
as intermediate nodes between vehicles on the road and the
back-end servers (maintained by either the service provider or
the government) that store the long-term trust values for the
vehicles.

Besides RSUs, central authorities can also be lever-
aged to compute and manage trust for vehicular nodes by
using a centralized approach. Liao et al. [88] proposed
an infrastructure-based reputation mechanism that uses both
direct and indirect communication paradigms for trust estab-
lishment. The proposed scheme considers event reports and
the receivers of such reports determine the trust level of the
nodes that send these reports. It is worth mentioning that the
trust score is computed by the central authority for all the
originators and the forwarders of the event report via vehicle-
to-infrastructure communication. Whenever a vehicle receives
such an incident report, it can request the central authority for
the trust level of the originators and the forwarders.
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6) Road- and Consensus-Based Approaches: Most of the
trust establishment mechanisms in VANET have focused either
on entity trust or data trust [89] as the discussions above
have shown. However, recently a new perspective of trust
establishment in vehicular network has been introduced by
Rostamzadeh et al. [90]. The authors proposed a Framework
for Application-oriented Context-aware Trust-based communi-
cation (FACT) for vehicular networks. Instead of computing
trust for a node or data, FACT computes trust for a road
segment. In essence, FACT applies plausibility checks to the
received messages before forwarding it to the downstream.
In essence, three conditions are checked, 1) whether the
message originated from a trusted road segment, 2) whether
the message’s integrity was intact throughout its journey in
the network, and 3) whether the message suffered from any
potential attacks. FACT maintains a database of road segments
and their associated trust values. When a trust value is assigned
to a road segment instead of vehicles, then it can be assumed
that the vehicles in the road segment with higher trust values
will be trustworthy and vice versa. This different perspective
about trust management is comparable to the original entity
trust in some aspects: for instance, whenever a node behaves
maliciously in a road segment, the overall reputation of that
road segment will be decreased and any kind of messages
originating from such segments will not be given the desired
trust level and thus not given importance.

In [57] and [91], the authors proposed a MDS which is used
to detect and possibly evict malicious and misbehaving nodes
in vehicular networks. Most of the uses of an MDS in vehicular
networks are based on the mutual cooperation and collabora-
tion among vehicular nodes with help from the infrastructure.
However, this cooperation needs to be trustworthy to alleviate
the possibility of collusion among malicious nodes. Thus, trust
management of the cooperation is essential for the successful
operation of MDS. Krishna et al. [66] proposed a mechanism
to assess the trustworthiness of the collaborating nodes in
MDS applications. Krishna et al.’s scheme can be divided
into two parts namely, MDS and trust evaluation. MDS is
employed in vehicular networks and in order to effectively
identify the misbehaving nodes, the developed trust manage-
ment algorithms are used to assess the trust values of the
collaborators. Vehicles share their MDS values with each other
to have a better perspective of any misbehavior in the system.
The proposed system is based on two main approaches. In the
first approach, every vehicle calculates the trust value based
on its local MDS and then shares it with the neighbors
whereas in the second approach, vehicles share only MDS
values and then calculate the trust value based on the majority
opinion and consensus. Apart from these trust management
mechanisms, social-based techniques have also been used
in vehicular networks to evaluate the trust of nodes [37].
For instance, Huang et al. [92] discussed email-based trust
mechanism, and they proposed situation-aware trust in [93],
and Hussain et al. [37] proposed hybrid trust mechanism for
vehicular social networks. In the email-based trust, a trust
query is used where each user maintains the trust of its
neighbors based on its email interaction with them. It is
important to note that the user ranks the neighbors based

on the node’s interaction with these neighbors through email.
Similarly, in the hybrid trust management system, a combined
trust based on email and other social interaction among the
nodes is proposed. In the recent literature, punishment-based
and reward-based approaches are also key enablers to guar-
antee trustworthiness among nodes in vehicular networks
[94]–[96]. In addition to managing trust among cooperating
nodes in vehicular networks, the aforementioned punishment-
, incentive-, and reward-based approaches also encourage the
active cooperation of nodes in vehicular networks. We sum-
marize the existing trust management solutions in vehicular
networks in Table II.

7) Blockchain-Based Trust Management in Vehicular Net-
works: The last few years have witnessed unprecedented
development in blockchain technologies and the services pro-
vided by blockchain are applicable to many aspects of our
lives such as business, finance, engineering, health, food,
governance, and so on. In this context, computer networks
and cybersecurity are no exception and blockchain is also
being explored to solve some of the challenges in these
areas. In our context, blockchain technology has been lever-
aged for trust establishment in vehicular networks. Here we
discuss the blockchain-based trust mechanisms in vehicular
networks.

Yang et al. [97] used blockchain for ensuring data credibility
in vehicular networks. Data credibility employs a reputation
system that uses the ratings from certain data receivers and
then stores these reputations into blockchain blocks. A vehicle
is chosen from the crowd that rates the received message and
stores it into a block. The selected vehicle then broadcasts
the block to the neighbors and the neighbors validate the
rating using their local knowledge. If the majority of neighbors
agree, then the block is added to the blockchain. Similarly,
Yang et al. [16] proposed event trust and a reputation system
through blockchain that ensures the correctness of shared
event information. They proposed a ‘proof-of-event’ consensus
where the roadside infrastructure collects the data which is
verified by the vehicles passing by. In essence, the Road-Side
Units (RSUs) collect information about a (possible) event
on the road and initiate consensus among vehicles about
the authenticity of the event. If there is a consensus among
the vehicles, then the event information is stored in the
blockchain and is shared publicly. Lu et al. [54], [98] worked
on a privacy-aware anonymous reputation system in vehicular
networks using blockchain. In the proposed scheme, anony-
mous certificate are issued to the vehicles and the actions of
the Certification Authority (CA) are recorded in a blockchain.
Furthermore, node reputation is calculated using legacy tech-
niques (direct trust and opinions) and the recorded event
messages from the senders are stored in a blockchain which
are then used by the authorities for misbehavior detection.

Similarly, Yang et al. [99] used blockchain technology to
establish trust among vehicles. The vehicles use a Bayesian
inference model for the received messages and based on the
validation results from the model, the receiving vehicle assigns
a rating value to the sender and sends it to the nearby RSU.
The RSU calculates the trust value based on the received
ratings. Then the RSUs collectively and cooperatively embed

Authorized licensed use limited to: Kyunghee Univ. Downloaded on March 28,2020 at 08:53:30 UTC from IEEE Xplore.  Restrictions apply. 



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

10 IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS

TABLE II

COMPARISON OF RECENT TRUST MANAGEMENT SCHEMES IN VANET

the trust data into blocks and based on the collective consensus
(proof-of-work), store the block in the blockchain. In this
scheme, RSUs help maintain trust among the vehicles. The
authors also proposed a new consensus algorithm where the
RSUs compete for updating the trust values. Khelifi et al. [100]
addressed the cache management problem in Named Data Net-
working (NDN)-driven VANET by using a reputation-based
blockchain mechanism. The aim is to establish trust among the
data consumers and the cache stores in NDN-based VANET.
The preceding discussion shows that blockchain has the poten-
tial for enabling trust among different entities in vehicular
networks.

8) Machine Learning-Based Trust Management in Vehicu-
lar Networks: Recently, machine learning-based approaches
for secure communications in VANET have emerged.

Oubabas et al. [101] proposed a clustering algorithm which
discovers a community for a given node (vehicle) and assigns
a role to the node, either as a member or as a head, based on
the similarity of mobility among members of the cluster. Then,
the authors proposed a trust update scheme for both data and
entity trust. In contrast, Fan et al. [102] used a fuzzy C-means
clustering algorithm to group the exchanged messages into two
clusters, true and false.

Zhang et al. [103] proposed a deep reinforcement learning
algorithm to find optimal routing paths for packet forwarding
in VANET. The algorithm learns the optimal path based
on computed trust values of vehicles by maximizing the
path trust value. Shams et al. [104] designed a trust-aware
intrusion detection system which includes a Support Vec-
tor Machine (SVM) module to detect malicious behaviors.
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This approach, as with [103], utilizes supervised machine
learning techniques and needs training before its use which
can worsen bootstrapping issues.

9) Miscellaneous Trust Management Techniques in Vehicu-
lar Networks: In addition to the techniques mentioned above,
there are some other miscellaneous trust management tech-
niques used in VANET. For instance, a privacy-aware data
trust mechanism has been proposed by Yeung et al. [105].
The scheme is based on popularity counting of an event
and the authors used pseudo-identities to preserve the privacy
of the event reports. However, the privacy is conditional and
the pseudo-identities are subject to revocation in case of any
misbehavior. Similarly, Xiao et al. [106] used implicit Web of
Trust (WoT) to establish trust among communicating nodes in
VANET. This trust is then used to select a trustworthy node
for cooperation. The use of WoT in VANET was inspired by
the webpage ranking algorithm [106]. Based on the ranking
algorithm, the authors proposed two algorithms, BayesTrust
and VehicleRank. BayesTrust is used to derive the local
trust whereas VehicleRank is used to establish global trust
for a vehicle. In essence, the number of interactions among
vehicles determine the trust level of the neighboring vehicles.
Similarly, Sohail et al. [107] used three-valued subjective logic
to establish trust in a multi-hop communication environment
in VANET.

B. Trust Management in Enabling Technologies
for Vehicular Networks

Recently, various other enabling technologies such as cloud
computing, Software-Defined Network (SDN), social net-
works, cellular networks, and Device-to-Device (D2D) com-
munication are being integrated with VANET. As a result,
new networking paradigms such as Vehicular Clouds (VC),
Vehicular Social Network (VSN), Vehicular SDN (VSDN),
and cellular-driven VANET have emerged. Here we review
the trust management solutions associated with these enabling
technologies.

1) Trust in Cloud-Based VANET: Vehicular cloud is an
emerging form of vehicular networks where cloud features
are leveraged for enhanced applications and services. Trust
among different entities is essential and more challenging than
traditional VANET [108]. Tang et al. [109] designed a trust
establishment mechanism for security-related cooperation in
vehicular clouds. The trust mechanism leverages two kinds
of boards, i.e., a public board that is used for indirect trust
among the participating nodes and a private board that is
used for maintaining direct trust among nodes. Based on the
information from these boards, a trusted path is established
that consists of trusted nodes and then cooperative tasks
can be performed among the participating nodes. It is worth
mentioning that the proposed techniques extend the traditional
trust management techniques to vehicular clouds. Similarly,
Huang et al. [110] focused on the security of computations
carried out in the cloud component of vehicular clouds. For
this purpose, they proposed a trust management framework to
evaluate the trust of the nodes interested in forming vehic-
ular clouds. They also proposed a computation verification

mechanism through trust management in vehicular clouds. The
trust evaluation mechanism is direct and the vehicles evaluate
each other’s trust through direct interactions. On the other
hand, Alishev et al. [36] used social interactions and Analytic
Hierarchy Process (AHP) to bootstrap trust among vehicular
nodes in both VANET and vehicular clouds. While calculating
trust, they consider different factors such as total distance
driven and user behavior.

2) Trust in Cellular-Based (5G) VANET: Due to the increas-
ing number of applications and services in VANET and the
emergence of autonomous cars, 5G technology is considered
to be a suitable candidate for both connected and autonomous
vehicles [6], [111]. Here we only focus on trust manage-
ment in 5G-based VANET. Ortega et al. [112] envisioned
the integration of Content-Centric Networking (CCN) and
permissioned blockchain to establish trust relationship among
participating nodes in 5G-based VANET. On the other hand,
Cui et al. [113] addressed the problem of fast and lightweight
authentication in 5G-based VANET. They proposed a repu-
tation system-based approach for message authentication in
VANET where high frequency Cooperative Awareness Mes-
sages (CAMs) are authenticated based on the reputation of the
sender. The trust management solution is centralized wherein a
trusted CA is in-charge of the reputation management. Nodes
below a certain reputation level cannot get the credentials from
the trusted authority for authentication.

It is also worth mentioning that the current cellular networks
do not have any concrete mechanism to avoid the fake base
station attack due to lack of an authentication mechanism
between the User Equipment (UE) and the base station. This
lack of authentication is exploited by the attackers to deploy
a fake base station and then launch various attacks on the
network. A fake base station will have severe consequences
in 5G-based VANET. In this context, Hussain et al. [114]
proposed a trust-aware authentication mechanism in 5G net-
work. This solution complements the security solution already
implemented in 5G to secure International Mobile Sub-
scriber Identities (IMSIs)/ International Mobile Station Equip-
ment Identity (IEMIs) through encryption with the network
provider’s public key. The network service provider is trusted
and thus the current solution is built on top of the already
established trust. We believe that the same trusted mech-
anism can be applied to 5G-based VANET as well after
taking the VANET characteristics into account. Similarly,
Han et al. [115] developed a Trust Zone (TZ) for 5G network
at the edge cloud where authentication, authorization, and
accounting include a trust evaluation mechanism. Moreover,
the old trust assumptions in the cellular networks will not
be applicable in 5G because technological changes in the 5G
network architecture not only introduce network virtualization,
but also enable the stakeholders to rent resources. This new
development requires new trust solutions in 5G-based VANET.
To discuss the need for new trust management mechanisms
in 5G, Surridge et al. [116] discussed the outcomes of the
5G-ENSURE project that focused on the trust evaluation in
a multi-stakeholder system. The outcome of the 5G-ENSURE
project includes a tool called it Trust Builder that identifies
the security threats to the assets of the system and triggers

Authorized licensed use limited to: Kyunghee Univ. Downloaded on March 28,2020 at 08:53:30 UTC from IEEE Xplore.  Restrictions apply. 



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

12 IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS

necessary countermeasures. In the context of 5G-VANET,
we believe that multi-stakeholder trust is essential.

3) Trust in Software-Defined and Device-to-Device
Communication-Enabled Vehicular Networks: Device-to-
Device communication (D2D) and Software-Defined Network
(SDN) are two of the cornerstone enabling technologies
in 5G networking. The D2D communication feature of the
5G network increases the spectral efficiency and enables
V2V communication without any infrastructure whereas SDN
enables the separation of control and data planes that enhances
the vehicular networks applications. It is, therefore, imperative
to enable trust-aware communication among the vehicles
in 5G-enabled VANET. In this subsection, we discuss the
trust management solutions for the 5G enabling technologies
mentioned above which can then be used in VANET. Although
D2D provide an efficient communication mechanism for
vehicles to communicate without any infrastructure through
5G network, but the selfish and misbehaving nodes must be
identified in the network. In this context, Yan et al. [117]
proposed a trust-oriented peer selection mechanism for D2D
communications. The main goal is to avoid non-cooperative
nodes in D2D communication scenarios which is the essence
in vehicular networks. Yan et al. considered three dimensions
for trust management, i.e., cognition, emotion, and behavior.
In this solution, the authors model cognitive trust, emotion
trust, and behavior trust between the message originator and
the cooperative users. Using the Naive Bayes technique,
the cooperative users are divided into reliable, observed and
unreliable users. Similarly, Canepa et al. [118] introduced
the concept of stereotype where qualities and attributes
associated with people are grouped together and people are
classified based on those attributes. In this context, the nodes
communicating in the D2D environment are also classified
into stereotypes and trust values are assigned to them.
However, to avoid sharing profiles of the stereotypes among
communicating nodes and to avoid a security breach as a
result of sharing profiles, the attributes from the profiles are
used to generate an encryption key by using attribute-based
encryption. This key is later used for secure communication
between communicating nodes in D2D communications.

Wang et al. [119] used social relationships among nodes
to establish and manage trust in D2D environment. One of
the salient features of D2D is to provide a relay mechanism
for the peer devices. In this context, the selection of right
and trustworthy peer is crucial to secure D2D communica-
tion. In the presence of social outcasts in the D2D nodes,
it is challenging to select the right peers for cooperative
communication in D2D environment. Wang et al. proposed a
physical layer communication-based security approach (using
heuristic techniques) to mitigate such threats. In principle,
trusted jamming partners are selected in D2D communication
to hamper the threats from malicious jammers. We note that
such a scenario is naturally true for vehicular communication
where the vehicular nodes rely on the cooperation of neighbors
in close proximity, and therefore trust among them should be
developed and evaluated for secure communication. Similarly,
Militano et al. [120] also leveraged social-aware trust estab-
lishment among communicating nodes in D2D communication

for uploading content-based services. The authors developed
a coalition formation game among the D2D nodes that are
willing to upload content to the base station. The game is
played among the uploading nodes with the aim to evict
misbehaving nodes and the social interactions of the D2D
nodes are taken into account. It is also worth noting that
content uploading and downloading is also a normal service
in vehicular networks and therefore developing trust relation-
ships in vehicular D2D environment could benefit the secure
realization of such applications. A more detailed discussion
on trust management in the D2D environment for different
applications and services can be found in [121].

Software-Defined VANET (SDVANET) is another area
of traditional vehicular networks where scalability, pro-
grammability, and flexibility features are applied. As with
other vehicular network paradigms, security and trust are
essential in SDVANET. Here, we summarize the current
research efforts for trust management in SDVANET. In [122],
Zhang et al. implemented a trust management framework
in SDVANET with a frequently used routing protocol,
i.e., Ad hoc On-Demand Vector routing (AODV). To establish
trust, the authors considered node trust and forwarding ratio.
Forwarding ratio is the number of received packets (from an
arbitrary sender) to the number of packets forwarded by a
node. These packets could be both data and control packets.
The authors used variable weights to adjust the trust evalu-
ation mechanism. In the same context, Vasudev et al. [123]
proposed a trust management mechanism for secure routing
in SDVANET. The proposed scheme is the same as that
of Zhang et al.’s, but the trust verification is carried out
by the RSU rather than locally by the node. In contrast,
in [124], the authors used blockchain for trust management
in SDVANET. In this solution, the authors considered local
temporary miners to carry out computations for the blockchain
transactions and the miner selection is based on trust evalu-
ation. Trust evaluation takes into account parameters such as
link quality, connectivity degree, and the rank of the node.
Nodes with higher link quality, increased connectivity, and
higher rank are assigned higher trust values and are selected as
miners in the blockchain-based SDVANET. In addition to tra-
ditional trust management solutions, machine learning-inspired
trust management solutions have also recently been pro-
posed for vehicular networks. Zhang et al. [125] used a deep
learning approach to establish a trusted routing path among
the communicating nodes in SDVANET. The authors used
Deep Reinforcement Learning (DRL) algorithm through Deep
Neural Network (DNN) in the SDN controller to select a
trusted routing path. Thus the DL-based method offers both
flexibility and trust in selecting the right neighbor for relaying
information in SDNVANET. Mahmood et al. [126] conducted
a short review of trust management schemes in SDNVANET.

4) Trust in Vehicular Social Networks: VSN is a mobile
communication system where entities can communicate by
exploiting social features inherited from overlaying social
structures. Many applications have been developed for users of
VSN to share safety information or entertainment related mes-
sages. Unlike VANET, VSN is not equipped with hard secu-
rity measures such as access control and authentication and,
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therefore, thorough consideration of trust issues in VSN is
essential. Since VSN is a form of an Online Social Network
(OSN), it is common to adopt trust mechanisms applied in
OSN reflecting unique features of VSN such as spatiotemporal
mobility of the network.

Yang et al. [127] discussed about applying the trust
mechanisms from OSN to VSN. They also pointed out
some challenges in deploying the models to VSN such
as resource-aware information discrimination and efficiency
in computing trust. In [128], the authors proposed a trust
model based on the three-valued subjective logic trust model
(3VSL). 3VSL is popularly adopted to model trust among
nodes because it explicitly captures the uncertainty and source
trust. The authors then used the OpinionWalk algorithm
[129] to compute trust levels of nodes in the network. Iqbal
et al. [130] surveyed the existing solutions for trust manage-
ment which can potentially be deployed in VSN including
Blockchain-based and fog computing-based trust solutions.
The authors described many features (such as context, social
relationship, environment, and timeliness) which affect trust
levels and thus should be included when designing a trust
mechanism in VSN.

5) Trust Management in NDN-Based VANET: Recently,
Named Data Networking (NDN) has been leveraged to real-
ize content-centric vehicular networks where content in the
vehicular network is given more importance than the source
of the content [131]. In this context, trust in the data must be
guaranteed in NDN-based VANET. Here we discuss the trust
management schemes proposed for NDN-based VANET. It is
worth mentioning that trust management in NDN-based vehic-
ular networks is still in its infancy but there are a couple of
trust management schemes proposed for NDN-based VANET.
Khelifi et al. [100] proposed a reputation-based blockchain
mechanism for secure caching in vehicular NDN. Their aim
is to increase the trust between the content consumers and
cache store in vehicular NDN. More precisely, only trusted
content is stored in the intermediate node’s cache store and
the consumers accept only trusted content. The trust values
are maintained on a blockchain network. Similarly, Barka
et al. [132] proposed a trusted communication mechanism
for flying ad hoc networks. The underlying principle for
trusted communication is the same as in traditional vehicular
networks where inter-node trust is established by leveraging
historical communication and then the data producer’s trust
is evaluated. The producer trust is driven by a probabilistic
authenticity verification where a fraction of the data producers
are authenticated randomly and a trust value is then established
for them. We believe that this mechanism can be adapted in
NDN-based vehicular networks as well. We also note that
some existing papers [133]–[135] have already identified trust
issues in NDN which have been already inherited by VANET.

C. Trust-Based Services

In trust-based VANET services, the established trust is used
as a by-product to enhance other VANET applications and
services such as secure routing, efficient relay selection for
message spraying, and information dissemination [64], [90],
[136]–[139]. These applications and services use the trust

score of the nodes to select suitable relay nodes and routes
for information dissemination in VANET. Other such services
include trust-based anonymous authentication [113], [140],
credential revocation [141], clustering [142], DoS identifica-
tion [143], and location privacy [144]. Next, we briefly discuss
these trust-based services in VANET.

Rostamzadeh et al. [90] leveraged trust values to find a
shorter and trusted route for information dissemination in
VANET. In the proposed solution, the nodes forward the
message only to their trusted neighbors and keep the message,
otherwise. Whenever a node receives a message, it performs a
series of plausibility checks and then based on a locally com-
puted trust value, the message is forwarded to trusted nodes
only. The authors reported that the proposed scheme outper-
forms the traditional routing algorithms in vehicular networks.
Similarly, Dahmane et al. [136] addressed the relay-selection
mechanism in vehicular networks by leveraging trust manage-
ment. More precisely, they proposed a probabilistic trust mech-
anism to select relay nodes for information dissemination.
They considered multiple parameters such as distance among
nodes, stability of the link among nodes, and message recep-
tion probability and then the most suitable and trusted nodes
are selected as relayers. Furthermore, Kerrache et al. [64]
proposed a trust-based data delivery framework that also helps
in mitigating DoS attacks in VANET. The proposed framework
is a hybrid approach which leverages both entity trust and data
trust. Similar to Dahmane et al.’s scheme, this solution also
takes the context of the messages into account. The context
information is used to calculate trust for both nodes and the
data.

In the same context, Crine et al. [137] proposed a trustwor-
thy routing mechanism in VANET. In essence, each routing
message is authenticated using symmetric cryptography to
stop attackers from manipulating the routing messages. The
proposed scheme does not directly use trust establishment, but
it assumes the trustworthiness of the components of the system
responsible for distributing credentials. Xia et al. [139] also
designed a trust-driven routing protocol in VANET where
two prominent attributes of trust, i.e., subjective trust and
recommendation trust are used to determine the trust level
of a vehicle. In this protocol design, the authors also used
trust-based handoff, and trusted relay selection which further
complement the secure routing.

Trust management is also leveraged for authentication
among different entities in VANET. Paranjothi et al. [138]
developed a social trust-based authentication mechanism in
VANET. The proposed authentication mechanism is designed
for the urban scenario where the probability of communication
with neighboring vehicles through social media is higher.
More precisely, the trustworthiness of a vehicle’s user is
assessed through its social media interaction and it is then
included in the vehicle’s authentication wherein more con-
nected users through social media means higher trustwor-
thiness. Tolba et al. [140] and Cui et al. [113] also proposed
trust-based authentication mechanisms in VANET. Tolba et al.
used a global server for trust history and vehicle behavior to
derive a trust value for a vehicle which is then used in authen-
ticating the vehicle. The authentication mechanism helps in
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mitigating attacks on the networks. Trust management has also
been leveraged for credential revocation [141]. DJamaludin
et al. used social confidence and a peer evaluation scheme
for credential revocation. The current scheme is analogous to
the trust mechanism of Pretty Good Privacy (PGP). Similarly,
Tian et al. [143] proposed an incentive-driven reputation
mechanism in vehicular networks to identify DoS attacks,
where each vehicle holds an initial capital (incentive) which
updates after reporting traffic events. If the event is legitimate,
then the vehicle can increase its capital and RSUs assess
the legitimacy of the reports otherwise, the vehicle loses the
capital. Another similar incentive-driven trust-based location
privacy preservation scheme has been proposed by Ying et al.
[144] where vehicles get incentives to cooperate and change
their pseudonyms when operating in a mix-zone. Based on the
vehicle’s reputation, the other vehicles in the vicinity decide
whether to change their pseudonyms for location privacy. In a
nutshell, there are many trust-based services in vehicular net-
works that include most of the vehicular networks’ operational
requirements.

D. Standardization Efforts for Trust Management
in Vehicular Networks

Due to the commercialization of vehicular networks and
enabling technologies as well as the availability of 5G net-
works, the standardization bodies are working toward security
and trust management standards. In this context, both the
Institute of Electrical and Electronic Engineers (IEEE) and
European ETSI have defined a comprehensive set of standards
that cover many security aspects in vehicular communications.
Hussain et al. [111] discussed the existing security standards in
VANET in detail. Here, we only focus on the standardization
efforts for trust management in VANET. There are two main
standards defined by ETSI that define trust-related functions
and procedures as follows. ETSI TS 102 9412 is the standard
that describes trust management in vehicular network in detail.
There are two versions of this standard, i.e., version 1.1.1
(2012-06) and the latest version 1.2.1 (2018-05). This standard
defines the relationship among different entities in an ITS
network and the trust establishment requirements for ITS.
Furthermore, it also defines the maintenance of identities
and cryptographic information required for providing secu-
rity services in ITS. This standard is based on the security
architecture defined in ETSI TS 102 940.3 According to this
standard, multiple root CAs collaborate together within the
same trust model. Proper procedures are defined for different
trust management-related functions in ITS along with the
required cryptographic primitives in this standard.

V. FUTURE CHALLENGES AND RESEARCH

OPPORTUNITIES FOR TRUST IN VANET

Despite noteworthy progress and research results obtained
to date in the trust and reputation management areas for

2https://www.etsi.org/deliver/etsi_ts/102900_102999/102941/01.02.01_
60/ts_102941v010201p.pdf

3https://www.etsi.org/deliver/etsi_ts/102900_102999/102940/01.03.01_
60/ts_102940v010301p.pdf

vehicular networks, there are several challenges that still need
to be addressed in the future. In this section, we discuss some
of these challenges and outline future research directions for
the trust establishment and management in VANET.

A. Trust Bootstrapping

Recently proposed trust management solutions assume an
arbitrary initial trust value when a node is encountered. There
are mainly two trends in the literature. Some schemes assume
that upon the first encounter, the recipient node will assign
0 trust to the encountered node while others assume that the
first trust value should be 0.5 (assuming that the trust value can
be between 0 and 1). However, this assumption does not match
the real trust value of the encountered node. The actual trust
value might be different from the assumed value based on the
node’s history. Therefore, it is necessary to compute the real
initial trust value of the node. At the moment, some researchers
came up with the idea of long-term trust where the long-term
trust value is stored at the back-end servers for each node
of the network and when a node encounters a new neighbor,
in order to obtain its real trust value, the encountering node
can query the server about the trust value of the encountered
neighbor. Recently another social-based trust bootstrapping
mechanism was proposed by Alishev et al. [36] where they
used Analytical Hierarchy Process (AHP) to calculate the ini-
tial trust value. However, more research is needed to compute
the precise initial trust value for newly encountered nodes.
One possible solution to address this issue could be a hybrid
mechanism wherein social-based factors, past history, and
cooperation among nodes could be leveraged to bootstrap the
trust value for new neighbors.

B. Lifetime of Trust Value/Decay

The lifetime of trust values for neighbors as maintained by
every node is another important challenge in vehicular net-
works. Owing to the characteristics of VANET, vehicles during
operation may encounter many other vehicles depending on
the duration of its operation. As a result, it will be impossible
for them to store the trust values for all encountered nodes
in the past. It will require a lot of storage which is not a
viable option for vehicles at present. Therefore, an efficient
lifetime definition is essential for the neighbors’ trust values.
In other words, each trust value stored by a particular node
must be subject to decay after a specific time period. Here,
the characteristics of vehicular networks could be used to
decide on the lifetime of the trust value stored locally in the
vehicle. For example, the vehicle’s movement direction, speed,
area of interest, and the frequency of encounters could be used
to develop an efficient policy for trust lifetime.

C. Incentives and Audit

Most of the existing trust establishment and management
schemes compute trust (local trust through direct interaction
and global trust through recommendation) by relying on the
cooperation among nodes and/or with the authorities. For such
mechanisms to work properly, the nodes must guarantee to
avoid freeloaders in the network who do not participate in
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the cooperation process but use the services offered by other
benign nodes. In other words, some malicious and selfish
nodes may not provide or provide wrong recommendation for
their neighbors. Therefore, an audit mechanism is essential to
address this issue. Furthermore, efficient incentive mechanisms
are needed to stimulate nodes in the network to participate
in the combined trust evaluation service [26], [145]–[147].
Incentives mechanisms have been successfully designed for
other networks for data ferrying [148] and similar applications.
However, because of the non-deterministic characteristics of
vehicular networks, current incentive mechanisms will need
to be tweaked or new mechanisms should be developed.

D. Reputation Propagation

One of the interesting characteristics of reputation in many
online social networks is that it propagates through the net-
work [149]. Similar to the real world where reputation spreads
through hearsay, reputation propagates in online networks
through connected links. Therefore, it is essential to online
users to behave strategically to keep good reputation. For
example, since one has limited resources to interact with
(or help) others, it is strategically better if one keeps a
good relationship with neighbors who have many connected
links rather than caring for someone with less connections.
However, this strategy is challenging in VANETs because the
number of direct connections does not depend on one’s ability
to be social (or to maintain friendships) but only on oppor-
tunistic encounters with passersby. Therefore, in VANETs,
we need to develop reputation management mechanisms that
motivate members of a network to maintain good reputation.

E. Ephemeral Communications

Vehicular nodes communicate with nodes and with the
infrastructure opportunistically which makes VANET commu-
nications highly ephemeral. The interconnection time among
nodes is unpredictable and this characteristic has a strong
impact on trust computation and management. With an
ephemeral network such as VANET, the nodes usually interact
with a large number of nodes and often for very short periods
of time. Therefore, in order to manage an accurate record of
trust for a particular node, it is required to spend enough
time interacting with that node in the neighborhood. This
issue is also indirectly related to the information decay and
reputation propagation. In ephemeral networks, the nodes need
to have enough storage to store the trust value of all of their
neighbors. Furthermore, bootstrapping, and updating, adding,
and removing trust value from the storage will incur additional
overhead. One possible solution to address this issue could be
the implementation of lightweight and scalable data structures
such as bloom filters. In addition, the ephemeral nature of
VANETs on trust management need further research.

F. End-to-End Trust Management in Enabling Technologies

VANET is integrating with other enabling technologies
such as cloud computing, cellular networks, blockchain, IoT,
and social networks. Therefore, this integration will not only
inherit the security issues and attacks in these technologies
but will also introduce new security issues. In this context,

Hussain et al. [111] identified the security issues faced by
the integration of VANET and 5G. Similarly, the integration
of VANET with enabling technology will require efficient,
intelligent, and effective security and trust management mech-
anisms that take into account the underlying technologies.
We note that trust management is handled differently in
different environments. For instance, in VANET both node
and data trust are considered, whereas, in resource-constrained
environments such as IoT wherein lightweight or centralized
trust management solutions are employed, they may not be
suitable in a VANET environment. Similar challenges could
be faced by cellular networks as well. Therefore, end-to-end
trust management mechanisms must be designed to enable the
integration of emerging technologies with VANET.

G. Heterogeneity: One Size Does Not Fit All

The integration of enabling technologies with the traditional
VANET brings along heterogeneity issues at different levels
including architecture, protocols, communication paradigms,
and resources. This heterogeneity calls for an adaptive trust
management mechanism in different types of VANETs. A sin-
gle static trust management solution will not work for all
types of VANETs. A possible solution could be the inclusion
of context information into trust management mechanisms.
A context-aware trust management mechanism would invoke
the respective trust evaluation with the desired parameters in
a particular environment (i.e., clouds, IoT, 5G, and so on).
Furthermore, the context information could be extended to the
application layer as well where different applications measure
trust at different levels.

VI. CONCLUSION

Trust is one of the pillars of secure communication for
the reliable information exchange among entities in networks.
In this paper, we have presented a comprehensive review
of recently proposed trust establishment and management
schemes in VANET. After modeling the taxonomy for trust
in VANET, we discussed current trust management mecha-
nisms from different perspectives which include entity-centric,
data-centric, aggregation, direct, indirect, game theoretic, and
fuzzy logic-based mechanisms. Our review of the current trust
management schemes concluded that over the last 5 years,
no new trust management schemes for vehicular networks
have been proposed in the literature. Instead, different vari-
ations and combinations of existing approaches have been
used. As Internet of Vehicles, Intelligent Transportation Sys-
tems, Autonomous vehicles emerge, high quality, trustwor-
thy data becomes even more important for many real-time
decisions in the vehicular environment. Research areas of
trust management that require further research investigation
include the consideration of space-centric trust instead of
only entity-centric or data-centric trust management as well
as bootstrapping of trust management.
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