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Nowadays, the use of the Internet of Things (IoT) in diverse applications becomes very
popular. Accordingly, a proliferation of objects with remote sensing, actuation, analysis,
and sharing capabilities will be interconnected on top of heterogeneous communication
networks. Their deployment contexts are continuously changed, which imply a change
in their descriptions and characteristics. In addition, they are a fundamental source of a
huge quantity of gathered data with different encoding formats. Accordingly, this data is
badly expressed, understood and exploited by other systems and devices. From this re-
gard, several challenges associated with standardization, interoperability, discovery, secu-
rity, and description of IoT resources and their corresponding data have emerged. In this
context, Semantic Web Technologies (SWT) seem a suitable and an efficient solution to re-
lieve these challenges. Therefore, a Systematic Literature Review (SLR) methodology is per-
formed to investiagte and analyze a set of the most recent and relevant approaches that
deal with SWT in the [oT domain. These approaches are discussed and evaluated based on
seven different research questions. Finally, future insights and research opportunities are
suggested.

© 2020 Elsevier B.V. All rights reserved.

1. Introduction

1.1. Context

In order to ensure a comfortable life, a myriad of stakeholders become interested in integrating daily life objects into
the network in the field of information technologies. Sensors, actuators, and RFID tags are widely exploited to enable this
integration. From this perspective, users have the ability to access real-time information gathered by connected objects any
time and anywhere. The evolution of using internet with real-world objects has led to the rise of the Internet of Things (IoT).
The International Telecommunication Union defines the IoT as a global infrastructure for the Information Society, which
enables advanced services to connect (physical and virtual) things based on existing and evolving interoperable information
and communication technologies [1]. In addition, Perera et al. [2] affirmed that "The IoT allows people and things to be
connected Anytime, Anyplace, with Anything and Anyone, ideally using Any path/network and Any service”. In fact, billions
of devices and node sensors, become connected to each other with potential capabilities to sense, communicate and share
data and information about their surrounding environment.
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[oT is mainly based on the Wireless Sensor Networks field (WSN) that has emerged as one of the most promising technol-
ogy. Thanks to the intelligent deployed sensors, WSN is greatly employed in many application domains that ensure efficient
supervision.

IoT has recognized a regular evolution by exploiting its services from the web; known as the Web of Things (WaT).

For a better explanation of the fundamental concepts of these technologies, a special focus is put on their semantics.

1.2. Problem statement

Despite its importance, the continuous evolution of the IoT has led to a complexity level due to the huge amount of
heterogeneous deployed objects, sensing data, and suggested services. On the one hand, the connected objects are designed
by different manufacturers (Google, IBM, Nokia, etc). Accordingly, the generated data has different coding formats leading
to a complex data exchange task. Moreover, this amout of data, including semantic heterogeneity (synonymy, antonymy,
polysemy, etc), keeps growing. In this respect, the obtained measure can be expressed in different terms. For instance, tem-
perature can be measured with the Celsius, Fahrenheit or kelvin degree. On the other hand, the variety of these objects and
their continuously changing requirements and deployment contexts further complicate their management and configuration
tasks. These challenges are raised due to the absence of a unified and standard model of IoT devices along with their data
and services. Thereby, the notion of semantics plays a key role in the Internet of Things due to its efficiency in solving
the problems of heterogeneity, interoperability, and data interpretation. Furthermore, semantic interoperability means the
ability of different parties to access and interpret unambiguous data since the connected objects are able to exchange data
with each other and with other users online. SWT exploitation in the IoT field provides an explicit, easy and comprehen-
sible description in order to express semantic objects and their data. In addition, semantics subscribes to define consensus
that facilitates dataset sharing, reuse, integration, and interrogation. This data, extracted from different connected objects
and domains, ensures cooperation between the connected objects by facilitating the communication between them in or-
der to highlight their intelligence aspects. Moreover, it ensures data analysis and reasoning that explain the need for data
alignment with different vocabularies and frameworks.

For this purpose, applying SWT in IoT domain is considered as a suitable and reasonable solution. This aim was confirmed
by Barnaghi et al. [3] who claimed that applying semantic technologies to IoT promotes interoperability among its resources,
information models, data providers and consumers. It also facilitates effective data access and integration, resource discovery,
semantic reasoning and knowledge extraction.

In fact, the synergy between SWT and IoT or WoT domains gives rise to the birth of a new appellation; known as the
semantic web of things (SWoT). According to [4], [5] SWoT is an emerging vision, that brings together the semantic web
and the Internet of Things.

1.3. Motivation and contribution

To ensure a reliable semantic modeling, ontologies are widely used for IoT devices and data annotation. According to
Studer et al. [6], an ontology is a formal and explicit specification of a shared conceptualization. It is used to represent
knowledge in the set of related concept fields.

It mainly consist of:

- Defining standard vocabularies that will be shared and reused between objects as well as between humans.
- Facilitating the discovery, integration, manipulation and configuration of IoT resources and their data.
« Supporting reasoning mechanisms for inferring intelligent decisions.

According to Ye et al. [7], ontologies can be classified on the grounds of their expressiveness (light-weight or heavy-
weight) or generality (generic, domain-specific, or application-specific). In this work, our focus is restricted to the IoT/WoT
domain in general without taking into account its applications.

We detail, classify, compare and discuss the most recent realized semantic modeling approaches in the [0T/WoT domain
through a taxonomy of the previous approaches. We believe that this survey will help both researchers and developers to
focus on the amalgamation between SWT and the I0T/WoT domain that will guide them towards future research directions.

We believe that this survey will help both researchers and developers to focus on the amalgamation between SWT and
these domains as it will guide them towards new future research areas.

The primary contributions of our work are listed as follows:

« We provide an extensive review of the up-to date research progress about the role of SWoT.

« We propose an exhaustive classification which contributes to representing a deep analysis of a comprehensive literature
review.

« We provide in-depth comparisons and discussions of various approaches, whose major role is to ensure semantic inter-
operability in the context of IoT, WoT, and sensors.

« We establish significant future trends for semantics in the IoT domain.
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1.4. Paper organization

The organization of this paper is as follows: In Section 2, we provide a description of related survey papers for semantics
IoT. Section 3 highlights the methodology of our survey. In Section 4, we intend to provide a breakdown of the reviewed
papers for semantics representation in this field. In Section 5, an extensive discussion of the objectives of the studied re-
search is provided. Section 6 extensively describes possible future research opportunities based on the systematic review in
the previous sections. Finally, conclusions will be drawn in Section 7.

2. Related survey papers

Our survey is related to the state-of-the-art dealing with semantics in the IoT, WoT and WSN domains leading to the
evaluation of some research survey papers. Thereby, in this section, we state the recent proposed survey papers on these
topics.

The first investigation in this research area was revealed in 2012 by Barnaghi et al. [3] who have explained the impor-
tance of defining and presenting IoT semantics in order to resolve the heterogeneity and ambiguity of the huge collected
data through connected objects and to ensure the interoperability between IoT systems. From this perspective, they proposed
an overview of some existing ontologies that aim at representing sensors and their data, such as O&M and SSN ontologies.

In 2016, the survey work, realized by Szilaggi et al. in [8], highlighted an overview of SWT used at different IoT system
layers and the well-important ontologies that were used to develop applications and services in IoT, namely SSN [9], IoT
ontology [10], and the I0T-O [11]

In 2017, Bajaja et al. [12] studied, discussed and analyzed various ontologies that will be reused in the IoT domain by tak-
ing into account sensors, time, location and context-awareness. The aforementioned approaches were classified into generic
and domain specific ontologies. In addition, the authors in [13], outlined the existing IoT ontologies to ensure semantic
interoperability between heterogeneous IoT systems. They mainly focused on generic ontology that was applied in IoT plat-
forms and domain-specific application ontologies (health care and logistic domains). De et al. [14] set forth a survey of the
current state-of-the-art on the use of ontologies in the Web of Things (WoT), which ranged them in two layered-approaches.
The cross-domain framework represents the concepts of WoT elements (devices, services, data, etc.) while the domain layer
states some developed ontologies that are grouped into environment (smart home, agriculture, and so on.) and user-oriented
(health care, e-learning, and others) domains.

In 2018, Androec et al. [15] collected and classified diverse works to ensure semantic interoperability in IoT. They con-
ducted a systematic literature review methodology in their survey. The aforementioned studies are arranged according to
their year of publication, country, and main contribution. This study covers different IoT application domains, namely health-
care, smart city, etc. In this work, the authors lightly introduce the selected approaches. Therefore, several recent and im-
portant studies are not considered in this survey.

Tables 1 and 2 recapitulate and discuss the surveys and overviews related to SWoT by highlighting their principal assets
and drawbacks.

Despite their encouraging and neat outcomes, the aforementioned efforts showed remarkable shortcomings in the com-
plementarity and the breadth of understanding semantics in WSN, IoT and WoT domains.

Our work is distinguished by:

» The primary goal of this survey is to consider and explain more recent and cited works than those mentioned in previous
surveys.

« We cover diverse IoT semantic levels (resource, data, service, security). To the best of our knowledge, none of the pro-
posed surveys have covered these aspects.

« We propose an in depth-analysis of the highlighted approaches in which we classify them into several categories de-
scribing their main features. Then we suggest a comparison and a discussion of the outlined approaches. In addition, we
suggest several open research questions for readers.

- This survey paper consists of a new classification of related works.

- We offer a set of research questions to evaluate and compare related works in order to understand their shortfalls,
strengths, and challenges.

» We discuss future directions of loT domain, which are sketchely addressed within the IoT domain in the existing surveys.

3. Survey methodology

In this paper, we concentrated on a systematic literature review (SLR) [16,17] to analyze and evaluate relevant contribu-
tions related to SWoT. As elucidated by [16], SLR is composed of three main phases: planning the review, performing the
review, and reporting the review. These phases will be described below. Fig. 1 shows the adopted procedure.

3.1. Planning review: Goals and research questions

This phase consists in developing a protocol review in order to draw the main objectives of this systematic review, outline
the adopted research questions and propose the research strategy.
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Table 1
Summary of IoT related surveys.
Items  Year Assets Drawbacks Application ~ Adopted
Domain Methodology
[3] 2012 -This work defined the semantic levels -Initial work has focused only on approaches that IoT X
that should be considered in the IoT were suggested before and during 2012, like such as
domain (resource level, data level, SSN and O&M.
service level, security level and -This work has not made a comparison to its related
application level) to ensure works in terms of their main contributions,
interoperability between IoT systems. methodologies, features, etc.
-It gave an overview of important
works that were previously suggested
in order to define IoT semantics, such
as SSN and O& M ontologies
[8] 2016 - The authors in this work explained - -Diverse relevant approaches were not included in IoT X
the importance of using SWTs (OWL, this survey. The latter highlights only the works that
RDF, DL) at different levels of IoT were conducted before and during 2016.
systems to guarantee semantic - The authors did not follow a methodology to select
interoperability between these the cited approaches. Hence, there is neither a
heterogeneous systems. comparison nor a classification in this work.
- It gave an overview of the most
cited ontologies that were proposed
for IoT knowledge representation,
such as SSN, SAN, and IoT-O.
[12] 2017 - This paper provided an overview of - A weak comparison of the previous research works IoT X
the most important ontologies that that did not consider semantic features to build their
should be considered in the IoT ontologies; including semantic language, and
domain such as sensor ontologies, deployment method (modular, monolithic, from
time ontologies, location ontologies scratch, etc).
and so on. - Limited semantic IoT approaches are presented in
- It classified the existing approaches this paper. Approaches related to security aspects and
into generic and domain-specific WoT are not mentioned.
categories. - Absence of a notable discussion concerning the
drawbacks of the studied works.
[13] 2017 - This work described related studies - The studied approaches in the IoT domain IoT, Health X
whose major role consists in defining emphasized only domain-specific aspects of sensors care, Trans-
ontologies not only in the IoT domain  and sensor networks. Approaches about IoT services, portation
but also in healthcare and logistic security and WoT are missing. and
applications in order to achieve - This work’s approaches are just mentioned without Logistics
semantic interoperability between IoT  comparing their semantic features (main scope,
systems. methodology, ontology reuse, semantic web language,
etc) or discussing their drawbacks
Table 2
Summary of IoT related surveys (continued) Table 1.
Items  Year Assets Drawbacks Application  Adopted
Domain Methodology
[14] 2017 This work presented an overview of - This paper focused more on the existing ontologies WoT X
the proposed ontologies in the that can be reused in WoT (sensor ontologies, data
[0T/WoT domain and classified these ontologies, service ontologies, etc) without taking
approaches into generic and domain into consideration other domain-specific aspects, such
levels. as loT-lite and IoT-O.
- The studied approaches are sensor - Various IoT aspects including security and WoT are
ontologies, location ontologies, service  not addressed.
ontologies, data ontologies and other
ontologies for a specific application
(home, healthcare, etc).
[15] 2018 This work proposed a systematic They do not compare the semantic features (semantic  IoT Systematic
literature review of SWT application languages, methodologies, evaluations, Literature
in the IoT domain. modularizations, etc) of the cited approaches. Review

The cited works are discussed and
classified according to their
publication dates, publication types
(conference, journal, thesis, etc.),
semantic usages,and citations in
others works.

Diverse [oT aspects are not highlighted in this survey,
such as security, IoT service description, discovery,
and WoT.
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~

Summarizing selected papers]

Comparing reviewing
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Fig. 1. Systematic literature review applied steps adapted from [16] .

The present survey paper focuses on investigating and exploring the amalgamation of SWT and IoT. Section 2 summarizes
the previous proposed surveys and highlights the contributions of our work compared to the previous ones. Thereby, in our
paper, we analyze and discuss the recent reviewed works through a set of accurate research questions. We mainly focus on:

How can the semantic interoperability between smart objects, data, services, and applications in the IoT domain be
assessed?

Guided by this main research question, a special heed is paid to the following research questions:

- RQ1: What are the main objectives of applying SWT in the IoT domain?

« RQ2: Which aspects of the SWT stack are used?

» RQ3: Are the proposed ontologies based on other existing ontologies or are they built from scratch?
- RQ4: Did the proposed approach present a modularized representation?

« RQ5: Which contexts concerning deployment devices are considered in the proposed models?

« RQ6: Which methodology do the authors follow to build their models?

« RQ7: How do the authors evaluate their models?

3.2. Conducting the review

This phase focuses on identifying and selecting relevant papers that can provide a response to our research questions.
This step is mainly made up of a research strategy and study selection steps.
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Fig. 2. Iterative Papers selection results after applying inclusion and exclusion criteria.

3.2.1. Research strategy

In our survey, we use Web of Science, Google Scholar, IEEE Xplore Digital Library, Elsevier Scopus, ACM digital library,
Citeseer library, Science Direct, and arXiv.org in order to search for relevant scientific contributions. In addition, we consider
the linked open vocabularies for the IoT", IoT schema? and Web of Things Working Group® that are interested in interoper-
ability issue in the IoT domain. In fact, we limit our keywords to Internet of things, Web of Things, Sensors, Ontologies and
Semantics. Consequently, we use the following research string: ((Sensor OR WSN OR Internet of Things OR Web of Things)
AND (Semantic Web Technologies OR Logics OR ontology)).

3.2.2. Study selection

After searching publications in online databases and filtering and screening the returned papers, an initial set of 1400
studies was found. The latter contains not only studies that do not focus on the specified research problem (e.g. survey
papers about IoT) but also duplicate papers (e.g. appeared in different databases, PhD theses and related papers, duplicate
languages etc.) that are proposed for different application domains along with others. Wherefore, a selection step of the
relevant papers becomes necessary based on several inclusion and exclusion criteria.

The latter are defined during this phase to select the most recent and relevant works. First, we only considered the con-
tributions that were published in peer-reviewed journals, conferences, and book chapters from 2011 to 2020. So, the number
of papers was reduced from 1400 to 762. Second, we examined works whose major focus was on IoT, sensor networks and
WoT in general without taking into consideration IoT domain applications, like Healthcare, logistics, industries, and so on.
Consequently, we obtained 442 papers. Third, the number of papers was reduced to just 198 after removing duplicate pa-
pers, Ph.D. theses, survey papers, short papers, and non-English papers. After that, we have investigated the importance of
these papers based on their titles, abstracts, and keywords. Accordingly, from a set of 75 selected papers that were fully
read, we finally focused on 37 relevant studies in this work. Each contribution is analyzed to extract pertinent information
about the proposed research questions. Fig. 2 shows the process.

3.3. Reporting the review

This phase is mainly comprises three main steps, such as summarizing, comparing, and discussing the selected papers.
These steps are described below.

3.3.1. Summarizing selected papers

IoT semantics can be defined in a layered architecture [3] as described in Fig. 3. The first layer represents the IoT resource
that aims to define semantic real-world objects and networks. The second one is, however, for data representation in order
to describe IoT resources and their semantic data and explain the way SWT exploits this representation for management and
interpretation goals. The service application, at the third layer, reveals how SWT helps develop IoT applications and recom-
mend adequate services for users.The security layer shows the capabilities of these technologies to represent vulnerabilities
and security mechanisms in the IoT domain. Inspired by this architecture and in order to answer the first research question,
"What are the main objectives of applying SWT in the 10T?”, we classify the studied approaches into five IoT related aspects,
according to their main contribution namely IoT data, IoT data and service, IoT service, IoT security and WoT. In fact, Fig. 4
illustrates this classification where the IoT resources are already considered by other IoT aspects as follows:

1 LOV4IoT: https://sensormeasurement.appspot.com/
2 jot.schema.org
3 https://www.w3.0rg/WoT/WG/
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Fig. 3. Semantic layer in Internet of Things, adapted from [3].
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Fig. 4. Classification of IoT-based Semantic Approaches.

« [oT data: This category summarizes the research works that proposed a semantic model of IoT resources and their de-

tected data.

- IoT services: At this level, the proposed works emphasize the services given by IoT resources.
- IoT data & services: This category describes the suggested works that define a semantic model for both data and services

generated by IoT resources.

« IoT security dimension: identifies approaches that are offered to ensure IoT security.

- WoT dimension: at this level, a seamless interconnection between the World Wide Web (WWW) and IoT resources is
established in order to define the Web of Things. Consequently, heterogeneous devices can be easily used and configured
through a web application. Thus, this can ensure efficient communication (monitoring, integration, deployment, deletion,
etc.) between users and devices by using web standards (HTTP/WebSockets). From this respect, recent research works
have deeply focused on SWT deployment in WoT, which will be at the heart of our work.

3.3.2. Comparing reviewed approaches
After reviewing each approach, we propose a comparative study according to several criteria. These criteria are explained

as follows:

- Semantic Technologies: They are proposed to give an answer to this question "Which aspects of the SWT stack are used”.
This dimension specifies the modeling, reasoning and interrogating language (OWL, RDF, SWRL, SPARQL, etc.). In fact,
ontologies are developed based on semantic web languages that offer formal semantics and a precise syntactic structure
of the domain knowledge. In what follows, we will pay special attention to the most known languages.
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The Resource Description Framework (RDF): According to the W3C* RDF is a graph that defines a standard model for
data interchange on the web. It is also called an RDF triple as it comprises a subject, object, and predicate. The subject
defines the semantic entity of interest, the object refers to the value of this entity and the predicate represents the
relation between the entity and its value. RDF Schema (RDFS) is an extension of RDF that provides a structured data-
modeling vocabulary for RDF data. It defines generalization relations (rdfs;Class, rdfs:subPropertyOf, etc) and constraints
(rdfs;domain, rdfs:range) of RDF triples.

The Ontology Web Language (OWL): is an ontology language that is standardized by the W3C for the semantic web. It
allows the representation of concepts and their relationship with logical reasoning and information systemsin an appro-
priate manner. It is easier and more expressive compared to the RDFS language. In 2009, the W3C OWL working group
has proposed an extension of OWL, known as OWL2°. OWL2 has three different profiles, namely OWL 2 EL, OWL 2 QL,
and OWL2 RL. The first profile is employed for ontologies that contain a large number of classes and properties. The sec-
ond profile is very useful for a large ontology that includes a massive quantity of instances. The third profile is applicable
to applications that require scalable reasoning, in time that is polynomial with respect to the size of the ontology.

The Semantic Web Rule Language (SWRL): is a rule language for the semantic web. It allows users to define rules based
on OWL concepts and their relationships in order to infer hidden knowledge. It can be extended by using functions;
named built-ins that can be mathematical operations, string operations, dates, and so on. Furthermore, it permits users
to define their own built-ins that respond to their requirements. The SWRL language is composed of two main parts. The
antecedent part refers to a set of conditions that should be verified while the consequence part describes results and
actions that will be executed.

The Shape Constraint Language (SHACL)®: is a W3C specifications that focused on the validation of RDF graph via a set of
conditions and constraints. These conditions are provided as shapes.

The SPARQL Query Language: According to the W3C, SPARQL is a query language for the RDF graph. It helps search, add,
remove, and update RDF data. It also supports extensible value testing and constraining. The result of a SPARQL query is
a set of RDF graphs.

Reuse of ontologies: This criterion specifies if the authors taking into account the previous existing ontologies to rep-
resent the IoT domain knowledge, or rather define their ontology from scratch. This criterion gives an answer to the
question "Are the proposed ontologies based on other existing ontologies or are they built from scratch?”. In fact, during
the ontology development process, it's very important to reuse existing ontologies rather than build it from scratch for
many reasons. Meanwhile, according to Lonsdale et al. [18], reusing an existing ontology guarantees the quality of the
new ontology because the reused concepts have already been tested and validated. In addition, building an ontology
from scratch is costly and needs great human efforts that will be reduced by reusing existing ones. Moreover, mapping
between two ontologies, that share components through ontology reuse, is easier.

Modularity: 1t verifies if the proposed models are presented by modules or not. This criterion gives an answer to the
question "Did the proposed approach present a modularized representation?”. In fact, a monolithic ontology is very diffi-
cult to be handled and reused [19], [20], [21]. In addition, a scalability problem can be revealed by monolithic ontology-
based applications. This is justified by the amount of data that must be analyzed by semantic web technologies (SWRL,
SPARQL, RDF). In this regard, modular ontology is a promising solution as it can facilitate knowledge reuse across het-
erogeneous domains. It is easier to maintain, reuse, and manage distributed engineering of ontology modules in different
locations and areas of expertise [22]. Accordingly, modularity is an important choice in IoT for ontology development, as
a set of interlinked modules, in order to improve scalability, reasoning performance and reusable domain concepts based
on necessary modules.

Context: This criterion answers the research question RQ5: "Which context concerning deployment devices are consid-
ered in the proposed models?”. In fact, with its swift growth, the networked deployment of objects become more com-
plicated and difficult to be handled than ever. It refers to IoT resource contexts that should be taken into consideration
to ensure an efficient and permanent configuration and management of these resources.

Dey in [23] has defined context as "any information that can be used to characterize the situation of an entity. An entity
is a user, a place, or a physical or computational object that is considered relevant to the interaction between a user and an
application, including the user and application themselves”.

The connected object constitutes the main entity of the IoT field. Therefore, we elucidate five contexts that are relative to
object deployment, namely interconnectivity context (Col), time context (CoT), location context (CoL), trajectory context
(CoTr), and object’s requirement context (CoR).

Time context (CoT): With the continuous progress of networked objects, temporal issues have been more powerful than
before. Time context is employed to explain the temporal modeling and reasoning features of connected things. Accord-
ingly, it improves the quality of services provided by these objects.

Location context (CoL): Location awareness is inextricably linked to connected objects. It is strongly important to obtain
and represent information about their position in the physical environment.

https://www.w3.org/
https://www.w3.org/TR/owl2-overview/
https://www.w3.org/TR/shacl/
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Trajectory context (CoTr): Context-aware trajectory represents the mobility characteristics of connected objects. It is based
on the two above-mentioned contexts (time and location). Thereby, it refers to a location list that is crossed by an object
during a predefined period of time. Nonetheless, there is a lack of applying SWT to represent the trajectory behaviors of
connected objects.

Inter-connectivity context (Col): It is the fact of having knowledge about the used technologies to interconnect real-world
objects to Internet. In fact, large amounts of shared data that consume a lot of network bandwidth are generated. There-
fore, the network has to be effectively managed for efficient utilization.

Object’s requirement context (CoR): this context focuses on the object’s specifications, such as the battery level, memory
capacity, coverage range, lifetime, and so on. These information are extremely salient during their state configuration.
Methodology: This criterion helps us identify which methodology is followed to build ontologies in IoT. It is related to
the research question "RQ6: Which methodology do the authors follow to build their models?”.In fact, an ontology is a
promising solution to ensure semantic interoperability between heterogeneous systems. Building an IoT ontology is not
a straightforward task due to the complexity of the IoT domain in terms of the exponential growth of deployed devices,
continuous deployment contexts, heterogeneous data, etc. This needs collaboration between the IoT domain and software
engineering experts. In this regard, they should adopt a well-defined methodology during the ontology development
process in order to define a reliable and efficient model that builds knowledge of the target domain. Four well-known
methodologies can be selected from a diverse range of methods that were offered for ontology construction, namely
methontology methodology [24], 101 method [25], Neon methodology [26] and agile methodology [27].

Evaluation Techniques: This criterion refers to the suggested methods and techniques used for evaluating these works.
It is suggested to address this question "How do the authors evaluate their models?”.

In fact, it is a primordial task to evaluate the quality, performance and usefulness of the proposed ontology. Therefore,
four well-known techniques can be used for ontology assessment, namely gold standard assessment, human evaluation,
data-driven evaluation and application-based evaluation [28]. Gold standard evaluation aims to compare the proposed
ontology to either a high-level model or defined standards in the concerned domain. Human evaluation method is based
on several predefined comparison criteria that are proposed to evaluate the ontology design, such as its clarity level,
completeness, consistency, Gruber [29] and Gémez-Pérez [30]. Application-based evaluation consists in using an ontology
in a specific application in order to evaluate its results. This ontology can be compared to a predefined data source, such
as a corpus of documents in a particular domain, called data-driven evaluation.

4. Semantic-based approaches for IoT

Several projects are focusing on addressing the semantics IoT like IoT-A [31], SOFIA’, SemSorGrid4Env!, Linksmart®,
loT.est?, openloT3, FED4FIRE'?, Vital ontology''and CityPulse2.

Gyrard et al [32], have developed a linked open vocabulary project (LOV4IoT'?) that collects and regroups numerous
relevant ontologies for the 16T domain such as, SAREF'® standardized by ETSI with the name SmartM2M, spitfire’* and the
OneM2M base ontology'®.

In the following sub-sections, we propose an overview of the realized researches in this topic (the 37 selected papers
as it was clarified in the previous section) that were classified according to their main contributions. We also compare the
proposed works in each sub-section based on our research questions. However, Tables 3 and 4 highlights the main features
and drawbacks of these studies.

4.1. IoT Data representation

The studies in this category focus on the use of SWT in representing the semantics of IoT resources and their data.

In 2012, the Semantic Sensor Network Incubator Group, belonging to the World Wide Web Consortium (W3C), developed
an ontology called Semantic Sensor Network (SSN)[9]. This ontology is developed through the review of different proposed
ontologies, namely SemSOS ontology [67], Ontonym-Sensor [68] and CESN ontology [69]. The SSN ontology describes sensors
in terms of capabilities, measurement processes, observations and deployments in order to define the semantic interoper-
ability of physical sensor networks. Its core concepts are sensors and their features and properties, observations, systems,
measuring capabilities, operating and survival restrictions, and deployments.

7 http://sofia2.com/

8 https://linksmart.eu/redmine/projects

9 http://ics-iot.weebly.com/iotest.html

10 http://www.fed4fire.eu/

1 http://vital-iot.eu/

12 https://lov4iot.appspot.com/

3 https://sites.google.com/site/smartappliancesproject/ontologies
http://sensormeasurement.appspot.com/ont/sensor/spitfire.owl
15 http://www.onem2m.org/ontology/Base
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Table 3
Comparison between Semantic-1oT related works.
Items Assets Drawbacks
[9] - This work, proposed an ontology for sensor networks and their - The work was proposed for only sensors
observations (SSN ontology). - It didn’t consider the modeling phase of sensors services.
- It was based on other ontologies, like O&M and SemSoS. - Evaluating the semantic quality (consistency, clarity, coverage,
- It is available online. etc.) of the SSN ontology was not addressed.
It was used in diverse projects, such as IoT.est, open - Privacy and security issues were not presented and interpreted.
[0T,FED4FIRE, etc. - It did not support reasoning mechanisms for sensor
configuration and data management.
[33,34] The SSN ontology was extended to wireless and cloud sensor - They focused only on sensors
networks respectively. - They are not available online.
- They did not define sensors and data management techniques.
- Lack of privacy and security issues.
[35] - This work expanded the SSN ontology to cover actuator devices - Both sensor and actuator services were not modeled.
and came up with SOSA ontology. - It did not support reasoning mechanisms
- It is available online - Semantic quality was not assessed.
- Privacy and security issues were not addressed.
[36-40]  These works have modeled IoT devices (sensors, actuators, RFIDs)  They were interested only in IoT devices and their data stream
and their data without focusing on their services.
- They were based on the SSN ontology, except [39] and [40] - They did not support reasoning.
which were built from scratch. - The evaluation step did not emphasize semantic quality.
- They were tested based on specific applications (smart city, - Privacy and security aspects were not considered.
smart home, healthcare).
- They are available online, except [40]
- These works introduced ontologies that describe connected - IoT data was not considered in these works.
[11,41,42] devices (sensors, actuators) and their services. - They did not concentrate on IoT service selection.
- They were linked to other SSN and OWL-S ontologies, except - They did not support reasoning mechanisms.
[42]. They were tested based on real objects. - The ontology proposed in [11] is the only available online.
[43] -This work proposed a modular ontology for IoT and their -The evaluation was missing
services -The ontology not available online
- Despite that, it is one of the first attempts in IoT, the proposed - Rules for IoT data and resource management were not defined
ontology cover concept about the sensor, actuator, physical object
and so on.
- Defined mathematical rules modeled in the ontology for loT
services selection
[44-46] - These works put forward a semantic representation of IoT - These ontologies did not consider IoT resource data.

resources and their services.

They proposed an IoT service selection method based on QoS.

- The developed ontologies were built by reusing SSN and OWL-S
ontologies, except [46] which was built from scratch. The
suggested ontologies were tested based on a real use case
(weather monitoring).

Diverse characteristics of IoT resources were not considered in
these works such as connectivity, virtualization, mobility, energy,
and life cycle.

- They are not accessible online.

- Rules for inference and reasoning purposes were not presented.

- The semantic quality of the suggested ontologies was not
evaluated.
- Security aspects were not taken into account.

It is then used by several projects like SemsorGrid4Env!®, CityPulse!” and openloT!8. This ontology is then extended by
Bendabbouche et al. [33], for wireless sensor network (wireless sensor network ontology), and by Muller for sensor cloud
(sensor cloud ontology)[34].

The above-mentioned works have mainly focused on the semantic representation of sensors and their observations.

The MELODY projects introduced a semantic actuator network (SAN)'? to represent the semantics of actuators and their
capabilities and roles. Besides, the SOSA ontology [35], proposed by the joint group World Wide Web Consortium (W3C)
and the Open Geospatial Consortium (OGC), represents the interaction between sensors, observations, actuators and sample
concepts.

Recently, the SSN ontology has been simplified by removing some concepts including stimulus, systems, measurement
and system capabilities, and by extending the SOSA ontology to represent knowledge about actuators [35].

Nonetheless, the IoT is not only composed by sensors and actuators. From this regard, Gyrard et al. [36] proposed an M3
ontology that is extended from the SSN ontology that includes various concepts, such as transducer, RFIDS tag, and controller.
The measurement concept was proposed in this model in order to represent data streams obtained from IoT resources. This

16 http://mayor2.dia.fi.upm.es/oeg-upm/index.php/en/activeprojects/
7 http://www.ict-citypulse.eu/page/

18 http://openiot.eu/

19 https://www.irit.fr/recherches/MELODI/ontologies/SAN.html
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Table 4
Comparison between Semantic-IoT related works (continued).
Items Assets Drawbacks
[47-49] - These works proposed a context-awareness IoT service - They did not present IoT data in their ontologies.
descriptions and selection approaches. - Management of IoT devices and their services through
- They reused existing ontologies, such as SSN and OWL-S. reasoning rules was not defined.
- They suggested context-awareness IoT service selection and - The evaluation was either missing or poorly described.
discovery (temporal selection, geographic selection, uncertain - The proposed ontologies were not accessible online.
selection, etc.). - Security issues were not considered.
[50-54] - These works proposed a distributed-based solution for - Semantic modeling and utilisation of IoT resource information
describing and selecting IoT resources and services based on were not addressed.
SWT. - The evaluation focused only on the application-based method
- The suggested method was evaluated based on specific without addressing the criteria-based method to check the
applications. coverage, clarity, consistency, and completeness of these
ontologies.
- Reasoning and interpreting IoT resources and their services
were not defined.
- The proposed ontologies are not available online.
- Security domain knowledge was not presented in these
ontologies.
[10,55- - These works proposed monolothic ontologies for the semantic They addressed only modelling and annotation issues and
58] representation of IoT resources, information and services. ignored the interpretation and reasoning phases.
- Most of these works followed the application-based method as - Only ontologies in [57], [58] are accessible online.
an evaluation tool. - Evaluating the semantic quality of the suggested ontologies was
- Most of works were linked to other ontologies. missing in all approaches.
- Security domain knowledge was not presented in these
ontologies.
[59-62] - These works set forth security ontologies for IoT applications. - Evaluation concentrated on implementing ontologies in
- The proposed ontologies were linked to the previous ones that applications without taking into account the quality of these
were specific to sensors, networks, web, etc. ontologies, such as their correctness, completeness, clarity, and
- Only [59] and [60] are available online. consistency levels.
- Reasoning mechanism to manage the occurred attacks was only - The reuse of IoT ontologies, such as IoT-O, IoT-lite, and so on
defined by [61] and [62]. was treated only by [61].
[63], - These works introduced new concepts to define WoT semantics, - Evaluating the quality of the developed ontologies was not
[64-66] such as WoT resources, Identifier (IRE), application protocols highlighted.

(COAP, HTTP), etc.

- The majority of these works evaluated their ontologies within a
web application.

- These ontologies are available online.

- Reusing IoT domain knowledge (IoT devices,data, services) in
these ontologies was absent.
- Security aspects were not considered in these ontologies.

ontology was then simplified in the context of FIESTA-IOT H2020 EU project and it was called M3 lite?0, It was integrated
in a framework to facilitate the development of IoT applications.

To deal with the real-time sensor data, the authors in [37] suggested a framework for real-time semantic annotation of
streaming IoT data to support dynamic integration into the Web. This framework (called CityPulse framework) was proposed
in the context of the CityPulse? project. It is based on a Stream Annotation Ontology (SAO). The main concepts of this
ontology are stream data, stream analysis and stream event. This ontology was extended by Elsalah et al. in [38] by adding
other concepts to represent IoT devices, time, location, data units, and values. The extended version was called the IoT data
streams ontology.

To ensure interoperability between two or more IoT data hubs, Tachmazidis et al. [39], presented a semantic enrichment
of the BT Hypercat Data Hub. The latter gathers data from different sources to be brought onto a common platform and
presented to users and developers in a consistent way. Therefore, the main concepts of the BT Hypercat ontology are sensor
stream, event stream, sensor feed, event feed, etc. The access to the HB Hypercat ontology is ensured through the SPARQL
language, based on the mapping between SPARQL and SQL queries.

In addition, the authors in [40] have proposed an ontology-driven approach to enable automatic generation of firmware
for the IoT devices and middleware for the applications through human-machine interfaces. This ontology is composed of
six modules. The first one is called the programming languages /O structure ontology is used to make the source codes of
the developed firmware and applications understandable by the users through the input/output data structures description.
The data types ontology represents all data types supported by the system. The visual objects ontology is proposed for
describing and monitoring the available visual objects and visualizing the graphical scenes of the result of IoT devices.
The semantic filters ontology is interested in raw data filtering and pre-processing (e.g. denoising sensor data, and fusing
data). The electronic components and middleware ontology defines a description of different programmable devices (sensor,
actuator, transducer, etc.) and a description of different programming interfaces of the developed system.

Table 5, shows that these approaches utilize SWT to formalize their ontologies. In addition, we notice that almost of these
approaches take the advantage of reusing the existing ontologies instead of building their ones from scratch. Therefore, only

20 http://lov.okfn.org/dataset/lov/vocabs/m3lite
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Table 5

Summary of semantic-based approaches for IoT resources and data description.
Reference RQ2 RQ3 RQ4 RQ5 RQ6 RQ7

CoT CoL Col CoTr CoR

[9] OWL2 SemSOS, Ontonym-Sensor, CESN, O&M v/ v v x X X X application
[33] X SSN v v v v ox v X application
[34] RDF, SPARQL SSN X v v v ox X x application
[35] OWL SSN, DOLCE, v v v x X X X application
[36] OWL SSN X v v v ox v Methondology application
[37] OWL Dul and SSN X X v X X X X application
[38] RDF, SPARQL SSN, SOSA, IoT-lite x v v x x x 101 methodology application
[39] RDF, OWL, SPARQL, JSON-DL x X X X X X X X application
[40] OWL X x X x x % v application

two works [36,38] follow a methodology during the development process. Furthermore, only the works [9,33,35] present
their ontologies in a modular models in order to facilitate their extension and reuse. The main modeled contexts in these
works are the time and the location with less attention about the interconnectivty, the requirement and the trajectory
contexts. Concerning the evaluation of their ontologies all the studied approaches in this category follow the application-
based evaluation.

4.2. IoT Services representation & discovery

In this section, we review related works about describing and discovering IoT resources and their services. The suggested
ontologies in this category define concepts only for IoT resources and their services.

De et al. [41] presented a semantic model for [oT components (entity, resource and service). They proposed an extension
of the OWL-S ontology for IoT. Thereby, they added the concept of IoT service as a subclass of the OWL-S?! ontology.

In the context of the ADREAM project, the authors of [11] proposed a modular ontology (IoT-0)?2 to ensure semantic
interoperability between IoT components. IoT-O includes several modules, like sensing, actuating, life cycle, service and en-
ergy modules. The sensing module extends several concepts from the SSN ontology. The actuating module describes how
the system interacts with the physical world and is modeled with the classes actuator, actuation, etc. The life cycle module
models the state of machines and device usages. The service module, showing web service interfaces, consists of service,
operation and message classes. The energy module provides classes for representing the power consumption of IoT devices.

The authors in [42] suggested a semantic service ontology to ensure heterogeneous IoT service descriptions in different
contexts or platforms. The proposed ontology mainly comprises a service-object concept that is made up of three sub-classes:
property, capability, and server profile. Property represents the static states of the connected objects. The capability concept
represents the dynamically generated data by objects. The server profile determines a configuration of physical objects when
it interacts with specific platforms.

Authors in the previous studies did not perform any mechanism for IoT service discovery. To overcome this issue, many
proposed approaches are divided into four categories.

- Mathematical-based approach that is based on mathematical equations to retrieve IoT services.

» QoS-based approach concentrates on providing high quality services.

» Context-based approach aims to suggest services for users based on a predefined context.

- Distributed-based approach allows to discover heterogeneous and distributed IoT services in a scalable way

These categories are detailed in the following sub-sections.

4.2.1. Mathematical based approach

One of the first attempts, that proposed semantics IoT, is suggested by Hachem et al. [43], who introduced an IoT mid-
dleware based on the service-oriented paradigm that abstracts things as services. This middleware includes three major
ontologies (device, physics and mathematics and estimation). The device ontology aims to describe "things”. The physical
ontology permits to model not only real world entities as physical concepts but also mathematical formulas and functions
to facilitate the IoT service discovery. The estimation ontology describes models, which can be used when a service is un-
available.

4.2.2. QoS Based approach
This section displays approaches with the main goal of discovering and selecting IoT services based on the Quality of Ser-
vice (QoS) values. The authors in [44] have proposed a common conceptual model, named "Physical Service Model (PMS)”,

21 https://[www.w3.org/Submission/OWL-S/
22 https://www.irit.fr/recherches/MELODI/ontologies/IoT-O/
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for describing heterogeneous IoT services. The PMS is composed of three main concepts, namely device, resource, and service.
The device class represents the employed hardware that is attached to a real-world entity. The resource concept defines
a computational element, which is hosted on a device and exposed by a service through a common interface. The ser-
vice concept represents the services of IoT devices, such as identifying, actuating and sensing. The PMS model contains
spatio-temporal features that characterize the deployment of these three concepts. These features are then exploited as QoS
attributes for IoT service rating. Other attributes are suggested, such as reliability, reputation, and execution cost. Finally, the
service selection of this model is based on the user’s preferences and requirements.

The authors in [45] have suggested a semantic-based framework for IoT transaction modeling and processing. This frame-
work is composed of various layers: the entity link layer, the semantic annotation layer, the service registry center, the
transaction construction layer, and the transaction execution control layer. This framework is based on the OWL-S ontology
as it is the basis for logical reasoning. This ontology is extended by adding the service-status concept to represent dynamic
services for IoT entities. This concept has not only refers to a location (current location) and the current status of IoT devices,
but also a sequence of IoT transactions. In addition, Yachir et al. [46] proposed a semantic model for smart objects and users
request resolution in the IoT domain using ontology and description logic techniques. This model facilitates the reasoning
over services and devices. The selection of services is based on the QoS level. In fact, only services, providing higher quality
than the required QoS level, are returned to the user.

4.2.3. Context based approach

In this section, we describe relevant works that mainly focused on how to provide IoT services according to a predefined
context. Accordingly, a significant work has been proposed by Nambi et al. in [47], which suggest a unified semantic knowl-
edge base for IoT that consists of several ontologies (resource, location, context and domain, policy and service ontologies).
The resource ontology represents an entity in IoT (e.g., sensor, actuator, physical object and composite object). The location
ontology describes semantic geospatial information for IoT. This ontology extends the GeoNames ontology?3. The context
and domain ontologies represent contextual information and domain-specific knowledge. The policy ontology is used to
provide information on how to accomplish a service requested by an actor in dynamic environments. The service ontology
describes, represents and models the IoT services. In [48], the authors have provided an ontology based context model to
represent uncertain and temporal context. Therefore, Dynamic Bayesian Networks (DBN) are adopted to reason about these
contexts for uncertain IoT services discovery. Besides, the work done by Li et al. in [49] developed a decentralized Location-
preserving context-aware discovery framework, which is based on SWT. It uses ontology to encode context information and
match queries with services to select the most appropriate ones.

4.2.4. Distributed based approach

The studied approaches in this section focused on applying the distributed-based solution for IoT services description
and selection. The authors in [50] have developed a lightweight ontology for IoT services description, which contains seven
main modules: IoT service, service test, Quality of service (QoS) and quality of information (Qol), deployment platform and
networking, observation and measurement, IoT resource, entity of interest and physical locations. Scalable access to IoT
services and resources is realized through a distributed, semantic storage design. In [51], authors set forth an integrated
semantic service platform. The major purpose of this platform is to resolve three main problems in distributed IoT domains
by applying semantic technologies to IoT, such as semantic discovery, dynamic semantic representation, and semantic data
repository for IoT resources. This platform is based on the IoT-based service integration ontology. The latter contains three
main concepts: service that represents one or more loT-based services, user that describes information about end-users, and
reference class indicates the way to refer to IoT resources located in external IoT service platforms.

The authors in [52] proposed ForwardDS-IoT a federated discovery service in the IoT context, which includes a seman-
tic model. The latter is based on existing ontologies, such as SSN, SAN, and OWL-S ontologies. Additionally, Willner et al.
[53] have put an open-multinet upper ontology (MON) to support the interoperability of federated infrastructures. It facil-
itates the management of heterogeneous resources through the amalgamation of different semantic ontologies. The MON
ontology is composed of six sub-ontologies: omn-federation, omn-resource, omn-service, omn-lifecycle, omn-component,
omn-policy, and omn-monitoring. By the same token, Zhu et al. [54] have suggested an SOA-based solution for IoT services
discovery. In fact, they defined an ontology for cyber-physical systems and IoT domains to facilitate the service selection
and composition. This semantic model is extended from the OWL-S ontology by applying the OWL-S constructs of the
process-profile-grounding. The PT-SOA ontology includes four main concepts: the physical profile is used to describe the
characteristics, components, and constituents of physical things; the operation profile is proposed to control physical things
or operations when providing a service (maintenance, constraints, etc.); context is utilized to represent the dynamic state of
IoT things and the scheduled services that describe the service delivery context (time, location, etc) by these things.

Tables 6-10 provide a comparative analysis of the studied works for representing and discovering IoT services. They
show that these approaches use SWT to formalize their models. Only a few works [11,47,50] use modular representation for
their models. The deployment contexts of IoT devices are partially addressed. Moreover, only the work achieved in [11] has
adopted a methodology during the development of their models. The application-based method is frequently used for the
evaluation purposes.

23 http://www.geonames.org/ontology/documentation.html
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Table 6
Summary of semantic-based approaches for IoT services representation.
Reference  RQ2 RQ3 RQ4 RQ5 RQ6 RQ7
CoT CoL  Col CoTr  CoR
[11] OWL SSN, DUL, PowerOnt, OWL-S v v X X X v NeON Methodology  application
[41] OWL SSN ontology, OWL-S X v v X X X X X
[42] JSON-LD x X x x X X x x application
Table 7
Summary of semantic-based approaches for IoT services discovery: mathematical-based ap-
proach.
Reference  RQ2 RQ3 RQ4 RQ5 RQ6 RQ7
CoT CoL Col CoTr  CoR
[43] OWL X X x X X X X X X
Table 8

Summary of semantic-based approaches for IoT services discovery: QoS-based approach.

Reference  RQ2 RQ3 RQ4 RQ5 RQ6  RQ7

CoT CoL Col CoTr CoR

[44] OWL, RDF, SPARQL  SSN, Geonames, FOAF, OWL-S X v v X X X X application
[45] OWL OWL-S X v v X X X X application
[46] Description Logic X X X v X X X X application
Table 9
Summary of Semantic-based Approaches for IoT services discovery: context-based approach.
Reference RQ2 RQ3 RQ4 RQ5 RQ6 RQ7
CoT CoL Col CoTr CoR
[47] OWL  SSN, OWL-S v x v X X x
[48] OWL X X v X X X X X
[49] OWL  contexts ontologies X v v X X X X application

Table 10

Summary of semantic-based approaches for IoT services discovery: distributed-based approach .
Reference  RQ2 RQ3 RQ4 RQ5 RQ6 RQ7

CoT CoL Col Colr CoR

[50] OWL OWL-S, SSN, Geonames, etc. v X v X X v X X
[51] Jena, OWL, RDF, Pellet, SWRL, SPARQL  x X x v x x v X application
[52] OWL, SPARQL OWL-S, SSN, SAN, Geonames  x X v X X X X application
[53] OWL, SPARQL, X X v v v X X X application
[54] OWL OWL-S X v v X X X X application

4.3. IoT Data & services representation

This section states the relevant contributions, which focus on applying SWT to represent the semantics of heterogeneous
IoT resources, their data and their services.

The authors in [55] suggested an IoT domain model that is composed of diverse concepts, such as augmented entity,
user, device, resource, and service.

Kotis et al. [10], described an ontology that represents knowledge about the IoT devices in order to cooperate with
each other in a large-scale, a federated and coordinated way. The main concepts of this ontology are device (sensing device,
actuating device, attached device, computing device, etc.), IoT entity, and some concepts are extended from the SSN ontology,
such as sensor, feature of interest, observation and property.

Ma et al. [56] set forth the a framework for a semantic information model for IoT applications. In fact, the proposed
ontology describes (i) real word entities, namely the object being monitored, sensor devices and the network infrastructure,
(ii) the spatial and temporal dimension, (iii) the captured (dynamic and static) data, (iv) services including applications (e.g.,
in the areas of healthcare or traffic), functions and interfaces.
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Table 11
Summary of semantic-based approaches for IoT resources, data and services description.

Reference RQ2 RQ3 RQ4 RQ5 RQ6 RQ7

CoT CoL Col CoTr CoR

[55] x X

X X X X X X X
[10] OWL2 QL DOLCE, SSN, FOAF, QUDT x v ox x x X X application
[56] OWL2 x x v v x x x % application, data-driven
[57] JSON-LD, RDF/XML, Turtle SSN, Geonames, SAO X v v ox X X % application
[58] OWL IoT-A, DUL, SSN, IoT-lite, Time, M3 x v v ox X x 101 Methodology application
Table 12
Summary of Semantic-based Approaches for IoT Security.
Reference RQ2 RQ3 RQ4 RQ5 RQ6 RQ7
CoT CoL Col Colr CoR
[59] OWL, SPARQL existing security ontology X X x v X x X X
[60] OWL, SPARQL STAC, SecurOntology, Security ontology, NRL security ontology x X X X % X X application
[61] OWL, SWRL SSN v v v o ox x X X application
[62] OWL, SPARQL, SWRL x X X X x X X x application

In the context of both the EU FP7 FIWARE project?* and the EU H2020 FIESTA-IoT project?® the authors in [57] developed
an IoT-lite ontology with the aim of describing IoT concepts in three classes: Objects, system or resources, and services. This
ontology is a lightweight instantiation of the SSN ontology [9]. In the same context, Agarwal et al. [58] suggested a unified
ontology for the IoT domain, which reuses a number of core concepts from several ontologies, such as SSN, M3-lite (a lite
version of M3 and also an outcome of this study), WGS84, loT-lite, Time, and DUL.

As described in Table 11, the majority of these contributions have formalized their ontologies with semantic languages
and based on existing ones. Besides, it is pertinent to note that none of the approaches, except [58], follow a methodology
during their models’ development. Ensuring the interoperability beween IoT resources, its data and services are the main
addressed challenge. Several methods are used for the evaluation step.

4.4. Semantics for IoT security

Instead of communicating with a centralized server, IoT objects communicate with each other which makes the insurance
of a secure communication an important challenge that should be addressed. Unfortunately, we found only few works that
focus on this challenge based on SWT.

Gyrard et al [59] proposed a STAC ontology to secure IoT applications. This work combined existing ontologies in differ-
ent domains (sensor networks, mobile phone, network communications, and so on). The STAC ontology presents concepts
concerning the security of devices, networks, data, and applications.

Mozzaquatro et al [60] offered a reference ontology for security in IoT, called "IoTSec” based on several existing ontolo-
gies for security. This work describes the vulnerability of IoT technologies, security properties (availability, confidentiality,
integrity, etc.), and security mechanisms (contains cryptography algorithms).

The authors in [61] defined an ontology (LIoPY ontology) to protect privacy during the IoT data life cycle (collection-
transmission-storage-process). The developed ontology is composed mainly of three modules. The IoT description module
presents concepts related to the IoT environment. The IoT resource management module defines privacy requirements in
terms of privacy attributes, privacy rules, and privacy permission setting classes before and during the collection phase. The
IoT resource results sharing management module defines a set of privacy obligations (cryptography, data anonymization, and
noise addition) in sharing the collected data.

Choi et al. [62] proposed an ontology-based security framework for IoT-cloud environment. The security ontology contains
five main classes namely, customer, power grid, service, new regeneration, and transportation. Diverse rules are proposed in
different contexts to verify the security of IoT-cloud environment at different levels (physical, network, system, and so on).

As specified in Table 12, all approaches have formalized their models within the OWL language. Furthermore, the au-
thors reuse diverse concepts from other ontologies. Moreover, they do not propose or follow a methodology during the
development process. Additionally, they evaluate their proposals by implementing different tools. The latter are not publicly
available.

24 https://www.fiware.org/
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Table 13
Summary of semantic-based approaches for WoT.

Reference  RQ2 RQ3 RQ4 RQ5 RQ6  RQ7

CoT CoL Col CoTr CoR

[63] OWL DL WSMO-lite IoT-lite, OWL-S

X X X X X X X
[64] OWL, SPARQL X v X v v X v X application
[65] OWL, SPARQL SSN, SAO, SAN, QUDT X X v X X X X application
[66] OWL Time, DOLCE, etc v v v v X v X application

4.5. WoT ontologies

This section gives an overview of the use of SWT for the WoT.

The work, realized by Wu et al. [65], defined a semantic web of things framework for cyber-physical systems. This frame-
work provides (i) uniform SWoT-O vocabularies by extending the SSN ontology, (ii) an entity-linking (EL) based methodology
to annotate and extract semantics from a domain-specific representation of WoT resources, and (iii) rule-based semantic rea-
soning for WoT resource integration, anomaly diagnosis, and automatic control.

Charpenay et al. [63] have propounded an ontology for the WoT (WoT)?® in the context of the Vicinity H2020 EU Project
to integrate the concepts of existing IoT vocabularies (SSN, IoT-lite, [0T-O) in the semantic web. This ontology defines terms
to describe Objects on the web and to present their interactions as specified by the thing description model. The key con-
cepts of the WoT ontology are: wot: ThingDescription that represent IoT devices, wot: InteractionPattern describes how
data can be exchanged between web client and the thing, wot: Endpoint defined the URI of web services that can be ac-
cessed by any application, and the wot:dataschema, which defines the input and the output data in the interaction model.

Mrissa et al. [64] suggested an avatar architecture to extend an object on the Web. They developed a set of ontologies
(context ontology, functionality ontology, capability ontology, etc.) in order to infer and transform low-level data provided
by the physical object into high-level functionalities.

Xu et al. [66] have focused in providing a common model for the WoT using an ontology-based approach to describe het-
erogeneous connected objects. This model can describe both static and dynamic information about WoT. The static model
comprises nine classes (Semantic Virtual Object (SVO), Capability, Functionality, Parameters, State, Identification, Communi-
cation, Sense, and Information). The dynamic model aims to represent real time information that is composed of four main
classes (CurrentStatus, RealTime-Information, RealTimeSVO and Context).

As described in Table 13, the proposed semantic models are usually formalized by both OWL and SPARQL languages.
Moreover, none of them followed a methodology and only some of them are based on existing models. In addition, the main
addressed issue is the interoperability between WOoT resources. The authors evaluate their models using the application-
based evaluation method. Therefore, the proposed applications are not available online. In the next section, we offer a
discussion of the above-mentioned works in the previous sections.

5. Discussion

Special interest has been directed during the last years to the use of SWT in order to improve the adoption of sensors
setworks, IoT and WoT. In fact, to address semantic interoperability in these areas, we need to understand how it is built-up.
From the comparative tables previously cited and the description of each category, we can note the following insights.

» Domain of Interest: The domain of interest criterion helps us classify the realized approaches according to their perceived
importance. In fact, we notice that none of the above-mentioned works has developed a complete model that addresses
all the semantic layers (IoT resources, IoT data, IoT services, IoT security) in order to define a standard model that will be
exploited with heterogeneous devices. In addition, representing the deployment context of employed devices is not well
developed. Diverse concepts, such as trajectory, interconnectivity and object specification should be considered in addi-
tion to time and location. The trajectory context helps identify the crossed location at a given time in order to track the
activity of the monitored element. The object specification and interconnectivity contexts are essential in configurating
and managing the functioning state of the connected object.

Semantic Technologies: With regard to RQ2, most of the proposed approaches have been concentrated on OWL, SWRL,
and SPARQL languages. OWL has three varying levels of expressiveness: OWL Lite, OWL DL and OWL Full. It is not speci-
fied which OWL fragment is used to model the ontology in the majority of these approaches. In addition, only two works
[10,56] used OWL2 in their models, without specifying which profile is used.

In this paper, we determine that only a handful of approaches have used the description logic language. Furthermore, DL
is characterized by its powerful expressiveness. Additionally, these approaches have ignored the rule interchange format
(RIF) [70] capabilities to ease interoperability and portability between IoT systems, which use different rule languages. RIF
is a W3C Recommendation,which is a promising solution for expressing rules and ensuring their exchange between rule

26 http://w3c.github.io/wot/ire-extended.owl
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systems. Moreover, it is important to consider the latest W3C standards, SHACL to validate the RDF graphs by defining a
set of constraints.

Before implementing an ontology, several questions arised such as what is the most expressive language? Does the
chosen language facilitate using and interpreting the ontology in applications? Is the language chosen compatible with
other languages? What is the reasoning mechanism adopted by this language?

Ontologies Reuse: We notice that the most reused ontologies in these approaches are SSN ontologies and generic ontolo-
gies, such as time ontology, location ontology, DOLCE, and so on.

Unfortunately, most of these approaches do not consider the previously proposed IoT ontologies. The latter define con-
cepts related to IoT devices and their specifications rather than considering SSN which focuses just on sensors. In addi-
tion, some other approaches [39,40,42,46], have ignored the reusing task and built their ontologies from scratch.
Modularity: IoT is a heterogeneous domain that generates a huge quantity of data. Therefore, a large and monolithic
ontology containing this data is difficult to be used for both reasoning and reusing purposes.

In fact, despite the importance of building ontologies in a set of modules to solve these challenges, just few works
[9,11,33,35,47,50] followed this methodological principle.

Methodology: An ontology development methodology gives a set of practices and guidelines to help domain experts
build an ontology.

Despite this fact, authors in this study do not specify which methodology to use to be able to build their ontologies. This
was not the case of other approaches, such as the work of Gyrard et al.[36], which uses the methontology methodology,
Elsalah et al. [38], and Agarwal et al. [58], who follow the 101 methodology and Seydoux et al. [11] who employ the
NeOn methodology.

Nonetheless, the importance of agile methodologies in ontology building especially modular ontologies, as avowed by
[71], was not taken into account.

Evaluation: we notice that most proposed approaches choose the application-based evaluation technique to assess their
ontologies. None of these approaches has proposed a complete evaluation of their models that take into consideration
criteria-based, application-based, data driven-based and gold standard methods.

In fact, the reason for not choosing the gold standard method to evaluate their models can be due to the absence of a
gold standard in the IoT field. Therefore, there are still significant shortfalls in the used methods and techniques to evalu-
ate the proposed application. Indeed, we find that only a few approaches utilized precision, recall and F-measure metrics
that can bring possible sophisticated solutions to improve reliability, performance and significance of applications. In
addition, a comparison between the suggested application and the already existing ones is missing in the majority of
works.

6. Open research questions

In addition to our research questions, we identify research opportunities, in the form of a roadmap toward mature and
advanced semantic-based solutions. Future works should address diverse challenges such as the standardization (Section 6.1)
the IoT resource management (Section 6.2), the scalability (Section 6.3), the uncertainty (Section 6.4), and the security issue
(Section 6.5).

6.1. Standardization in heterogeneous connected environments

Thanks to IoT, real world objects become smart in the way that they can communicate under heterogeneous network,
exchange data with their users as well as with each other, etc. There has been an exponential increase in the number of
these objects during these few years, which brings various serious challenges. First, users need to control and monitor their
devices regardless of their locations (e.g. person in his office can remotely control his connected devices in his home, he can
send/receive notification to/from them) from only one application. These devices are designed by different manufacturers
and often have a data exchange problem with each other. Consequently, there is a lack of consistency and interoperability,
which demands a new industry alliance to set up unified standard models, protocols and programming language and to
support interoperable IoT devices like the effort of the W3C/ETSI?’. Standardization ensures the levels of interoperability,
portability and manageability for various connected objects.

To build interoperable IoT devices in a very dynamic and heterogeneous environment, developers should focus more
on ensuring standardization according to three aspects. The first aspect is to define a standard model from large amounts
of data that will be exchanged between heterogeneous IoT devices. The second aspect is to build standard protocols (e.g.
wireless standards) to make sure that devices can communicate with each other. The third aspect is to use a specific pro-
gramming language to develop applications and to ensure reliable management and configuration of connected objects with
different features. From this purpose, a standardized ontology becomes a vital need in such a complex domain. Defining
standardized ontologies in the IoT domain will not be an easy task. Consequently, different versions will be released to
deal with new devices and requirements. These new devices may not be usable at any time as their special features are

27 https://www.etsi.org/
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not considered in data structures, protocols and applications. For this reason, a new application is developed for a newer
version that must take care of releasing only downwardly compatible versions, where the evolution of ontology and pro-
tocol approaches must be applied. Accordingly, a new research is necessary for the development of adequate evolutionary
approaches for jointly evolving ontologies and protocols in SWoT.

6.2. IoT Resource management

A huge number of connected objects with limited resource devices appeared. These devices have scarce computing power
and limited storage capacity, electrical power consumption,and definite lifetime, etc. In addition, most of these objects are
dynamic and their behaviors change depending on their deployment time and location. Moreover, they are able to be moved
from one system to another.

As a result,”managing IoT resources” from data acquisition to the suggestion of valuable services constitutes a major
problem. IoT resource management includes modeling, resource allocation, discovery, and monitoring tasks. From this per-
spective, SWT is a promising choice to address these challenges.

During the modeling phase, SWoT researchers should focus on defining concepts to represent other specifications of IoT
devices. For example, in order to express the dynamism and the portability of IoT devices, it is necessary to determine the
basic concepts of the trajectory of connected objects. Therefore, the network has to be modeled and managed adequately
for its efficient utilization.

However, it is required to guarantee the proper functioning of IoT resources and detect any kind of problem that prevents
sudden breakdowns due to discharged battery, saturated memory, loss of connectivity, etc.

Therefore, rules must be proposed in order to analyze these situations and suggest suitable solutions. For instance, we
can refer to an object (smartphone) located in a house and connected to the home gateway. Once the user is outside the
house, the 3G connexion should be activated. In addition, if the connected object’s battery is discharged, its allowed task
will be directed to another one. Before assigning this task to the new object, it is important to verify its availability to be
able allocate this task.

6.3. Scalability

The exponential growth of connected objects to the Internet produces a massive quantity of data called "Big data [72]".
According to [73], the big data generated by IoT has different characteristics like large-scale data, heterogeneity, strong time
and space correlation. Therefore, the main challenges encountered during the development of IoT applications/systems are
the semantic IoT event processing, real-time processing of data streams and reasoning in a complex and dynamic context
(spatiotemporal reasoning) in a scalable and secure way, etc. Consequently, these new requirements drive the need for the
deployment of a scalable IoT system. Thereby, applying SWT (SWRL, SPARQL, DL safe rules, RIF, etc.) to the IoT domain
faces a new challenge on how to manage and interpret such heterogeneous data during a limited period in a scalable
way. This is justified by the fact that SWT needs a large storage memory, computing power and reasoning, and a powerful
bandwidth to manage and transfer this massive data. However, IoT objects have limited resources in terms of their memory
and processing capacity, which reflect their inability to process the obtained data with these technologies. Accordingly,
developing a semantic-based scalable IoT system is a challenge that needs the alliance of SWT and the new emerging
technologies (cloud computing, edge computing, fog computing, and big data) in SWoT infrastructure. In this perspective,
as a good starting point for new research, it is crucial to mention the outcomes of the research conducted by Seydoux
et al. in [74], in which the authors have proposed to apply fog-computing and cloud-computing to ensure a scalable IoT
data processing with SWT. The main goal of this approach is to enhance semantic computing in Fog nodes that are closer
to IoT devices, instead of sending this data to remote cloud nodes. The adopted a strategy called emergent distributed
reasoning (EDR), which consists of distributing rules (expressed on SHACL) in a Cloud-Fog continuum. This strategy helps
reduce response time, guarantee privacy and lower energy consumption.

In the context of big data, there exist the Neo4j?® consists in constructing and managinghuge quantities of structured
data that are presented in graph format. Large ontologies can be imported intoNeo4j that ensures efficient storage and
interpretation of these ontologies. Therefore, implementing a new inference engine allows to manage big ontologies and
big data technologies, like Hadoop and Spark, which seem to be reasonable solutions. Ron et al. [75] developed a hybrid
adaptive distributed RDF stream processing engine Strider to ensure a real time processing of data streams in a scalable
way. Strider contains two modules, namely data flow management module based on Apache Kafka, and computing core
module based on Spark. In [76], the authors proposed a SANSA API to facilitate reasoning over RDF data stream in Spark.

We notice that the semantic-computing approaches that were based on big data technologies have focused on OWL-Horst
and RDFS rule sets. Future researchers can focus on the management of SWRL rules with Spark and Hadoop.

In addition, much research should focus on complex IoT service discovery, integration, composition, etc, by taking into
consideration the dynamic and spatio-temporal dependency of IoT resources.

Another open research question that should be considered in future works is the orchestration of IoT resources with the
adoption of both SWT and the new emerging technologies.

28 https://neodj.com/
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6.4. Uncertainty in IoT

IoT domain is characterized by the dynamic change of the connected objects’ behaviors, which generate a massive
amount of imprecise and vague data. Furthermore, classical ontologies cannot address this kind of knowledge. To deal with
this issue, fuzzy and probabilistic ontologies are a powerful solution. Fuzzy ontology [77] is a quintuple OF= 1, C, R, F, A
where I is a set of individuals, C is a set of concepts, R represents a set of relations, F stands for a set of fuzzy relations and
A symbolizes a set of axioms. The implementation of fuzzy ontology is based on a fuzzy description logic and OWL.

In addition, the probabilistic ontologies are widely used to present ambiguous, incomplete, and uncertain domain knowl-
edge [78]. These ontologies are formalized via PR-OWL (probabilistic OWL).

In this perspective, future researchers can exploit these ontologies in order to handle the uncertain challenges in IoT.

6.5. Security issues in SWoT

IoT devices record and distribute sensible data of their owners. The absence of any applied security concept may make IoT
devices transparent for others with the danger of misuses. It is the state-of-the-art to consider privacy as early as possible
in software architecture design process (privacy-by-design [79]). To this end, semantic Internet of Things (SIoT) developers
need to strive and integrate Separation-of-Duties (SoD), Separation-of-Concerns (SoC) and Separation-of-Information (Sol)
into their system architectures. SoD [80]| means that different tasks must be executed by different roles. Thus, SoD prevents
fraud or misuse by isolating tasks from each other. SoC [81] refers to a programming concept that encapsulates functionality
and data of different tasks in different software modules. Thus, SoC can be seen as realizing SoD into a software architec-
ture. With Sol, we refer to a concept that organizes any personal data into separate entities that cannot be linked to an
individual without his consent, e.g., by storing isolated data fragments that are indexed with encrypted identifiers [82].
Thus, researchers should transfer and present these principles (SoD, Sol, SoC) in IoT security ontologies via the definition of
constraints and rules (e.g using SHACL language).

However, IoT environments generate large masses of data where it becomes much more difficult to avoid approaches
and re-identification attacks, compared to other areas. Mishra et al [83] highlighted the main security challenges in IoT that
need to be fixed and processed with the aim of developing secure and reliable SWoT applications. These challenges include
confidentiality, integrity, availability, authentication, authorization, access control, and trustworthiness. These issues appear
in three different levels during the development of IoT applications [84]. The first level, named low level security issues,
focuses on the employed hardware and the obtained data. The second level corresponds to intermediate level security issues.
The third level, dealing with security for IoT applications, is called high-level security.

Thereby, SWoT developers should focus on defining a standard security ontology in IoT. Thus, this can be achieved by
attentively addressing these three levels. This ontology will contain different attacks as well as the suitable process that
should be followed to avoid these challenges.

In another context, a new emerging technology, such as blockchain [85], [86], can be used by semantic web researchers
to propose an ontology-based blockchain for IoT security. Blockchain is considered as a key solution for IoT, which stores
and transmits the obtained data stream in a secure, transparent, distributed, auditable and efficient way. Thereby, the com-
bination of blockchain and semantic technologies in the IoT field resolves several challenges, such as facilitating data sharing
in a secure way, storing data in blockchain, etc.

7. Conclusion and outlook

With the emergence of IoT technology, an enormous quantity of real-world objects becomes more connected to the
Internet than before and can communicate together and exchange data with each other. Accordingly, ensuring the interop-
erability between heterogeneous IoT systems is a difficult task that needs a lot of effort. In this regard, SWT is widely used
to define a unified vocabulary that will be shared between IoT devices and systems. This study, detailed and analyzed the
semantic-based approaches for IoT domain representation. For that, we have conducted a Systematic Literature Review to
select the most relevant approaches based on different relevant academic articles.

The extracted studies in this review were categorized according to their main contribution using a classification scheme
with five dimensions related to IoT data, IoT services, IoT data and services, IoT Security, and WoT.

The analysis of the existing works helped us to identify and describe open and new research questions and challenges
in adopting SWT in IoT under many different aspects. Although there is a quick development of new SWoT approaches,
many problems and issues are only rudimentary tackled so far (standardization, scalability, security, and so on) and various
research studies still need to be undertaken.

To conclude, it is not reassuring to notice that all the proposed approaches have been based on partial models without
taking into account several characteristics, like virtualization, context-awareness, and dynamism, and without addressing
the principal components of the Internet of Things in the same model, like IoT resources (connected objects, devices and
network technologies), IoT data and other related concepts, such as time and space, and IoT services.
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