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ARTICLE INFO ABSTRACT
Keywords: Microgrids have emerged as a prospective framework that integrates renewable energy sources, energy storage
Adaptive protection systems, and loads. They can be addressed as a local distribution system with distributed generators (DGs) and

Bibliometric analysis
Distributed generation
Microgrid

Protection scheme
Renewable energy sources

have the potential to improve power quality, reliability, and energy efficiency to their consumers in a grid-
connected or islanded mode. However, in order to implement microgrids or distribution systems with DGs,
some challenges should be faced, especially concerning protection issues. The possible operating modes and the
presence of distributed energy resources may make conventional protection schemes ineffective. Therefore, new
protection schemes have been developed in the context of microgrids, including the cases of distribution systems
with DGs. Thus, this paper presents a comprehensive survey aiming at studies considering this kind of protection.
Emphasis has been given to studies associated with adaptive protection, considered by some researchers as a
promising solution for microgrid protection. For this purpose, firstly, a microgrid structure is briefly presented.
Afterwards, some challenges related to the protection of these systems are also addressed. Moreover, a brief
overview of adaptive protection is provided, and then the newly developed schemes found in the technical
literature are described. It is worth mentioning that a bibliometric analysis is also presented in this paper,
highlighting a substantial growth in publications concerning adaptive protection. Nevertheless, it can be
observed that more effort is still needed to obtain a complete solution for the protection of microgrids and
distribution systems with DGs. Further attention to matters such as communication failures, cyberattacks, and
the presence of energy storage systems should emerge in the next few years.

MGs are active systems and consist of DGs, energy storage systems
(ESS), and different loads at the voltage level of distribution. The ad-
vantages of MGs can be highlighted from the perspectives of networks,
customers, and the environment. The main benefit from the network
point of view is that MGs are treated as a controlled entity and may be
considered as an aggregated load [5]. Moreover, MGs provide minimi-
zation of line losses and interruption costs, such as those presented in
Ref. [6]. From the customers’ perspective, MGs are beneficial since they
can improve reliability and efficiency while reducing blackouts [5,6].
Regarding the environmental point of view, MGs may result in lower
environmental pollution due to low-carbon technologies [5,6].

MG pilots have been successfully implemented in some countries,
such as the USA, Japan, Korea, Spain, Finland and Germany [7]. Despite
this fact and the presented advantages of MGs in the modern context of
power systems, their widespread implementation is still limited due to
technical challenges, such as protection, security, power quality, oper-
ation in normal and islanded modes, voltage and frequency control,

1. Introduction

A trend known as the “three Ds” has been observed in the world’s
electricity systems in recent years, i.e., they are starting to “decentralize,
decarbonize and democratize”. This trend is motivated by the need to
improve resilience and reliability of power systems, reduce CO5 emis-
sions to mitigate climate change (based on the Paris Agreement), to rein
in electricity costs, among other issues [1,2]. In order to meet these and
other needs, the application of distributed energy resources, especially
wind turbine (WT) and photovoltaic (PV) systems, have become more
widespread at the distribution level [3]. While the application of these
resources can potentially help with the needs that were pointed out, the
control of a large number of distributed generators (DGs) creates a new
challenge for operating and controlling networks. This challenge can be
partially addressed by microgrids (MGs), which are entities that coor-
dinate the distributed energy resources in a more decentralized way [4].
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List of abbreviations

ACL agent communications language
ACO ant colony optimization

ANM active network management
ANN artificial neural network

BESS battery energy storage systems
CPC central protection center

CT current transformer

CWT continuous wavelet transform
DE differential evolution

DG distributed generator

DS distribution system

DSA differential search algorithm
ELM extreme learning machine

ESS energy storage systems

FCL fault current limiter

GA genetic algorithm

HIF high impedance faults

HIL hardware-in-the-loop

HS harmonic search

IBDG inverter-based distributed generator
IED intelligent electronic device

JADE Java agent development framework
LP linear programming

MBESS mobile battery energy storage systems
MG microgrid

MGCC  microgrid central controller

MLP multilayer perceptron

OCR overcurrent relay

PCC point of common coupling

PLM programmable logic method

PMU phasor measurement unit

PSO particle swarm optimization

PV photovoltaic

RBFN radial basis function network

SBDG synchronous based distributed generator
SGM setting group method

SOA seeker optimization algorithm

SVM support vector machine

VT voltage transformer

WT wind turbine

plug-and-play operation, energy management, and system stability. As
one of the aforementioned challenges, protection has the crucial task of
isolating, as quickly as possible, any element of the system when it is
subjected to a short-circuit, or abnormal operation that can cause
damage to it and/or to the rest of the system. However, in the protection
of MGs or DSs with DGs, traditional schemes may not operate properly
due to issues such as [7]:

e Changes in fault currents (strong dependence of operation mode);

e Bidirectional power flow;

e Presence of DGs and their dynamic behavior;

e Topological changes in the power grid due to the intermittent nature
of DGs;

Type of DGs (inverter or synchronous based DGs);

Quantity, location, power rating and control type of DGs.

Considering the importance of reliable protection for supporting the
widespread implementation of MGs, some researchers have been
engaged in developing studies that address the above-mentioned issues.
Thus, papers that present a literature review on the protection of MGs
and DSs with DGs should be useful to researchers. Some papers [7-12]
have also presented a literature review concerning MG protection.
However, due to the quick progress of research on this topic, they do not
show the most recent studies. Therefore, this paper presents an
up-to-date survey related to the protection of MGs and DSs with DGs,
emphasizing adaptive protection strategies, considered by some re-
searchers as an interesting solution for MG protection. In addition, an
important bibliometric analysis is carried out showing the most cited
studies on adaptive protection and how the evolution of publications has
occurred so far. This analysis also creates a data-driven vision of how the

global collaboration on adaptive protection works.
2. Methods

This paper is organized as follows. After the introduction, Section 2
describes the method adopted for the literature review, as in Refs.
[13-15]. Fig. 1 depicts the framework of this review study. Once the
MGs structure is presented (Section 3), some challenges in their pro-
tection are shown (Section 4). In Section 5, a historical overview of
adaptive protection is presented. Important information about the initial
and most cited studies on adaptive protection is highlighted, and a
bibliometric analysis on this topic is presented. Moreover, innovative
schemes and strategies of adaptive protection for MGs and DSs with DGs
are addressed and divided into two groups: (i) computational
intelligence-based approaches; and (ii) other adaptive approaches. In
Section 6, other non-adaptive methods for protecting MGs and DSs with
DGs are briefly presented. Finally, a discussion and conclusion are
provided, respectively, in Sections 7 and 8.

Regarding the bibliometric analysis carried out in Section 5, it is
worth mentioning that, typically, it is carried out based on using one of
the four widely popular databases, which include Web of Science,
Google Scholar, PubMed, and Scopus [16,17]. In this study, the Scopus
database was used to retrieve papers related to adaptive protection
because it is considered the largest database and indexes more journals
than other databases. It includes more than 70 million items and covers
over 21,950 peer-reviewed journals (including 3600 full open access
journals) [18]. In the electrical engineering field, this database covers
Elsevier indexed journals (e.g., Electric Power Systems Research [5-Year
Impact Factor: 3.135], International Journal of Electrical Power & En-
ergy Systems [5-Year Impact Factor: 4.262] and Renewable &
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Fig. 1. Framework of the review study on adaptive protection.
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Sustainable Energy Reviews [5-Year Impact Factor: 11.239]), IEEE
indexed journals (e.g., IEEE Transactions on Power Delivery [5-Year
Impact Factor: 4.695], IEEE Transactions on Smart Grid [5-Year
Impact Factor: 10.607] and IET Generation, Transmission & Distribu-
tion [5-Year Impact Factor: 3.432]), as well as other important journals
and relevant conferences.

Fig. 2a depicts the general procedure of the performed bibliometric
analysis, which consists of 3 stages (S1, S2, and S3). Stage 1 (S1) is
related to defining queries and obtaining the database of interest. Then,
Stage 2 (S2) consists of importing and refining the database in VOS-
viewer (free software to construct and visualize bibliometric networks)
[19]. Finally, in Stage 3 (S3), the networks of interest are obtained and
analyzed.

Note in Fig. 2b that each stage has some steps. In S1, the first step is
to identify the scientific field and the period of interest. In this study, the
scientific field is the adaptive protection, and no time restrictions were
imposed on the search regarding the starting year. The second step of S1
is related to database choice, where Scopus was selected, as mentioned
before. Afterwards, two queries were defined as depicted in Fig. 2b and,
subsequently, these databases were downloaded containing information
such as the title, authors, year, affiliations, countries, abstract, keywords
and the references of each paper. It is important to mention that this
study considered only the documents classified as articles, review arti-
cles, conference papers, and conference review papers. In S2, these

Stage 1 (S1)

Stage 2 (S2)
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databases were imported in VOSviewer to visualize the results, where
the data were refined by merging some keywords and authors (as
illustrated in Fig. 2b). Finally, in S3, the bibliometric networks (for
keywords, authors, and countries) were obtained and analyzed.

In order to clarify the bibliometric networks’ concept, the hypo-
thetical bibliometric network was considered, depicted in Fig. 3. This
network consists of nodes and edges. The nodes represent publications,
journals, researchers, or keywords. The edges indicate the relation and
the strength of this association between a pair of nodes. For this study,
the following networks were considered:

e Keywords — In the hypothetical keywords’ network presented in
Fig. 3, there are five keywords named as A, B, C, D, and E. The higher

| e ]
2000 2010 2020

Fig. 3. Example of a bibliometric network.
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the diameter of the circles concerning a keyword, the more times this
keyword was used by the papers in their abstract, title or keywords.
The thicknesses of lines (the link between two nodes) are propor-
tional to the number of times the keywords were used together.
Additionally, the colors of the circles represent the average for the
publication year of the documents that used a given keyword. For
example, keyword A was used four times by the database; once with
keyword B, twice with keyword C, and once with keyword D. It can
also be inferred that the average of the publication year of the four
papers that used this keyword is 2000;

Authors — Fig. 3 can also represent an authors’ network, with five
authors named as A, B, C, D, and E. In this case, the higher the
diameter of the circles concerning an author, the more the number of
publications of this author. The thicknesses of lines, in this case, are
proportional to the number of times they cite each other. The color of
the circles represents the average for the publication year of the
documents published by a given author. For example, author B has
three publications, and was cited (or cited) once by author A, once by
author C, and once by author E. Finally, it can be inferred that the
average for the publication year of the three papers of this author is
around 2010;

Countries — In this case, the analysis is similar to the authors’
network. For example, country E has two publications and was cited
(or cited) once by country B, and once by country D. Finally, it can be
inferred that the average for the publication year of four papers of
country E is 2020.

Many review papers (for example [20-22]) have been using these
bibliometric networks since they have the potential to generate a
data-driven vision of scientific research activities across different
research areas and can present evidence-based depictions, comparisons,
and visualizations of research outputs. In the keyword network, for
example, the evolution of research on adaptive protection until this date
can be observed and some directions for the future can be foreseen. In
the networks of authors and countries, the main contributors to the
adaptive protection area, and what the leading countries regarding the
quantity of publications are, can be seen. This information is meaningful
and can help researchers improve their global collaboration on the topic
and to search for partnerships with other authors and countries.
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3. Microgrid structure

An MG can be addressed as a local system of power and energy de-
livery to individual consumers [4,23]. As illustrated in Fig. 4, an MG
typically consists of a set of elements such as distributed generators (e.g.,
PV, WT and diesel generators), energy storage systems (e.g., super-
capacitors, battery energy storage systems (BESS) and mobile battery
energy storage systems (MBESS)), a communication infrastructure,
loads and a central controller called as MGCC [24-26]. It is worth noting
that the MGCC is usually installed at the substation and is responsible for
the central control and management of the MG. The MGCC has several
functions and heads the hierarchical control system, whose second hi-
erarchical control level is composed of unit controllers located at loads
and sources [27]. Additionally, an MG can be a single or three-phase
system, connected to the medium or low voltage and can operate in
both grid-connected or islanded modes [28]. An MG provides a solution
to manage local generations and loads. Some authors [4,25,26]
emphasize that MGs have the potential to improve the overall system
power quality, reliability and efficiency, as well as energy surety for
critical loads.

4. Challenges in the protection of microgrids and distribution
systems with DGs

Traditional DSs, in most cases, are designed in a radial topology.
Additionally, these systems are characterized by an unidirectional
power flow, i.e., from generation to load. Nevertheless, the MG topology
can be mixed, looped or meshed grids and the power flow is bidirec-
tional [29]. These and other factors (dynamic characteristics of DGs,
intermittent nature of the DGs, changes in fault current and
grid-connected or islanded modes) may imply more complex fault cur-
rent paths and impair classical protection schemes. Some challenges in
MG protection should be highlighted [7,9,10]: i) changes in fault cur-
rents; ii) blinding of protection; iii) false tripping; and iv) unsynchro-
nized and automatic reclosing, which are discussed next.

4.1. Changes in fault currents

A fault current depends on existing short-circuit sources. In fact,
transmission/distribution systems have a higher short-circuit level than
small DGs connected to MGs. Thus, when an MG is operating in islanded

1

Diesel ,
Generator ‘ N,

BESS/MBESS

Fig. 4. Example of a microgrid structure.
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mode, the fault current seen by protective devices will be much smaller
than the fault current seen when the MG is operating in grid-connected
mode [30]. In addition, for an MG, the fault current depends on the type,
operation mode (ON/OFF), quantity, control type, placement and power
rating of the DGs, as well as the MG topology [30-32].

4.2. Blinding of protection

Blinding of protection occurs when the fault current, seen by a relay,
changes due to the DG connection, which can imply misoperation of
protective devices (under-reach for the upstream relays and overreach
for the downstream relays). Considering the grid presented in Fig. 5, for
a fault F;, the current seen by overcurrent relay (OCR) R, is increased,
because of the DG at bus B, [33]. In this case, OCR R can trip errone-
ously as the primary protection. In fact, OCR Ry could trip for faults
located out of its protection zone. In this case, relay R, is blinded to the
fault.

4.3. False tripping

A false tripping situation occurs when a protective device connected
to a given feeder responds to a fault in an adjacent feeder, due to the
connection of the DGs. To demonstrate this event, consider again the
grid presented in Fig. 5. For fault F,, the contribution from the DG can
overcome the pickup current of OCR R;. If it occurs, depending on the
settings of OCRs, R; and R4, the OCR R; may lead to a false trip.

4.4. Unsynchronized and automatic reclosing

When a DG is connected to the grid by a recloser, the synchronism
between the DG and the grid needs to be considered. If this connection
occurs disregarding the synchronism, overvoltages, overcurrents, and
large mechanical torques are likely to occur. These can cause damage to
rotating generators and motors [34,35]. According to Ref. [35], other
pieces of equipment connected to the grid (e.g., circuit breaker) are also
vulnerable to extra stress. Moreover, there is the automatic reclosing
issue. In fact, without DG, majority of transient faults may be cleared by
automatic recloser in radially fed grids. Nevertheless, in the presence of
DG, both the DG and the grid supply the fault current. Although the
recloser disconnects the grid, the DG may sustain feeding fault current
during the auto reclose open time, which prohibits the arc extinction. In
this case, a potential transient fault changes into a permanent fault [10,
36,371.

5. Adaptive protection of microgrids and distribution systems
with DGs: An overview

5.1. Adaptive protection

Phadke and Thorp [38] define adaptive protection as a protection
philosophy which permits and seeks to make adjustments to various
protection functions, in order to make them more adequate for power
system conditions. These dynamic adjustment changes are also used for
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Fig. 5. Hypothetical electrical system.
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recloser-fuse coordination, for example. The trip characteristic of a
protective device changes as a function of the modifications in system
conditions to maintain or improve the protection effectiveness.

The philosophy of adaptive protection is not new. More than three
decades ago, Horowitz et al. [39] presented results of an investigation
into the possibilities of using digital techniques to adapt the trans-
mission system protection to power system changes. Phadke et al. [40]
also presented some examples concerning adaptive protection and its
advantages. However, even today, there is a niche regarding new de-
velopments on adaptive protection topics. In DSs, for example, the
presence of DG, the use of energy storage systems, and the possible
operation in grid-connected and islanded modes are new scenarios that
require new protection schemes and studies.

A growing number of publications on adaptive protection have been
observed. Fig. 6a presents the annual number of papers with citations of
the terms “adaptive protection” or “adaptive relaying” in their title,
keywords or abstract, obtained from Query 1. Therefore, Fig. 6b presents
the cumulative annual number of these papers. Fig. 6 is designed based
on a database obtained through Scopus [41], as previously detailed in
Section 2.

From Fig. 6a, it is clear, therefore, that the adaptive protection
approach is a current issue. In 2007, there was a significant increase in
the number of publications. Furthermore, one notes from the graphs that
the number of publications was the highest in 2018, which shows there
is still a niche and a need to carry out more studies on adaptive
protection.

Note, however, that the term “adaptive protection” is very compre-
hensive, i.e., among the existing papers in the database obtained, a di-
vision can be made in subareas: some papers use adaptive protection in
transmission lines, some in transformers and others in DSs/MGs. In this
regard, Fig. 7 shows a map of the most used keywords in the papers
analyzed. The presented map was created using the database of the
aforementioned papers through the VOSviewer [19], and the charac-
teristics of this map (diameter of the circles, thicknesses of lines and the
color) are according to the explanation provided in Section 2. In order to
include a keyword in this map, it has to appear at least 20 times in papers
obtained from Query 1. An important aspect observed in Fig. 7 is that,
since 2014, papers on adaptive protection, related to topics such as MGs,
distributed generation, smart grids, renewable energy resources, among
others, have increased considerably.

Fig. 8 presents the results of the bibliometric analysis, which shows a
collaborative network containing the main authors on adaptive protec-
tion. In order to include authors in this network, they must have at least
120 accumulated citations in their papers, with the aforementioned
conditions, i.e., papers with citations of the terms “adaptive protection”
or “adaptive relaying” in their title, keywords or abstract. It can be
observed that Phadke and Thorp are the most productive authors.
However, Bak-Jensen, Chen and Bak are productive authors with a more
recent average year of publication.

Moreover, the database also allows for extracting the countries of
origin of all the research. Thus, Fig. 9 shows a collaborative network
between countries. For a country to be included in this network, it must
have at least 20 accumulated citations in all papers. Regarding the
number of publications, one can note that China, the United States,
India, Canada and the United Kingdom are the countries which domi-
nate the publication production.

Based on the database of the papers, Table 1 lists the five most cited
papers related to adaptive protection. Noteworthy here is that only [42]
is not aimed at the DS. Thus [30,43,44], and [45] have been utilized by
all the authors as a theoretical basis for developing other studies on
adaptive protection, and hence they are discussed next.

Brahma and Girgis [43] emphasized that conventional DSs are
characterized by a radial topology. The traditional protection schemes
for DSs consisting of fuses, reclosers, and relays have been adjust-
ed/designed considering this radial topology. However, from connect-
ing DGs, part of the system may no longer be radial, affecting the
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coordination of the protection. The authors also highlight that coordi- well as system topology must be planned together to provide good co-
nation depends on size, type and placement of DGs. Thus, this paper ordination for all possibilities.
shows some effects of high DG penetration on protective device coor- In Mahat et al. [30], an overcurrent adaptive protection for DSs with
dination, proposing an adaptive protection scheme as a solution. Tests DGs is presented. In this paper, the trip characteristic of protective de-
were carried out on a distribution feeder to verify the performance of the vices is updated depending on operating states, i.e., grid-connected or
proposed adaptive scheme for all types of faults (LLL, LL, LLG, and LG). islanded, and the faulted section. Thus, by using state detection algo-
It is worth mentioning that a phasor measurement unit (PMU) is rec- rithms, the relays detect the system status and select the tripping char-
ommended for this scheme. Moreover, this scheme does not work well acteristics accordingly. The simulations were carried out in DigSILENT
for low DG penetration cases. PowerFactory, considering a radial DS under only LLL faults. The au-
In the second most cited paper, Brown [44] discussed the potential thors considered the following test scenarios: i) normal operation of DGs
impact that issues related to smart grids will have on DS design. In the in a grid-connected mode; ii) islanded mode; and iii) n — 1 contingency,
context of protection, the author recalls that traditional DSs use with DG disconnection. Among the five most cited papers, this study can
time-current coordination devices. Then, these devices assume that be highlighted because it shows an analysis including island and con-
faster trips occur in devices topologically further from the substations. tingency situations.
However, in a smart grid context, topology is flexible, and this Finally, in the fifth most cited paper, Chattopadhyay et al. [45]
assumption can be problematic. Therefore, the protection system, as proposed an algorithm for adaptive protection in meshed DSs. From
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changes in system topology, the authors proposed a technique for
determining coordinated relay settings, using the Simplex two-phase
method. At first, the method determines the constraints selected for
maintaining good coordination between primary and backup relays.
Then, the second phase finds the optimal relay settings. Tests were
conducted for load variations and topology changes in a meshed DS.
The aforementioned studies have been the most cited papers until
now. However, other papers on adaptive protection are also important,
and can be useful for developing new strategies and schemes. Some of
the main and latest papers are discussed further in the present paper.

5.2. Adaptive protection in the context of microgrids and distribution
systems with DGs

After an overview showing adaptive protection, the remainder of this
section presents a comprehensive survey concerning useful protection
studies for DSs/MGs/smart grids, where Fig. 10(a) and (b) show,
respectively, the annual quantity and the cumulative annual quantity of
published papers in this context. The number of papers concerning time,
pointed out in Fig. 10, was obtained from the database of Query 2, as
mentioned earlier. Thus, these papers should now contain the citations
of the terms “adaptive protection” or “adaptive relaying,” and “distri-
bution,” “microgrid” or “smart grid” in the titles, keywords or abstracts.
The studies aimed at protection of DSs with DGs are useful and are
entirely in line with the grid-connected mode of MGs, and, thus, they
were not neglected.

The main papers considered in Fig. 10 are discussed in the next
subsections. In order to present these studies in an organized manner,

they are subdivided into two major topics: i) computational intelligence-
based approaches; and ii) other adaptive approaches. Note that the first
major topic is again subdivided into subgroups, since the papers are
based on artificial neural network (ANN), fuzzy systems, metaheuristics,
multi-agent systems, or other intelligent approaches. These subdivisions
aim only to provide the reader with a more directed search for ap-
proaches of their interest.

5.3. Computational intelligence-based approaches

5.3.1. ANN-based approaches

A new adaptive protection scheme integrated with strategies for
locating faults and coordinating protective devices was developed by
Zayandehroodi et al. [46]. The authors developed a method for auto-
matically locating the faults through a two-stage radial basis function
network (RBFN). The distance of faults from each generation source is
determined and, subsequently, the faulty line is identified. Afterwards,
the backtracking algorithm is used to coordinate the protection system.
Simulations were carried out using DIGSILENT software and the results
indicate that the proposed scheme is accurate to identify the faulted line
and to coordinate the relays in a DS with DGs. These simulations
consider the four types of faults (LLL, LL, LLG and LG). Finally, the au-
thors mention that the results obtained are advantageous compared with
other studies that use multilayer perceptron (MLP) [47,48].

Strategies for the overcurrent protection for DSs with DGs and fault
current limiters (FCLs) are explored by Tang and Yang [49]. In this
approach, the relays with communication ability can determine their
own operating states from the operation setting decision tree and



P.H.A. Barra et al.

Renewable and Sustainable Energy Reviews 118 (2020) 109524

russian federation

germany
france
spain
hongikong
nethé&lands
colombia
switzerland
italy
denmark
australia
, canadajngia
mexico " taiwan
s united states
malaysia
paland
o belgium
bz china
south korea
egypt
iran unite*gdo‘m
¥ argentina
japan sweden
-_— { T
2006 2008 2010 2012 2014
Fig. 9. Collaborative network between countries in terms of their publications.
Table 1
The five most cited papers related to adaptive protection (papers with citations of the terms “adaptive protection” or “adaptive relaying” in the titles, keywords or
abstracts).
Position Reference Year Number of citations Is it about DS?

#1 Brahma and Girgis [43] 2004 435 v

#2 Brown [44] 2008 294 v

#3 Naduvathuparambil et al. [42] 2002 234 x

#4 Mahat et al. [30] 2011 192 v

#5 Chattopadhyay et al. [45] 1996 192 v

topology-adaptive neural network model based on data processed by the
Fast Fourier Transform (FFT). The simulations were performed in DIg-
SILENT software, consisting of different scenarios, such as the DS
with/without DGs, with/without FCLs, load profile and topology vari-
ation. From these simulations, the accuracy and efficiency of the pro-
posed strategy are verified.

Lin et al. [50] presented a rule-based adaptive protection scheme
combined with a machine learning methodology for MGs. In this study,
the uncertain elements in an MG are analyzed quantitatively by Pearson
correlation coefficients. Then, a hybrid model that uses an ANN and a
support vector machine (SVM) is proposed for state recognition in MGs.
Based on this recognition, the protective settings can be reconfigured
automatically to ensure the reliability of the operation. Based on simu-
lations carried out in DIgSILENT software, the effectiveness of the pro-
posed method is demonstrated on two different test systems.

5.3.2. Metaheuristic-based approaches

Papaspiliotopoulos et al. [51] presented a paper concerning methods
to obtain optimized coordination among overcurrent relays in adaptive
protection schemes. This study uses particle swarm optimization (PSO)
and nonlinear interior point trust region optimization algorithms to
optimize the coordination. Simulations were carried out in RTDS and the
efficiency of the proposed methods was evaluated on distribution grids
with penetration of DGs. Moreover, by using PSO, an adaptive protec-
tion scheme is developed by Atteya et al. [52] to respond to the topo-
logical changes in power grids. In this study, a modified PSO version is
presented as a solution for coordination problems of modern DSs. The
proposed scheme is effective for the analyzed scenarios, which includes
disconnection of a DG or a line.

An idea of adaptive protection by formulating the coordination
problem using ant colony optimization (ACO) is presented by Shih et al.
[53]. In this paper, the authors introduce an adaptive protection scheme
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Fig. 10. Published papers with citations of the terms “adaptive protection” or
keywords or abstracts: (a) annual quantity and (b) cumulative annual quantity.

and searching for alternative coordination solutions. To evaluate the
obtained results, the performance of a genetic algorithm (GA) is used as
a comparison reference, where it is concluded that ACO has faster
convergence and better performance than the GA. Finally, one notes that
the overall operation time, sensitivity and selectivity of relays were
improved, also tolerating an n — 1 contingency.

In Singh et al. [54], an adaptive protection coordination scheme is
discussed. Based on changes in grid topology, the settings of overcurrent
relays, as well as Zone 2 configurations of distance relays are updated.
Selecting new adjustments is based on the pre-optimized relay group
settings. Online selection of the relay settings is carried out using an
adaptive fuzzy-based technique. The optimal relay settings are obtained
offline using the DSA. Simulations were carried out in RSCAD (designed
software specifically for interfacing RTDS), which demonstrates that the
proposed approach is flexible in maintaining the coordination between
overcurrent and distance relays.

Investigations made by Shih et al. [55] indicate mitigation of DG
impact on directional overcurrent relay coordination by using adaptive
protection scheme with the differential evolution (DE) algorithm.
Noteworthy here is that the DE was selected by the authors for coordi-
nation studies since it has been reported to be very efficient in different
areas, according to Refs. [56,57]. The authors highlight the study car-
ried out by Alam et al. [58], which compares GA, PSO, DE, the harmonic
search (HS) and the seeker optimization algorithm (SOA), indicating
that DE outperformed these algorithms in the coordination study. The
results show the following advantages concerning the proposed scheme:
automatic online coordination, fulfilment of selectivity requirement,
and overall sensitivity improvement.

An adaptive protection scheme, which incorporates real-time simu-
lations, multifunction protection, centralized control, and optimal
calculation of protection settings has been proposed by Papaspilioto-
poulos et al. [59]. The proposed scheme is based on determining the
optimal relay setting groups, and then on the online self-adjustment of
these setting groups of relays. Two solvers were used by the authors to
attain a better assessment of the obtained results, namely Ipopt and
Baron. Thus, simulations were performed in RSCAD, considering two
distribution test feeders with DG, indicating the efficiency of the pro-
posed solution.

Alam et al. [60] proposed an adaptive protection coordination
scheme for MGs using micro-phasor measurement units (uWPMUs) and
numerical directional overcurrent relays. In this study, the measure-
ments acquired by the pPMUs are used to estimate the existing network
topology, power contributed from the DGs, and the status of the point of
common coupling. Thus, if a significant change in the MG is identified,
the protection coordination settings of the relays are updated. The co-
ordination problem in this work was formulated as an optimization
problem and solved using the OPTI Toolbox based IPOPT solver. Finally,
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“microgrid” or “smart grid” in the titles,

the proposed approach was validated on a 7-bus MG system, derived
from the IEEE 14-bus system.

5.3.3. Fuzzy-based approaches

Naily et al. [61] presented an online adaptive protection scheme
based on fuzzy systems, which update and optimize the coordination of
the protection when grid topology has been changed. The algorithm
depends on some parameters, such as circuit breaker status of the main
feeder and the pre-fault power flow. Through simulations in ETAP
software, the results show the two main consequences of DG insertion in
DSs: the blinding of protection and the false tripping. The authors also
show that this impact depends on DG capacity and its location. Finally,
one notes from the results that the suggested approach leads to correct
coordination for studied scenarios (only LLL faults). Other papers based
on a similar approach were published by the same research group [62,
63].

A numerical protection strategy with adaptive protection settings,
considering the stochastic nature of DGs, is suggested by Kumar and
Srinivasan [64]. In this paper, an adaptive fuzzy inference module works
with GA in order to determine the appropriate current settings and a
heuristic algorithm is used to calculate the time settings of the relays.
This algorithm was tested on a DS fed by different types of DGs. Some
simulations were carried out in Simulink software, concerning different
grid conditions and types of faults. The results show the ability of this
approach to find optimal protection settings with minimal relay oper-
ating time.

In Momesso et al. [65], an adaptive protection system based on the
Fuzzy logic for adjusting pick-up currents of overcurrent relays with
instantaneous and current-voltage based inverse-time is proposed. The
authors proposed a methodology that considers two variables: the
pre-fault current and the variation of current. These variables define the
various classes of the pick-up current. Simulations were carried out in
ATP-EMTP, considering the IEEE 13-bus test feeder with a DG. The
proposed approach was tested considering different fault types and fault
resistances. In addition, the influence of a motor starting and trans-
former energization on the protection was also evaluated.

5.3.4. Multi-agent system-based approaches

Nascimento and Rolim [66] described a multi-agent system for
adaptive protection of MGs using the Java agent development frame-
work (JADE). This paper highlights that main tasks of the proposed
strategy consist of updating the relay characteristics in order to adapt
the protection to system changes, in an offline mode. Afterwards, the
proposed scheme eliminates the faults, in an online mode. The fault
simulation performed in PSCAD software was utilized to define the
agent parameters, as well as to validate the multi-agent system-based
protection.
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George and Ashok [67] highlighted that the previously existing relay
parameters may not be effective when the DS is integrated with DG.
Thus, the authors proposed multi-agent based adaptive protection.
Different agents were defined, such as the measurement agent, relay
agent, breaker agent, optimal coordination agent and protection agent.
Noteworthy here is that these agents can communicate with each other.
The simulations were performed in ETAP software, considering changes
in fault currents due to DG status, problems associated with blinding of
protection, as well as the bidirectional power flow issue.

A multi-agent system-based protection and control scheme for DSs
with DGs is presented by Liu et al. [32]. The scheme deals with the
possible modes of operation of a DS with DGs. Based on the cooperation
between relays and the DG control, the adaptive protection and the
control algorithm are developed on the WT converter to mitigate its
influence on fault currents. Based on hardware-in-the-loop simulations,
some operation conditions, such as changes in the topology system and
DG status were evaluated. Considering case studies, the feasibility of the
proposed strategy was verified.

In the context of MG integration with PV, Faria et al. [68] showed the
viability of multi-agent based adaptive protection. Some agents were
defined by the authors, e.g., for load profile, the point of common
coupling, relays and circuit breakers, in which all these agents were
situated at the substation. This paper presents simulations performed in
RSCAD, indicating positive results for studied scenarios: presence and
absence of the DG and some changes in fault resistance. Considering
decentralized communication, an adaptive protection scheme using a
multi-agent system was presented by Daryani and Karkevandi [69]. In
this approach, every relay has sufficient intelligence to dynamically
calculate and update its settings based on online identification of pre-
vailing grid mode of operation (grid-connected or islanded). Moreover,
all the protection relays are considered as intelligent agents, and they
are composed of three sub-agents: measurement, communication and
operation. The measurement sub-agent measures the current and
voltage signals at the relay location and sends these signals to the
operation sub-agent. Besides, the operation sub-agent in addition to the
local measurement sub-agent receives signals from all relays and DG
agents and a point of common coupling (PCC) agent, and finally, by
using this information it detects the MG mode of operation. Simulations
were carried out in Simulink, considering some scenarios and the results
indicate that protection settings of all relay agents are appropriately
adapted for these cases.

5.3.5. Other computational intelligence-based approaches

A method that uses a decision tree after each fault to ensure a robust
protection coordination is developed by Hosseini et al. [70]. The authors
mention that uncertainties in MG topology, protection systems and
communication links involve accidental variables that affect the pro-
tection coordination. Regarding this issue, the proposed method enables
an adaptive protection to make a decision considering MG topology and
also the probability of correct operation of the protection system and
communication links. Simulations were carried out in DIGSILENT soft-
ware, and the results indicate that this method can be considered
effective for solving MG protection coordination problems. In addition,
the authors emphasize that as decision trees are used in an online mode,
it is not necessary to store a considerable amount of offline settings.

Some publications related to adaptive protection are based on SGM,
i.e., they use the available setting groups of relays (in general is limited
between 2 and 8). Nevertheless, this available number is much lower
than the possible topologies of a power grid, as shown by Ojaghi and
Mohammadi [71]. Thus, the authors propose a k-means clustering
technique to classify the topologies into some clusters, whose number is
equal to the number of available setting groups (a limit of four groups
was adopted in this paper). Noteworthy here is that for each cluster, the
topologies are close to each other regarding coordination of the relays.
In order to obtain optimal setting groups, linear programming (LP) is
used in this paper due to its simplicity and certain global optimum
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results. The studies show that using the proposed technique, the coor-
dination can be preserved under all the topologies with considerably
lower time dial settings and time delays of the relays.

5.4. Other adaptive approaches

A communication-less overcurrent protection based on local infor-
mation is developed by Liu et al. [72]. Measuring only the local infor-
mation, this method aims to adapt the protection settings to the grid
states, such as the change of operation mode, the change of grid topol-
ogy and the disconnection of some DGs. In the same way, as the other
papers, the relay settings are calculated offline and updated in an online
mode. Symmetrical fault simulations were performed in DIgSILENT
software, and the results indicate that this methodology is effective for
the studied system and scenarios.

Ma et al. [73] described a new adaptive voltage protection scheme
for DSs with DGs. In this research, intelligent electronic devices (IEDs)
are used to acquire, in real-time, the current and voltage measurements,
as well as to facilitate the communication among IEDs. The proposed
scheme is based on the relationship between the pre and post-fault phase
voltage difference and the phase current. From simulations in PSCAD
software, the proposed scheme was tested and shows advantages in
relation to traditional voltage protection schemes for the following
studied scenarios: different fault types, fault locations, presence and
absence of DGs, as well as variations in power output of DGs.

Investigations were made by Hussain et al. [74] to show the loss of
coordination between reclosers and fuses in a DS with DG insertion. In
fact, when temporary faults occur, an appropriate coordination between
arecloser and a fuse can save the fuses (a practice known as fuse saving).
However, due to limitations of reclosers, fuse saving may not occur in
DSs with DG presence. In this regard, the authors of this paper present an
adaptive relaying strategy to ensure fuse saving in this new scenario,
under the most adverse conditions. The simulation results confirm that
the settings selected adaptively are adequate, focusing on fuse saving.

Laaksonen et al. [75] show, firstly, the need to adapt the protection
in cases of topological changes and insertion of DGs into MGs. Secondly,
the paper proposes an adaptive protection scheme for the Hailuoto is-
land, a Finnish MG. The proposed scheme is based on a central control
system, which operates and analyses, in real-time, the data received
from the IEDs considering IEC 61850. Some scenarios have been tested
using simulations, and the proposed scheme was developed and is
currently being installed on Hailuoto island for a practical
demonstration.

An adaptive overcurrent protection scheme which automatically
configures the protection settings considering the impact of DG, active
network management (ANM) and islanding operation is developed by
Coffele et al. [76]. The proposed scheme calculates and makes adjust-
ments in real-time, which differentiates this proposal among others that
calculate the adjustments previously. In order to do this, the paper uses
commercially available protective devices and IEC 61850-based
communication. The simulations were performed in RTDS for some
scenarios, such as changes of fault level, islanded operation, change of
grid topology and connection/disconnection of the DG units under LL
and LG faults. Based on comparisons with a conventional overcurrent
protection, the authors verify a reduction in false operations and in the
mean operating time of devices.

Bhattarai et al. [33] proposed a combination of local adaptive and
communication assisted central protection. In this paper, the local
adaptive protection updates relay settings based on DG status (ON/OFF)
using locally acquired information, whereas the centralized protection
updates the relay settings during major changes in grid topologies, such
as switching between grid-connected and islanded modes. Simulations
were carried out in RTDS, showing the effectiveness of the proposed
algorithm and ability to overcome issues such as protection blinding and
false tripping.

A strategy for adaptive protection and coordination between relays,
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which takes into account the dynamic characteristics of the DG, is pro-
posed by Ates et al. [77]. The study considers different scenarios (e.g.,
island and status of DGs) and shows three possible protection schemes,
namely adaptive, semi-adaptive and conventional. The simulations
performed in Simulink compare these schemes in terms of the protection
effectiveness, indicating that the proposed adaptive protection out-
performed the other schemes in both grid-connected and islanded
operating modes and active DG status changes. A similar study was
carried out in Ref. [78], considering, however, a more compact test
system.

An adaptive protection scheme for MGs with electronically coupled
distributed generators was presented by Sitharthan et al. [79]. The
proposed scheme provides a suitable protection for operating modes of
an MG and also uses auto-reclosures in the scheme, which leads to a
faster recovery of the fault. An MG communication medium (MCM) for
communication between relays and DGs is used in this paper. Simula-
tions were carried out in PSCAD software considering both
grid-connected and islanded modes and the results indicate that the
proposed protective relay performs adequately and provides suitable
protection.

In Swathika and Hemamalini [80], a central protection center (CPC)
is incorporated whose function is to monitor the MG continuously,
identify fault events and locate the exact faulty branch. The proposed
Prims-Aided Dijkstra algorithm is executed continuously in the CPC, and
firstly, it is responsible for identifying the current system topology and
the shortest route from the faulted point to the nearest operating source.
Secondly, the CPC is also responsible for adaptively adjusting the set-
tings of relays. The proposed algorithm is validated in two test systems,
considering possible topologies and faults. The obtained results show the
capability of this strategy in clearing the fault by disconnecting a min-
imum portion of the grid.

An adaptive directional overcurrent protection approach for DSs
with DGs, based on sequence currents, is proposed by Muda and Jena
[81]. The authors highlight that due to changes in the operating mode of
power grids, the magnitude and direction of fault currents are modified.
Then, these modifications may imply in the protection failure, as well as
a loss of coordination between the primary and backup relays. The au-
thors consider that the fault current from inverter-based distributed
generator (IBDG) is in the range of 2 pu. In this context, the protection
coordination is achieved by the adapting relay settings for each oper-
ating mode of DGs, using the stored conventional relay settings. The
protection coordination is further improved by using negative-sequence
overcurrent-based backup directional overcurrent relays. Moreover, the
direction of fault is determined using the phase change in superimposed
and pre-fault positive-sequence currents. Through simulations in the
real-time digital simulator (RTDS), the results obtained for several
operating modes indicate that the adaptive approach implies in an ac-
curate operating time for both primary and backup relays, considering
LG and LLL faults. Another paper based on superimposed adaptive
sequence currents is presented by the same authors in Ref. [82]. In this
paper, the authors evaluate the performance of the proposed technique
in the IEEE 34-bus test feeder instead of 4- and 8-bus systems, consid-
ering all fault types, and also high impedance faults (HIF).

In order to mitigate the DG influence on the protective devices, Shen
et al. [83] presented an online calculation method of fault currents
under some system operation conditions. By sampling locally available
measurements in the buses, a proposed optimized estimation method is
used to dynamically calculate the Thévenin equivalent parameters of the
system. Thus, the fault current can be calculated and the relays are
adjusted taking into account the behavior of DGs during the fault. The
performance of the proposed method was tested over extensive simu-
lations on a sample DS in PSCAD software. The sensitivity and selectivity
of the proposed scheme are satisfied under different system operation
conditions, fault types and locations.

Piesciorovsky and Schulz [84] pointed out that recent publications
related to adaptive protection were based on SGM. Thus, these recent
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papers use the limited functions preexisting in relays. This paper,
however, shows that SGM has a limited quantity of setting groups, and
disable the relays for a fixed amount of time in re-setting cases, reducing
the relay’s availability. Thus, the programmable logic method (PLM)
was developed for an adaptive overcurrent protection system, using
programmable logic and math operators instead of the functions found
in the relay. Besides, the paper reinforces that PLM increases the ca-
pacity of relays, requiring only one setting group, leaving other groups
for additional and seasonal protection settings.

A two-stage algorithm for an adaptive protection scheme focusing on
DSs with high penetration of PV is proposed by Fani et al. [85]. In the
offline mode, the most appropriate group settings are calculated based
on the voltage profile obtained using short-circuit and power flow
studies. Afterwards, an online algorithm applies the predefined group
settings to the protective devices. Simulation results indicate the effec-
tiveness of the proposed method in a practical DS.

A new application of pPPMUs for adaptive coordination of overcurrent
relays was proposed by Zanjani et al. [86]. The authors mention that
power grid uncertainties, such as line and power plant outages can imply
in miscoordination due to a variation of the relay fault current. Thus,
this paper proposed an algorithm to detect these uncertainties in online
operation by monitoring the Thévenin impedance, and then, the MG
overcurrent relay coordination is optimized again. Based on simulations
in DIGSILENT software, the results indicate that this method is able to
detect the aforementioned uncertainties to reconfigure the relays and to
adapt the relay settings.

A method for identify grid operating conditions for adaptive over-
current protection during intentional islanding operation is presented by
Ferreira et al. [87,88]. This method is based on using a local scheme
installed near the protective device, which consists of a thyristor that is
fired during a short waveform interval of voltage. By monitoring the
voltage and current signals, the grid equivalent is calculated. Thus, the
mode of operation (grid-connected or islanded) can be determined. The
results show that the proposed method can be used to update the pro-
tection settings without using a communication system.

A novel approach based on IEC 61850 GOOSE messages in order to
perform the MG protection was presented in Gu et al. [89]. This
approach is different from the conventional methods since this is not
based on inverse-time characteristic curves for power system protection.
By monitoring the operating status of the electrical equipment and
determining the operating mode of the MG, the management system can
adjust the IEDs. Thus, the management system reassigns the IEDs’ pa-
rameters to adapt to the dynamic changes in the MG. Simulations were
performed in ETAP software to verify the feasibility and effectiveness of
the proposed approach.

Singh and Basak [90] describe that the dynamic behavior of an MG
makes adaptive protection a general necessity for reliable MG opera-
tions. In this study, a new adaptive protection scheme is proposed based
on operation modes of MGs. The proposed scheme is based on quadra-
ture and zero sequence components (g0 system) of fault current
considering the impact of X/R ratio of DGs. The authors highlight that
the MG system has a low X/R ratio compared to the existing power
system. Thus, any change in X or R of DGs or lines may imply in an
important detectable role in fault detection. Simulations were carried
out in Simulink considering different fault types and locations, and the
results show that the time derivative of quadrature and zero-axis com-
ponents of fault currents were sufficient to detect the fault location and
fault nature in the MG system.

Some other papers have also been published under this same context.
A compact algorithm that uses the existent setting groups of relays is
proposed by Purwar and Choudhary [91], and Nascimento et al. [92,
93]. Besides, Singh and Reddy [94] and Ma et al. [95] presented an
adaptive protection scheme that uses a communication network for
distribution grids with DGs. Another possible adaptive protection
scheme is proposed by Buque et al. [96], where simulations were carried
out to test the protection effectiveness in both operation modes of MGs
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(grid-connected or islanded) under fault scenarios. Other papers can be
found aiming to show the DG impact on overcurrent protection of a
feeder, such as Baran and El-Markabi [97] and Cheung et al. [98].
Noteworthy here is that there are other studies concerning methods for
protecting MGs. A brief review of these methods and studies is presented
in Section 6.

6. Non-adaptive methods for protecting microgrids and
distribution systems with DGs

Non-adaptive strategies for protecting MGs, and mitigating the
impact of the DG penetration can be found in the technical literature.
The disconnection of DGs immediately after fault detection is a possi-
bility, such as discussed by Ref. [99]. The limitation of installed DG
capacity is explored by Refs. [100,101]. Modifying the protection sys-
tem by installing extra breakers or reclosers, as well as reconfiguring the
power grids is addressed by Refs. [102,103]. A fault-ride-through con-
trol strategy of IBDGs is presented by Ref. [104], and a fault current
control by solid-state-switch-based field discharge circuits for synchro-
nous DGs is proposed by Ref. [105]. Besides, the installation of FCLs to
preserve the relay settings is also an approach presented by Refs.
[106-110], and the application of FCLs to reduce the fault current
contribution from DGs is suggested by Refs. [111,112]. Finally, distance
and differential protection schemes can be found in the literature as a
solution for the MG protection issue, respectively, in Refs. [113-124].

Despite the fact that these methods can mitigate the impacts of DG
presence on the performance of the protective devices, they have some
disadvantages, such as those mentioned by Shih et al. [55]. Dis-
connecting large DGs immediately after the fault detection may lead to
severe voltage sags throughout the system, especially in high DG
penetration cases, as the contribution of reactive power from these DGs
will be cut off. Note that voltage sag is a momentary decrease in the
voltage magnitude that can cause extensive disruption to the industrial
process sector in terms of production loss [125,126]. Limiting the DG
capacity may not be recommended due to the low cost of renewable
energy and the need to reduce COy emission. One note here is that this
limitation also occurs in the steady-state of the system, and not only
under faults. Thus, the potential of renewable energy resources may not
be fully used. Modifying the protection scheme by installing more pro-
tective devices and reconfiguring grids is costly. Installing FCLs to pre-
serve the relay settings are practical, but leads to an additional cost for
both utility and DG owners [55]. Despite these shortcomings, it is worth
pointing out that various studies concerning these other methods for
protecting MG are being developed, and more effort is needed to over-
come them.

7. Discussion

An MG consists of elements such as DGs (e.g., PV, WT and diesel
generators), energy storage devices (e.g., supercapacitors, BESS and
MBESS), communication infrastructure, as well as lines and loads. The
interaction among all these elements requires a protection scheme/
strategy to solve the current challenges. As a strategy for protection,
emphasis can be placed upon the utilization of FCLs, or the disconnec-
tion of DGs immediately after the fault detection, or also the improve-
ment of traditional schemes based on distance and differential
protection. Besides, the adaptive approach has been considered as a
viable solution for protecting MGs, as well as DSs with DGs. Through the
bibliometric analysis carried out in this paper, a growing amount of
publications can be observed related to adaptive protection in recent
years, especially associated with the MG context. This analysis indicated
some of the most productive authors and countries, and through this
analysis, researchers may try to improve their global collaboration level
on the topic. Additionally, by means of a comprehensive survey, inno-
vative schemes and strategies of adaptive protection based on compu-
tational intelligence, or not, were presented. Table 2 summarizes many
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of the studies discussed. In this table, these studies are categorized ac-
cording to the following aspects:

e Approach - Is the study based on computational intelligence or not?

e Protection Type - Is the study based on overcurrent, distance or other
function protection?

e Software — For the development and validation of this research, what

software was used to carry out the simulations?

Scenarios Analyzed - In simulations, does the research consider grid-

connected, islanding and contingency scenarios?

Other Factors — In the research, is the required communication/

control infrastructure briefly discussed? Does the study consider

synchronous based distributed generator (SBDG), IBDG or both types

of DGs in the simulations? Does the research analyze LLL, LL, LLG, LG

or all type faults?

Based on Table 2 derived from the discussed studies, some aspects
may be observed. Most of the studies related to adaptive protection,
consider the overcurrent protection philosophy. Some papers use over-
current protection together with distance protection. Thus, the usage of
other protection philosophies, or a hybrid approach, could be more
explored. Many studies do not consider contingency situations and,
based on the characteristics of the MGs, the reliable performance of
protection in these situations is desirable. Most of the studies consider
only three-phase (LLL) faults to evaluate the performance of the pro-
posed methods. A tendency to consider MGs and DSs with both types of
DGs can be observed, i.e., IBDG and SBDG. Finally, two specific aspects
deserve attention in future studies: (i) communication failures and
cyberattacks; and (ii) the increasing use of energy storage systems. These
aspects are discussed next.

7.1. Communication failures and cyberattacks

Noteworthy here is that in many of the reviewed proposals, a
communication structure for the MG protection is necessary. However,
the risk of communication link failures and cybersecurity threats are
concerned in implementing a fast, robust, and mainly, a reliable adap-
tive protection scheme [127]. Thus, this issue may be considered as a
major drawback of most adaptive protection proposals. Considering this
issue, Habib et al. [127] presented a review of communication failure
impacts on adaptive MG protection schemes. These authors showed, for
example, that when the communication fails, the relay settings are not
adjusted, which implies unsuccessful rendering of any adaptive protec-
tion scheme. The authors also showed different types of cyberattacks
that may impact adaptive protection schemes. For example, the attacker
may transmit malicious code to an IED and write oversized data to cause
a buffer overflow. In another example, the attacker can capture and keep
the GOOSE messages and subsequently sends a message to trip a circuit
breaker under normal operation, resulting in an undesirable action.

A real case of a cyberattack is given by Hansen et al. [128] when, in
2015, a Russian hacker group attacked the Ukrainian power grid. The
hackers remotely opened substation breakers, which resulted in a
blackout affecting more than 225,000 customers. Unfortunately, these
attacks are possible as a result of vulnerabilities of IEDs and communi-
cation networks. In this regard, a publication of CIGRE [129] highlights
that IEDs based on IEC 61850, for example, are subject to the same
threats as any other industry distributed control system based on
TCP/IP/Ethernet protocols. Some proposals to overcome the issues
mentioned can be found in Refs. [127,130-132]. In spite of the effort of
these authors, the matters mentioned above remain as a challenge in
implementing a reliable adaptive protection scheme and should be
addressed in future studies.

7.2. Energy storage systems

ESSs integrate the MGs, and the application of these systems at the
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Table 2
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Summary of studies addressing adaptive protection in the context of microgrids and distribution systems with DGs.

Reference Approach Protection Type Software Scenarios Other Factors

CI oT ovC DIS oT PS RS Dig ET Sim oT GC 1S CG COM DG Faults
Chattopadhyay et al. [45] o [ [ [ [ [ SBDG LLL
Zayandehroodi et al. [46] [ ] [ ) [ ) [ ) [ ] SBDG ALL
Papaspiliotopoulos et al. [51] ) [ ] [ ] [ ) [ ] ) SBDG LLL
Atteya et al. [52] Y o [ ) [ ) [} [} SBDG -
Shih et al. [53] [ ] [ ] [ ] [ ] [ ] [ ] SBDG LLL
Singh et al. [54] ) [ ] ) [ ] [ ] ) ) ALL -
Shih et al. [55] [ [} [ J [ J [ J [} [ ] ALL -
Papaspiliotopoulos et al. [59] [ ] [ ) [ ) [ ) [ ) [ ) SBDG LLL
Naily et al. [61] [ [} [ J [ J [ J [ ] SBDG LLL
Ojaghi and Mohammadi [71] [ ] [ ] [ ] [ ] [ ] [ ] SBDG -
Kumar and Srinivasan [64] [ () () [ () () ALL LLL, LLG, LG
Nascimento and Rolim [66] [ ] [ ) [ ] [ ) [ ] [ ) [ ] ALL LG
George and Ashok [67] ) ) [ ] [ ] [ ) ALL LLL
Liu et al. [32] [ ] [ ] [ ] [ ] [ ] [ ] ALL LLL
Faria et al. [68] [ ] [ ) () [ ) IBDG LG
Daryani and Karkevandi [69] () [ ) () [ ) [ ) () IBDG LG
Lin et al. [50] [ ] [ ] [ ] [ ] [ ] [ ] [ ] ALL LLL
Alam et al. [60] o [ o [ o [ o ALL LLL
Brahma and Girgis [43] [ ] [ ) [ ) [} [ ] SBDG ALL
Mahat et al. [30] () [ ] [ ) [ ) [ ) [ ) [ ) ALL LLL
Liu et al. [72] [ ] [ ] [ ] [ ] [ ] [ ] [ ] ALL LLL
Ma et al. [73] [ ] [ ] [ ] [ ] [ ] [ ] SBDG LLL, LL
Hussain et al. [74] () [ ] [ ) [ ) [ ) IBDG LLL
Laaksonen et al. [75] [ [ o [ o [ SBDG LLL, LG
Coffele et al. [76] [ [ o [ o [ o SBDG LL, LG
Bhattarai et al. [33] [ ] [ ) [ ) [ ) o o ALL LLL
Ates et al. [77,78] [ ) [ ) [ ] [ ] [ ] [ ] IBDG LLL
Sitharthan et al. [79] [ [ o [ [ [ IBDG LLG
Muda and Jena [81,82] [ ) [ ) [ ) [ ) o o ALL LLL, LG
Piesciorovsky and Schulz [84] () (] [ (] () SBDG -
Fani et al. [85] [ ] [ ] [ ] [ ] [ ] [ ] IBDG LLL, LLG
Zanjani et al. [86] [ ) [ ) [ ) [ ) [ ) [ ) ALL -
Ferreira et al. [88] [ ] [ ) [ ) [ ] ) ) SBDG LLL
Singh and Basak [90] [ [ [ [ o [ ALL ALL

Legend — Approach: CI = Computational intelligence-based approaches; and OT = Other adaptive approaches.

Protection Type: OVC = Overcurrent; DIS = Distance; and OT = Other.

Software: PS = PSCAD; RS = RSCAD/RTDS; DIg = DIgSILENT; ET = ETAP; Sim = Simulink; and OT = Other.

Scenarios: GC = Grid-connected; IS = Islanded; and CG = Contingency.

Other Factors: COM = Communication; DG = Type of DG (i.e, IBDG, SBDG or both); and Faults = Faults analyzed (ALL includes LLL, LL, LLG and LG types).

distribution level can be useful for arbitrage [133,134], renewable en-
ergy integration emphasizing power smoothing and time-shifting
[135-137], renewable energy capacity firming [138], power loss
reduction [139,140], and voltage and frequency control [141,142]. ESS
can be provided by some technologies, such as compressed air energy
storage, pumped hydraulic storage, flywheel energy storage, super-
capacitors, BESS, and MBESS. Every type of ESS has extensive advan-
tages and disadvantages, and the selection of an ESS type, its size and
placement depend on the expected performances, application types,
network topology, and system size [143]. Regarding the BESS, for
example, the global installation of this technology reached over 1.6 GW
in October 2016. Considering this context, some papers can be found
that propose strategies for protecting MGs, while utilizing BESS, as in
Refs. [144-148]. However, none of the studies presented in this review
paper, related to adaptive protection, consider the presence of these
elements. Therefore, future studies can explore the presence of ESSs in
order to propose and evaluate new adaptive protection schemes for MGs,
keeping in mind the importance and increasing application of ESSs.

8. Conclusion

This paper presented the main challenges related to the protection of
MGs and DSs with DGs, as well as the most recent schemes proposed by a
number of different studies, focusing on a bibliometric analysis of
adaptive protection schemes. Factors inherent to these systems were
seen, mainly, from their possible operation in grid-connected and
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islanded modes, along with the presence of DGs, which can imply in a
failure of traditional protection schemes. The emphasis given to adap-
tive protection schemes is due to the fact that some recent papers
highlight it as a promising solution for MG protection. Noteworthy,
however, is that schemes are proposed in a particular context, i.e., for a
determined topology, a quantity of DGs, power output, fault situation,
etc., thus linking the proposed schemes to boundary conditions.
Therefore, more effort is still needed in terms of overcoming the limi-
tations of proposed protection schemes for all situations and scenarios.
On the other hand, many schemes notably depend on communication,
where the need arises for more studies related to communication failures
and cyberattacks in the context of MG protection. The presence of ESSs
such as BESS/MBESS on MGs should also be considered in future studies.
Considering this, further effort is still needed in order to obtain a com-
plete and general solution concerning this kind of protection.
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