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A B S T R A C T

The sharing of government information resources is significant for improving the level of governance and
social information. However, due to the existence of cross-domain security and trust islands, government
departments are hindering the sharing of government information resources with other organizations and the
public. To this end, the blockchain technology is used to construct a decentralized distributed peer-to-peer
trust service system, which is integrated with the existing PKI/CA security system to establish a new trust
model that supports multi-CA coexistence. Based on this, the structural composition and functional data flow
of the blockchain smart city information resource sharing and exchange model designed in this paper. This
paper launched a study on the role of the smart big data platform, and selected the development of smart cities
in Hefei as an empirical analysis. From the connotation of smart city, block chain and big data technology
combined, and the positive effects of relevant information technology summarized on the construction of smart
city big data platform. Based on this, the smart city development level evaluation model of TOPSIS method
constructed. The evaluation model constructed to make a vertical comparison from 2012 to 2017, the scale of
smart cities is growing at an average annual rate of more than 30%, saving 20% of urban resource allocation
and becoming a new pillar industry. Therefore, Hefei City should further increase environmental supervision
and promote the use of low-carbon environmental protection new energy. The improvement of government
management level has a positive effect on the construction of smart Hefei.

1. Introduction

The smart city was first proposed by the United States in 1990.
Urban construction is labeled as the new theme of the ‘‘Sapiential
Cities’’. People want to use wisdom to find the best solution for ur-
ban planning. Smart city uses data technology to improve people’s
livelihood issues such as transportation, housing, government public
services, education and medical care through smart response. Nearly
300 cities in China have successively launched pilot projects for smart
city construction. This effectively improved the level of public services,
improved management capabilities, and promoted urban economic de-
velopment [1–5]. This promotes the evolution of cities in the traditional
sense to smart cities. Under the background of the ‘‘Thirteenth Five-
Year Plan’’, the development of smart cities has entered a new stage
and has been raised to the height of national strategy. It has been given
a heavy historical mission in the context of the rapid development of
urbanization. Smart cities have become a new direction for future urban
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development. Smart cities have made achievements in e-government,
green ecology, and smart transportation.

At present, scholars at home and abroad have carried out in-
depth research and combining on the existing security and trust issues,
security assurance mechanisms, sharing models, technical methods
and models around the sharing of government information resources
in smart cities [5–9], and proposed a unified information resource
for smart cities. Library model [10], collaborative model of informa-
tion resource sharing subsystem and business subsystem [11], ERP
integrated government information resource integration model [12],
e-government information resource integration model [13], govern-
ment information resources based on network knowledge Integration
framework model [14] and cloud government information sharing
model [15]. These models have different characteristics, advantages
and disadvantages, and also have different application scenarios. How-
ever, in the practice of sharing and publicizing information resources
in smart cities, mutual trust difficulties, weak privacy protection, high

https://doi.org/10.1016/j.comcom.2019.10.031
Received 28 August 2019; Received in revised form 24 October 2019; Accepted 26 October 2019
Available online 31 October 2019
0140-3664/© 2019 Elsevier B.V. All rights reserved.

https://doi.org/10.1016/j.comcom.2019.10.031
http://www.elsevier.com/locate/comcom
http://www.elsevier.com/locate/comcom
http://crossmark.crossref.org/dialog/?doi=10.1016/j.comcom.2019.10.031&domain=pdf
mailto:m18686527660zj@163.com
https://doi.org/10.1016/j.comcom.2019.10.031


M. Sun and J. Zhang Computer Communications 149 (2020) 332–342

data security risks, low efficiency, untimely exchange, inconsistent
data, difficult business collaboration, poor data traceability and in-
formation sharing still exist. The difficulty of wide-ranging and other
difficulties has made the sharing of information resources in smart
cities face enormous challenges and risks. It has become the key to
urgently need to be solved in the current research and application
of government information resources sharing and openness. The main
construction goal of smart cities is to use information technology to
sense, transmit, integrate and analyze key information of the core
system of urban operation, to realize urban intelligence. In terms of
urban governance, big data can realize efficient, secure, and shared
exchange of various types of data, and block chain technology can
provide a better solution. Big data technology and block chain tech-
nology serve as two separate Internet technologies. Block chain is
a form of informationless interaction [6,7]. It packages and stores
various types of data in the form of blocks. This essentially enables
information to be provided and shared data. The block chain has the
characteristics of decentralization, trust mechanism, shared ledger and
information traceability characteristics, which can effectively help new
city data sharing. In addition, data openness is not only conducive
to the construction of transparent government and service-oriented
government, but also encourages innovation and creates new business
value and employment opportunities.

Through open data, the government can increase public partic-
ipation in public management and improve its public management
and service levels. Therefore, the role of the block chain big data
platform in the construction of new smart cities is irreplaceable. This
paper will analyze the role of the platform in the construction of
smart cities and conduct empirical analysis. Therefore, based on the
blockchain technology, this paper has the advantages and characteris-
tics of decentralization, security, trustworthiness, tamper resistance and
traceability [16]. At home and abroad, relevant scholars discuss the
application of blockchain technology in the field of e-government. A
framework model for the sharing of government information resources
based on blockchain is constructed. This paper includes the following
parts: Firstly, through the combining of the literature, the domestic and
foreign research status and theoretical application value of blockchain
technology applied to smart city information resource sharing are ex-
pounded. Secondly, the smart city information resource sharing based
on blockchain technology is discussed. Finally, the blockchain ecosys-
tem of smart city information sharing is expounded to further solve the
trust island, data ownership and peer management, standards existing
in smart city information sharing and exchange. Issues such as consis-
tency control and non-real-time exchange provide new implementation
paths.

2. Related theoretical research and work

2.1. The role of block chain in the construction of smart cities

Block chain technology is a new form of data and service organiza-
tion that has emerged in recent years. The safe operation of the block
chain itself supports the operation of many fields, which forms a hyper-
active scale ecosystem. Block chain technology encrypts and directly
trades all types of data, creating a new data credit system [11]. More
and more scholars are devoted to exploring how to apply the principle
of block chain technology to the construction of government big data
platform to build a modern smart city. It uses its decentralized approach
to distribute the government big data platform in a distributed manner,
and the centrally deployed servers and storage devices are distributed
to the service nodes. In this way, the block chain architecture in Fig. 1
can be basically divided into three layers: the base layer, the driver
layer, and the application layer.

The purpose of building a smart city is to use the new technology
and new organizational forms to create greater value for the society,
and to promote government efficiency, community autonomy, and

Fig. 1. Block chain hierarchy.

social collaboration. From this perspective, the application of block
chain technology in the construction of smart cities is the inevitable
development of technology. The application of intelligent contracts
based on block chain technology has further liberated the creativity
of the big data open platform. Big data is the technical foundation of
a smart city [12]. In addition, large-scale data collection, data storage,
and data computing are the foundation of big data. Big data realizes
the disclosure, sharing and reuse of smart city data information in
cyberspace. The smart data city’s big data platform involves all aspects
of the system, as shown in Fig. 2.

The data concentration and opening of smart cities has long been
due to the opening of government data. The government has proac-
tively disclosed all kinds of databases it has to all the public to promote
the transparency of government work. The openness of data is not only
conducive to the construction of transparent government and service-
oriented government, but also encourages innovation and creates new
business value and employment opportunities [13,14]. This can in-
crease public participation in public management, thereby improving
public management and service levels. The organic integration of such
data and services promotes the healthy and sustainable development of
smart cities.

2.2. The convergence of blockchain technology and big data

The application of block chain technology can solve various prob-
lems of existing big data centers on the smart city big data open
platform. The block city-based smart city open big data platform con-
sists of a block chain network, a regulatory access service, a data
participant service, a data source, and an operator. Among them, the
block chain node network adopts the alliance chain technology. The
alliance chain is a special form of block chain network [15]. It is
characterized by node admission and privilege grading, and adopts
consensus algorithms such as DPOS (delegated proof of stake) or PBFT
(practical Byzantine fault-tolerance algorithm). Different from the pub-
lic chain and POW consensus mechanism, the participating nodes of
the alliance chain are strictly controlled by the supervisory server. Only
block-accepted nodes can get block chain data. The benefits of doing so
are twofold [17,18]. On the one hand, it is better to maintain system
privacy. On the other hand, an efficient data synchronization algorithm
has significantly improved the throughput and storage efficiency of the
system.

The providers and users of the data include government agencies,
enterprises, individuals, and the like. Take the smart transportation
service as an example. An excellent smart transportation service needs
to use road congestion information, vehicle distribution information,
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Fig. 2. Block chain ecology.

Fig. 3. Open big data platform structure constructed by block-chain.

weather information, road control information, and so on. (In Fig. 3)
So much information is scattered among the many participants. These
information data are processed by each service provider. The platform
submitted through the block chain node. The necessary data provided
for the system [19]. The actuator is the part of the operation after
comprehensive analysis of the data. They include specific or abstract
operations such as signal lights, insurance approvals, and loan credits.
It can be seen that there are not many parts of the entire system
responsible for the government. This includes only a single block chain
node and a regulatory access department. The former is used to define

rules and the latter is used to limit access and regulation. The various
parties provide the rest. This increases the efficiency of the system and
saves costs.

2.3. Block chain data junction

(1) Block chain pole
A block is all information packed by a blockchain network within

a fixed time period. Each block on the chain contains two parts, the
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Table 1
Block field details.

Section Description Size

Part 1 Block size The block size of this
field

4

Part 2

Version Software and protocol
updates

4

Time Time average of each
node

4

Bit Difficult target time 4
Nonce Counter 4
Hashblock Hash value 64

Part 3 Number of transactions Total number of
transactions

10

Record of transactions Transaction details To be determined

block loss, and the block body. The block misses the version number,
the hash value of the previous block, the root value of the Merkle tree,
the difficulty value, and the random number. The field descriptions
of the body are shown in Table 1. The block body is sealed with all
transaction data for a period of time. These transaction data organized
by the Merkle tree. The leaves of a Merkle tree are the hash values of
data blocks (for example, a collection of files or files). A non-leaf node
is a hash of its corresponding child node concatenated string. See Fig. 4
for details.

(2) Merkle tree
The Merkle tree was proposed by Ralph Merkle, which uses data

hashing to create a recursive tree-shaped knot. In Bitcoin, each trans-
action is converted into a hash value by hashing as the leaf node of the
Merkle tree, and the parent node of the Merkle tree is hashed by the
hash values of two or more child nodes. The Proof of work algorithm
refers to the ‘‘Hash Now’’ proposed by Adam Back. The purpose is to
pay a certain amount of power to suppress the spam problem when
sending mail. What is not uncommon is that in Bitcoin, PoW combines
the receipt of electronic money with the consensus of each node. The
principle of PoW is mainly that each node in the distributed system
solves a problem through its own computing power. The first node that
calculates the answer to the problem and obtains the system reward
through the node verified by the military node (that is, the system
receives the electronic money) [16]. Each node continuously tries to
use the random number Nonce, so that the block hash value is less
than or equal to the target hash value. If you are unable to get a
qualifying Nonce for a long time, change the block time until you find
the appropriate Nonce. The algorithmic flow of the body is shown in
Fig. 5.

3. The construction of a smart city construction model

3.1. The requirements for smart city based on blockchain technology

As a distributed data storage platform, the block chain system is
only the primary application of block chain technology, which can
meet the basic needs of smart cities. Smart cities also need to use big
data platforms to combine these collected data to create new value. As
the rule maker and executive supervisor, the government provides a
platform for smart city participants to play the role and value of big
data. On the one hand, each participant can obtain a large amount of
data to reduce costs and improve service quality [20]. On the other
hand, they also have enough motivation to share their data to serve
smart cities. Based on the TOPSIS method, we constructed a model
to verify the development level of smart cities. We obtained data on
smart cities in Hefei through literature review, and analyzed the role
of big data platforms in the smart city process in Hefei. The entropy
method objectively gives weight to the evaluation indicators. It deter-
mines the weight of each indicator by the magnitude of the indicator
observations [21]. The standardization of this paper is processed by the

extreme value method, which is divided into positive index and reverse
index. The specific methods are as follows:

Positive indicator

𝑋′
𝑖𝑗 =

𝑋𝑖𝑗 − min(𝑋1𝑗 , 𝑋2𝑗 ,… , 𝑋𝑛𝑗 )
max(𝑋1𝑗 , 𝑋2𝑗 ,… , 𝑋𝑛𝑗 ) − min(𝑋1𝑗 , 𝑋2𝑗 ,… , 𝑋𝑛𝑗 )

+ 1,

𝑖 = 1, 2,… , 𝑛; 𝑗 = 1, 2,… , 𝑚 (1)

Reverse index

𝑋′
𝑖𝑗 =

max(𝑋1𝑗 , 𝑋2𝑗 ,… , 𝑋𝑛𝑗 ) −𝑋𝑖𝑗

max(𝑋1𝑗 , 𝑋2𝑗 ,… , 𝑋𝑛𝑗 ) − min(𝑋1𝑗 , 𝑋2𝑗 ,… , 𝑋𝑛𝑗 )
+ 1,

𝑖 = 1, 2,… , 𝑛; 𝑗 = 1, 2,… , 𝑚 (2)

The calculation formula for calculating the proportion of the
indicator-I in the area-J is as follows

𝑃𝑖𝑗 =
𝑋𝑖𝑗

∑𝑛
𝑖=1 𝑋𝑖𝑗

(𝑖 = 1, 2…n, 𝑗 = 1, 2,… , 𝑚) (3)

𝐸𝑖𝑗 = 1∕ln𝑚 ∗ (
𝑚
∑

𝑖=1
𝑃𝑖𝑗 ln𝑃𝑖𝑗 ), 𝑖 = 1, 2…n, 𝑗 = 1, 2…𝑚 (4)

𝐷𝑖𝑗 = 1 − 𝐸𝑖𝑗 , 𝑖 = 1, 2…n, 𝑗 = 1, 2…𝑚 (5)

𝑊𝑖𝑗 =
𝐷𝑖𝑗

∑𝑚
𝑗=1 𝐷𝑖𝑗

, 𝑖 = 1, 2…n, 𝑗 = 1, 2…𝑚 (6)

TOPSIS is a multi-attribute decision making method. It mainly
conducts multi-objective evaluation and decision analysis for limited
programs. Hwang and Yoon proposed it in 1981, which can also be
called the sorting method that approximates the ideal solution. This
evaluation method ranks the schemes according to the closeness of the
evaluation scheme with the positive and negative ideal solutions.

Determine the formula for positive and negative ideal solutions.

𝑉 ∗
𝑗
= max

𝑖
(𝑉𝑖𝑗 ) (7)

𝑉 ∇
𝑗

= min
𝑖
(𝑉𝑖𝑗 ) (8)

Calculate the Euclidean distance.

𝑆∗
i =

√

√

√

√

m
∑

𝑗−1
(𝑉𝑖𝑗 − 𝑉 ∗

𝑗
)2, 𝑖 = 1, 2,… , 𝑛, 𝑗 = 1, 2,… , 𝑚 (9)

𝑆∇
j =

√

√

√

√

𝑚
∑

𝑗−1
(𝑉𝑖𝑗 − 𝑉 ∇

𝑗
)2, 𝑖 = 1, 2,…n, 𝑗 = 1, 2,…m (10)

Calculate the closeness C value of each object to the ideal solution.

Ci =
Si

∇

Si∗ + Si∇
(11)

𝐶i is between 0 and 1, and the larger the value, the higher the level
of development of smart cities in the year. The smaller the C value, the
lower the level of development of smart cities in the year.

3.2. Block architecture-based smart city overall architecture model

The collaborative sharing of smart city basic information breaks the
segmentation and realizes the effective cooperation and sharing of the
bar data between the bar departments. At the same time, it needs to
realize the peer management of different stakeholders and promote the
flattening of the organizational structure of government departments.
Government governance and public services are transparent, efficient
and intelligent, while ensuring the security of government data, thus
shaping a new social credit system. The blockchain establishes mutual
trust relationship through P2P distributed peer-to-peer network, time-
insensitive cryptographic books and distributed consensus mechanism,
and uses intelligent scripts composed of automated scripts to program
and manipulate data, ultimately achieving information connectivity to
value. The evolution of the Internet. Therefore, relying on multiple
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Fig. 4. Open big data platform structure constructed by block-chain.

Fig. 5. Open big data platform structure constructed by block-chain.

value chains (public chain, private chain, alliance chain), a blockchain
government information sharing model that can be dynamically ex-
panded, managed, controlled, and open services is constructed (see
Fig. 6).

In the blockchain smart city resource sharing and exchange model,
there are two main roles: data producers and data consumers, in-
cluding business centers of various government departments such as
finance, taxation, civil affairs, health, education, public security, etc.
Institutions, businesses, the public, and non-profit organizations. Log-
ically, data producers and consumers form a blockchain network of
multiple types of chains. Each chain consists of different nodes that
maintain various types of entity information, such as data generated
by ordinary citizens, enterprises, government agencies, etc., and the

data of different chains are isolated from each other [22]. The logical
architecture of the smart city resource sharing and exchange model
based on blockchain is mainly divided into network layer, blockchain
infrastructure layer and business application layer. Based on the 3-
layer model, five service support systems are formed, namely: P2P
network service system, shared BNS service system, shared blockchain
directory service system, shared intelligent exchange service system,
and authentication and trust service system.

3.3. Smart city business collaborative process based on blockchain

In the traditional mode of government information sharing, a large
amount of data between government functions is repeatedly collected,
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Fig. 6. Resource sharing and exchange model of blockchain in smart city.

re-processed and maintained; different functional departments have
different definitions of the same data syntax and semantics, lacking
the necessary communication and data exchange mechanism. There
is an inconsistency between the same data. Therefore, in a system
based on blockchain-based smart city resource sharing and exchange,
institutions can establish a network of mutual communication. The
consensus mechanism of blockchain and block data exchange can al-
ready carry transactions between institutions, but with the gradual
enrichment of business scenarios, more requirements are put forward
for ‘‘interoperability’’. In the business process, interoperability proves
that the standard consistency incentive and constraint mechanism is
achieved, thus achieving network consensus, which aims to effectively
promote data interoperability and avoid unnecessary power consump-
tion. Finally, the process of inspection, verification and preservation is
automatically performed through the intelligent contract mechanism on
the blockchain to ensure the real-time and unchangeable modification
of the data exchange process.

The use of secure transport protocols to ensure the security of data
transmission, thereby supporting cross-level, cross-department infor-
mation sharing and business collaboration. According to the technical
characteristics of the blockchain, the process of sharing and exchanging
government resources as shown in Fig. 7 is designed.

As can be seen from the business process of Fig. 7, in a specific
scenario, taking data exchange between the two departments A and
B as an example, the department A applies to the department B for
sharing and exchanging information, so the request (after signing the
private key) Data is a smart contract, which is broadcasted to each
node. Each core node queries and verifies according to the conditions
of the smart contract. During this period, the department can use the
instant communication protocol to send real-time notifications, or pass
only two departments. Negotiate the data, and then the core node
stores the block information on the chain through validity and inter-
operability certification. If the B department service switching gateway
determines the authority of the authorized party A, the department
B can encrypt the shared and exchanged data through the secure
transmission protocol, and then transmit the asymmetric encrypted
data URL point to point A, and the A department obtains the address
through the link address. Requested decrypted source data. Throughout

the process, the storage of data is still stored in the database system of
department B, with ownership of the data. XML enables computers to
process various kinds of information by tagging data and defining data
types. It is not only a cross platform and content dependent technology
in the Internet environment, but also an effective tool for dealing
with distributed structural information. After years of application and
development, it has good scalability and cross platform, making it
widely used in network services, data exchange, e-commerce, content
management and other fields. XML technology plays an important
role in solving data exchange in heterogeneous environment, reducing
the development difficulty of integration interface between different
systems, and establishing semantic network environment. This is an
important reason why structures use XML standard order instead of
other methods.

4. Results and discussion

4.1. Model-based case verification

In the process of promoting the construction of smart cities, Hefei
City concentrated on the development of smart networks, smart trans-
portation, and smart government [17,18]. At present, the construction
of smart transportation in Hefei has a long history and many achieve-
ments. The construction of smart networks and smart government
affairs has invested heavily, and the scope of construction is expanding
rapidly. Based on the data of Hefei City from 2012 to 2017, this paper
compares the development level of smart cities in Hefei in recent years.
The data sources of this paper are: ‘‘Annual Statistical Yearbook of
Anhui Province’’ from 2013 to 2018, the government statistical bulletin
of 2012∼2017, the statistical bulletin of science and technology, the
website of relevant government departments, the evaluation report of
the level of smart city development, and the related research literature.
We use the range method to standardize the forward and negative
indicators in the raw data. The weights of each index are calculated
according to the entropy weight method formula, and the results are
listed in Table 2.

It can be seen from Table 1 that the overall weight of each indicator
is small. Therefore, each index has a certain impact on the development
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Fig. 7. Workflow of blockchain in smart city.

Table 2
Hefei City smart city development level index weighted normalization matrix.

Indicator (weight) Year

2012 2013 2014 2015 2016 2017

X1(0.03460) 0.00000 0.01845 0.02763 0.02301 0.02754 0.03454
X2(0.03500) 0.00000 0.01384 0.02085 0.01776 0.02105 0.03485
X3(0.03530) 0.00000 0.00864 0.01807 0.02214 0.02650 0.03435
X4(0.03760) 0.00000 0.00193 0.01002 0.01576 0.02763 0.03752
X5(0.03786) 0.00000 0.00274 0.000709 0.01156 0.01902 0.03689
X6(0.03457) 0.00000 0.01396 0.02120 0.03503 0.02091 0.02087
X7(0.03649) 0.00530 0.00000 0.00776 0.02379 0.03174 0.03779
X8(0.03600) 0.00000 0.01031 0.01700 0.02523 0.03296 0.03516
X9(0.03575) 0.00000 0.01899 0.01820 0.02482 0.02849 0.03395
X10(0.03647) 0.00000 0.00468 0.00864 0.01742 0.02746 0.03701
X11(0.03529) 0.00000 0.01357 0.01840 0.02412 0.03201 0.03479
X12(0.03706) 0.00000 0.00368 0.00870 0.01362 0.02017 0.03716
X13(0.03669) 0.03826 0.02899 0.01403 0.00896 0.00643 0.00000
X14(0.03676) 0.00000 0.00370 0.01101 0.01847 0.02941 0.03694
X15(0.03786) 0.02217 0.04187 0.02531 0.05015 0.00000 0.04513
X16(0.03457) 0.00000 0.01491 0.02819 0.03574 0.03410 0.00719
X17(0.03649) 0.00000 0.01121 0.00846 0.02231 0.03588 0.03976
X18(0.03600) 0.00000 0.00894 0.01867 0.02715 0.03812 0.04912
X19(0.03575) 0.01513 0.00681 0.01762 0.03574 0.01942 0.00000
X20(0.03647) 0.00000 0.01215 0.01314 0.01723 0.01894 0.03521
X21(0.03529) 0.00000 0.04163 0.04175 0.04916 0.04175 0.00489
X22(0.03706) 0.00000 0.00992 0.00995 0.02796 0.03697 0.01156
X23(0.03669) 0.00861 0.00000 0.01354 0.02947 0.02945 0.03561
X24(0.03676) 0.03320 0.04925 0.02771 0.02408 0.00000 0.00319
X25(0.03786) 0.00000 0.01013 0.01951 0.02061 0.03546 0.01419
X26(0.03786) 0.00000 0.03557 0.03556 0.04119 0.04821 0.04894

level of smart cities in Hefei. For the six primary indicators, the
indicators related to smart public services are more weighted [19].
This shows that the strengthening of public service construction is very
beneficial to the improvement of the overall service level of smart
cities. Combining the data in the table, we use the formulas to calculate
the optimal indicator matrix and the worst indicator matrix. Then we
can get the Euclidean distance and the gray correlation coefficient
of the indicator matrix of each year to the optimal indicator matrix.
In the same way, we can calculate the Euclidean distance and the
gray correlation coefficient of each year’s indicator matrix to the worst
indicator matrix (R). The calculation results are shown in Table 3.

In economic management, dimensionless method is one of the steps
of comprehensive evaluation. The covariance matrix of each index data
processed by dimensionless method can reflect not only the variation

Table 3
Computational results of the development level of smart cities in Hefei City.

Result Year

2012 2013 2014 2015 2016 2017

S+ 0.035214 0.027354 0.021794 0.01575 0.01735 0.01859
S− 0.011231 0.01794 0.019847 0.027654 0.02891 0.03192
R+ 0.384825 0.459687 0.498591 0.65121 0.7014 0.90112
R− 0.895196 0.657645 0.5462 0.4512 0.46135 0.48258

degree difference of each index in the original data, but also the
information of the influence degree difference of each index. Therefore,
we further list the dimensionless formula applicable to this model. The
formula are as follows.

𝑆+
𝑖 =

𝑠+𝑖
max𝑖𝑠𝑖𝑠𝑚 𝑠+𝑖

(12)

𝑆−
𝑖 =

𝑠−𝑖
max𝑖𝑠𝑖𝑠𝑚 𝑠−𝑖

(13)

The matrixes after dimensionless quantization of the above formula are

𝑆+ =
{

𝑆+
1 , 𝑆

+
2 ,… , 𝑆+

𝑚
}

, 𝑆− =
{

𝑆−
1 , 𝑆

−
2 ,… , 𝑆−

𝑚
}

The larger the Si value is, the closer the index matrix is to the optimal
index matrix. The larger the Si + value is, the farther away the index
matrix is from the optimal index matrix.

Next, we deal with the Euclidean distance by dimensionless matrix.
Then we get:

𝑆+ =
{

1.00000, 0.78622, 0.6062, 0.48791, 0.44969, 0.52395
}

𝑆− =
{

0.47913, 0.53665, 0.64661, 0.79883, 0.89691, 1.00000
}

According to the formula of relative closeness, we can get the relative
closeness of the development level of Hefei smart city in 2012–2017 as
follows:

𝐶+ =
{

0.27117, 0.43898, 0.52476, 0.61844, 0.65912, 0.66735
}

According to the first level indicators, the processed matrix is di-
vided into six subsystems: smart city planning, smart infrastructure
construction, smart industry development and innovative production,
smart public service, smart government management and smart envi-
ronment. The higher the value, the better the development of smart
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Fig. 8. Hefei smart city planning level change trends.

city is. It can be seen that the active participation of Hefei government,
enterprises and other parties has further promoted the integration of
resources, under the leadership of the correct and unified general
direction. They have improved the mechanism of resource sharing,
improved the efficiency and quality of R & D, and improved the level
of urban public service and citizens’ happiness.

We further divide the normalized matrix into six subsystems: smart
city planning, smart infrastructure construction, smart industry devel-
opment and innovative production, smart public service, smart govern-
ment management, and smart environment [16]. Repeating the above
steps, we get the weights and weighted normalization matrices of the
six subsystems. They are listed in Table 4.

The above calculation is repeated according to the calculation re-
sults in Table 5. We get the relative closeness of the development of
the six subsystems of Hefei Smart City from 2012 to 2017. The results
are shown in Table 5.

By constructing the gray correlation-TOPSIS evaluation model, we
calculate the closeness of the overall development level of the smart
city in Hefei and the ideal values of the six subsystems. We further
analyzed the changes in the development level of Hefei’s smart city
from 2012 to 2017. On the one hand, we can judge the development
trend according to the trend change. On the other hand, we can clarify
development advantages and shortcomings through further analysis of
various factors. Therefore, we can make targeted recommendations for
the sustainable development of Hefei City. According to the calculation
results in Table 5, the relative closeness of the level of smart city
planning and the trend of the smart city planning level of its response
are shown in Fig. 8.

4.2. Results

It can be seen from the development trend in the figure that during
the period of 2012∼2017, the level of smart city planning in Hefei
City is on the rise. It rose faster, from 0.14286 in 2012 to 0.85714.
This shows that in just six years, government policy makers have
deeply realized the importance of building a smart city and basically
established the strategic position of smart city construction. We can

see that 2014∼2015 is not only an incubation period, but also a
precipitation period for Hefei City in the construction of smart cities.
In April 2013, the Hefei Municipal Government issued the ‘‘Key Points
for Independent Innovation in 2013’’. It clearly sets out six key tasks
such as accelerating the development of strategic emerging industries,
enhancing the innovation capability of enterprises, strengthening the
construction of innovation platforms, strengthening the construction of
talent teams and optimizing the innovation environment. In 2014, the
Hefei Municipal Government attached great importance to the reform
of the science and technology system, emphasized the transformation
of scientific and technological achievements, and proposed strategic
support for the diversified path of smart city construction. In 2015
and 2016, as the closing year of the ‘‘Twelfth Five-Year Plan’’ and
the beginning of the ‘‘Thirteenth Five-Year Plan’’, the Hefei Municipal
Government has taken a higher level of emphasis on smart cities. In
early 2015, Hefei City established the Hefei Smart Industry Industrial
Technology Innovation Strategic Alliance headed by IFLYTEK CO.,LTD..
This further gathered innovative resources and accelerated the in-
dustrial innovation of Hefei City. Under the national policy call, the
government has successively issued many documents. They are ‘‘Re-
quest for Issues Related to the Management System of the Smart City
Construction of the Hefei Municipal Development and Reform Commis-
sion’’, ‘‘Comments on the Relevant Issues Concerning the Construction
of the Smart Hefei Management Center’’, the ‘‘Support Plan for the New
Urbanization Pilot Project of Hefei City’’ and other related supporting
policies. This laid a good strategic foundation for the development of
smart cities.

According to the calculation results above, the relative closeness of
the development level of smart cities in 2012 to 2017 and the rational
matrix in Hefei City is. Fig. 9 shows that the average annual growth
rate of smart cities is more than 30%, urban resource allocation is 20%,
and smart construction has become a new pillar industry. The greater
the relative closeness, the higher the overall development level of the
representation, and the trend is shown in Fig. 9.

4.3. Discussion

According to the calculation results, it is not difficult to find that
Hefei City is continuously improving in the construction of smart cities
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Table 4
Weighted normalization matrix for each subsystem.

Subsystem Indicator (weight) Year

2012 2013 2014 2015 2016 2017

Smart city planning X1(0.32862) 0.00000 0.01875 0.02783 0.02201 0.02694 0.33474
X2(0.3610) 0.00000 0.01384 0.02085 0.16776 0.02005 0.3385
X3(0.3370) 0.00000 0.08641 0.01707 0.21214 0.25650 0.3475

Infrastructure for smart cities X4(0.25632) 0.00000 0.01019 0.06902 0.10576 0.02763 0.25752
X5(0.25681) 0.00000 0.01974 0.04909 0.08156 0.01902 024689
X6(0.23457) 0.00000 0.09396 0.14120 0.23503 0.188091 0.14387
X7(0.25649) 0.3612 0.00000 0.0576 0.17379 0.130174 0.24779

Smart industry development and innovative production X8(0.16600) 0.00000 0.04731 0.07897 0.11745 0.14174 0.16437
X9(0.15975) 0.00000 0.08704 0.08534 0.11488 0.12342 0.16002
X10(0.17167) 0.00000 0.02893 0.04107 0.08172 0.12768 0.17089
X11(0.16521) 0.00000 0.06357 0.08637 0.11197 0.14426 0.16199
X12(0.17821) 0.00000 0.01668 0.03579 0.06181 0.09405 0.17191
X13(0.17069) 0.17153 0.13208 0.06462 0.04102 0.02976 0.00000

Smart public service X14(0.15176) 0.00000 0.01518 0.04541 0.07562 0.12143 0.15176
X15(0.20786) 0.09213 0.17861 0.10351 0.20261 0.00000 0.18521
X16(0.14856) 0.00000 0.06231 0.11676 0.14826 0.14153 0.03019
X17(0.14792) 0.00000 0.04598 0.03297 0.09108 0.14881 0.12279
X18(0.20283) 0.00000 0.03759 0.07708 0.11614 0.15772 0.21278
X19(0.14763) 0.06217 0.02791 0.07162 0.14797 0.07856 0.00000

Smart government management X20(0.3001) 0.00000 0.12704 0.1007 0.14392 0.15657 0.29031
X21(0.40651) 0.00000 0.05431 0.34389 0.40512 0.34387 0.04071
X22(0.30706) 0.00000 0.04072 0.08215 0.23021 0.34071 0.9389

Smart city planning X23(021219) 0.05176 0.00000 0.07875 0.17415 0.17415 0.21028
X24(030121) 0.19713 0.29138 0.16211 0.14235 0.00000 0.01636
X25(0.20786) 0.00000 0.05879 0.12314 0.12175 0.20924 0.08132
X26(0.29918) 0.00000 0.16725 0.21036 0.24918 0.28613 0.28919

Table 5
Relative development level of each subsystem.

Indicator (weight) Year

2012 2013 2014 2015 2016 2017

Smart city planning 0.14278 0.41275 0.59578 0.65812 0.65793 0.85536
Infrastructure for smart cities 0.18822 0.25796 0.37731 0.57212 0.63798 0.77471
Smart industry development and innovative production 0.32418 0.41486 0.41968 0.51885 0.61470 0.67602
Smart public service 0.29078 0.41465 0.41970 0.51875 0.59768 0.62792
Smart government management 0.17916 0.35281 0.58049 0.73746 0.75516 0.51714
Smart environment 0.34599 0.51847 0.55589 0.63496 0.59049 0.56417

Fig. 9. Blockchain in the development level of smart cities in Hefei City.

from 2012 to 2017. The early stage of development was faster and
gradually stabilized. Combined with the analysis of the six subsys-
tems in the previous article, we can know: First, the construction
achievements of Hefei City in recent years are affirmative. Especially
in the officially approved smart city pilot demonstration in 2013, the
growth rate is faster and the fit between the ideal value and the ideal
value is increasing from the perspective of industrial development and
innovative production. Second, in terms of public services, Hefei still
needs to further integrate resources and increase research and develop-
ment efforts to make public services more convenient. Third, in terms

of environmental wisdom transformation, Hefei needs to strengthen
supervision. It must control pollution emissions, promote the use of
low-carbon and environmentally friendly new energy sources, and
promote the sustainable development of the ecological environment.
Fourth, the wisdom of Hefei construction has enormous challenges to
government management, and it is a significant test for the government
leadership team and all government affairs workers.

The supporting facilities around the smart products will also affect
the use of the products. Difficulties in the construction of commu-
nication pipes in the old city have become the bottleneck for the
construction of smart cities in Shenzhen. The government promotes
the expansion of communication channels in the old city, expands and
expands the access pipes of old and commercial buildings, reduces or
merges the approval channels for communication pipeline construction,
and accelerates the promotion of electronic approval. Actively explore
and promote the construction of local laws and regulations, guaran-
tee the construction of the right of passage, and urge all parties to
build and share. Use big data to innovate government management
service methods, vigorously improve e-government, promote cross-
departmental and inter-regional horizontal docking and data sharing
of e-government platforms, and improve the efficiency of government
system operation. Coordinate the construction of a provincial-level
government cloud platform to realize the intensive construction and
sharing of the government’s government system infrastructure and the
intensive management of information resources. Promote the construc-
tion of new media for government affairs and improve the integrated
online public service system.
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5. Conclusion

With the continuous advancement of the national governance sys-
tem and the modernization of governance capabilities, the development
concept of ‘‘innovation, coordination, green, openness, and sharing’’
continues to deepen. The 13th Five-Year Plan has raised the develop-
ment of smart cities to the height of national strategy. Big data is the
technical foundation of smart cities, and block chain can effectively
help data sharing in smart cities. Smart cities are deeply integrated with
emerging technologies such as IoT infrastructure, cloud computing, big
data, Internet of Things, mobile internet, artificial intelligence, and
urban planning, construction, management, and operations. It imple-
ments the development concept of innovation, coordination, green,
openness and sharing, and promotes the healthy development of the
city. The blockchain government information resource sharing and
exchange model designed in this study consists of three parts: network
layer, blockchain infrastructure layer and business application layer.
It is supported by five service systems to effectively solve the sharing
of government information resources. It provides new ideas for issues
such as trust islands in exchange, data ownership and peer manage-
ment, standards consistency, and non-real-time exchange. For each
department, organization, and enterprise in the cross-regional, cross-
department, cross-platform and other multi-subjects to maintain control
over data operations in the process of information interaction, and
thus the government information resource sharing and exchange model
has strong adaptability and high reliability in the context of multi-
subject participation by the government and the public. This paper also
constructs a comprehensive evaluation model based on TOPSIS method,
and empirically evaluates the development level of smart Hefei from
2012 to 2017. According to the analysis results, the countermeasures
and suggestions for the improvement of the construction level of smart
cities in Hefei City are proposed.

The sharing of government information resources requires the use
of new technologies, new ideas and new models, and the courage
to innovate. Because of distributed ledger technology, intelligent con-
tract infrastructure platform and distributed new computing paradigm,
realizing the co-construction and sharing of e-government informa-
tion resources and building Promote the scientific, democratic, in-
telligent and efficient government management and public services
based on the security network system of the independence of gov-
ernment organizations, specific regions and the integrity of the orga-
nization system. Smart cities have changed from government-led and
government-driven in the past to government regulation, socialization,
and participation by the whole people. This not only reduces costs,
reduces government workload, but also improves service efficiency and
promotes organic integration of data and services. This will funda-
mentally promote the healthy and sustainable development of smart
cities. Big data provides sufficient impetus for smart city construction
and is the key foundation for urban intelligence. Big data in smart
cities is a direct and important manifestation of intelligence, using
cloud computing, big data, Internet of Things, mobile Internet, artificial
intelligence and other new generation information technology to create
a data decision center.
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