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ment during information collection and processing. Most of the issues such as access con-
trol mechanism, time to fetch the data from different devices and protocols used may not
be applicable infor future applications as these protocols are based upon a centralized

IS?C/:;?:SS: architecture. This centralized architecture may have a single point of failure alongwith
Blockchain the computational overhead. So, there is a need for an efficient decentralized access control
IoT mechanism for device-to-device (D2D) communication in various industrial sectors IoT-
5G enabled industrial automation. In such an environment, security and privacy preservation
Healthcare 4.0 are major concerns as most of the solutions are based upon the centralized architecture. To
Industrial automation mitigate the aforementioned issues, in this paper, we present an in-depth survey of state-

of-the-art proposals having 5G-enabled IoT as a backbone for blockchain-based industrial
automation for the applications such as-Smart city, Smart Home, Healthcare 4.0, Smart
Agriculture, Autonomous vehicles and Supply chain management. From the existing pro-
posals, it has been observed that blockchain can revolutionize most of the current and
future industrial applications in different sectors by providing a fine-grained decentralized
access control. Various transactions and database logs can be traced efficiently using block-
chain for consistency and preivacy preservation in the aforementiioned industrial sectors.
The open issues and challenges of 5G-enabled IoT for blockchain-based Industrial automa-
tion are also analyzed in the text. Finally, a comparison of existing proposals with respect
to various parameters is presented which allows the end users to select one of the propos-
als in comparison to its merits over the others.

© 2019 Elsevier Ltd. All rights reserved.

1. Introduction

IoT and its usage in various industrial sectors is growing at an exponential rate from the past few years. According to Gart-
ner, the number of loT-enabled devices may reach to 24 billions by 2020 [1]. Enormous data is being generated from these
devices and there is a need of efficient storage & processing techniques to handle it. This process also includes an increase in
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the data exchanges from machine-to-machine (M2M) and D2D [2-4] interactions. In order to cope up with this huge data
proliferation, a robust IoT protocols stack is required which can handle all issues related to data transmission and processing
at various stages. With the help of standardized protocols and layers, an architecture can be developed to execute the rel-
evant services by IoT devices [5]. These devices have been actively used in the automotive industry to meet the demands
of the end users and to achieve their conservative business goals. In recent years, there is a need for competitive, good quality
product with reduced product cost. The IoT has changed these scenarios using 5G infrastructure, in which real-time inter-
action between machines, data, and human is possible to plug-in the aforementioned issues.

Nowadays, majority of IoT-based systems are built using the centralized client-server, cloud servers, strong database [6,7]
and the Internet. Two major limitations of the [oT centralized infrastructure have been observed by the authors; (i) the single
point failure, which can potentially topple the entire system and (ii) the lack of trust between the entities involved in the
system [8]. To overcome the aforementioned limitations, decentralized architectures can be used for peer-to-peer (P2P)
communications among the nodes. However, these systems have several privacy and security concerns, which can open
the doors for the intruders to launch various attacks.

A large number of applications are there using IoT devices for the betterment of the service, likesuch as -smart home [9],
smart factory [10] smart city [11], secure vehicular AdHoc network [12]. Future is that However, 5G drive-based IoT deploy-
ment to maintain the security IoT devices can utilize Blockchain. For securing IoT network [13,14], a lot of Blockchain solu-
tions are available few operate on fast trusted networks and other work faster on unreliable networks. For the situation,
where new blockchain operates efficiently and rapidly over unreliable networks then 5G enabled IoT devices can utilize
the same in the real-time. Security may not be the only task for the utilization of blockchain also can take part for data dis-
tribution, as it works in faster mode. However, as per the knowledge of authors, an independent mathematical proof for the
fast solutions is still unavailable. After the availability of the mathematical proof, a perfect environment is possible where fast
and trusted nodes have been connected in the network and can take the benefit from 5G by using specific cloud or fog layers.

So, blockchain-based decentralized system is one of the solutions. One of the advantages of using blockchain technologies
is the ability to store information in an immutable manner, which requires no centralized database. In addition to this, it also
provides a way to track and execute transactions among various participants in a trusted environment. With the usage of
strong encryption with public-private key pairs, blockchain also provides high levels of security to its participants.

Some decentralized applications (DApps) are available in the market which have been developed using IoT and block-
chain. Using IoT infrastructure, the ‘information sharing’ of devices can be done with the usage of embedded sensors and
sufficient network connectivity. The omnipresent network connectivity, which is very difficult to achieve in modern era,
can be achieved from the 5G. These technologies decrease the latency by 100 times as compared to 4G. Moreover, integrating
blockchain with IoT enable to maintain an immutable ledger of transactions of information exchange. By achieving this in a
decentralized P2P manner, the ‘middle-man-attack’ can be eliminated, which allow the users to share without relying on a
trusted third party [15].

Motivated from the aforementioned discussion, in this paper, we provides an overview of the integration of blockchain
with 5G-enabled IoT for industrial automation. Then, we discuss some open issues and challenges which may hinder the
growth of blockchain technology.

1.1. Scope of this survey

Preexisting surveys explored various aspects of blockchain with IoT [16-23]. Some of these are discussed as follows. Khan
et al. [18] focused on the security requirements of [oT using blockchain. Florea et al. [19] described the use of blockchain
technology as a data provider in IoT applications. Miraz et al. [20] assessed the implementation of blockchain for IoT security.
Dorri et al. [16] proposed a secure and lightweight architecture for 10T, based on blockchain technology. Atlam et al. [21]
provided an overview of the integration of IoT and blockchain, while highlighting its benefits and challenges. Singh et al.
[22] also focused on the security aspects of blockchain based IoT systems. Christidis et al. [17] examined the potential of
blockchain in the IoT sector. Hwang et al. [23] proposed a dynamic access control method for directing communication
between devices. But, to the best of our knowledge, these had been focused on how to use blockchain with IoT for either
security purposes or decentralized storage purpose only. None has considered the potential of blockchain with 5G for indus-
trial automation. Therefore, this comprehensive survey has covered the span of last four years (2015-till date) mainly. Table 1
shows the comparison of the existing surveys with the proposed survey.

1.2. Contribution of this survey

Although several research proposals exist in the literature covering blockchain and IoT, but few had considered the poten-
tial of high-speed connectivity in the IoT devices using blockchain. In this paper, we investigated the role of blockchain for
industrial automation with 5G-enabled IoT devices. Following are the major research contributions of this paper:

e We present a comprehensive and systematic review of blockchain-based 5G-enabled IoT and discussed its potential
industrial applications.
e We also discuss various applications for integration of blockchain with 5G-enabled IoT.
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Table 1
Comparison of the existing surveys with the proposed survey.
Authors Year  Description Merits Demerits
Dorri et al. [16] 2016 Proposed a secure and lightweight Use of overlay networks to reduce the Security against certain

Christidis et al. [17] 2016

Khanet al. [18] 2018

Florea et al.[19] 2018

Miraz et al. [20] 2018
Atlam et al. [21] 2018
Singh et al. [22] 2018
Hwang et al. [23] 2018

Proposed survey -

architecture for [oT, based on blockchain.

Examined the potential of blockchain in
IoT sector.

Focused on the security requirements of
[oT using blockchain.

Described the use of blockchain
technology as a data provider in loT
applications.

Assessed the implementation of
blockchain for IoT security.

Provided an overview of the integration
of IoT and blockchain, while highlighting
its benefits and challenges.

Focused on the security aspects of
blockchain-based IoT systems.

Proposed a dynamic access control
method for directing data
communication between devices.

To provide an overview of the potential
applications of blockchain in industrial
automation.

computation time for blocks.

Exhaustive discussion on the role of
blockchain and smart contracts for
IoT.

Discussion of state of the art [oT
security issues and solutions.

Discussed IOTA network, which is
labeled as the ‘backbone of I0T".

Detailed research to ascertain the
applicability of blockchain for
augmented [oT security.

Detailed comparison of current and
blockchain-based IoT systems.

Discussed the techniques to
strengthen IoT security with
blockchain.

Dynamic access control flow using
blockchain.

Detailed study about applications and
explored emergent challenges for the
adoption of blockchain.

vulnerabilities, such DoS
attacks, not clarified.
Challenges related to the
implementation not explored.

Detailed discussion of
implementing blockchain
together with IoT not
included.

Field devices are currently not
configured to do PoW.

Blockchain usage in Industrial
automation was not explored.

Device-to-device
communication not
considered.

Challenges related to the
implementation not covered
in detail.

Lack of verification of newly
modified control messages.

o Finally, this paper bridges the gap between the scalability, interoperability, and other research challenges for blockchain
applications with 5G-enabled IoT in industrial automation.

1.3. Organization and reading map

Rest of paper is structured as follows. In Section 2, the basic information about blockchain; its structure, brief working,
characteristics, and its informal classification are elaborated. Also, we discussed briefly about how the 5G wireless technolo-
gies helps to overcome some of the issues of the traditional systems. In Section 3, we discussed in detail about nine major
areas, where 5G-enabled IoT is integrated with blockchain in different industries. Finally, we illustrated various open issues
and challenges for amalgamation of blockchain and industrial automation in Section 4. Lastly, paper is concluded in
Section 5.

2. Background of blockchain and 5G-enabled IoT devices

This section covered the background of blockchain, 5G-enabled IoT, and is divided into three subsections. First, we discuss
the basic information about blockchain, and how it is ‘disrupting’ the modern era. Then, we discuss the concept of IoT, its
characteristics, limitations, and how 5G revolutionize the IoT paradigm. Lastly, we discuss the potential advantages of com-
bining these two paradigms which forms the foundation of the paper.

2.1. Blockchain

The advent of crypto-currencies like Bitcoin [24] blockchain technology has emerged as the next disruptive technology. It
works at the heart of the transition from a centralized client-server Internet system to a decentralized, cryptographically
secured network. Moreover, the blockchain is a distributed and immutable ledger which is able to record financial transac-
tions. It consists of a chain of time-stamped blocks that are linked together using cryptographic hashes [5]. They enable the
users to have a distributed P2P network, where non-trusting members can exchange information with each other without
the need of any trusted intermediary [17].

Trust is an important feature of blockchain, which is achieved by utilizing the resultant hash of the previous block to cre-
ate the next block. In order to achieve consensus, ‘miner’ nodes are responsible to validate the resulting hash, followed to
find the hash for the next block. A bunch of transactions are bundled together into blocks using a Merkle tree and only
the Merkle root hash is added to the block. This method is known as the Proof-of-Work (POW) and the miner nodes are
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rewarded for the work performed on the network [19]. Such incentive models motivate the miner nodes to participate in the
network to exchange computational power provided by them for mining blocks. Moreover, blockchain is different from other
distributed systems based on consensus and following properties [25]:

o Trust-less: The entities involved in the network are unknown to each other. However, they can communicate, cooperate,
and collaborate with each other without knowing each other which means there is no requirement of certified digital
identity to perform any transaction between the entities.

e Permission-less: There is no restriction of who can or cannot operate within the network, i.e., there are no kind of
permissions.

e Censorship resistant: Being a network without controllers, anyone can interact or transact on the blockchain. Moreover,
any confirmed transaction cannot be modified or censored.

In addition to the aforementioned proprieties, Blockchain technology has four main components [22], which are dis-
cussed as follows:

e Consensus: The PoW protocol is responsible to verify every action in the network which is essential to prevent a single
miner node from dominating the entire blockchain network and also to manipulate the transactions history [26].

e Ledger: Itis a shared and distributed database which contains information about all transactions performed within the net-
work. It is immutable by nature, where information once stored cannot be deleted by any means. It guarantees that every
transaction is verified and then accepted as a valid one, by majority of the clients involved at a particular instant of time [ 18].

e Cryptography: It ensures that all data of the network is secured with strong cryptographic encryption. It allows only
authorized users to decrypt the information.

e Smart Contract: It is used to validate and verify the participants of the network.

There are different types of blockchain, which can be classified on the basis of parameters, on the managed data, its avail-
ability, and access control. The notion that public or permissionless and private or permissioned are synonymous is mislead-
ing. The difference lies in the concepts of authentication, which indicates who can access the blockchain (public vs private)
and authorization which indicates what the participants can do (permissioned vs permissionless).

In case of public blockchains, anyone can participate in the network, regardless of any kind of approval. They can choose
to either act as a simple participating node or as a miner node, which assists in the validation process. Miners are rewarded
with certain incentives in public blockchains like Bitcoin and Ethereum. On the other hand, in private blockchains, partici-
pation is restricted, where the approval of the owner is required to access the network. A number of private blockchains are
also permissioned, which controls the type of action that can be perfomred by the users. For example, user can deploy smart
contracts, or can act as a miner node in the network. Moreover, permissionless private blockchains exist, such as
Hyperledger-Fabric [27] or Ripple [28].

2.2. 5G-enabled IoT

IoT denotes the network of various distinct electronic or electrical devices those are capable to interact with each other using
the any open channel such as-Internet. This connection is made using wireless technology such as-sensor networks, radio fre-
quency identification (RFID), near field communication (NFC), M2M, and ZigBee [ 20,29]. Then, IoT has revolutionized the realm
of ubiquitous computing with numerous industrial applications built with various types of sensors. However, there are certain
limitations with the usage of IoT, which need to be resolved in order to evolve it into a more efficient system [30,31]:

e Security: As the number of connected devices of the network increases, the chances to exploit vulnerabilities by external
attacks also increases. This is happened due to the utilization of low standard devices.

e Privacy: The data collected from IoT devices is transmitted to a central cloud storage for analysis and processing, which
includes a third party. This type of distribution of data without the consent of the user can further cause data leaks. Thus,
compromising the privacy of the end users.

e Standards: Lack of standards and regulations can cause undesirable consequences while dealing with the configured
devices.

e Latency: The current communication standards used for interaction between multiple IoT devices experiences latency
issues.

Increase in the number of loT-enabled devices causes a need for a technology that can support this huge amount of data
transmissions efficiently at an extremely high bandwidth. Moreover, the devices themselves must be able to handle these
changes in configuration such as-large bandwidth capacity, improved data-rate, and low latencies [32]. The advent of faster
wireless technologies, especially, the 5th generation wireless systems (5G) is a driver for the 5G-enabled IoT applications. It
also helps to handle large number of IoT-enabled devices [33]. The term 5G includes Massive-Input Massive-Output (MIMO),
which help to achieve network capabilities than the current 4G LTE, and also “small cells”, which allows a more condensed
network infrastructure [34]. Compared to the existing 4G technology, which uses frequencies below 6 GHz, 5G networks
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support an extremely higher frequencies which ranges from 30 GHz to 300 GHz. Moreover, it enables to create a new indus-
trial applications which operate outside of the current mobile broadband range. This omnipresent connectivity is the step-
ping stone to achieve higher availability, which has been targeted since the inception of cellular system [35]. It makes the 5G
technology a key enabler for IoT technology. Thus, it complements IoT to provide higher data rates, reduced latencies, lower
energy requirements, and higher scalability [36].

With the rapid growth of IoT technology, its expectations to bring tangible benefits to end users, especially, consumers
and business corporations increases [31]. Consumers are offered certain services based on their activities. For example, they
can travel more efficiently by avoiding traffic jams and riding on an alternate route, when notified by the smart IoT enabled
device installed in their car. Moreover, they can remain healthy by using wearable devices which provide feedback related to
their health, after analyzed their activities and body signs throughout the day. Businesses can use the data of users to provide
better services and products. Also, they can use location trackers and remote locking on certain equipment to secure their
assets. Government and public authorities can incur reduced healthcare costs with the provision of better health support
by remote health monitoring, especially for elder people. Moreover, road safety and smart street lighting can make the cit-
izens’ life easier with reduced overall cost to maintain the structures.

2.3. Usage of blockchain in 5G-enabled IoT

With the development of smart applications to improve the quality of life of the citizens, IoT plays a vital role in the dig-
itization of services. With the rapid growth in [oT, more access points to access and share information on the network (the
Internet) arises. Centralized data storage systems such as-cloud computing has contributed significantly to the development
of [oT. However, it seems to act as a black box, where the participants are unaware of the usage of the information they share
on the network. Then, such a centralized structure may fails to provide data transparency [37]. To enhance security and pri-
vacy, use of blockchain technology is a viable solution. Fig. 1 shows benefits of using blockchain with 5G-enabled IoT for
industrial automation.

Blockchain has the ability to revolutionize IoT with an open, trusted, and auditable sharing platform, where any informa-
tion exchanged is reliable and traceable. Some of the benefits of this integration are as follows [37,16,21]:

e Decentralization and Scalability: The paradigm shift from centralized to decentralized can eliminate any single points of
failure which improves the fault tolerance. It also prevents oligarchy of resources, where a few powerful corporations
could control the collection and processing of data of a large number of people.

o Identity: The use of a common (or universal) blockchain allows a better identification of each device. Being immutable, it
can also be able to trace the origin of any required information. Moreover, it can also provide a trusted means for authen-
tication and authorization of IoT devices.

e Autonomy: Using blockchain, devices can interact with each other without the involvement of any intermediary. It can
pave way to develop device-agnostic loT-based industrial applications.

e Security: With the help of smart contracts, information exchanges are treated as a transactions, which provides secure
inter-device communication.

e Reliability: This integration enables the users to verify the authenticity of any transaction with certainty and also provides
accountability.

e Secure code deployment: Being an immutable ledger, a manufacturer can trace the update history easily. Moreover, it
allows them to securely update IoT devices [38].

Expectations from the combination of Blockchain and 5G
enabled IoT devices
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Fig. 1. Key benefits of using blockchain with 5G-enabled IoT for industrial automation.
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3. Blockchain deployment in 5G-enabled smart industrial automation

A master taxonomy of blockchain-based industrial applications in 5G-enabled IoT is shown in Fig. 2, which includes exist-
ing areas of interest for application such as-Smart city, Smart Home, Healthcare 4.0, Industry 4.0, Agriculture, Autonomous
vehicles and Supply chain management. In all these applications, blockchain and 5G are used to improve the security, to
increase the bandwidth, and to reduce the overall operational as well as capital expenditure, respectively. The detailed
description of these applications is discussed in the following subsections.

3.1. Smart home

A smart home is an embodiment of a technologically enriched living environment, which aims to improve the quality of life
of inhabitants [39]. It provides security, convenience, and comfort to the owners, by allowing them to control the settings
according to their preference with the help of a smart-phone application. With the 10T, smart home systems coordinate with
the devices to automate certain actions based on the usage statistics to provide real-time uninterrupted services according to
the users’ preferences. Several research proposals have been discussed in the literature to design an energy-efficient smart
homes.

A general infrastructure of a smart home consists of the following resources: network connectivity (usually Wi-Fi), IoT-
enabled sensor devices, and a mobile application for remote access [40]. Some essential services provided by smart homes
include smart lighting, smart door lock, smart thermostat, video surveillance, and smart parking [41]. In order provide the
best possible experience to the people living inside it, these different services must continuously exchange relevant informa-
tion to co-exist efficiently.

A smart door lock system is an essential part for any smart home. Its primary objective is to prevent unauthorized users to
enter the house. The details about the inhabitants is stored in a central server, which allows white-listed individuals to
access the house. However, the data handled by such system could be forged by any intruder who tries to circumvent the
lock system to gain unauthorized access to the system. To address this issue, Han et al. [42] proposed a blockchain-based
smart door lock system, which provides security features like authentication, data integrity, and non-repudiation. They used
a set of Passive Infrared (PIR) sensor, ultrasonic sensor, and a motion sensor to detect indoor/outdoor intruders. The block-
chain network-blocks stored the information about transactions which involve open/lock command. The immutable nature of
the blockchain network makes it impossible for any intruder to gain unauthorized access to the system and make any mod-
ification to already executed transactions. However, the latency of [oT devices (sensors) can possibly be a hurdle to detect
any kind of intrusion. This issue can be addressed with the usage of 5G wireless technology, which provides relatively
low latency, fast intrusion detection, and block mining of the transactions on the blockchain.

The model discussed in [42] had a minor drawback that it had high latency for transaction confirmation, which was
addressed by Dorri et al. [43]. Authors used a distributed trust to eliminate PoW. Moreover, they claimed that their model
of ‘overlay network’ decreased the processing time by ~50%. This model could potentially be an improvement over the
model proposed in [42], provided the network security was not compromised. Moreover, this model could be used in smart
homes, which was described in detail by [44]. Dorri et al. [44] proposed a blockchain-based smart home model, which con-
sists of three basic tiers: the smart home, overlay, and the cloud storage. In this model, IoT devices were managed centrally
by a miner, being located in the smart home tier. The overlay network introduced the distributed nature to this architecture
and is quite similar to the P2P network as used in Bitcoin [24].

Smart Homes

Smart City

Health-care

Industry 4.0

Supply Chain

Agriculture

Autonomous Vehicle

Unmanned Aerial Vehicle

Blockchain applications in 5G enabled IoT

Mutimedia & Digital Rights Management

Fig. 2. Applications of Blockchain for 5G-enabled IoT.



Table 2

Relative comparison of existing approaches for Smart Home.

Author Year Description Merits Demerits 2 3

Skouby et al. [39] 2014 Proposed a 4-layer model combining smart Uses advanced ICT technologies, such as  Working of the model Model 5G
homes, smart cities, and IoT. 5G and Al not discussed in detail.

Roshan et al. [40] 2016 Discussed challenges and risks associated to Extensive study of challenges for [oT Ignored any potential Survey  HTTP
implement IoT in smart homes in India. adoption in India. solutions to the risks

discussed.

Lazaroiu et al. [41] 2017 Proposed a smart district model, which is Home automation interface discussed in ~ Challenges and issues of Model  Konnex (KNX) protocol
necessary for building a smart city. detail. the model not discussed.

Han et al. [42] 2017 Proposed a blockchain-based smart door lock Handles intrusion detection for smart Lacks robustness; model Model  Bluetooth or ZigBee
system. homes. Addresses several privacy and is designed for a small

security issues, with blockchain. network only.

Dorri et al. [43] 2017 Uses distributed trust to reduce block Virtually eliminates overheads of Proper communication Model  Not Defined
validation processing time. blockchain, especially proof-of-work. protocol not defined.

Dorri et al. [44] 2017 Proposed a blockchain-based smart home Significant security and privacy Added energy and time Model  6LoWPAN (IPv6 over
framework. Outlines three main tiers of smart  benefits. overheads. Low Power Wireless
homes. Personal Area Network)

Aung et al. [46] 2017 Presents an approach of a private blockchain Discussed smart contract policies for Transaction time of 20 s; Model  Not Defined
implementation for a smart home system, to the smart home system. not suitable for time- and
cope with privacy and security issues. sensitive conditions. Survey

1: Usage of Blockchain, 2: Model/Survey, 3: Communication Standard, 4: Home Automation Interface, 5: Challenges and Open Issues, Notation: »~: considered, X: not considered.
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Communication among IoT devices is crucial to ensure synchronization. With the advent of IoT technology, the number of
such devices increases for seamless data transfer to take place between them. This happened because of the potential lim-
itation of the current ‘server-client’ model to handle such a large load. To overcome this issue, authors of [45] proposed a
blockchain-based IoT system using Ethereum as the platform. In similar line, Aung et al. [46] proposed a decentralized
approach of data management to cope with the smart home system security and privacy issues. Table 2 provides the detailed
comparison of existing approaches in smart homes with reference to parameters such as-blockchain, communication stan-
dard, home automation interface, challenges and issues, and pros, cons of the existing approaches.

3.2. Smart city

The increasing trend of people to migrate to urban areas coupled with the associated process of urbanization, It creates
many complex challenges regarding the cities’ overall infrastructure and their ability to provide citizens with the basic
necessities like water, energy, transportation, and healthcare. This unprecedented urban growth is due to factors such as-
climate change, increase in population, and scarcity of resources. A proactive response to these problems is the notion of
“smart city”, which ensures an optimal and efficient utilization of available resources, by leveraging technologies such as-
IoT and cloud computing. The aim of any smart city is to provide better quality of services to the citizens, while reducing
the overall operational costs of public administration [47]. A survey of IoT-based smart cities highlights various applications,
benefits, and disadvantages was proposed by Talari et al. [48], which also included some practical instances of smart cities,
especially the case of the ‘Padova Smart City’ [49]. Fig. 3 shows the conceptual framework of the smart city proposed in [49],
whereas Fig. 4 shows a high level illustration of a smart city framework.

An essential component of smart city is intelligent parking system, which aids in the development of traffic management
systems to reduce the cost incurred by hiring relevant staff. For example, Pham et al. [50] proposed an algorithm which
increased the efficiency of the cloud-based smart-parking systems based on IoT technology. Their objective was to reduce

Organization

A

GOVERNANCE & POLICY

/]

™ 56
426 Human 4 Technology .
Education, '46':‘\1
Knowledge ICT

Fig. 3. Conceptual framework of a smart city [48].
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[ ] ]

Integrate device data with
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Develop smart Develop
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management applications

Fig. 4. Typical framework of a smart city [48].
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the number of instances, where users fail to find a parking spot, while simultaneously decreased the average waiting time of
users for parking. However, it lacks certain security features such as-large waiting time, real-time deployment. Security of
such smart systems can potentially be achieved with help of distributed ledger technology. For example, Lazaroiu et al.
[41], of a proposed a smart parking system model which considers two entities, A and B, together in a blockchain-based
smart parking system. Entity A represents the visitor, who paid the parking fees to entity B (system authority). The informa-
tion regarding this transaction was included in the blockchain, which was represented online as a block containing informa-
tion about the block number, hash of the previous block, and POW. Once the majority of the nodes verify the authenticity of
the transaction, the block was appended to the blockchain. Finally, the execution of a pre-decided smart contract triggers the
fund transfer from the wallet of entity A to entity B, and the transaction was deemed to be complete.

The important aspect to focus on while conceptualizing smart cities is the information received from IoT sensor devices.
This data forms the core to build a smart city and is highly essential to design the general architecture of the smart city. How-
ever, with an increase in the number and type of IoT devices, the amount of data generated is becoming astronomical. The
current centralized communication model, which is the client/server model, enables storage of data at a central server, but it
becomes difficult to carry out faster automated communication among the [oT devices. Fan et al. [51] proposed a simulated
environment based on Ethereum, where blockchain was an efficient solution for IoT-based large scale data management
systems.

Before applying the blockchain technology in smart cities, it is imperative to identify the essential elements of the system.
For example, Sun et al. [52] proposed a triangular framework to identify the features of smart cities from the perspective of
sharing economy. Sharing economy is the economic/social model which was concerned with the process to share urban
resources. Hence, understanding smart city through the perspective of a sharing economy help the users to allocate
resources effectively. A report by Kasperky Labs indicates that smart-terminals such as-information kiosks and self-
service machines have many security flaws [53]. They are prone to external malicious attacks, which can compromise several
personal and financial details of the users. Biswas et al. [54] proposed a blockchain-based security framework which allowed
the entities to communicate in a smart city, while preserving privacy and security. They aimed to tackle various security
threats which are discussed as follows:

e Availability threats: It is concerned with unauthorized upholding of resources.

o Integrity threats: It is concerned with unauthorized modification to the data. For example, data corruption or
manipulation.

o Confidentiality threats: It is concerned with disclosing of private information by any unauthorized entity.

o Authenticity threats: It is concerned to gain access to sensitive data without proper authorization.

e Accountability threats: It is concerned with repudiation of transmission or reception of messages by an entity.

Table 3

Relative comparison of existing approaches for Smart City.
Author Year  Description Merits Demerits 1 2 3 4
Lazaroiu et al. [41] 2017 Proposed a smart district Home automation Challenges and issues v Framework »

model, which was necessary
to build a smart city.

interface was discussed in
detail.

of the model were not
exploited to its full
potential.

Zanella et al. [47] 2014 Surveyed the enabling Case study of Padova Issues related to X  Review X
technologies, protocols, and smart city. conceptualization of
architecture for an urban IoT. Padova were not
discussed.
Talari et al. [48] 2017 Conducted an inclusive review Detailed discussion on Practical use cases X  Review I
of the concept of a smart city. applications of IoT. were not discussed in
detail.
Pham et al. [50] 2015 Developed an algorithm to Proposed model Overlooked the X Framework x
improve current cloud-based  implemented in real Security aspects.
smart-parking system. world successfully.
Fan et al. [51] 2018 Simulate the application of [oT  IoT data management Framework was not v Framework X
devices in smart city using Ethereum summarized in detail.
initiatives. blockchain.
Sun et al. [52] 2016 Proposed a triangle Discussing the foundation Challenges associated v Framework
framework to identify features of ‘smart’ in smart cities with blockchain-based
of smart cities from the from the sharing economy  sharing services not
sharing economy perspective.  perspective. fully explored.
Biswas et al. [54] 2016 Proposed a security Security threats to smart  Downsides of using v Framework

framework to provide secure
communication platform in a
smart city.

cities discussed.

blockchain for security
was ignored.

1: Usage of Blockchain, 2: Framework/Survey, 3: Security, 4: Applications, Notation: »~: considered, Xx: not considered.



10 . Mistry et al./ Mechanical Systems and Signal Processing 135 (2020) 106382

To address the aforementioned security issues, the model should be able to provide several features such as-improved
reliability during communication, better fault tolerance, and faster, efficient operation, and scalability. Moreover, the model
contains four layers, where each individual layer is supposed to carry some specific areas of operation:

e Physical Layer: It consists of IoT sensor and actuator devices, which collect and forward the data to the upper layers.

e Communication Layer: Networks use various communication mechanism such as-Bluetooth, 3G/4G, Ethernet to exchange
real-time information among different systems. The upcoming 5G technology enhances the communication standards in
this layer. To provide security features during data exchange, blockchain technology such as-Ethereum are integrated
with this layer. However, this integration step is quite challenging, since the requirements are different for different
industrial applications. This can be overcome by implementing multiple blockchains to provide specific functionalities,
which might not be achieved with the usage of a single blockchain.

e Database Layer: It uses private ledgers to ensure security, performance, and scalability, especially for real-time systems
such as-traffic control system in a smart city.

o Interface Layer: It consists of various smart industrial applications such as-smart home, smart parking, and smart health,
those work together to make an effective decision.

Table 3 provides the detailed comparison of existing approaches in smart city with reference to parameters such as-
blockchain, security, applications, and pros, cons of the existing approaches.

3.3. Healthcare 4.0

Healthcare is one of the most essential aspect for the overall development of any nation. It can be considered as an indi-
cation of a society’s general well-being. With an increase in population and medical conditions, the burden on modern
healthcare systems also increases in recent times. 5G-enabled IoT considered as a potential solution to alleviate the pres-
sures on healthcare system [55-57]. One of the solutions is remote health monitoring, which involves the usage of IoT sensor
devices to measure and analyze various health parameters of a user remotely. For example, Baker et al. [58] identified the
key components of an end-to-end IoT-based healthcare system for remote monitoring of health of critically ill patient.

Electronic health records (EHR) [59] is the collection of digital version of patients health information. Whereas, personal
health record (PHR) is related to the digital record of an individual patient. EHR enables secure, real-time sharing of medical
and treatment histories of patients to certain authorized medical personnel [60]. Ekblaw et al. [61] proposed a decentralized
record management system termed as MedRec to handle EHRs using blockchain technology. It handle private information
and manage crucial considerations such as-authentication, confidentiality, accountability, and data sharing. It encourages
medical stakeholders such as-public health authorities, researchers, and doctors to participate in the blockchain network
as a ‘miners’ to provide certain incentives.

Saravanan et al. [62] proposed a healthcare paradigm termed as Secured Mobile Enabled Assisting Device (SMEAD) for
diabetes monitoring. It is an end-to-end blockchain-based healthcare system, which performs real-time monitoring of

Table 4
Relative comparison of existing approaches for Healthcare 4.0.

Author Year Description Merits Demerits 1 2 3 4 5 6

Islam et al. [57] 2015 Surveyed the Applications of IoT in Some applications of [oT X Survey » X v
advances in loT-based healthcare industry were not discussed in
healthcare discussed in detail. detail.
technologies.

Baker et al. [58] 2017 Proposed a standard Extensive discussion Perceivable impact of X Survey v 1, P~
model for application  about wearable motion on sensors, which
in future IoT healthcare systems. may hinder the purpose of
healthcare systems. these wearables.

Cenedese et al. [61] 2014 Proposed a prototype  One-of-its-kind record Limitations regarding Model v~
for managing EHR and management system, privacy, while auditing.
medical research data. which handles sensitive

medical data.

Saravanan et al. [62] 2017 Proposed a healthcare Working of the model in  Challenges of the model, Model X
paradigm for diabetes emergency situations apart form emergency
monitoring. discussed. situations, not discussed.

Solanas et al. [63] 2014 Introduced the Comparison between m-  Concept of m-health not Model v~
concept of ‘smart health and s-health. discussed in detail.
health’.

Capossele et al. [64] 2018 Proposed a model for  Detailed lists of main Security aspects of s-health Model X

fostering the
development of s-
health applications.

challenges in the s-
health ecosystem.

applications not outlined.

1: Usage of Blockchain, 2: Model/Survey, 3: Wearables, 4: Smart-Health, 5: Security, 6: Open Issues and Challenges, Notation: »~: considered, X: not

considered.
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diabetic patients. Moreover, it was based on the promise that wearable devices were not suitable for emergency situations
and were merely used for monitoring purposes. It assist patients who seek special care and constant supervision from spe-
cialized doctors.

Solanas et al. [63] proposed smart health (or s-health) as “the natural complement of mobile health (m-health) in the con-
text of smart cities”. They recognized it as a subset of e-health. The primary goal of smart health apps is to prioritize health
within the smart city (or society in general) in an efficient and sustainable manner. Later, Capossele et al. [64] proposed a
model that fostered the development of such s-health applications. It was intended as an upgraded version of the existent
e-health or m-health solutions [63,65]. It requires data collected from the various EHR and PHR, as well as access to the smart
cities’ data and infrastructure using technologies like 0T and 5G to deliver relevant real-time feedback to the citizens. But,
this approach has some security issues those need to be addressed. The trust-less environment of the platform implied that
there was a need for a secure middleware to get rid of any third party access. To tackle the aforementioned issue, the authors
of [64] proposed a blockchain-based s-health platform to ensure security, privacy, consistency, interoperability, and trust
using 5G and IoT. Moreover, it allows the connection of multiple IoT devices with low latency and high reliability.

Table 4 provides the detailed comparison of existing approaches in healthcare, with reference to parameters such as
usage of blockchain, wearables, smart health, security, open issues and challenges, and pros, cons of the existing approaches.

3.4. Industry 4.0

In present era, the complete automation of industrial and business processes become a reality. Massive developments in
technology and their introduction into industry has resulted in the emergence of a new approach to production, known as
Industry 4.0. It aims to combine the prowess of various technological domains, such as-IoT, Blockchain, Cyber-Physical Sys-
tems (CPS) [66]. In Industry 4.0, IoT is expected to offer promising transformational solutions to existing industrial systems.
Thus, being considered to be a key enabler for the next generation of advanced industrial automation [67].

Due to the highly competitive market, companies aim to gain business advantages at any cost. This forces business pro-
cess management (BPM) systems in Industry 4.0 to digitize and automate business processes to increase their profits. How-
ever, by adding autonomous agents to these business processes, the transaction costs and risks associated with them also
increases. A possible solution to handle these risks is that each agent to communicate directly with each other. It solved
the problem of transaction costs for autonomous agents. But, there arises a question of trust between these participating
agents. In order to tackle all aforementioned issues, Kapitonov et al. [68,69] suggested the use of decentralized systems
(blockchain technology) for efficient and secure communication between the autonomous agents in a multi-agent system.
Moreover, they developed the Autonomous Intelligent Robot Agen (project AIRA) [70], which implemented a standard of eco-
nomic interaction between human-agent and agent-agent. On the similar line, Viryasitavat et al. [66] explored the possibility
to implement the automation in BPM systems using blockchain technology. Leveraging blockchain in business process
ensures inter-operation of services with trust and security among the involved parties. The benefits of using blockchain tech-
nology in BPM are as follows:

e Build Trust: To build trust between parties and devices and to reduce the risk of collision and tampering.
e Reduce Cost: To reduce costs and to remove overhead associated with middlemen and intermediaries.
e Accelerate transactions: To reduce settlement time from days to near instantaneous.

Real-time QoS monitoring is also an essential part of the modern business processes. With an increase in number of ser-
vices due to IoT and cloud technologies, a challenge to select the most preferable among these services arises for an efficient
business process work-flow composition. Viryasitavat et al. [66] explored the blockchain technology using a “value-driven
BPM” framework. The key aspects are as follows:

Table 5
Relative comparison of existing approaches for Industry 4.0.
Author Year  Description Merits Demerits 1 2 3 4 5 6 7
Viryasitavat 2018 Proposed a solution to integrate Service Proposed QoS Framework v 1w v » Xx
et al. [66] blockchain with automated BPM selection and blockchain is
systems. composition in  incapable of detecting
Industry 4.0 transaction frauds.
Xuetal. [67] 2018 Survey of the state of the art in Cyber-Physical ~ Security aspects Survey X » X X X
Industry 4.0 as it relates to industries. Systems (CPS) related to Industry 4.0
discussed in were not explored.
detail.
Kapitonov 2018 Proposed a framework to organize Architecture of  Issues and challenges  Framework » Xx Xx » » X
et al. [68] economic interactions between economic of the protocol were
agents using a P2P network based on interaction not discussed.
blockchain. protocol.

1: Framework/Survey, 2: Usage of Blockchain, 3: BPM, 4: QoS, 5: Smart Contracts, 6: AIRA protocol, 7: Challenges, Notation: »: considered, X: not
considered.
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e Efficiency and quality: Increase in efficiency by reducing time and cost; automatic upgrades without the need of a central
agent.

o Agility and compliance: Automated compliance checking increases the agility of modern businesses.

o Integration and networking: Automation to integrate cross-organizational business process by eliminating manual opera-
tions carried out by intermediaries.

Unlike other distributed ledgers like Ethereum and Bitcoin, which experience high delays, being based on the PoW, the
QoS blockchain requires real-time updation of information. In this scenario, the timely execution of a smart contract makes
the chaining of a new block to the main blockchain possible in real-time. For example, UNCHAINET [71] is a heterogeneous
cloud infrastructure powered by blockchain which connects underutilized data resources with clients those need them.
Moreover, clients those have extra computing power can get UNET tokens as rewards, if they allocate those unused resources
into the Unchainet network. The role of ‘QoS chain’ is to verify the quality, throughput, and reliability of the network provi-
ders. It enhances service quality, making Unchainet fit for large-scale adoption.

Table 5 provides the detailed comparison of existing approaches in industry 4.0, with reference to parameters such as
usage of blockchain, BPM, QoS, smart contracts, use of AIRA protocol, challenges and issues, and pros, cons of the existing
approaches.

3.5. Supply chain management

Supply chain is the network of individuals, organizations, resources, and activities that are involved in the life cycle of a
product. It starts from product creation to its sale, from the delivery of raw materials from supplier to manufacturer, right up
to its delivery to the end user. The usual flow in a supply chain begins with the supplier, followed by the manufacturer,
wholesaler, retailer, and finally to the consumer. Supply Chain Management (SCM) is the procedure to manage materials,
information, and finances as they move through a process in the supply chain [72]. Given the significance of supply chains,
it also faces challenges, some of which are as follows [73]:

e Logistic mismanagement

e Lack of visibility and assets
o Improper handling of data

o Inefficient handling of stack
o Ineffective risk management

Dewey et al. [34] discussed the impact of two technologies on supply chain; blockchain and 5G-enabled IoT. 5G-enabled
IoT increases the bandwidth capacity for secure transmission of goods-related data. Blockchain provides an immutable, dis-
tributed ledger which enables secure storage of data. Moreover, it can be used as a tool to prevent the occurrence of mali-
cious IoT devices into the network. Besides economical impact of blockchain technology on companies in terms of
operational cost, it can potentially help to mitigate legal fees arising from disputes. The main component blochchain tech-
nology is smart contract which can enable automatic payment of goods upon their receipt, thereby eliminate the need for a
third-party confirmation. Another important aspect is to eliminate disputes regarding whether a distributor is entitled to a
volume incentive rebate. This can be handled by using smart contracts coupled with 5G to track a shipment.

Casado-Vara et al. [74] suggested a model of supply chain, where the use of blockchain is to provide security to the infor-
mation of companies involved in the agricultural supply chain along with multi-agent systems for effective coordination of
internal activities. Fig. 5 shows the conceptual architecture of a supply chain management with blockchain. This model
enables a new market model called circular economy. It uses the “Make-Use-Recycle” model, rather than the current
“Take-Make-Dispose” model. It allows the economy to be self-sufficient.

Producer . Produqt Processor
information
Pickup . Order
ety Blockchain Payment ek
Transport De!lvery Retailer
provider time

Fig. 5. Supply chain management with blockchain [74].
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Relative comparison of existing approaches for Supply Chain Management.

13

Author Year Description Merits Demerits 1 2 3
Dewey et al. 2018 Explores the uses of blockchain, Detailed discussion on  Practical experiences v Review General
[34] [oT, and 5G technology in using blockchain with not discussed in detail.
supply chains and trade 5G/IoT.
finance.
Kothari et al. 2018 Explores how IoT addresses the Conceptual model of Challenges related to IoT X  Survey General
[73] challenges of current supply IoT in SCM. were not discussed.
chain.
Casado-Vara 2018 Presents the concept of circular Thorough comparison Use case of circular v Model Alimentary
et al. [74] economy. of current and economy was ignored.
blockchain-based
supply chain.
Mylrea et al. 2018 Software patch and Detailed diagrammatic ~ Applied use case of the  » Model Software
[75] configuration management explanation of the concept was not Development
using blockchain. research area. discussed.
Bocek et al. 2017 Presented ‘modum.io’, which Sequence diagram of Certain security v Model Pharmaceutical
[76] uses blockchain and IoT in the product. weaknesses, especially
pharma supply chain. with the data inside the
Sensor.
Tse etal. [77] 2017 Application of blockchain in PEST analysis of Challenges of blockchain »# Model Agricultural
food supply information applying blockchain in  in Chinese market not
security, especially in China. food supply chain. discussed at length.
Holland et al. 2018 Describes the use of DRM in Discussion of business ~ Implementation part v Model 3D Print
[78] Additive Manufacturing development by SAMPL  was not explained in

methods.

ecosystem.

detail.

1: Usage of Blockchain, 2:

Model/Review, 3: Type of Industry, 4: Challenges and Issues, Notation: »~: considered, X: not considered.

Unlike physical assets, utilities do not have an inventory of their critical cyber assets. Moreover, they lack the ability to
track the different activities associated with software and hardware such as-their development, shipment, and installation,
which some time make the systems vulnerable to external cyber attacks. The use of blockchain in this case assist to audit and
track the details of the software and hardware supply chain [75]. Bocek et al. [76] discussed in detail about a non-financial
start-up worked with blockchains and IoT devices in the pharmaceutical supply chain. The start-up, named as modum.io,
which enables efficient quality control and regulatory compliance for the transportation of medical products to monitor
the temperature of every item during shipment. A smart contract evaluates the data to check for anomalies, while it is stored
on the blockchain. Use blockchain technology for pharmaceutical supply chains reduce the number of intermediaries in the
logistic process, thereby reducing the operational costs as well as risks related to product tampering.

Table 6 provides the detailed comparison of existing approaches in supply chain, with reference to parameters such as
usage of blockchain, type of industry, challenges and issues, and pros, cons of the existing approaches.

3.6. Agriculture

Smart agriculture use modern technologies, such as IoT, GPS, and Big Data to improve the quality and quantity of the
resultant agricultural products. Information like temperature, light, soil moisture, and humidity can be stored in a central
control system and analyzed using certain Al algorithms [79]. The amalgamation of various technologies in smart agriculture
aims to make the agricultural supply chain cost-effective without any compromise in the product quality. Distributed Ledger
Technologies (DLTs) are deemed to have the greatest potential to increase the efficiency and transparency in these agricul-
tural supply chains [80]. The most essential aspect that DLTs provide is enhanced traceability. They are able to track any
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Fig. 6. Agricultural Supply Chain on Distributed Ledger Technologies [80].
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transactions those occurs throughout the supply chain in real-time. Then, regulatory control becomes easier, since the pro-
duct can be traced with every movement in the supply chain, as shown in Fig. 6, which outlines the agriculture supply chain
in a distributed ledger technologies.

The use of blockchain in agriculture is focused on food supply chain because agriculture and food supply chain are com-
plementary aspects, where the end-products of agriculture are almost certainly used as inputs in various multi-agent dis-
tributed supply chain. In such food supply chains, the consumer is usually the final client [81]. For example, AgriDigital
was credited with executing the world’s first settlement for the sale of 23.46 tons of grain on blockchain in 2016 [82].
The success of AgriDigital proved to be as an inspiration for other organizations to consider the potential use of blockchain
in the agricultural supply chain. But, with an increase in the food supply the food security can be compromised, which
requires a proper food traceability system that able to supervise the food quality and safety during the entire agricultural
supply chain. Motivated from the aforementioned discussion, Lin et al. [79] proposed a trusted food traceability system
based on blockchain and IoT in a trust-less environment. It is based on the traditional Enterprise Resource Planning (ERP)
legacy system, along with a new IoT system. A user at any node (of the supply chain) can use their smart-phone to access
the data stored on the blockchain. Moreover, Zhang et al. [77] proposed a blockchain-based traceability system for agricul-
tural food supply chain, specifically for the Chinese market which addressed the issues related to food safety.

Hua et al. [83] proposed a blockchain-based agricultural provenance system, which aims to tackle the trust issues in sup-
ply chain industry. It records all information related to the production supply chain, so that it can be monitored by the
involved third parties. In order to avoid unnecessary complexities to store information on the blockchain, they designed
two related structures:

e Basic Planting Information: Information related to a specific process of the supply chain such as-production, storage, and
other processes is stored.
e Provenance Record: Information related to a certain agricultural operation is stored.

A similar model was proposed by Tse et al. [84], where they used the concept of blockchain technology to improve secu-
rity of the food supply chain in China.

Caro et al. [85] proposed a blockchain-based decentralized traceability system for agri-food supply chain management,
known as AgriBlockloT. It promises transparency and auditable asset traceability to store data from the IoT devices along
the complete supply chain in the underlying blockchain. It uses modern edge devices as nodes of the layered blockchain, thus

Table 7
Relative comparison of existing approaches for Smart Agriculture.

Author Year  Description Merits Demerits 1 2 3 4 5

Lin et al. [79] 2018 Proposed a food Discussed the data Difficult for law-executors to find v Model v » x
traceability system processing flow and  and process issues in the system.
based on blockchain structure.
and IoT.

Tripoli et al. [80] 2018 Explored the Exhaustive Real life examples were not » Survey X o~ X
opportunities of discussion about DLT  included.
application of in agricultural
blockchain in agri-food ~ sector.
industry.

Kamilaris et al. [81] 2018 Surveyed the impact of Extensive survey of  Detailed explanation of agricultural »* Survey
blockchain in blockchain supply chain was missing.
agricultural and food initiatives, in
supply chain. relation to

agricultural sector.

Hua et al. [83] 2018 Proposed an Detailed use of data  Data uploaded by participating v Model
agricultural nodes explained. companies will be visible to all
provenance system participants, which means there is
based on blockchain. lack of access control.

Caro et al. [85] 2018 Presented a ‘Farm-to-folk’ use Using a single language for v Model
blockchain-based case. implementing smart-contracts,
traceability solution may interfere while developing
for agri-food supply more sophisticated business logic.
chain.

Sushanth et al. [86] 2018 Proposed a smart End-to-end Requirement of continuous X Model
agriculture system algorithm for smart internet connectivity, which may
based on IoT and WSN.  farming system. not be always available.

Pallavi et al. [87] 2017 Proposed a method for Complete Security aspects of the system were X  Model
remote sensing of architecture ignored.
agricultural explained it detail.
parameters for
greenhouse.

1: Usage of Blockchain, 2: Model/Survey, 3: Smart Agriculture, 4: Food Traceability, 5: Algorithm, Notation: »#: considered, x: not considered.
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enhanced the robustness of the network. The primary modules of AgriBlockloT were API, Controller, and Blockchain. Another
important aspect of smart agriculture, besides agricultural supply chain, is the smart irrigation, which aims at wiser utiliza-
tion of water. The available freshwater resources worldwide forces the users to devise certain strategies to utilize water
resources sensibly, given the advancements in science and technologies such as-IoT, cloud computing, and big data. Automa-
tion of irrigation systems coupled with thermal imaging has been a possible solution for smart irrigation, which measures
the water levels in the soil and controls the actuators to irrigate. It is an improvement to the current scheduled irrigation,
thus causing a more controlled utilization of water. Sushanth et al. [86] proposed a smart agriculture system, based on
the concepts of IoT and cloud computing. It enables a farmer to devise an efficient, feasible irrigation schedule for their farm
based on their preferences. Based on the farmer’s inputs, an automated smart irrigation system was developed, which pro-
vides the suitable schedule for them. Then, with the help of relevant sensors and actuators, a specific procedure was exe-
cuted to control the water quantity while irrigation was carried out. A similar model was proposed by Pallavi et al. [87],
where they suggested a control system for greenhouse agriculture using IoT devices for remote sensing of relevant param-
eters. Their objective was to encourage organic farming, while increasing the yield. The parameters taken into consideration
included carbon dioxide emission, temperature, soil moisture, and light. Zhai et al. [88] proposed a similar greenhouse mon-
itor system based on IoT technology. Table 7 provides the detailed comparison of existing approaches in agriculture, with
reference to parameters such as-usage of blockchain, smart agriculture, food traceability, algorithm, and pros, cons of the
existing approaches.

3.7. Autonomous vehicles

With rapid technological developments in sensing, communication, analysis, and computation, the growth of Intelligent
Transportation Systems (ITS) has been formidable. ITS has enabled smarter, safer, and more convenient transport facilities
and services. However, a critical security risk regarding ITS is its tendency towards centralization, which may cause the cen-
tralized authorities to be temporarily down due to certain external malicious attacks. Moreover, lack of adequate trust
among the ITS agents need to be tackled. To overcome the aforementioned challenges, Yuan et al. [89] proposed a

blockchain-based secured, trusted, and decentralized autonomous ecosystem for ITS, known as B?ITS. It is steeping stone
for PtMS (Parallel Transportation Management Systems) framework, which aims to optimize the real-world transportation
systems using parallel interactions with their counterparts.

One of the applications of the B? ITS framework is a real-time ride-sharing, named as La’zooz [90]. It was a “blockchained-
version of Uber"whose aims was to built an open-source, decentralized ride-sharing network to challenge the currently estab-
lished private transportation systems. The advantages such decentralized applications are; to eliminate the unwanted deci-
sions and risks taken by the central system such as-surge pricing, and privacy leaks. Complementing such novel ventures,
Huckle et al. [15] proposed an automatic payment system, known as AutoPay, which was a service that provides security
and trust by ‘embodying’ the user through the use of smart contracts on its blockchain interface. It allows the vehicle to syn-
chronize automatically with the user’s AutoPay service, which can be use for external payment related services such as-fuel
payment.

Singh et al. [91] proposed a reward-based intelligent vehicle (IV) communication framework based on blockchain tech-
nology. It was used to ensure a trusted environment to share the information between these vehicles, with Proof-of-Driving
(PoD). Moreover, it focused on a secure and fast communication system among the intelligent vehicles (also called ‘self-
driving cars’) [92]. It has three basic components which are as follows:

Table 8
Relative comparison of existing approaches for Autonomous Vehicles.
Author Year Description Merits Demerits 1 2 3 4 5
Huckle et al. [15] 2016 Discussed possible use of IoT and Blockchain Security and scaling » Survey X X X
blockchain together in creating integrated IoT challenges of IoT were not
secure shared economy scenarios. addressed.
applications.
Yuan et al. [89] 2016 Conducts a preliminary study of Case study of Issues and challenges of » Model x » x
blockchain-based ITS. La’zooz. the model were not
discussed.
Singh et al. [91] 2017 Proposed an intelligent vehicles Seven-layer Compatible with real-time 1 Model » » x
data sharing framework. conceptual traffic data.
model for the
framework.
Leiding et al. [93] 2016 Proposed self-managed, Ethereum Optional applications » Model » x x
blockchain-based VANET. integrated with were not explored, along
VANET. with mandatory
applications.
Ortega et al. [94] 2018 Presented enabling technologies for Network slicing Lack of standardized v Model v» x v
secure vehicular communications.  using 5G in consensus protocol for
VANET. VANET.

1: Usage of Blockchain, 2: Model/Survey, 3: VANET, 4: ITS, 5: 5G, Notation: »~: considered, X: not considered.
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e Network-enabled connected device: A device with Internet connectivity, which helps to communicate in the Vehicular Ad-
Hoc Network (VANET). In this scenario, the device is an IV.

e Vehicular Cloud Computing (VCC): Enhanced traffic management and road safety with the help of real-time monitoring of
other IVs.

e Blockchain: Ensured secured and reliable information sharing among IVs.

Leiding et al. [93] proposed the concept of a self-managed blockchain-based VANET, where the use of smart contracts
enables the deployment of any type of applications on the blockchain platform. Authors fostered the development of certain
mandatory applications which enforced network rules and regulations. These include traffic regulation, vehicle tax, and
insurance applications. A similar model was proposed by Ortega et al. [94], where they explored the pros and cons to imple-
ment a completely autonomous and decentralized permissioned blockchain, instead of the traditional client-server architec-
ture. Their objective was to alleviate the risks associated with data tampering or data corruption; and also to provide a robust
and cheaper solution.

Table 8 provides the detailed comparison of existing approaches in autonomous vehicles, with reference to parameters
such as blockchain, VANET, ITS, 5G, and pros, cons of the existing approaches.

3.8. Unmanned Aerial Vehicles

Unmanned Aerial Vehicle (UAV), also known as drone, is an airborne system or an aircraft operated remotely by a human
operator or autonomously by an on-board computer [95]. The images obtained from UAVs can provide support in various
industrial applications such as-urban modelling, surveillance, large scale mapping, delivery, communications and media,
search-and-rescue operations, and agriculture [96]. UAVs are operated by several military forces and also by certain civilian
organizations. Majority of the commercial UAVs depend on Wi-Fi connectivity to be remotely accessible. However, Wi-Fi
connectivity is not sufficient for beyond the visual line-of-sight (LOS) communication. Instead, ubiquitous mobile networks
such as-5G can be used to operate them beyond the LOS communication. Moreover, they offer wide-area, high speed, and
secure wireless connectivity, which can improve the control and safety of the device [97]. With the rise of autonomous UAVSs,
risks of intrusion or interception increases. A large number of attacks target such UAV networks; for example, to jam the
communication network, inject false data, and disrupting the network operations. Sedjelmaci et al. [98] implemented a
cyber-security system based on Intrusion Detection Systems (IDS) to safeguard UAVs from external cyber attacks [99]. In this
model, every UAV can monitor the behaviour of its peers. In case an IDS agent is suspected to be malicious, it is barred to
operate as a monitoring node.

Strong encryption, which is currently employed for data link protection is difficult to manage. To improve this situation,
the encryption capabilities must be simplified to distribute data to predefined operating locations. It allows the UAV to per-
form its job more efficiently without the need to focus on other tasks such as-to validate users, to transmit important infor-
mation, or operational changes to the route [100].

Kuzmin et al. [100] proposed a distributed, scalable, and secure model called UAV communication network (UAVNet), as a
potential means of safe, real-time information exchange between UAVs. UAVNet was a blockchain network with each UAV
acts as a blockchain node. Each node has inbuilt functionalities to create and read transactions from the block along with
some tools to enable transaction exchange with other UAVSs. In this model, blockchain ensures the UAV be autonomous, even
when signals from other UAVs were not perceivable. The nodes must have the capability to operate even without coordinate

Table 9
Relative comparison of existing approaches for Unmanned Aerial Vehicles.
Author Year  Description Merits Demerits 2 3 4
Kapitonov et al. [69] 2017 Describes a method to Secure Issues of AIRA Model  Autonomous AIRA
organize a communication protocol were not agents protocol
communication system system within a discussed. communication
between agents in P2P multi-agent scheme.
network. system.
Lin et al. [97] 2018 Discussed LTE Providing beyond Drone-to-drone Survey Aerial Channel LTE
connectivity for low- line-of-sight NLOS Characteristics.
altitude small UAVs. communication communication
with UAV using was not discussed
LTE. in detail.
Motlagh et al. [101] 2017 Proposed the usage of Performance Role of mobile Model  UAV-based IoT 5G
[oT-enabled UAVs for enhancements in networks in drone platform
crowd surveillance. semi-autonomous  communication
UAVs. was not discussed.
Kuzmin et al. [100] 2018 Proposed a secure Minimizing The 51% attack not Model UAVNet LTE/4G/
network for inter-UAV UAVNet cyber- taken into account. 5G

communication.

security threats
using blockchain.

1: Usage of Blockchain, 2: Proposed any model, 3: Focused on, 4: Communication Standard, Notation: +: considered, x: not considered.
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with the satellite navigation system by executing relevant smart contracts at the required time. Moreover, an external stor-
age can also be included in this model: a blockchain repository, similar to a black-box of an airplane.

Another use case of UAV is crowd surveillance. Motlagh et al. [101] proposed a UAV-based crowd surveillance model
using facial recognition with Open Source Computer Vision (OpenCV). In this model, when UAVs are equipped with remotely
controlled IoT devices then it can offer various value added services (VAS). When coupled with more advanced communica-
tion standards such as-5G networks, UAVs can have the support for extreme real-time video surveillance and streaming.
Moreover, UAVs can be used as a backbone to provide support for the coverage of 5G. An example is Google’s SkyBender pro-
ject, which used UAVs to deliver high-speed Internet [102].

Table 9 provides the detailed comparison of existing approaches in agriculture, with reference to parameters such as-
usage of blockchain, focus, communication standard, and pros, cons of the existing approaches.

3.9. Multimedia and digital right management

Media distribution is a form of digital distribution of multimedia contents such as-audio, image, and video [106]. Com-
pared to the past platforms to deliver media such as-compact discs, delivery medium such as-P2P or cloud services have
become the current standard for multimedia delivery. The advantages of the current online content delivery medium include
high availability, cost effectiveness, and higher performance. Due to these reasons, cloud-based Content Delivery Networks
(CDNs) are generally preferred over the traditional CDNs, owing to their lower housing cost, since owning of infrastructure is
not required. However, these systems have certain inherent issues which are difficult to resolve, given the centralized archi-
tecture of current Digital Rights Management systems (DRM). For example, modifications to the original media cannot be
traced, difficulty to protect copyrights, and lack of an efficient profit model [105].

Kishigami et al. [104] proposed a blockchain-based content distribution system to assist the media creators demand an
efficient way for digital rights management. In this technique, right holders themselves have the power to operate the sys-
tem. This framework complements the current DRM systems, where the latter requires an authentication mechanism, which
is provided by the former, using blockchain. However, being an initial prototype, it had a drawback that it had no incentive
model; so the miners can not get any rewards for the successful mining of a block.

A similar model was proposed by Xu et al. [105], which was a DRM system for network media. It was able to confirm
copyrights in real-time using smart contracts along with digital signatures and secure hash to validate the transactions. Also,

Origional = | [I]II]II]
image = |

Image Cryptographic
| Hash Hash |

—— |- «— Watermark

Stored in
Multimedia
Blockchain

Fig. 7. Watermarking-based multimedia blockchain framework [106].

Table 10
Relative comparison of existing approaches for Multimedia and DRM.
Author Year  Description Merits Demerits
Fujimara et al. [103] 2015 Proposed a decentralized rights Usage of license key explained in Latency of five seconds may be
management system. detail. high for some applications.
Kishigami et al. [104] 2015 Proposed a blockchain-based digital Detailed explanation of high reolution Lack of incentive mechanism.
content distribution system. video content distribution system.
Xu et al. [105] 2017 Proposed a blockchain-based digital Real-time copyright confirmation Challenges faced by the model
rights management scheme. using consensus mechanism. were not discussed.
Bhomwik et al. [106] 2017 Proposed a distributed and tamper- Self-embedding watermarking Storage of images and their
proof media transaction framework.  algorithm. watermarks not discussed in

detail.
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Fujimura et al. [103] proposed a trial implementation called Blockchain-based RIGHTs management system (BRIGHT), which
focused mainly on the rights management of video files on blockchain. The problem with current multimedia distribution is
that they do not preserve any information about the ownership or modification history of the media. The original media can
often be tampered with for some specific purposes, either for creative work, or to spread false propaganda over social media.
Moreover, there is no proven technique with which one can identify with confidence and any modifications to such media.
Bhowmik et al. [106] proposed a watermarking-based multimedia blockchain framework to address these issues. The unique
watermark contains information about the following two aspects:

e Image Hash: It is used to preserve the original media content so it can be easily retrieved when required.
e Cryptographic Hash: It contains the transaction history, which indicate any kind of modification to the original media.

Fig. 7 illustrate an overview of the usage of blockchain in multimedia and digital right management. In this framework,
the use of blockchain technology helps the creators of media maintain their digital rights efficiently.

In addition to multimedia, the concept of digital rights management is also used to protect the Intellectual Property
Rights (IPR) of 3D print supply chain, which comes under the umbrella of Industry 4.0. Its task is to differentiate between
‘original’, ‘copy’, and ‘counterfeit’ spare parts. The general technique to address this issue is to use licensing models, which
are common in the areas of software and digital media. Regarding the physical parts, the overall decrease in the cost of 3D
printing materials have cause the level of plagiarism of 3D printed items to increase to a significant amount. Hence, it is
imperative for firms to focus on counterfeiting protection, since it can potentially cause them annual losses in billions. To
address the aforementioned issues, Holland et al. [78] proposed the concept of “Secure Additive Manufacturing Platform”
(SAMPL), which develops a secure chain of trust for additive manufacturing procedures. Similar concepts are also applicable
for copy machines to tackle the counterfeiting of money using ‘secure elements’. When these secure elements are installed
on trusted printers, the controlled communication with the blockchain allow the making of a complete chain of trust from
copyright holder to the service provider.

Table 10 provides the detailed comparison of existing approaches with their pros, cons.

4. Open issues and challenges

While the amalgamation of [oT and blockchain is received considerable research interest both from academia and indus-
try. The Bitcoin-style blockchain which are based on the PoW concept have some characteristics which make them poorly
suited for many IoT scenarios. Based on the extensive literature review, challenges discussed with blockchain based 5G-
enabled IoT applications and issues delineated is shown in Fig. 8, we have identified major research challenges related to
blockchain based 5G-enabled IoT. Hence, before considering to apply this concept in existing systems, these issues need
to investigated further:

o With the rapid increase in IoT devices being battery-powered (and thus resource restricted), but their energy require-
ments are limited. However, with the introduction of blockchain, where block mining is a computation-intensive task.
In these scenario, the energy requirements and processing time of devices need to be explored further.

Fig. 8. Research challenges in blockchain based 5G-enabled IoT.
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¢ Blockchain was introduced to supplant the current client/ server systems. But, this information is be stored in the nodes,
which are usually the 10T devices. These devices have low computational power and very low storage capacity, so this
would prove a big hurdle in the adoption of this technology.

e Blockchain scales poorly as the number of nodes in the network increases which should be addressed as soon as possible.

e There still remains some unanswered questions about blockchain such as-the elimination of certain vulnerabilities like
DoS attacks and the infamous 51% attack with regards to establishing distributed trust.

e Lack of proper standardization and no interoperability means different ledgers cannot directly communicate with each
other. But, they require the involved stakeholders to highly compromise (ranging from complete data to the policies)
to achieve full interoperability. It requires international policies for collective trust and information security.

e Lack of solid business cases due to large number of uncertainties. Being a relatively new technology, people are in a
dilemma of its adoption in their industries.

o It also has the ability to connect different stakeholders from different regions (possibly countries) without the need for
any kind of legal compliance to follow. It is a challenge for both service providers and manufacturers and could be a sig-
nificant barrier for adopting blockchain in many business cases.

o With the advent of 5G technologies, IoT devices should be upgraded so as to be compatible with the high-speed network
connectivity.

5. Conclusion

In future, end user will be enjoying the services of 5G then the integration of blockchain with IoT devices becomes a game
changer. In this paper, we provide insights to the readers about the industrial applications of blockchain in 5G-enabled IoT
devices. Here, discussion is divided into three parts, firstly discussed the background of blockchain, IoT, and 5G briefly fol-
lowed by respective industrial applications. Lastly, open issues and challenge have been covered mainly for industrial appli-
cations. Owing to the high-end hardware requirements and the lack of compatibility for high network connectivity, use of
the technologies covered in this work on a common platform is still far from a reality. Most of the industrial applications
have been covered in this work, where blockchain will be used to maintain the security faster data flow. But, beyond the
small-scale developments and deployments of specific applications, a great amount of technological research is require to
address the specific demands pertaining to the collaboration of these technologies. Therefore, lastly comparative analysis
of the existing blockchain-based industrial applications is performed on the basis of specific parameters.

In future, we would minimize our discussion on healthcare only and plan to propose a blockchain based secured health-
care system.
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