
Cyber physical systems security: Analysis,
challenges and solutions

Yosef Ashibani *, Qusay H. Mahmoud
Department of Electrical, Computer and Software Engineering, University of Ontario Institute of Technology,
Oshawa, ON L1H 7K4, Canada

A R T I C L E I N F O

Article history:

Received 28 October 2016

Received in revised form 5 April

2017

Accepted 7 April 2017

Available online 12 April 2017

A B S T R A C T

Cyber Physical Systems (CPS) are networked systems of cyber (computation and commu-

nication) and physical (sensors and actuators) components that interact in a feedback loop

with the possible help of human intervention, interaction and utilization. These systems

will empower our critical infrastructure and have the potential to significantly impact our

daily lives as they form the basis for emerging and future smart services. On the other hand,

the increased use of CPS brings more threats that could have major consequences for users.

Security problems in this area have become a global issue, thus, designing robust, secure

and efficient CPS is an active area of research. Security issues are not new, but advances in

technology make it necessary to develop new approaches to protect data against unde-

sired consequences. New threats will continue to be exploited and cyber-attacks will continue

to emerge, hence the need for new methods to protect CPS. This paper presents an analy-

sis of the security issues at the various layers of CPS architecture, risk assessment and

techniques for securing CPS. Finally, challenges, areas for future research and possible so-

lutions are presented and discussed.

© 2017 Elsevier Ltd. All rights reserved.
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1. Introduction

Cyber physical systems (CPS) are a combination of closely
integrated physical processes, networking and computation.
The physical process is monitored and controlled by embed-
ded (cyber) subsystems via networked systems with feedback
loops to change their behavior when needed (Asare et al.,
2012). These subsystems work independently of each other
with the ability to interact with the external environment
(Ali et al., 2015; Wang et al., 2010). The physical processes are
achieved by several tiny devices with sensing, computing
and communication (often wireless) capabilities. These physi-
cal devices can be identified with physical attributes or

information sensing equipment, such as infrared sensors or
Radio Frequency Identification (RFID), and can then be con-
nected to a networking system, in most cases the Internet, to
send the captured data to the computational subsystem
(Zhang et al., 2011).

With the increased focus on data handling capacity, data
communications capability and integration of information
systems, as well as physical devices, the demand for integrat-
ing CPS in different fields is also increasing, resulting in widely
gained attention not only from universities and research and
development labs but also from industry and government agen-
cies (Lu et al., 2015). Prior to the current form, CPS evolved
through different stages: Embedded Systems, Intelligent Em-
bedded Systems and Systems of Systems (Sendler, 2013). The
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current form of CPS is used in many different areas such as
the power, petroleum, water industry, chemical engineering,
healthcare, manufacturing, transportation, automotive systems,
entertainment, consumer appliances, in addition to many other
areas that are directly related to people’s daily lives. It was es-
timated that cyber physical components would account for 40%
of an automobile’s total value by the end of 2015 (NIST, 2012),
and that in 2020, around 25 billion uniquely identified objects
will be used (Jing et al., 2014).

CPS have many features, such as enabling individual com-
ponents to work jointly, producing complex systems (Vegh and
Miclea, 2014). In CPS, data can be captured by physical objects
or sensor devices, and transferred through networks to the
control system with the absence, in some cases, of any human
to machine interaction (Bhabad and Scholar, 2015). The physi-
cal objects are increasingly equipped with, for example, infrared
sensors, barcodes or RFID tags which can be scanned by smart
devices (Khan et al., 2012). These devices can be connected to
the Internet to send the identified data and location place-
ment to be used for monitoring and managing the physical
environment (Zhang et al., 2011). The computational and pro-
cessing units can also be placed in the cloud, with the resulting
decisions issued as actions to the physical objects (Khan et al.,
2012). As an example of CPS, Industrial Control Systems (ICS)
are isolated by communication protocols and operating systems
from the outer systems. For the time being, these kinds of
systems are increasingly interrelated through the Internet in
improving functionality and automation. The increased con-
nectivity of the cyber and physical world brings significant
security challenges to the CPS (Shafi, 2012). As the impor-
tance of these systems is in improving functionality, the
interconnectivity among CPS subsystems is growing (Peng et al.,
2013).

Security concerns ranging from application environment and
communication technology should be addressed at the early
stages of the design (Gamundani, 2015). Moreover, the inher-
ent characteristics and advantages of using available networks,
such as Wireless Sensor Networks (WSN), Next-Generation Net-
works and the Internet, CPS are increasingly facing new security
challenges, such as securing protocols and establishing trust
between CPS subsystems (Lu et al., 2013). Many of the com-
puting subsystems in CPS are based on commercial-off-the-
shelf (COTS) components. The COTS components provide a
significant level of control, lower deployment, and lower op-
erational costs in comparison to the traditional vendor specific
proprietary and closed-source systems. However, this exposes
CPS to more vulnerabilities and threats (Nourian and Madnick,
2014). As an example, industrial control systems have been con-
sidered secure when not connected to the outside world
(Nourian and Madnick, 2014), without taking into account
insider attacks. Thus, this indicates that the extensive con-
nectivity between cyber and physical components raises the
important issue of security.

More attacks are expected as many interactions among
different components are connected outside of their area to
provide better services, such as Smart Grid networks. For
example, in the field of the power industry, a power plant
monitoring system was attacked in 2010. Consequently, a
900MW load was lost in under 7 seconds. In the energy
sector, the Iran Bushehr Nuclear Power Plant computer system

was attacked by “Stuxnet” in the same year, which led to
severe disorder in the nuclear facilities’ automated opera-
tions and a serious deterioration in Iran’s nuclear program
(Peng et al., 2013). According to a CIA report, power systems
in several regions outside the United States have been pen-
etrated by attackers, leading to power outage in multiple
cities. In the medical field, implanted human medical devices
have been attacked by hackers through their wireless com-
munications (Leavitt, 2010).

In the transportation field, an exception in the manage-
ment system of Japan’s control schedule resulted in five
Shinkansen operation management system failures. Conse-
quently, 124 trains were delayed while 15 trains were suspended,
affecting the travel of 8.12 million people (Peng et al., 2013). It
has been demonstrated that airplanes could be controlled by
attackers via accessing built-in Wi-Fi services (Nourian and
Madnick, 2014). In 2010, CarShark was invented, a software with
the ability to remotely turn off a car’s engine and brakes leading
to a loss of control to stop the car. This software was also able
to monitor communications between electronic units, provid-
ing incorrect readings, and inputting false data to perform the
attack. Meanwhile, in that same year, other attackers suc-
ceeded in creating a new virus to attack the Siemens plant
control system (Wang et al., 2010).

These security incidents provide enough evidence that
attacks on CPS, in particular on the cyber layer, can lead to a
great loss in people’s livelihoods. Therefore, CPS security is be-
coming more important than ever and should be taken into
consideration in the early stage of the design process. More-
over, advanced CPS security techniques are needed to increase
the protection of these increasingly complex interconnected
systems (Jalali, 2009). Most of the efforts in security solutions
were based on the available solutions designed specifically for
classical Information Technology (IT) systems to develop or
create advanced solutions. However, these solutions are not
designed for CPS (Konstantinou et al., 2015; Wang et al., 2010).
Additionally, most of the research focuses on the perfor-
mance, stability, robustness and efficiency of physical systems
rather than security, which is broadly ignored, usually as a result
of constrained factors, such as low processing, communica-
tion and adequate storage ability capacities. However, if security
is disregarded, CPS will not work in a stable manner (Lu et al.,
2014). In response to the real need to apply security methods
to protect these interconnections, a tight coupling in the in-
terconnections between physical and cyber controlling
components is required. Security issues are not new; however,
advances in technology make it necessary to produce new ap-
proaches to protect data from hazards (Nourian and Madnick,
2014). Additionally, CPS privacy is another serious issue that
should be taken into consideration (Lu et al., 2014) in any pro-
posed security solution.

1.1. Contributions

Several papers in the literature discuss CPS security and focus
only on particular issues. For example, the focus in Neuman
(2009) is on the physical control of the CPS, and the author offers
some suggestions for protecting communication channels, real-
time requirements and applications. In Lu et al. (2014), a security
framework for CPS is proposed with a comprehensive analy-
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sis regarding three aspects of security objectives: security in
specific, CPS applications and security approaches. However,
it does not consider all aspects of security, such as authentic-
ity which is the most important security objective of CPS. The
authors in Alvaro et al. (2009) discuss the important chal-
lenges that CPS face and provide an analysis of threats and
possible attack consequences, as well as explain the differ-
ences between traditional IT security and CPS. Even though this
study provides a significant discussion, its focus is on devel-
oping adversary models of CPS, especially for protecting control
systems.

To this end, this paper presents analysis of security issues
in CPS with a brief overview of the system level architecture
and its components. The contributions of this paper are:

• A state-of-the-art review, an analysis and comparison of se-
curity issues for CPS utilizing three-level architecture based
on the respective functions of each layer.

• A comparison between CPS security and traditional IT se-
curity focusing on distinguishing characteristics, risk
assessment and possible attacks at each layer.

• An analysis of CPS security requirements and challenges,
a discussion of possible solutions and areas for future
research.

The rest of this paper is organized as follows. Section 2 pres-
ents Cyber Physical Systems (CPS), differences with the IoT and
architecture models. Distinguishing characteristics of CPS and
security issues are presented in Section 3. Section 4 provides
an analysis of the security issues at the various layers of CPS
architecture. Possible CPS security solutions are presented in
Section 5 while a discussion and ideas for future research areas
are covered in Section 6. Finally, Section 7 concludes the paper
with a summary of the findings.

2. Cyber-physical systems

As computing devices have become lightweight, portable, and
capable of being connected with the real world, CPS compo-
nents can be interconnected through the Internet with the
capability of system monitoring and controlling with proper
operation and real-time response. CPS provide a coupled en-
vironment that contains interconnectivity of thousands of
devices, providing more convenience in management and
control.

2.1. CPS vs. IoT

More recently, the terms CPS and Internet of Things (IoT) have
been used interchangeably due to the large gray area of overlap
between them. We have observed that academic institutions
prefer CPS whereas government agencies and the industry
prefer IoT (Gładysz, 2015; Soldatos, 2015). However, some re-
searchers in big data analytics also use the term IoT. In general,
IoT is defined as a communication network connecting things
which have naming, sensing and processing abilities (Chen,
2010). In addition, IoT enables loosely coupled decentralized
systems of cooperating smart objects, which may act as in-

telligent agents that exchange information with users through
transmission media, such as WSN (Kumar and Patel, 2014).
Interconnectivity among such smart objects, including devices,
actuators, sensors, embedded computers and RFID tags, is in
most cases based on standard communication protocols such
as Bluetooth, RFID, 6LoWPAN and ZigBee (Chang et al., 2015;
Soldatos, 2015).

The term CPS, on the other hand, is mainly related to real-
time systems including distributed real-time control systems
that integrate computing and communication capabilities with
monitoring and control of entities in the physical world (Suo
et al., 2012). CPS have also been defined in terms of control
systems with real-time capabilities and distributed networks
with minimal human interaction (Peng et al., 2013). Further-
more, CPS are referred to as the next generation of embedded
intelligent information and communications technology
systems, which are interdependent and collaborative. This pro-
vides computation, communication and monitoring/control of
physical component processes in various applications
(Vermesan and Roy, 2016), such as aerospace, transportation,
energy, healthcare and manufacturing. Moreover, CPS are found
in many fields that require real-time data collection and feed-
back decision making including nano-level manufacturing,
robotic surgery, air traffic control, military combat, firefighting
and deep-sea exploration (Chang et al., 2015; Soldatos, 2015).

2.2. CPS architecture

The modern definition of CPS is the integration of comput-
ing, communication, and control capabilities that monitor and
control the objects in the physical world. The physical pro-
cesses are controlled and monitored by cyber systems (Shafi,
2012), which are embedded computers and networks with feed-
back loops. The computations will be affected by the physical
processes and vice versa (Miclea and Sanislav, 2011).

Although there is a global unanimity in defining the CPS,
there is no consensus on the essential parts of the CPS and
their communication models (La and Kim, 2010). The CPS ar-
chitecture commonly referred to two main layers, the physical
and cyber. The physical layer captures sensed data and per-
forms the cyber layer commands, whereas the cyber layer
analyzes and processes the physical layer data and releases
the appropriate commands accordingly (Lu et al., 2015).

As discussed in Wu et al. (2010), not all of the features of
the CPS will be distinguished by a three-layer structure.
However, new CPS architectures have been proposed, some of
which are non-hierarchical with unclear descriptions (Lu et al.,
2015). Considering the different factors, such as reliability co-
ordination, service composition, service management and object
abstraction, that need to be addressed, more than three layers
of architecture have been proposed, as in Khan et al. (2012),
Suo et al. (2012), and Zhang et al. (2011). Considering that the
CPS need to be managed and controlled, the structure should
have more stages and details. In addition, taking into account
the various developments that have been implemented, a new
architecture has been updated, as in Wu et al. (2010) which
comes with five layers: business, application, processing, trans-
mission and perception. Even though there are different
assumptions about the number of layers, CPS fundamentally
operates at three layers: perception, transmission and appli-
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cation (Gou et al., 2013; Mahmoud et al., 2015; Peng et al., 2013;
Zhao and Ge, 2013). Each of these layers is defined by the devices
within it and the related functions that should be imple-
mented (Ashok et al., 2011; La and Kim, 2010). Based on the
achieved functions at each layer, this paper considers a three-
level CPS architecture as shown in Fig. 1: perception (physical)
layer, data transmission (network) layer, and application (cyber)
layer.

The first layer is the perception layer, also called the rec-
ognition layer (Kumar and Patel, 2014) or sensors layer
(Mahmoud et al., 2015). This layer has multiple terminal equip-
ment such as sensors, actuators, cameras, Global Position
Systems (GPSs), laser scanners, intelligent devices, RFID tags
with 2-D bar code labels and readers (Lu et al., 2015; Wu et al.,
2010; Zhang et al., 2011). Devices at this layer have the ability
to collect real-time data that is needed for different purposes
(e.g. monitoring and tracking), interpret what they receive from
the physical world and perform commands from the applica-
tion layer. The collected data can include sound, light,
mechanics, chemistry, heat, electricity, biology or location (Peng
et al., 2013; Zhao and Ge, 2013). Sensors can generate real-
time data with node cooperation in wide and local network
domains (Mahmoud et al., 2015), which will be aggregated and
analyzed in the application layer. Sensors, depending on their
type, can aggregate information related to temperature, ac-
celeration, humidity, vibration, location or air chemical changes
(Khan et al., 2012).

The second layer is the transmission layer (also known as
the transport layer (Lu et al., 2015) or network layer (Khan et al.,
2012)), which is responsible for interchanging and processing
data between the perception and the application. The data in-
teraction and transmission in this layer are achieved using local
area networks, communication networks, the Internet or other
existing networks through many technologies such as Bluetooth,
4G and 5G, UMTS, Wi-Fi, Infrared and ZigBee, depending on the

sensor devices (Khan et al., 2012). However, most of the inter-
connections are achieved via the Internet for many reasons,
including availability and cost effectiveness. This means that
real-time operations should be supported by the used net-
works. As it is important to manage and process massive data,
the transmission layer can initially process and manage a vast
amount of data and realize real-time transmission (Lu et al.,
2015) with responsibility for reliable communication support
(Zhang et al., 2011).

Many protocols and functions can be found at this layer for
the purpose of addressing an increased number of objects such
as Internet Protocol version 6 (IPv6) (Wu et al., 2010). Further-
more, the function of this layer includes data routing and
transmission through various devices and hubs over the used
networks (Mahmoud et al., 2015). Cloud computing plat-
forms, routing devices, switching and Internet Gateways work
as well at this layer using technologies such as Wi-Fi, LTE,
Bluetooth, 4G/5G or ZigBee. The network Gateway serves as the
connector point of different nodes that collects, filters, trans-
mits and receives data among the nodes (Mahmoud et al., 2015)
and other layers of the CPS. The increased number of con-
nected devices poses another issue in CPS, which is traffic and
storage (Khan et al., 2012). This will affect security within the
CPS. Although this traffic can be managed by protocols includ-
ing firewalls, the security of devices with limited capabilities
cannot be guaranteed since their computational capabilities
and storage are very limited (Mahmoud et al., 2015).

The third and most interactive layer is the application layer.
Its mission is to process the received information from the data
transmission level and issue commands to be executed by the
physical units, sensors and actuators (Peng et al., 2013). This
layer works by implementing complex decision-making algo-
rithms on the aggregated data to generate correct decisions
(Ali et al., 2015), and control commands which will be used in
corrective actions. In addition, this layer receives and pro-

Fig. 1 – Typical three layers cyber-physical system.
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cesses information from the perception layer and then
determines the required automated actions to be invoked (Khan
et al., 2012). Data aggregation from different resources and in-
telligent processing of massive data are performed at this layer
with object control and management. Cloud computing,
middleware, and data mining algorithms can also be used in
management implementation of connected devices at the
physical layer (Zhang et al., 2011).

Monitoring of the system is also performed here in this layer
and its mission is to observe the behavior of physical pro-
cesses, and issue commands to change the behavior of physical
devices to ensure the work environment functions both cor-
rectly and optimally. The application layer also saves past
actions so that feedback of any previous action can be given
for ensuring future operational improvements. The objective
of this layer is to create a smart environment (Mahmoud et al.,
2015), and combine CPS and industry professional applica-
tions. This has led to extensive and intelligent applications in
areas that may include private and secure data, such as: Smart
Power Grid; Smart Homes and Cities; Intelligent Transporta-
tion (Peng et al., 2013); Smart Auto; environmental monitoring;
industry control (Lu et al., 2015), Smart Health; and Smart
Farming. Such applications might collect users’ private data,
such as health information and habits. Therefore, it is impor-
tant to apply mechanisms to protect the data. On the other
hand, application systems are different and require appropri-
ate security policies. Hence, it is difficult to individually address
a security policy for each application system. As the use of CPS
is increasing, security challenges are also increasing and need
to be considered.

3. CPS security

In general, the security in CPS is classified into two areas:
information (data) security and control security. Information
security involves securing information during data aggrega-
tion, processing and large-scale sharing in the network
environment, especially open loosely coupled networks. Control
security encompasses resolving any control issues in the
network environment and mitigating the control system
from any attacks on system estimation and control algo-
rithms (Cárdenas et al., 2011; Lu et al., 2013). Information
security focuses on data protection, for example by using
encryption, whereas control security focuses on protecting
the dynamics of control systems against cyber-attacks (Lu
et al., 2015). The sole focus of the remainder of this paper is
on information security. In addition to discussing the distin-
guishing characteristics between CPS and traditional IT systems,
this section presents an analysis of the most important
security factors, objectives, attacks and risk assessments for
CPS.

3.1. Distinguishing characteristics

In IT systems, access restriction and control can be applied
without affecting the system services. On the other hand, any
IT protection measures applied for CPS could affect or delay
the real-time response of the physical parts of CPS which

usually demand real-time responses. For example, the main
risk factors for ICS are consolidated technologies, unified pro-
tocols, expanded connectivity, and public information access,
which mostly result in insecure connections (Stouffer et al.,
2011). Thus, applying IT strategies for CPS may unfortunately
affect real-time responses and provide potential adversaries
with many new opportunities to disrupt the services pro-
vided by the CPS. However, due to the unique characteristics
of the CPS, traditional IT security strategies and approaches
are not sufficient for addressing CPS security challenges due
to the differences in specifications and connectivity from CPS
(Nourian and Madnick, 2014).

In addition to the three security objectives of traditional IT
systems, authenticity is considered as the fourth CPS secu-
rity objective. Authenticity indicates that all transactions and
communications must be guaranteed that are between legiti-
mate parties (Shafi, 2012) in all related processes such as
sensing, communication, or actuation (Wang et al., 2010), hence
ensuring that the source of any action that highly impacts the
system was originated and issued from a trusted party (Wood
and Stankovic, 2010). In other words, authenticity for CPS seeks
to validate both communicated parties and authenticate and
verify any related process (Wang et al., 2010). Though confi-
dentiality is ranked the first security objective for IT systems,
availability comes first for CPS, then integrity, confidentiality
and authenticity. However, authenticity should be ranked first
as other security objectives are built on it, and any failure to
ensure that the right parties are who they claim to be will mean
that other security goals will be useless. For example, if an un-
authorized (e.g. malicious) party successfully accessed the
system, confidential information will be released, and the in-
tegrity will not be satisfied since such a party can manipulate
information. Since, in most cases, there will be no human in-
teraction to ensure the authentication process of the connected
objects, a robust authentication mechanism must be in-
cluded to protect the system and make the correct decisions
for accepting or rejecting the received instructions and data
(Shipley, 2013). Thus, the most important security factor in CPS
is how to ensure proper access control to the system, known
as identity-based in traditional IT security (Kirkpatrick et al.,
2009).

Another difference between IT and CPS is that traditional
security techniques individually focus on addressing secu-
rity for system components rather than the interactions among
these components. Hence, the main goal is addressing safety
(absence of failure) issues rather than security (unauthorized
access). To some extent, security and safety analysis and so-
lutions of complex systems can be provided by traditional
techniques. However, new issues in such systems, such as
network heterogeneity, different component interactions, and
cyber connections are not successfully considered. An example
of such an issue is that a control parameter can be modified
as a reason of unsuccessful authentication process. Thus, a se-
curity attack happens without failure incidence in the system
(Nourian and Madnick, 2014). Hence, in some cases, a system
cannot be considered secure with the absence of failure. As a
result, applying traditional security techniques to CPS will not
fully protect against attacks. Hence, the prime security chal-
lenge is the need to consider interactions among CPS
components.
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Although the three IT security objectives (confidentiality,
integrity and availability) are necessary for CPS, they are not
sufficient by themselves. If a cyber-system is not accessible,
the physical processes will not be controlled, and the conse-
quences will be catastrophic (Lu et al., 2013), particularly for
real-time operations. For example, without a proper confiden-
tiality mechanism, secret data might be captured by an
unauthorized party; without an appropriate integrity mecha-
nism, critical data may lead to deception through false data;
without adequate availability, the system might not be acces-
sible when needed (Lu et al., 2014); without an authenticity
mechanism, received data might be sent from an attacker or
originated and issued from an unknown party. These four ob-
jectives are the four basic security goals of CPS.

As CPS perform different processes at various stages and
securing devices, data transmissions, applications and data stor-
ages and actuation processes are required. The following
subsections briefly describe these requirements.

3.1.1. Securing access to devices
Securing access to devices becomes the first challenge. If au-
thentication is not or is poorly supported, unauthorized objects
will gain access and manipulate the system (Konstantinou et al.,
2015), hence, neither trusting any underlying binary codes, nor
implementation at the application layers will be guaranteed.

3.1.2. Securing data transmissions
Data transmission security is required in order to detect im-
postors and malicious activities in CPS communication
networks and block unauthorized access. As an example, at-
tackers try to intercept the physical properties of system power
consumption and timing behaviors to analyze the data being
sent and received (Konstantinou et al., 2015). Some attackers
aim to disrupt networks by launching DoS attacks or inter-
rupting the routing topology (Raza, 2013).

Some terminal devices, which are not a complete com-
puter system, do not have high data processing and
communication abilities, or adequate storage capacities (Wang
et al., 2010). This makes these devices more vulnerable to pen-
etration. On the other hand, in Industrial Control System
terminals, connectivity, which relies on open networking stan-
dards, helps to improve system performance and reduces
operational costs. Although such terminals lead to more effi-
cient and effective operation, they expose the system to higher
possibilities of intrusions and malicious attacks, such as ma-
licious code (malware), distributed denial of service (DDoS),
eavesdropping and unauthorized access (Weiss, 2010). Another
factor which directly leads to vulnerabilities is that the de-
signing process is always constrained in processing time (speed),
hardware resources and power consumption. Moreover, em-
bedded systems are designed by experts who have limited
experience of security issues, and focus more on functional-
ity, error corrections and performance than security (Hu et al.,
2013).This, in turn, leads to vulnerabilities in the system, which
may leak secure information to unauthorized or undesired
users.

3.1.3. Securing applications
The application layer combines different applications and se-
curity challenges. Privacy protection matters faced at this layer

will not be addressed in the other layers where some secu-
rity challenges do not occur. Here, the private information of
users can be analyzed by attackers, leading to private data
leakage and privacy loss. Since this data might contain past
and present locations that the users visited, some data pro-
tection techniques regarding data protection at this layer include
location camouflage, anonymous space or space encryption.
In addition, many applications in this layer apply to users’ social
life, therefore need to be protected (Jing et al., 2014).

3.1.4. Securing data storage
Protecting stored secret data in CPS devices is important. Most
CPS devices, such as sensors, are tiny, wirelessly connected and
resource-constrained nodes (Raza, 2013). Although various soft-
ware based solutions use cryptographic techniques to encrypt
data in such devices, they are not sufficient due to the con-
straints of memory and weak processing capabilities of these
devices. As a result, lightweight security mechanisms are re-
quired (Lu et al., 2013).

3.1.5. Securing actuation
Actuation security means that any actuation actions must be
issued from authorized sources. This will ensure that the pro-
vided feedback and control commands are correct and protected
against adversaries (Wang et al., 2010).

As a result of using the Internet as a transmission layer in
CPS connections, Internet security issues will also be in-
volved. In general, security should be implemented for the entire
system as one end-to-end security scheme rather than for only
the operating security mechanism at each layer (Jing et al., 2014).
Moreover, heavyweight computations and large memory re-
quirements are currently the primary requirement of any
desired security solution (Stankovic, 2014).

3.2. Attacks on CPS

Attacks on CPS could result in severe damage to the physical
environment. Each layer of CPS is susceptible to either passive
or active attacks. Furthermore, CPS is vulnerable to more attacks
than traditional IT systems, which are not limited to CPS, but
to attacks from the used network, especially the Internet (Peng
et al., 2013), which is already employed as the transmission
layer. Perception layer attacks, for example, include attacks on
nodes such as sensors and actuators; transmission layer attacks
include data leakage or damage and security issues during data
transmission; application layer attacks include unauthorized
access leading to loss of user privacy (Lu et al., 2015).Thus, ana-
lyzing possible attacks and building a robust security
architecture are required. Although each layer is susceptible
to different attacks, some attacks could target all layers, and
according to Gou et al. (2013), Lu et al. (2015), Mitchell and Chen
(2014), Peng et al. (2013), Raza (2013), Suo et al. (2012), and Zhao
and Ge (2013), examples of these attacks include:

• Denial of Service (DoS): Alters behavior characteristics by
blocking traffic to make the network and the service un-
available by, for example, flooding a resource with false
requests, taking advantage of protocol vulnerability. More-
over, DDoS is a common attack that targets multiple
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resources, such as the end devices and the network, at the
same time, preventing access to information and services
(Ali et al., 2015; Zhao and Ge, 2013).

• Man-in-the-Middle (MITM): Sends a fabricated message to
a targeted resource which accordingly takes undesired
actions by, for example, controlling a primary function, based
on the received message which could cause an undesir-
able event. The network layer is also vulnerable to this type
of attack which, in some cases, is followed by eavesdrop-
ping (Ali et al., 2015; Mahmoud et al., 2015; Shafi, 2012).

• Eavesdropping: Intercepts any transferred data by the
system. For example, transmitting control information for
monitoring purposes in the CPS from sensor networks to
the applications could become susceptible to eavesdrop-
ping. Additionally, user privacy could also be breached as
the system is being monitored (Kao and Marculescu, 2006;
Shafi, 2012).

• Spoofing: Pretends to be a legitimate part of the system, then
attempts to be involved in system activities. After achiev-
ing successful access, the attacker will have access to
information and can perform any operation such as modi-
fying, deleting or inserting information (Shafi, 2012).

• Replay (playback): Retransmits a received packet from the
destination node, to attain the trust of the system (Zhao and
Ge, 2013). This type of attack can be launched by spoofing
and altering or replying the identity information of one of
the devices (Mahmoud et al., 2015).

• Compromised Key: Targets the secret key which is being used
for securing communication. This can be achieved by ana-
lyzing the required encryption time, also known as timing
(side channel) attack (Mahmoud et al., 2015; Zhao and Ge,
2013). The compromised key will then be used to modify
captured data and perform computational analysis to com-
promise other secret keys in the same system. In some cases,
an adversary could obtain access to sensors and force them
to perform engineering tasks to extract other inside keys.
In another example, an attacker could succeed in replac-
ing a sensor node and pertain as the legitimate version to
exchange keys with other nodes (Ali et al., 2015; Raza, 2013;
Wang et al., 2010), thereby, discovering other secret keys of
the involved nodes.

There are different kinds of risks at each level of the CPS,
and based on the CPS architecture shown in Fig. 1, common
attacks for each layer can be classified as follows.

3.2.1. Attacks at the perception layer
The perception layer consists of end devices, such as tags in
RFID and sensors, which are limited by the constrained com-
puting resources and memory capabilities. In addition, these
devices are mostly located in external and outdoor environ-
ments, resulting in physical attacks, such as tampering with
the devices’ components or replacing the devices. Hence, those
terminal devices are most susceptible to a variety of attacks
(Shafi, 2012). Common attacks at the perception layer include
equipment failure, line failure, witch, electromagnetic inter-
ference, perceptual data corruption (Peng et al., 2013), differential
power analysis (Zhao and Ge, 2013), information disclosure, in-
formation tracking, tampering, sensing information leakage (Gou

et al., 2013), physical destruction and energy-exhaustion attacks
(Bhattacharya, 2013). Common forms of these attacks are:

• Node Capture: Takes over the node and attains and leaks
information that could involve encryption keys, which is then
used to threaten the security of the entire system. This kind
of attack targets confidentiality, availability, integrity and
authenticity (Bhattacharya, 2013; Mahmoud et al., 2015; Zhao
and Ge, 2013).

• False Node: Adds another node to the network, attacking
data integrity by sending malicious data.This, in turn, might
lead to a DoS attack, by consuming the energy of the nodes
in the system (Mahmoud et al., 2015; Zhao and Ge, 2013).

• Node Outage: Stops nodes services, making it difficult to read
and gather information from these nodes, as well as
launches a variety of other attacks which affect the avail-
ability and integrity (Bhattacharya, 2013).

• Path-Based DOS: Sends a large number of packets, flood-
ing packets, along the routing path to the base station,
leading to battery exhaustion of the node and network dis-
ruption, consequently reducing the availability of the nodes
(Bhattacharya, 2013).

• Resonance: Forces compromised sensors or controllers to
operate at a different resonant frequency (Alvaro et al., 2009).

• Integrity: Tries to inject external control inputs and false
sensor measurements, wishing to disrupt the system (Ali
et al., 2015; Mo and Sinopoli, 2012).

3.2.2. Attacks at the transmission layer
Attacks on this layer are in the form of data leakage during
the information transmission. This occurs as a result of the
openness of the transmission media, especially in wireless com-
munication. Such attacks capture a transmitted message
through radio interface, modify and retransmit it, or ex-
change information between heterogeneous networks, hence
impersonating the legitimate user. Also, other factors, such as
remote access mechanisms among massive amounts of
network nodes that could cause traffic congestion, would in-
crease the chance of being attacked (Mahmoud et al., 2015; Peng
et al., 2013; Shafi, 2012). Common attacks at this layer include
response and Sybil, traffic analysis, tampering, exhaustion, col-
lision, black hole, flooding, trap doors, sink node, direction
misleading sinkhole, wormhole, wrong path selection, tunnel-
ing (Peng et al., 2013; Raza, 2013) and illegal access (Gou et al.,
2013; Mitchell and Chen, 2014). The following examples are
common forms of attacks at the transmission layer:

• Routing: Creates routing loops that may result in resistant
network transmission, increased transmitting delay or ex-
tended source path (Raza, 2013; Zhao and Ge, 2013).

• Wormhole: Makes information holes in the network by an-
nouncing false paths through which all the packets are
routed (Gaddam et al., 2008).

• Jamming: Jams the wireless channel between sensor nodes
and the remote base station to introduce noise or a signal
with the same frequency. This attack could lead to DoS by
creating intentional network interference (Li et al., 2013;
Maheshwari, 2016; Raza, 2013).

• Selective Forwarding: Makes a compromised node to drop
and discard packets, and forward selected packets. In some
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cases, the compromised node stops forwarding packets to
the intended destination or only forwards chosen mes-
sages and discards all other packets while this node is
considered as legitimate (Raza, 2013).

• Sinkhole: Announces the best routing path to be used to
route the traffic to other nodes. This attack could be used
to launch other attacks, such as selective forwarding and
spoofing (Raza, 2013).

3.2.3. Attacks at the application layer
As a large amount of users’ information is gathered at this layer,
attacks here result in data damage, privacy loss such as user
habits and health conditions, and unauthorized access to
devices (Peng et al., 2013). Common attacks at the applica-
tion layer include user privacy leakage, unauthorized access,
malicious code, database and control command forgery attacks
(Lu et al., 2015; Peng et al., 2013; Suo et al., 2012). Common ex-
amples of attacks at this layer include:

• Buffer Overflow: Takes advantage of any vulnerabilities in
the software that lead to buffer overflow vulnerabilities and
exploit it to launch attacks (Zhao and Ge, 2013).

• Malicious Code: Attacks the user application by launching
various malicious codes, such as viruses and worms, and
causes the network to slow down or cause damage (Suo
et al., 2012).

3.3. Risk assessment

With increased CPS usage in many sensitive fields (e.g. Medical
Healthcare and Smart Homes), security has become an urgent
issue and poses a need for an adequate risk assessment method
(Lu et al., 2013).The security focus of risk assessment has trans-
ferred from computer risk assessment to network risk
assessment, especially with extensive dependence on the In-
ternet (Peng et al., 2013). The goal of assessing CPS security is
to have a quantified form of risk that can be employed in future
system protection. However, most of the efforts and studies
focus on the enterprise systems which are not directly related
to CPS (Zalewski et al., 2013). Since CPS security, to a great
extent, is different from traditional IT systems, the security fea-
tures are also different. For example, standardized protocols
and technologies, insecure interconnections and interchanged
information are the main risk factors for ICS (Stouffer et al.,
2011).The CPS risk assessment model can be divided into three
steps: (1) defining what will happen to the system; (2) evalu-
ating the probability of the event; and (3) estimating the
consequences. Furthermore, three elements should be taken
into account when making CPS risk assessment: asset (value),
threat and vulnerability identifications (Lu et al., 2013).

3.3.1. Asset identification
An asset, which refers to a resource value that needs to be pro-
tected (Gamundani, 2015), can be a tangible presence (e.g.
medical devices, business facilities, equipment activities, edu-
cational facilities, operations, or information) or an intangible
presence (e.g. information about a company, or reputation of
an association). In fact, most assets are intangible; thus, assets
have a direct value for many daily transactions and services

and so should be protected. Additionally, asset quantization
can be estimated from direct and indirect economic losses and
the resulting damage (Stouffer et al., 2011). The value assess-
ment process includes identifying the defense layers, critical
assets, and the core (essential) functions of the system, as well
as determining the asset value rating (Moteff, 2005). CPS assets
can be divided into three parts: physical assets, cyber assets
and interactions with other systems. The essential difference
between CPS assets and classical IT assets is that the inter-
communications of CPS are complex, intangible and
interconnected with other systems.

3.3.2. Threat identification
This step is used to help identify risks that are a high priority
concern in the field of CPS, which is not an easy mission. His-
torical data can be used to quantify the frequency of the threat
while sampling records and logs in the Intrusion Detection
System (IDS) can be used to determine the frequency of the
risk, logs and many other methods (Lu et al., 2013). IDS tech-
niques are out of the scope of this paper, however, Mitchell and
Chen (2014) present a comprehensive literature review that clas-
sifies new CPS IDS techniques, presents research directions,
and summarizes the most studied CPS IDS techniques in the
field.

3.3.3. Vulnerability identification
Vulnerability is defined as any existing weakness that could
be exploited for spying purposes by an adversary to eaves-
drop on or harm the value of an asset. It is also defined as a
condition or environment that can be exploited by an adver-
sary to assault or damage systems (Lu et al., 2013). A
vulnerability assessment is an analysis process of a system and
its functions, identifying weaknesses and determining appro-
priate corrective actions or mitigations that could be designed
and implemented to reduce or eliminate any vulnerabilities
(Moteff, 2005).

CPS vulnerabilities are generally divided into three: network,
platform and management. Network vulnerability involves con-
figuration, hardware and monitoring vulnerabilities (Lu et al.,
2013). Platform vulnerability includes configuration, hard-
ware and software vulnerabilities as well as deficiency of
protection measures. Management vulnerability is most related
to the lack of security policies. Vulnerability quantization can
be obtained through a different mechanism such as the pre-
vious expert evaluating methods, comparing with historical
records or best experiences in industries (Gamundani, 2015).
Eliminating or preventing all risks is a difficult mission, if not
close to impossible. Accordingly, least cost methods are usually
adopted to reduce the risks to an acceptable level.

4. CPS security analysis

As CPS combine cyber and physical processes, there is an in-
crease in the number of challenges that CPS should be
considered when designing a security mechanism for such
systems. Furthermore, the environment is continuously chang-
ing, and connected devices can be dynamically joined in
different places (Mahmoud et al., 2015), which increases the
complexity of the required security protection.
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Challenges that could be faced in designing a security
mechanism include prevention, detection and mitigation. Pre-
venting the attack is a challenge due to the interaction space
between cyber and physical systems (Gaddam et al., 2008). Some
attackers do not only depend on direct vulnerabilities but also
try to launch cross-layer attacks. Detecting attacks is the most
difficult task since there is an interaction between cyber and
physical space which needs detection techniques to be built
for all layers of the CPS, including the application, transmis-
sion and perception layers. The major challenge is to design
a security mechanism that can mitigate the effects resulting
from breaching the system in the case of exceeding the pre-
vention and detection security phases.

4.1. Security requirements

The security challenges in CPS can be classified into two cat-
egories: (1) the resulting challenges from heterogeneous
technologies that are connected to implement the required
functions; and (2) the resulting challenges from the applied se-
curity functions to achieve the necessary security. Because of
its vast connectivity to the Internet, CPS security architec-
ture will include, for example, all the security issues in the
Internet, WSN and Mobile Communication Networks. CPS do
not have uniform execution or computational processing ca-
pabilities to achieve high-security requirements, as in traditional
IT (Zhang et al., 2011). Thus, it is very challenging to adopt any
consolidated security mechanism based on a dynamically
changing environment.

Most of the security proposed solutions try to address dif-
ferent security issues at each layer. Although such approaches
might help in securing the desired part of the system, the risks

might come through other parts of that system. To overcome
this issue, a security architecture of CPS is used to protect se-
curity through all layers, such as information collection,
transmission, and processing, from the bottom layer to the top
layer (Zhang et al., 2011). Table 1 with data adopted from Bhabad
and Scholar (2015), Lu et al. (2015), Suo et al. (2012), and Zhao
and Ge (2013) shows most of the security requirements at each
layer of the CPS as well as the security techniques that should
be taken into consideration in designing any security solutions.

In the following subsections, we present a bottom-up analy-
sis of the security requirements for each layer of the CPS since
there are many security concerns at each layer that should be
considered in order to protect such systems against attacks.

4.1.1. Security analysis at the perception layer
The primary target of this layer is object perception, identifi-
cation and data collection (Jing et al., 2014). However, the
number of connected devices results in additional security vul-
nerabilities. Attacks against such devices, with limited
capabilities and usually connected through the Internet com-
monly using less secure wireless media, might easily achieve
access to sensitive data, launch malicious programs and block
access in some cases (Zhang et al., 2011). Thus, it is highly im-
portant to protect such devices and prevent any disclosure of
information. Installing new devices, mostly located in exter-
nal and outdoor environments, can also be one way that could
be exploited by attackers to disclose information or analyze
the system situation, resulting in physical attacks, such as tam-
pering with the device components or replacing a device with
another. Hence, adding any new device is another important
issue that should be considered (Mahmoud et al., 2015).

Table 1 – Summary of CPS security.

CPS layer Components Objective Security issues Security
parameters

Countermeasures
mechanisms

Perception
layer

– RFID tag
and readers

– WSN
– Smart Card
– GPS

– Information
collection

– Terminal Security
– Sensor network security
– Node reputation
– Privacy

– Authentication
– Confidentiality
– Trust

management

– Certification
– Access control
– Authentication
– Data encryption
– Lightweight encryption
– Sensor data protection
– Key agreement
– Environment monitoring
– Secure routing protocol
– Trust management

Transmission
layer

– Wireless
networks

– Wired
networks

– Computers
– Components

– Information
transmission

– Large number of nodes
– Network routing
– Networks security
– Internet security
– Heterogeneous

technology

– Integrity
– Availability
– Confidentiality
– Identity

authentication

– Robust routing protocol
– Hop by hop data encryption
– Across Heterogeneous Network

Authentication and key agreement
– Network access control
– Attack detection mechanism

Application
layer

– Intelligent
devices

– Information
analysis
– Control

decision
making

– Information processing
– Access control problem
– Information interception
– Privacy
– Safety

– Privacy
– Authentication

and key
agreement

– Cloud security

– End to end encryption
– P2P
– Intrusion detection
– Trust management
– User authentication and

authorization
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Many physical layer devices lack authentication support,
which in turn allows unauthorized access and discloses private
information or installs malicious programs which might harm
the system (Konstantinou et al., 2015). However, applying au-
thentication to such devices is very challenging for many
reasons; for example, many objects and entities with limited
capabilities are involved. A suitable mechanism for achieving
authentication at this layer is encryption. However, it is not ap-
plicable, in some cases, to implement sufficient cryptographic
functions on constrained devices (e.g. sensors, contactless smart
cards and health-care devices) due to the limitation of their
resources (Katagi and Moriai, 2008). This results in the need
for a lightweight authentication solution, given the limited com-
puting capability of field devices, which is the focus of current
research (Lu et al., 2014).

To summarize, authentication and access control pro-
cesses would block access from invalid nodes, protecting against
physical attacks; data encryption will protect data confiden-
tiality and disclosure of private data during data transmission.
The focus in the following two subsections is on the security
analysis of RFID and WSN technologies as they are the most
widely adopted communication technologies at the percep-
tion layer.

4.1.1.1. RFID security analysis. RFID is a wireless technology
that remotely stores and retrieves data on devices. The main
advantage of using RFID is that the target device can be iden-
tified without manual interaction. Even though RFID technology
has accurate real-time features (Jing et al., 2014), many RFID
tags do not include any security mechanism and the others
that may provide security use hashing techniques or tradi-
tional symmetric approaches due to the constraints of power
limitations, processing capabilities, and storage (Wood and
Stankovic, 2010). Although RFID is broadly used and widely
adopted, it poses many security issues that include uniform
coding, the result of not having uniform standards which might
prevent access by the reader; conflict collision, the result of
transmissting data by multiple multiple RFID tags at the same
time, which may cause reader disabling; privacy protection, as
a result of using low-cost RFID tags, which have limited re-
sources (e.g. weak computational capabilities and low storage);
and location privacy, the result of revealing the tag position
by achieving tag ID information and tracking the holder loca-
tion (Jing et al., 2014).

With all the mentioned security weaknesses, RFID is still
seen as a necessary part of CPS because it can achieve many
operations including detecting changes in physical and envi-
ronmental objects, direction of movement and velocity,
temperature, humidity, gas and light sensing (Zhang et al., 2011).
Regarding security issues, device authentication is an impor-
tant goal and implementing a robust authentication mechanism
requires tags with appropriate storage and computational ca-
pabilities. However, low-cost RFID tags do not have the required
specification to implement robust security mechanisms (Jing
et al., 2014). Thus, it is difficult to implement any of the widely-
used security mechanisms (e.g. SSL, IPSec, PKI or Diffie–
Hellman key exchange) due to the resource limitation of RFID
(Premnath and Haas, 2015).

Uniform coding, conflict collision, privacy protection and lo-
cation privacy are the four RFID security challenges.Thus, there

is a need for a uniform encoding standard, conflict collision
detecting and avoiding and lightweight data privacy protec-
tion. In RFID, integrity, authenticity and confidentiality can be
accomplished using lightweight cryptographic algorithms and
transmission protocol technology (Zhao and Ge, 2013) which
is suitable for limited resources.

4.1.1.2. WSN security analysis. WSN, also called Wireless Sensor
and Actuator Networks (Wu et al., 2010), are distributed sensors
for monitoring the physical environment or environmental con-
ditions, such as temperature, gas indicator and pressure. They
are also defined as self-organizing networks with dynamic
network topology and widely distributed multi-hop wireless
networks. WSN have limited resources, such as low memory
storage, computational capabilities (e.g. 8-bit or 16-bit proces-
sor architecture (Jing et al., 2014), 8 MHz clock frequency) and
limited energy resources (battery) in addition to vulnerable radio
conditions and minimal direct human interaction, which will
be reflected in the ability to perform any security mecha-
nism (Sheng et al., 2013).

Current research focuses on the authenticity and integrity
of sensor data while disregarding confidentiality because the
data can be sensed by an attacker’s replaced device (Suo et al.,
2012). One of security concerns related to sensor nodes is the
mutual trust among sensor nodes, especially external nodes,
for securing data transmission (Lu et al., 2013); in some cases,
sensor nodes are deployed in an open environment and are
not periodically monitored and may be susceptible to physi-
cal attacks. The main issues that are still not effectively solved
when applying cryptographic algorithms are supporting a newly
added node using the key pre-distribution method; storing and
allocating keys; and consuming less energy by cryptographic
algorithms (Jing et al., 2014).

To perform the security objectives for CPS, cryptographic
algorithms, key management, secure routing and trust man-
agement can in sequence solve or eliminate the security
challenges of WSN. The two types of cryptographic algo-
rithms, asymmetric and symmetric, have been applied in WSN.
However, each of these types has benefits and drawbacks. While
symmetric encryption is widely adopted since it needs fewer
computational calculations than asymmetric encryption, key
exchange protocol has problems such as the complexity of key
exchange protocol and key confidentiality (Jing et al., 2014).

The alternative method, asymmetric encryption (public key),
is considered since it provides higher security with the fol-
lowing benefits: good scalability, proper node authentication
and better security for the selected network (Suo et al., 2013).
The public key cryptography will be the best option for the
future, and the research will be focused on optimizing the com-
putational processes and the used parameters (algorithm
parameters).

A lightweight cryptographic algorithm that is suitable for
sensor nodes has not yet been achieved (Suo et al., 2012). Ul-
timately, each of the asymmetric encryption and symmetric
encryption approaches has features; however, overcoming all
security challenges in WSN cannot be achieved by applying only
one such approach (Jing et al., 2014). Hardware with opti-
mized power consumption and optimum developed software
authentication and symmetric encryption techniques can be
suitable. Although asymmetric cryptography with 1024-bit keys
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can be applied to ad hoc networks, it is not appropriate for WSN
devices that have limited memory and computational capa-
bilities. As an alternative, lightweight symmetric encryption
techniques in addition to hashing can be applied and are the
focus of most studies. Also, some enhanced asymmetric cryp-
tographic techniques (e.g. elliptic curve cryptography (ECC)) can
be afforded by devices with limited capabilities (Wood and
Stankovic, 2010).

Key management, which includes generating, distribut-
ing, storing, updating and destroying the secret key, is the
second important factor of WSN security. The secret key is
mainly used to protect the communication channels among
the nodes through the encryption process. In addition, pro-
tecting data confidentiality and integrity mostly depends on
public key cryptography for which many protocols have been
proposed. There have been many key distribution schemes,
mainly developed by using symmetric cryptography that
depends on the characteristics of sensor networks. These
schemes fall into four primary key distribution protocols: simple
key distribution, key pre-distribution agreement, dynamic key
management, and hierarchical key management (Zhao and Ge,
2013). Thus, a need emerged for developing cryptographic key
distribution approaches based on asymmetric cryptography as
a network authentication protocol (Wood and Stankovic, 2010).

Applying a traditional routing mechanism in wireless net-
works will not be sufficient since most such protocols were
mainly designed for wired networks. End-to-end authentica-
tion protocols, for example SSH and SSL, need to include
certification among nodes for WSN. As a result, the focus of
security in WSN was turned into using asymmetric encryp-
tion such as Elliptic Curve and NtruEncrypt (an encryption
algorithm) cryptography. Trust management of nodes in WSN
is mainly used for security issues of open networks. In addi-
tion to applying any authentication algorithm for sensors, it
should also include trust security and privacy implementa-
tion among sensors and base stations. In this way, trust
management will be involved in all network nodes and should
be able to make a balance between limited resources and
network security (Jing et al., 2014).

An authentication protocol that is designed specifically for
WSN devices, with low storage and processing capabilities, is
required. In many research studies, the focus is on only one
aspect of security issues in WSN, and to strengthen their se-
curity, there should be a framework that includes the above
four mentioned factors of robust cryptographic algorithms, key
management, secure routing protocols, and trust manage-
ment, each of which should be lightweight.

4.1.2. Security analysis at the transmission layer
While networks are widely used in many fields in connecting
devices and bringing convenience to users, they expose various
security concerns and can be easily attacked or eavesdropped
on by assailants (Konstantinou et al., 2015). For instance, wire-
less accessibility provides users with significant convenience
whereas attackers can interact with the network and cause
some damage or steal valuable information (Stouffer et al.,
2011). CPS communication, which introduces machine to
machine communication, differs from that in the Internet,
which is restricted to machine to human.

The existing network security architecture was not princi-
pally designed for machine communications (Zhao and Ge, 2013)
(e.g. communication between devices in the CPS). Machine to
machine data transmission poses security issues due to lack
of compatibility among connected devices.These security issues
cannot be solved using current network protocols that are
mainly designed for use in the Internet. Although such pro-
tocols still provide some protection mechanisms, they are not
the optimum solution. Attacks can employ any resulting weak-
nesses of heterogeneously connected devices to gain access
to users’ information, which can be then used for malicious
activities (Mahmoud et al., 2015).

For protecting the devices in the used network, it is very
important to protect the network itself. Devices should have
the ability to be enabled to detect any abnormal behavior or
situation that may affect the security of the system.This needs
the implementation of a robust transmission protocol as well
as software with Intrusion Detection at the devices’ side. The
security at the transmission layer can be divided into two types.
The first comes from the connected devices and the second
type comes from related technologies and resulting faults of
the designed protocols through the implementation process.
In wireless networks, the nodes are allowed to move dynami-
cally without former authentication, resulting in more
vulnerabilities that can be maliciously used to affect the se-
curity of the used network.

4.1.2.1. Network access. Accessing networks can be achieved
using an ad hoc network or wireless networks. An ad hoc (peer-
to-peer) network is a non-centric network in which
communication among nodes does not need a base station (Jing
et al., 2014). In this type of network, changes in the nodes can
be easily adapted to a certain degree. Most security threats in
this kind of network come from the radio channel, which can
be eavesdropped on by attackers. The common security chal-
lenges in this network are unauthorized node access, data
security and network routing security. An appropriate solu-
tion to the unauthorized node access can be achieved by
enforcing authentication and authorization techniques. A suit-
able solution to the data security can be obtained by using
authentication and encryption key management mecha-
nisms. The solution to the routing security can be realized by
implementing encryption mechanisms.

Wi-Fi network, also known as IEEE802.11, is the most widely
used wireless network. It is a centric network in which the com-
munication among nodes is accomplished through fixed bridges
(base station) such as a wireless local area network. Any ter-
minal device can wirelessly connect and communicate with
applications through the Internet via Wi-Fi networks. Despite
the convenience provided by Wi-Fi technology, there are many
security issues, including DOS and unauthorized access attacks
as well as the attacks mentioned in Section 3.2.2. To over-
come such security concerns, access control and network
encryption are used (Jing et al., 2014).

4.1.2.2. Network encryption mechanisms. There are two en-
cryption mechanisms: hop-by-hop and end-to-end. In the hop-
by-hop encryption mechanism, information is encrypted in the
transmission process. This method needs to keep plaintext in
each node in both the processes, encryption and decryption.
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In end-to-end encryption, information can only be seen by the
sender and the receiver and through all the transmission pro-
cesses and forwarding nodes, data are encrypted.

If only the links among nodes need to be protected, the hop-
by-hop encryption mechanism can be adopted. Although using
this approach provides some features, such as high effi-
ciency as well as low cost and latency, each node can decrypt
the data. Thus, these nodes must be trusted (Suo et al., 2012).
Furthermore, in this case, the security responsibility will be on
the application process at the nodes. The end-to-end encryp-
tion mechanism provides many advantages, such as only the
sender and receiver can read the messages and no eavesdrop-
per can access the cryptographic keys needed to decrypt the
enciphered data. However, it is very challenging to imple-
ment this method, especially when having limited end devices
such as sensors. For example, SSL/TLS protocol operates end-
to-end and allows setting some required security capabilities
among the clients and servers (Wood and Stankovic, 2010).

Networking security is a multi-layered security system (Jing
et al., 2014), and the primary network challenges in CPS come
from wireless networks (Ali et al., 2015). To build a robust
network security mechanism, there is a need for solid end-
to-end authentication and key agreement, cross-domain
authentication, cross-network authentication, and secure
routing mechanisms.To prevent illegal node access and provide
secure network routing, identity authentication should be con-
sidered to enhance data integrity and confidentiality.

Security architecture could be composed of two sublayers:
point to point security, securing hop-by-hop transport secu-
rity such as across network certification and mutual
authentication; and end-to-end security, securing communi-
cations between one device/system to another. Hop
transmission data could be secured by the first sublayer while
data confidentiality and network availability could be secured
by the second layer (Lu et al., 2013). Taking into consideration
that most classical communication security techniques are not
principally designed for heterogeneous applications (Wang et al.,
2010), a new developed secret approach for heterogeneous ap-
plications is needed. It is important to take into consideration
capacity and connectivity issues (e.g. address space) that may
result in network congestion and redundancy. IP technology
is not suitable for a large number of connected nodes. As a
result, IPSec protocol, which provides authentication and en-
cryption abilities, is being widely adopted (Zhao and Ge, 2013).
This protocol is commonly used in establishing secure Virtual
Private Networks among network peers (Wood and Stankovic,
2010). Because of constraints in using IP protocol, especially
in CPS, 6LoWPAN protocol has been proposed and is used in
a compression version of the IPv6 packet header. However, an
aggravating overhead resulting from the residual overhead is
still the main issue of this protocol (Sheng et al., 2013). Some
established solutions of communication security include TLS/
SSL, which can provide integrity, authenticity and
confidentiality; and Internet Protocol Security (IPSec), which
can provide integrity, authenticity and confidentiality in each
layer (Suo et al., 2012).

4.1.3. Security analysis at the application layer
This layer includes many applications, each of which has its
own vulnerability that can affect CPS security. In addition,

gaining user privacy protection and sensory data hierarchi-
cal access are the prime challenges for the application layer
(Wang et al., 2010). This layer may contain different applica-
tions such as services and industrial monitoring as in Smart
Homes and Smart Cities. The main security concern is the vul-
nerabilities that might result from the design which can be
exploited by adversaries to attack the system. Thus, mali-
cious code or software can be launched to affect system security.
Another security concern can be a result of integrating various
techniques, which might impede data processing, resulting in
a bottleneck in the system. These security issues can affect the
availability and reliability of the system (Bhabad and Scholar,
2015). Some references, such as Atzori et al. (2012), mention
trust as a part of security. However, security does not require
the existence of trust, and incorporating trust in the system
is a complex process and produces overheads.

Security at the application layer includes information
accessing, user authentication, information privacy and col-
lapsing used data links, platform stability and management
(Jing et al., 2014). Moreover, each application has its security
requirements, and there is an increased demand for provid-
ing such requirements since the application of important
and sensitive systems, which are being monitored and con-
trolled in real-time, is growing (Wood and Stankovic, 2010).
In fact, the number of complex security issues that needs to
be considered depends on the type of application (Zhao and
Ge, 2013). Hence, it is difficult to design applications which
are fully trusted among themselves without taking into
account the underlying executed operations of the system,
such as connectivity and data generated by CPS (Trappe
et al., 2015). Another issue is that different industry stan-
dards have different CPS applications. Currently, no global
standard governs the interaction and development of appli-
cations of the CPS application layer, which enhances the lack
of security (Krco et al., 2014; Mahmoud et al., 2015). This
means that different security needs are required for different
application environments (Zhao and Ge, 2013).

When designing CPS applications, there are many secu-
rity issues that should be considered, including: different
authentication mechanisms for various applications, which
make integration very complex when guaranteeing identity au-
thentication; a large number of connected devices and shared
data that result in large application overhead, which will be
reflected in the availability of the provided services by such
devices; the large number of users who interact with the ap-
plications; the amount of data revealed and more responsibility
for application management (Mahmoud et al., 2015).

5. CPS security solutions

The importance and requirement of security are different from
one application to another. For example, in Intelligent Trans-
portation and Intelligent Medical, data privacy is most important
requirement whereas in Intelligent Urban Management and
the Smart Grid, data authenticity is more important.There have
been many efforts to produce a secure CPS model. Some se-
curity solutions and modeling techniques to address security
in CPS are presented in this section. The following two sub-
sections present CPS security solutions based on the considered
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layers in the proposed solution. Section 5.1 lists the individu-
ally provided solutions per layer, and Section 5.2 lists proposed
solutions as frameworks that consider different solutions at
each layer.

5.1. Single-layer solutions

Regarding key management for encryption techniques, in Yang
et al. (2006) an improved identity-based key distribution scheme
for WSN using ECC key management is proposed. A study of
using small cryptographic keys in asymmetric encryption for
WSN is presented in Premnath and Haas (2015). This study
shows that, to a great extent, there is a decrease in the com-
putational processes by using smaller key sizes among nodes.
It also provides a key breaking cost estimation in a situation
of limited available resources (cost in dollar and time in a
number of days), and a trade-off between the required time
of privacy protection against the processing load for a node.
The results show that using a small 1024-bit public key modulus
requires a node to perform only 3.1% of the computations rela-
tive to a typical 3248-bit modulus. This study also provides an
estimation of the required number of days that are needed by
an adversary to break different small-sized keys used in the
communication between the node and household Smart Meters
and utility company servers.

A lightweight authentication protocol is proposed in Trappe
et al. (2015) for securing RFID tags to prevent attackers from
gaining access to the network by sniffing the Electronic Product
Key of the victim tag and programming it to another tag. Also,
to prevent attacks, this protocol can ensure mutual authenti-
cation among RFID readers and tagged items with low overhead
on devices. In Wang et al. (2011), the authors propose cyber-
physical enhanced secured WSN that integrate cloud computing
for u-life care architecture as well as healthcare application.
Monitoring and decision making are also provided in the same
system. This architecture combines three fundamental parts:
communication, computation and resource scheduling and
management. The security core is a combination of a source
sensor node with an encrypted random number for provid-
ing protection against attacks. The focus of the security core
is on enhancing WSN and integrating them into cloud com-
puting. This research provides analysis and explanation for the
proposed models such as real-time scheduling, security models
and cloud computing.

To enhance security for a Smart Grid, which fundamen-
tally depends on three critical security requirements
(authentication, authorization and message integrity) a light-
weight two-step mutual authentication scheme for distributed
Smart Meters at different hierarchical networks is proposed
in Fouda et al. (2012). Shared key session exchange is achieved
using Diffie–Hellman exchange protocol, and the messages
among Smart Meters are authenticated using the shared session
key and hash-based authentication code technique.

From the perspective that there is a need for a multi-
factor authentication for CPS devices, a new hardware-based
security technique for CPS is presented in Kirkpatrick et al.
(2009), which is specifically for devices with limited comput-
ing power.This method uses the Physically Unclonable Function
(PUF), also called the Physical Random Function, for device
access restriction with assigned keys. PUF is a function that

provides a unique value depending on the physical proper-
ties of the hardware of the used device.This mechanism is used
as a unique identifier to certain devices as a zero-knowledge
identity proof.This approach depends on the fact that the physi-
cal limitations of manufacturing devices introduce minor
differences among any copies of the same hardware, which
gives each device a unique identity that can be identified by
the PUF value.

PUF is implemented in the hardware, such as using SRAM,
to unambiguously identify the devices. In addition, this tech-
nique can be utilized for location base access control and
encryption. The advantage of using PUF is that it produces a
unique value, which, for each hardware instance, is the same
as repeating the PUF implementation on the same device.Thus,
the PUF can be used to confirm the unique identity of CPS
devices, ensuring the integrity and authenticity of the con-
nected device. PUF can also be used for creating unique
cryptographic keys. The common usage of this technology is
in securing the storage of cryptographic keys. Since they will
be bound to the hardware, it would be difficult for an adver-
sary to obtain these keys.

Another approach for enhancing security is by including IDS
techniques. Considered one of the technologies for discover-
ing adversaries in the transmission layer, this can timely
monitor node behavior to identify any suspicious behaviors
(Zhao and Ge, 2013). As mentioned in Section 3.3.2, IDS is out
of the scope of this paper, but the reference Mitchell and Chen
(2014) presents a comprehensive literature review regarding re-
search directions in CPS IDS techniques, and summarizes the
most studied techniques in the field.

5.2. Multi-layer solutions

Dealing with a single measure, such as the listed solutions in
the previous subsection, might not be enough in solving the
security issues, which should be considered from a multi-
measure perspective. Moreover, fulfilling security in one layer
will not satisfy the required security objectives, such as imple-
menting a robust security solution at the sensor level of a
system with a weak application layer. Therefore, there should
be cooperation among the three layers of the system and cross-
domain security solutions. As the security for CPS will not be
entirely accomplished by individually implementing a single
solution in each layer, some researchers focus on developing
security solutions as a framework for all CPS layers together.
However, each layer has different requirements which, in turn,
lead to the increased complexity of any produced solution.Thus,
the focus must be on developing an alternative mechanism to
fit limitations in used devices.

An off-line authentication mechanism that relies on a Com-
bined Public Key (CPK) is presented in Zhang et al. (2011). The
main objective of this mechanism is to solve the security issues
that are related to cross-domain authentication with massive
data sets of authentications. The proposed security architec-
ture provides security preservation for sensor data, tag privacy
and data transmission. The applied approach includes authen-
tication validity of the integrating nodes as well as identification
distinction. In order to improve cyber security, the three layers
(application, transmission and perception) are taken into con-
sideration for constructing the trusted system. At the application
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layer, trusted access control is used to enhance legal access,
uniquely validate the connected devices and ensure the process
of non-repudiation. Then, code authentication trusted thread
and process are performed to save the runtime in open and
unsafe network environments. After that, a trusted database
is used to provide data access mutual authentication. The pro-
posed authentication mechanism eliminates the need of relying
on third party certification. At the transmission layer, a CPK
special communication chip is embedded with wireless-
oriented or wired communication equipment; thus, avoiding
the need for certification from a third party. At the percep-
tion layer, tags are embedded with Elliptic Curve Cryptographic
(ECC) algorithms to provide authorized access, and used with
the CPK, which is identity-based authentication, to provide fast
authentication.

A security analysis of the CPS is presented in Neuman (2009),
which provides some of the characteristics, such as distrib-
uted management and control, feedback, real-time
requirements, and geographic distribution, that should be con-
sidered in designing security solutions. The focus of this study
is on the physical control of the CPS, with given suggestions
for protecting communication channels, real-time require-
ments, and applications. A security framework for CPS, as
proposed in Lu et al. (2014), provides a comprehensive analy-
sis regarding three aspects of security objectives, security in
specific CPS applications, and security approaches. However,
this study does not consider authenticity in CPS security ob-
jectives, which is a major factor.

Vegh and Miclea propose a method of designing a secure
cyber-physical system model (Vegh and Miclea, 2014) by com-
bining both cryptography and steganography. The authors
propose a modeling security framework through hierarchical
access to information to increase the security level.This method
involves encrypting and hiding data, and hiding the secret key
in a different cover file. It is considered that the pattern of com-
bining security algorithms in the same system will enhance
required data protection in CPS.This system is built on a multi-
agent idea, and each agent has incomplete decentralized data
to solve the tasks. This implies that each agent (user) has a
local view of the system and has no chance to view the entire
information of that system. For example, tree root has full
access to the information inside the system, while the rest have
limited access. Hierarchical access to information gives some
access restriction to information. The ElGamal algorithm, as
used in the proposed system for securing CPS, has three main
stages: key generation, encryption, and decryption.

Trust, the probability of performing the required actions by
objects, is not considered by many researchers. Ali et al. (2015)
proposes a trust-based approach with two-tier blankets, which
consist of internal and external trust layers, to create a reli-
able and secure CPS. For ensuring secure and reliable
communications in CPS, the authors take into consideration
the following points: users’ authentication prior to joining the
network; a trust relationship between different nodes of the
CPS; joining malicious nodes that may attack the key nodes
of the CPS (sensors or actuators); and reconfiguring the CPS
system in a situation of aggression. The idea of the proposed
approach is to involve security as an integral part of CPS ar-
chitecture rather than applying it as a complementary solution.
In addition to CPS security objectives, the authors consider a

trust-oriented approach as a fifth objective that will enhance
the security target.

Taking into consideration that devices can physically move
from one holder to another, Xie and Wang (2014) discuss the
importance of trust among users with proper permissions and
access control.This work presents a mutual trust idea for inter-
system security, which can be implemented by creating an item-
level access-control framework. This trust is based on key
creation and a token that is created by the owner or the manu-
facturer of the RFID and assigned to the device. When assigning
this device to a new user, permission can be changed by the
owner or the device itself. Thus, the permission of the device
can be substituted between the previous user and the new user,
without extra overhead. This process aims to reduce the over-
head of assigning keys, which are generated by the
manufacturer of the RFID device, by an entitlement system.
A CPS security framework is presented in Lu et al. (2013) based
on three layer architecture: interpretation (perception), trans-
mission (network), and cyber (application). Multiple security
mechanisms are set in the information (cyber) field using a hi-
erarchical network structure to increase security levels, whereas
control domain security is treated by, for instance, using dis-
tributed estimation or tolerant control. This method primarily
provides a security framework for CPS, depending on poten-
tial threat analysis. A risk assessment operation is taken into
consideration from the perspective of assets (values), threats,
vulnerabilities and damage.

Wang et al. (2010) propose a context-aware security frame-
work for general CPS, which is a set of environmental situations
and settings to determine the behavior of a user or an appli-
cation’s event. The proposed security framework comprises
three essential security parts: sensing, cyber and control. This
framework uses parameters to determine the behavior of the
system, situational information and environmental situa-
tions to calculate the level of security of the system and to
improve information security decisions. It makes relevant
context information that is integrated into multi-security mea-
sures, for example, encryption, key agreement and access
control, to make an adapted CPS security for the physical en-
vironment. The main objectives of the proposed context-
aware security framework are confidentiality, availability,
integrity and authenticity. This method categorizes the func-
tion of CPS into the following four stages: monitoring physical
processes and the environment; networking, which includes
data aggregation and diffusion; computing to collect and analyze
data during the monitoring phase; and an actuating stage to
execute the determined action in the computation stage. The
aim of this method is to make a security mechanism for CPS
that dynamically adapts to the physical environment.

6. Discussion and future research areas

As listed in Section 3.2, each layer of the CPS faces the threat
of many attacks. Handling each attack singly will not help, but
will burden or exhaust system resources. Much work has been
accomplished in the field of CPS security; however, applying
common classical methods, such as cryptography and steg-
anography, to CPS is not sufficient. Furthermore, such methods
were not principally designed for interaction operations for dif-
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ferent applications. Any CPS security model should include
security defense layers with the following characteristics: dif-
ficult penetration; robust authentication and access control
mechanism; high response time; upgrade capability and attack
mitigation abilities. Such system can be implemented using
a hybrid model by integrating a robust hierarchical access model
and context-aware security framework involving a light-
weight cryptographic technique as well as adopting an immune
security assessment model.The assessment model should con-
sider that vulnerabilities and threats are not static, and that
their attacks and behaviors periodically change.

Another important factor is that attacks might not only come
from outside of the system but also from inside, such as from
employees who do not need much additional knowledge about
the target system. The knowledge that insiders possess often
gives them unrestricted access to steal or modify data in the
system or to deactivate that system. Hierarchical access to in-
formation, such as presented in Vegh and Miclea (2014), would
improve security. Although the ElGamal algorithm has been
used in the presented solution, the key generation stage is a
complicated process. While the proposed mechanism pro-
vides restricted access for users, it is not suitable for CPS, mainly
because of the dynamic changes of the used devices. Enforc-
ing the access rights of users to the system will increase the
overall security and decrease insider attacks. However, hier-
archical access to information is difficult to implement because
this increases the overhead and causes difficulty for devices
with limited resources in performing complex operations. The
better option is to adopt a robust access control model, which
is enhanced with contextual information that ensures authen-
ticity and confidentiality as well as increases the overall security
of CPS.

To protect the CPS network from joining malicious nodes
at the perception layer (physical attack), a robust authentica-
tion process is required. PUFs can be used to confirm the unique
identity of CPS devices, which ensures the integrity and au-
thenticity of connected devices, and can also be used for
creating unique cryptographic keys. However, the main limi-
tation of this approach is that many hardware devices are not
provided with PUF implementation ability, such as RAM. In ad-
dition, not all devices can implement PUF technology.Thus this
technique cannot be widely adopted.

A more efficient approach for dealing with security in CPS
is by using a multi-layered approach where the security of the
system is considered at the beginning of the design for each
layer. There must also be a correlation between the security
that will be implemented with cost and time. Furthermore, the
three-layer architecture of CPS is suitable for realizing the tech-
nical issues at the beginning stages of security analysis. Another
issue should be considered as one of the challenges for CPS
is the heterogeneous data that collected from different devices,
each of which uses different protocols leading to compatibil-
ity issues related to data format and communication protocols.
The main challenge in CPS is designing protocols that can work
on different devices and situations. Thus, there is a need for
a unified encoding standard for information exchange proto-
cols for each device, such as RFID and WSN, which have
different information access formats, security control mecha-
nisms and storage formats, all of which lead to different data
processing approaches. A unified data processing standard will

help in reducing transmission costs by using data compres-
sion and data fusion techniques. Furthermore, cloud computing
can supply the required data storage with affordable cost and
performance.These advantages can be exploited by CPS in con-
necting a large number of devices with limited capabilities. In
this case, the computation processes can be efficiently accom-
plished at the cloud computing layer.

The prominent cryptographic encryption technique is the
Identity-Based which uses short encryption keys and is con-
sidered stronger than other cryptographic techniques in terms
of computation, efficiency and certification (certificate less).
Another important security issue that is still not completely
solved when applying security solutions is that of supporting
newly added nodes. This can be overcome by enhancing any
used security technique with contextual information.

7. Summary

Since it is a comparatively new area, limited work has been
accomplished in the security field of CPS. Prior to developing
any security model, there is a real need for appropriate analy-
sis and anticipation ability for adversaries. Additionally, the
verification process of any proposed security model must not
affect real-time operations in the system. Therefore, perform-
ing assessment, authentication and access control processes
should take place without disrupting the runtime environ-
ment. This way helps to identify mitigating options after
inferring risk assessment. The transmission media of CPS may
include different sensors, data types, real-time generated data,
process analysis and various application interactions. Thus, it
is necessary to ensure that the system is secure while inter-
acting with other systems. Enhancing CPS security using
security mechanisms such as encryption algorithms, authen-
tication protocols and steganography will not address all
security risks that might be faced. Such solutions might help
to protect the targeted systems to some point. However, any
solution should consider the application situation and context
as part of assessing security risks. Thus, enhancing the appli-
cation security will improve the security of the whole system.

A security mechanism should be designed for the entire
system rather than in a single layer. This involves developing
an integrated cross-layer security solution that deals with
various security architectures and securely integrates data from
different sources. It is difficult to produce a CPS security ar-
chitecture that handles all potential attacks in a single model.
Therefore, there is a need to develop a protocol that handles
security mechanisms on the three layers of the CPS. The best
possible solution could be the PUF that can provide a unique
identity for CPS devices. On the other hand, many hardware
devices are not provided with PUF implementation ability, hence
not all devices can implement PUF technology. Therefore, at
this time, this technique cannot be widely adopted. Accord-
ing to the CPS attacks mentioned in Section 3.2, it can be
concluded that the most common security targets are sensors
and actuators at the perception level; data leakage, DoS, control
or destruction at the transmission level; and privacy disclo-
sure and unauthorized access at the application level.

Privacy is another important issue that should be consid-
ered and preserved in any provided solution. Protecting users’
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privacy from eavesdropping or theft can be accomplished by
a context-aware privacy protection and encryption scheme,
while preventing man-in-the-middle attacks and authentic-
ity can be achieved by using context-aware mutual
authentication protocol. Use of context-aware access control
can prevent unauthorized access. Preventing key leakage and
providing a key management mechanism can be achieved by
using context-aware key management. Finally, detecting and
blocking intrusions can be achieved by using context-aware in-
trusion detection. There is a real need to develop alternative
methods in addition to a security requirement-based risk as-
sessment approach without relying on traditional assessment
methods. A robust evaluation model for verifying all threats
and vulnerabilities is still an open research. The system will
rely on context-based authentication and access control mecha-
nisms for insider attacks, cryptographic algorithms for
confidentiality, and a robust assessment model for anticipa-
tion attacks and mitigation processes.

Although all the security objectives of the CPS are impor-
tant, authenticity, validating claimed identity, should be ranked
as the first objective of the security on which the other secu-
rity classes are built.Without ensuring that the authorized party
is who it claims to be, other security objectives would be useless.
In addition, any cryptographic technique used to satisfy se-
curity objectives should be lightweight in order to be affordable
for devices with limited capabilities.This, in turn, helps to over-
come the constraints of such devices. Ultimately, authentication
is the most effective and important approach in addressing
many security risks. A robust authentication mechanism will
prevent unauthorized entities from joining the CPS environ-
ment and causing security issues. Even though many
authentication techniques have been developed, there is still
a need for robust and usable authentication techniques that
enhance decision making by involving contextual informa-
tion. The prominent cryptographic encryption technique is the
Identity-Based which uses short encryption keys and is con-
sidered stronger than other cryptographic techniques in terms
of computation and efficiency.
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