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I. INTRODUCTION 

Presently, the concept of energy security has become a 

significant challenge for sustainable economic development 

worldwide [1]. According to the International Energy Agency, 

the global electricity demand is expected to increase by more 

than two-thirds by the year 2035 [2]. Moreover, scientists 

agreed that global warming on Earth has become a challenging 

issue by this time [3][4][5]. “Energy trilemma” (energy 

security, environment, and economy) has become a 

concerning element of the modern world [6]. The increasing 

demand for electricity considerably leads to power quality 

degradation and network congestion problems. Moreover, the 

extensive use of fossil fuel has a severe environmental impact. 

Therefore, replacing fossil fuel with renewable energy sources 

has been proposed [7]. Renewable sources are expected to  

 

account for 80% of the total energy by the year 2100 [8]. 

Thus, many researchers have investigated the concept of smart 

grid, which can supply reliable and secure electricity to 

consumers [9]. In [10], the authors reported that 22% of the 

total world demand in 2013 had been mitigated with 

renewable sources, and this value is expected to increase to 

approximately 26% by 2020 because of increased awareness 

energy utilization. However, the integration of renewable 

sources into utility grids faces the challenge of controlling 

mechanism with storage facility [11][12]. Furthermore, the 

efficient utilization of generated electricity is an essential 

consideration in the development of the economy. Hence, an 

Internet-style solution called the Internet of energy (IoE; or 

energy internet) has been proposed as an extension of the 

smart grid for the investigation of the bidirectional 

information and power flow of electricity [13]. 
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ABSTRACT A building energy management system (BEMS) is a sophisticated method used for monitoring and 

controlling a building’s energy requirements. A number of potential studies were conducted in nearly or net zero energy 

buildings (nZEBs) for the optimization of building energy consumption through efficient and sustainable ways. Moreover, 

policy makers are approving measures to improve building energy efficiency in order to foster sustainable energy usages. 

However, the intelligence of existing BEMSs or nZEBs is inadequate because of the static set points for heating, cooling, 

and lighting; complexity of large amounts of BEMS data; data loss; and network problems. To solve these issues, a BEMS 

or nZEB solution based on the Internet of energy (IoE) provides disruptive opportunities for revolutionizing sustainable 

building energy management. This paper presents a critical review of the potential of an IoE-based BEMS for enhancing 

the performance of future generation building energy utilization. The detailed studies of the IoE architecture, typical 

nZEB configuration, different generations of nZEB, and smart building energy systems for future BEMS are investigated. 

The operations, advantages, and limitations of the existing BEMSs or nZEBs are illustrated. A comprehensive review of 

the different types of IoE-based BEMS technologies, such as energy routers, storage systems and materials, renewable 

sources, and plug-and-play interfaces, is then presented. The rigorous review indicates that existing BEMSs require 

advanced controllers integrated with IoE-based technologies for sustainable building energy usage. The main objective of 

this review is to highlight several issues and challenges of the conventional controllers and IoE applications of BEMSs or 

nZEBs. Accordingly, the review provides several suggestions for the research and development of the advanced optimized 

controller and IoE of future BEMSs. All the highlighted insights and recommendations of this review will hopefully lead 

to increasing efforts toward the development of future BEMS applications. 

 

INDEX TERMS Internet of energy (IoE), building energy management system, nearly or net zero energy building, 

sustainable energy. 
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IoE combines the features of the smart grid and Internet of 

things (IoT) [14]. The IoT refers to the Internet-based 

architecture that facilitates the exchange of services, 

information, and data among the billions of smart objects. The 

IoT can be extensively used in different sectors, such as smart 

grid monitoring, power distribution, telemetric services, 

military applications, and weather forecasting. By contrast, a 

smart grid can provide two-way communication between a 

grid and energy management system and monitors and 

controls energy-generating units. Therefore, the IoE has has 

been increasingly used in buildings, electric vehicles (EVs), 

distributed energy sources, and domestic and industrial 

sectors. The Internet can be used for monitoring and 

controlling energy networks. Similar to the routing of 

information on the Internet, energy is transferred from a 

source to a load when it is needed. A comprehensive 

architecture of the described IoE technology is depicted in Fig. 

1 [10][15][16]. 

 

The building sector is currently the leading energy-

consuming sector [17][18][19]. Therefore, energy 

management in buildings has become an international aim for 

modern technology [20]. Research showed that approximately 

40% of the total energy in the world is consumed by buildings, 

which constituted one-third of greenhouse gas (GHG) 

emission [21][22][23][24]. Another research indicated that 

49% of the total energy was consumed by buildings in 2014 

[1] and 60% of the energy consumption of buildings is due to 

heating and cooling purposes [19]. Therefore, energy 

consumption and its effect on climate change are the most 

challenging issues in the building sector [25][26][27][28]. 

Many researchers have investigated building energy 

management systems (BEMSs) by using the IoE. Thus, 

maximizing energy efficiency by minimizing losses and 

environmental impact is the definite goal of sustainable energy 

development in buildings [29]. 

The building energy system discussed previously can also 

be called a zero energy building (ZEB) [30] or net zero energy 

building (nZEB). ZEB is generally called nZEB because the 

balance between generation and consumption needs to follow 

this architecture [31]. ZEB is defined on basis of different 

parameters, such as energy use, renewable supply facility, 

connections with utility grid, and requirements [32]. The ZEB 

is a more attractive concept than other low-energy and passive 

building structures because it is a probable solution that 

addresses the previously mentioned challenges [17][33]. 

Accordingly, many developed countries are now 

implementing the ZEB concept for future development 

[1][33][34][35][36][37][38]. Holopainen et al. (2016) 

described the feasibility studies of energy retrofits of typical 

ZEBs where the crediting system of energy consumption and 

emission has become a net zero balance between energy 

import and export, as shown in Fig. 2 [36][39]. 
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Wells et al. (2018) presented a review on ZEB against 

different generations of energy efficiencies and demands, such 

as 1G as green building, 2G as nearly zero energy building 

(nZEB), 3G as net zero energy building (NZEB), 4G as new 

generation NZEB, and 5G as future generation of ZEB, as 

shown in Fig. 3 [40]. The ZEB has equal energy generation 

and consumption, zero, nearly zero, or net zero GHG 

emission, and reduced energy demand and cost [41][42]. 

Furthermore, data processing and smart metering can provide 

valuable information on the building energy system [43]. 

Thus, the IoE, with its robust characteristics of exchanging 

power between consumers, can significantly drive acceptable 

energy usage by limiting energy loss, thus leading to 

sustainable energy development worldwide. Fig. 4 illustrates 

the energy flow of a typical building where electric chillers, 

pumps, fans, and appliances consume electricity from a hybrid 

energy storage system (ESS) consisting of photovoltaic (PV), 

wind turbing (WT), and biodiesel generator (BDG. Here, the 

grid acts a reserve power supplier and receiver for the 

buildings [21]. 

Accordingly, many studies of BEMS based on real-time 

data optimization and collection, carbon reduction, and cost–

benefit analysis models have been conducted. The details of 

the features of the BEMS and their methodological framework 

are explained in Section II. In the past few years, researchers 

around the world have been investigating the performance of 

IoE-based BEMSs. However, those techniques are still in the 

development stage. Accordingly, the focus of this review is to 

highlight the different applications of IoE and its key 

technologies, which may contribute to the future development 

of IoE-based BEMSs. The remainder of this review is 

organized as follows: Section II describes the features of 

BEMS. Sections III and IV illustrate the key technologies of 

IoE-based BEMS and the applications of IoE in BEMS, 

respectively. Section V highlights the existing issues and 

challenges of IoE-based BMES implementation and presents 

the recommendations for future development of IoE in BEMS. 

II. BUILDING ENERGY MANAGEMENT SYSTEM 

A BEMS is a sophisticated technique used for monitoring and 

controlling the energy consumption of buildings [44]. Poorly 

managed and improperly controlled equipment may 

significantly increase the amount of wasted energy in a 

building energy economy. Obtaining detailed information on 

the energy consumption of different building equipment is 

difficult. A conceptual framework has been proposed for 

BEMSs, as shown in Fig. 5 [45], where weather-responsive 

control and occupant’s influence were considered the key 

parameters. A building information model (BIM) stores the 

building geometric information, physical properties, and 
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component information that can be used for the calculation of 

the lighting intensity and thermal efficiency of a building. The 

energy efficiency of the building can be measured by creating 

set points for the reference energy model. 

 

 
 FIGURE 5. Conceptual framework of the smart BEMS [45]. 

 

A methodological framework of future BEMSs with various 

types of energy sources has been proposed for overcoming the 

issues in management, control, and BIM, as shown in Fig. 6. 

In this proposed method, energy efficiency and energy savings 

can be optimized considering the energy consumption and 

cost–benefit analysis. 

In general, a BEMS reduces heating and cooling energy 

requirements through optimization and integration of passive 

heating and cooling systems. To do so, BEMS must enhance 

the energy efficiency of an existing system to reduce GHG 

emission and save energy [46][47]. A five-step process was 

also proposed in [48] for achieving the benefits of energy 

savings. Several key features have been identified for BEMSs, 

as follows: 

A. ENERGY CONSUMPTION MANAGEMENT 

Energy saving is the main goal of an IoE-based BEMS. The 

application of IoE-based BEMSs depends on two key 

techniques, namely, refurbishment of existing buildings and 

construction of new buildings. Compared with the 

construction of new buildings, the renovation of existing 

buildings can save more energy and materials and reduce 

emissions and wastes. Therefore, the renovation of existing 

buildings is the preferred method for BEMSs because it deals 

with climate change mitigation for environmental 

development [49]. Fig. 7 depicts the direct benefits and co-

benefits from a building renovation system [50]. 

However, this process has some challenges [51]. Some 

buildings may exhibit physical and moral depreciation, and 

some buildings may be regarded as architectural heritage and 

geographical and boundary conditions, depending on the 

different goals of decision makers [52]. For these 

shortcomings, a systematic approach assessing the efficacy of 

various strategies with the demand of stakeholders is essential. 

An extended multi-attribute decision-making method has been 

proposed in [53]. In [54], a BEMS architecture in which 

optimization balances envelope retrofits with renewable and 

high-efficiency energy supply technology was described 

through an epsilon-constrained mixed integer linear 

programming method. This technique was implemented in 

residential buildings for the evaluation of trade-offs between 

cost and GHG emission. In [55][56], the authors proposed that 

ZigBee can be a good alternative for BEMS. However, the 

cost is the main barrier to this technology. 
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According to the report of the European Commission 

Recommendation (EU) 2016/1318 (July 29, 2016), building 

energy performance is measured on the basis of primary 

energy consumption considering building operation [57]. In 

[58], Agdas et al., 2015 analyzed 24 educational buildings 

considering this criterion. In [59], the authors reported that 

yearly energy saving has increased from 11.39% to 16.22% 

with the application of BEMSs. Dashen et al., 2016 proposed a 

model of future energy management system for smart 

homes/buildings where various types of control, such as 

human intention feedforward control, scheduling control, and 

tariff control, are considered for energy savings (Fig. 8). 

Management functions also have a strong influence on energy 

savings by reducing the waste. 

 

 
FIGURE 8. EMS strategy for smart homes/buildings and factories [59]. 

B. TRENDING AND BENCHMARKING 

Trending determines building performance by analyzing the 

energy bills and usage. This information can be obtained from 

energy meters. Therefore, extreme usage can be identified, and 

the optimum settings can be adjusted according to weather and 

maintenance data. It can indicate whether an equipment needs 

to be replaced or upgraded. The cost of energy consumption 

may be justified using Eq. (1). 

 

 (1) 

Here, the desired simple payback is the total number of years 

it took to produce cost savings equal to the system installation 

cost [60]. 

The potential of a building to improve its efficiency on the 

basis of process, places, and outputs of energy usage can be 

determined by benchmarking a trend. Successful 

benchmarking supports a BEMS, depending on the accuracy 

of the goals, scope, and metrices. However, benchmarking 

may encounter many challenges because of the increasing data 

centers [61]. Several key steps and benefits of benchmarking 

are categorized in Table 1 [62]. 

 

TABLE 1: Benchmarking steps and benefits [62]. 

Steps Benefits 

Supporting 

energy 

management 

 Initiates continuous improvement in 

energy performance 

 Ensures the level playing comparison for 

facilities or buildings 

Assessing 

performance 
 Determines the energy consumption 

patterns and key drivers 

 Quantifies the performance of buildings 

and plants 

 Evaluates the organization’s position 

Evaluating the 

results 
 Provides tools to diagnose problems 

 Identifies the drives for superior 

performance 

C. FAULT DETECTION AND DIAGNOSIS 

Fault detection and diagnosis (FDD) is an automatic process 

of sensing and isolating faults in BEMS for the protection of a 

system from further damage or loss. FDD is challenging but 

provides opportunities for the system. Several FDD 

applications of BEMS were developed and investigated on the 

basis of the relationships among temperature, pressure, and 

thermodynamics for the detection and diagnosis of faults. For 

instance, in the mid-1990s, a whole-building diagnostic tool 

was developed by the US Department of Energy to detect and 

minimize energy consumption. Subsequently, different 

scholars focused their research on FDD in BEMS. In [63], a 

generic application of FDD was investigated, where four steps 

of FDD were identified, namely, monitoring and detection, 

fault diagnostic, fault evaluation, and decision-making stage. 

Fault detection and fault diagnosis comprise the FDD process. 

Fig. 9 depicts the complete FDD analysis of the application in 

an engineered system. 

Different models, such as the fuzzy model [64], physical 

model [65], and neural-network-based FDD technique [66], 

have been developed for FDD. Based on the measurement 

process of faults, FDD methods can be classified as model-

based FDD, signal-based FDD, knowledge-based FDD, active 

FDD, and hybrid FDD. In model-based FDD, the output is 

constantly monitored and compared with predicted data for 

fault detection. The model-based FDD is the most accurate 

method because it depends on the first principles method in 

physics [67] or it may be completely driven by the Black–Cox 

model [68]. In signal-based FDD, time and frequency domain 

techniques are used. Here, if a fault occurs in a system, then 

the measured output signal of the faulty system differs from 

the output of the original system. The knowledge-based FDD 

method uses the artificial intelligence method to evaluate real-

time data and extract knowledge from historical data. In active 

FDD, a test signal is injected for increasing the fault 

detectability. Meanwhile, the hybrid FDD combines model-

driven and data-driven methods. In most existing FDD 
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techniques, sensors used for implementing decisions are 

selected according to human expertise [69]. 

 

 
FIGURE 9. Generic application of FDD in an engineered system [63]. 

However, data management, cost, and scalability are the 

major limitations of FDD techniques. A statistical analysis of 

energy consumption by different end users was performed in 

[70]. Previous studies on FDD methods showed the size, 

maintenance, and calibration, and heating, ventilation, and air 

conditioning (HVAC) systems of buildings must be heavily 

considered when reducing wasted energy [70][71][72][73].  

 

D. MEASUREMENT AND VERIFICATION 

The main aim of a building data management system is to 

identify opportunities for saving energy and evaluate the 

energy performance of a building [74]. Measurement and 

verification (M&V) of data evaluates energy efficiency and 

considers the energy demand and consumption of various 

building equipment. Measurement can be accomplished by 

considering a complete system or a part of a system. An 

effective M&V plan consists of the following parameters: 

operating hours, existing controls, light level, site selection, 

and HVAC effects [75]. In [76], M&V in different countries 

have been discussed. In China and the United States, the 

M&V process has been implemented for the past three 

decades. In India, the adoption of the technique is relatively in 

the early stage of implementation. The sophistication, 

robustness, and stringency of energy-efficient M&V vary 

considerably by region. The International Performance 

Measurement and Verification Protocol (IPMVP) provides the 

opportunity for verifying the results of energy efficiency and 

other renewable projects [77]. Four general approaches with 

the options of the IPMVP have been identified for the M&V 

plan in [78]. In Table 2, the options are indicated with the 

approaches mentioned. 

 

Table 2: Approaches of measurement and verification [78]. 

Approaches Description 

Key parameter 

measurement 

(IPMVP option A) 

 Savings are calculated for an 

individual measurement 

 Only key parameters are measured 

 Several parameters are estimated 

All parameter 

measurement 

(IPMVP option B) 

 Savings are calculated for an 

individual measurement 

 All parameters are measured 

 

Whole-facility or 

meter approach 

(IPMVP option C) 

 Net savings for all measurements are 

calculated 

 Regression model is used to create the 

baseline 

Calibrated 

simulation 

approach (IPMVP 

option D) 

 Individual and net savings of all 

parameters are calculated 

 Building modeling software used to 

predict the energy usage with or 

without measures 

 

E. MODEL-BASED BEMS CONTROL 

When the control parameter of the building system is 

expressed mathematically and incorporated into BEMS, it is 

called a model-based BEMS control system. Existing control 

strategy, such as on–off control, PID control, and rule-based 

control, have some limitations of adjustment or flexibility. In 

the 1990s, digital control devices were introduced for control. 

However, no standard is set for digital communication. 

Threrefore, advanced control strategies, such as intelligent 

control and advanced fuzzy logic controller, have been 

introduced [79]. A model predictive control (MPC) approach 

for BEMS is discussed in this review, where three aspects of 

MPC, namely, problem formulation, control architecture, and 

implementation type are identified. At different weather 

conditions, the MPC showed better performance than other 

conventional control strategies. Moreover, a BEMS containing 

structured multi-MPC layers and considering the advanced 

interface between building and grid was introduced (Fig. 10). 

This approach is a structuring approach for building control 

and can integrate the global network challenges for energy 

consumption. 

 

 
FIGURE 10. Hierarchical BEMS scheme [79]. 
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BEMS installation depends on the sensing of variables, 

such as temperature and flow rate [80]. Therefore, an 

estimation of overall energy performance can be predicted on 

the basis of energy consumption. A global model-based 

BEMS was investigated in [81], which can help in making 

decisions regarding day-ahead best CANOPEA building 

configurations. In [82], a model-based HVAC control system 

with a mathematical programming and optimal algorithm was 

discussed. The energy consumption of HVAC systems varies 

based on the weather condition. If the temperature is hot and 

humid, then the HVAC system consumes more energy. By 

contrast, if the weather condition is comfortable, then the 

HVAC system consumes less energy. Therefore, the optimum 

operation in terms of energy savings is calculated by adjusting 

the operational set points. 

 

F. CONSTRUCTION OPERATION BUILDING 

INFORMATION EXCHANGE 

Construction operation building information exchange 

(COBie) may be defined as the specific set of building 

information that can be delivered to owners or operators in a 

standard manner [83]. Therfore, this system develops a 

building information transformation model by BIM, building 

information management, and facilities information 

management. This system saves time, solves the data 

interoperability problem, and ensures the quality by automatic 

checking, searching, reformatting, and recreating of data 

against product specification [84]. Fig. 11 shows a schematic 

model of building design and operation. In the design stage, 

the required materials, products, and equipment are specified. 

 

 
Fig. 11. Schematic model of building design and operation [85]. 

Standard formats of COBie depends on the demand of the 

client. COBie eliminates paper-based communication, thus 

reducing the operating costs [85]. The data can be arranged in 

.xlsx, .ifc, or .xml formats. All BIM software may not supprt 

the COBie. Therefore, attention needs to be addressed when 

the software is installed for BEMS. 

 

III. KEY TECHNOLOGY OF THE INTERNET OF ENERGY 

The IoE has some similarities and differences between the 

features of the Internet and IoE. The similarities can be 

categorized into two sectors, namely, structural and functional 

similarities. Structural similarity depicts that the Internet and 

IoE comprise three parts, namely, generation, transmission, 

and distribution. Similar to the Internet, the IoE has many 

control nodes and a router that can be used for various degrees 

of control. These similarities are called the functional 

similarities of the Internet and IoE [86]. In case of the Internet, 

the point-to-point flow of information between two nodes can 

be possible. Moreover, information is constantly created, 

replicated, and stored here. However, the IoE cannot replicate 

energy. Therefore, supplied energy needs to be balanced by 

the demand. A commonly secured solution can be applied in 

the case of the Internet. Meanwhile, various types of securities 

are needed in the IoE because network-based or security-based 

solution is difficult to adopt here. Table 3 shows a 

comrehensive review of the key technologies for IoE [10]. The 

details of the technologies are presented in the following 

subsections. 

 

A. ENERGY ROUTER 

The energy router is an essential element of the IoE [87]. The 

energy router consists of a solid-state transformer, a 

distributed grid intelligent control system, and a 

communication unit. The router can receive, process, and 

transmit the information of the grid. The router is capable of 

increasing the system reliability, efficiency, and security of the 

power network, and thus, can optimize the energy usage by 

balancing the supply and demand. If the supply of energy 

exceeds the demand, then the energy router transfers the 

surplus energy to the utility grid [89]. 

 

TABLE 3: Key technologies for the IoE [10]. 

Space, System,

 &

Equipment Layout

Design Build Operate

Product data,

As-Built Layout,

Tag & Serial No.,

Warrenties and 

Spares

Technologies Features Functions Advantages Concerning issues 

Energy router Solid-state transformer, 

grid control, and 

communication tools 

Data management with 

the grid 

Increase the system reliability, 

efficiency, and security 

Optimize the energy use 

Data security, 

transmission, and receiving 

process 

Storage system Different types, such as 

fuel cell and battery 

Store energy for future 

use 

Improve grid efficiency, 

stability, and reliability 

Reduce the stress of the grid 

Cost, temperature, and 

discharge power 

Renewable 

sources 

Solar and wind Generate power Improve power stability 

Reduce GHG emission 

Intermittent nature and 

power quality 

PE converter DC/AC or others Convert the power in the 

required form 

Control the harmonic injection 

at the point of common coupling 

Reduce the harmonics and 

affect the power quality 

Plug-and-play 

interfacing 

 Facilitates RES 

connection and storage 

with a computer 

No physical device is required 

Recognize immediately when 

the energy storage or energy-

generating device is connected 

Reliability and security 
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B. STORAGE SYSTEM AND MATERIALS 

The ESS in the IoE can significantly improve grid efficiency, 

stability, and reliability. The detailed application of the ESS 

has been investigated in [90][91][92]. A storage device can 

reduce the stress of a grid and store energy for later use, thus 

ensuring the smooth supply of electricity [93]. The ESS can 

improve power quality [94] and solve the problem of voltage 

fluctuation [95]. Commonly used storage devices are batteries, 

supercapacitors, fuel cella, flywheel, compressed air, and 

pumped hydro. 

Thermal storage systems (TSS) provide an efficient and 

environment-friendly storage with reduced energy 

consumption and GHG emission [96]. In [19], the application 

and advances in TSS (along with their materials) toward ZEB 

have been illustrated. According to this study, a sensible heat 

storage system is a widely used method for building 

structures. Its material can be solid or liquid [97]. A sensible 

heat storage system stores and releases heat according to 

temperature increase or decrease characteristics. A latent heat 

storage system can store a large amount of heat in a short 

temperature range around the phase change temperature. Here, 

phase change materials may be classified into three categories, 

namely, organic compounds, inorganic compounds, and 

eutectic mixtures [98][99]. However, phase change materials 

require specific climate conditions for improving the 

efficiency of BEMS. A thermochemical heat storage system 

has a high energy density with negligible heat loss [100]. 

Thermochemical storage materials (TSMs) can be classified 

into physical adsorption, liquid adsorption, or chemical 

reaction [101][102]. However, the main barriers of TSMs in  

 

 

building applications are their high cost and inappropriate 

operating temperature and discharge power. Therefore, 

advanced research on ESS with efficient materials for building 

applications along with the intermittent nature of renewable 

sources, such as solar and wind, is the most applicable effort 

in this context [103]. 

 

C. RENEWABLE SOURCES 

As mentioned previously, for sustainable development, safety, 

and environment, the IoE consists of various interconnected 

renewable sources, such as solar and wind. Renewable 

technologies with ESS systems have become the widely 

accepted solutions to achieve this stable and reliable green 

environment [7][104][105][106]. In [21], the performance of 

each of the four hybrid energy systems (HES) for nZEB was  

 

evaluated with regard to the cost, CO2 emission, and grid 

interaction index. The Monte Carlo simulation technique and 

exhaustive search method were employed to select the optimal 

HES. The integration of renewable technologies requires 

power converter topologies and control technique. However, 

power electronic converters have nonlinear characteristics and 

inject the harmonic component at the point of common 

coupling. Therefore, an advanced research might overcome 

the challenges of reducing the harmonics, and thus, improve 

the power quality of the system. 

 

D. PLUG-AND-PLAY AND APPLIANCE INTEGRATION 

The plug-and-play interface of the IoE facilitates the 

connection of renewable sources and storage devices. The 

plug-and-play interface may have different interfacing 

techniques (AC/DC) given that either AC or DC microgrid 

(MG) can connect through its interface. The integration of 

home appliance or any other load is also important as the 

demand and supply need to be balanced for the efficient 

operation of the IoE. However, the environmental impact of 

different appliances, such as refrigerators [107][108], vacuum 

cleaners [109], televisions [110], and cooker hoods [111], has 

been presented in the corresponding research. Hence, 

advanced studies on using home appliances can reduce the 

demand for electricity and GHG emission. 

IV. APPLICATION OF THE INTERNET OF ENERGY 

Different researchers have described numerous applications of 

the IoE, as shown in Fig. 12. In [112], IoE implementation in 

the smart grid communication sector has been illustrated. 

Home appliance Refrigerator, vacuum 

cleaners, television, and 

cooker 

Balancing the demand 

and supply for the 

efficient operation of the 

IoE 

 Connecting with the 

Internet 

Heating–cooling 

balanced [88] 

Comfortability  Helps in developing the nZEB 

Thermal comfort 

Weather of the area 

Construction 

quality 

  Comfortable and climate 

sensitive, which will be helpful 

in attaining an efficient IoE-

based BEMS 

High-tech specified 

components, climate, 

shape, orientation, and 

shading 

Application of IoE

Agriculture

 Smart farming

Smart grid

 Monitoring & Data 

processing

Industry

 Smart security system for 

industrial automation

Health

 E-health support and 

diagnostic

Climate

 Weather forecasting

Power transfer

 Wireless power 

transfer to the load 

end

Networking

 Networking with 

devices, transports 

etc.

Building management

 Smart home/ office/ 

cities for efficient 

use of energy

FIGURE 12. Application of the IoE. 
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Here, the energy management center works to assess the 

operating status of renewable sources. An H-infinity-based 

dynamic estimation method was used in this application. Fig. 

13 illustrates the potential architecture of the IoE 

communication network by which the physical objects may be 

sensed, monitored, and controlled at anytime from anyplace. 

The figure shows that smart devices are connected through the 

Internet network. The control center collects the measured 

data from the various sources and transmits them through this 

network. In [113], an IoE-based smart sensor network for the 

smart grid has been described. Smart sensor networks have the 

advantages of low cost and easy access, thus having the 

opportunity for large-scale implementation in the smart grid. 

Another research in 2013 focused on the mobile smart services 

over the IoE [114]. The main objective of this study was to 

assist in the operation of EVs [115]. The detailed application 

of the IoE in BEMS is explained in the following subsections. 

A. APPLICATIONS OF THE INTERNET OF ENERGY IN 

BEMS 

IoE-based BEMS helps in reducing the building energy 

consumption by exchanging the information of energy demand 

and supply, thus helping in CO2 reduction for sustainable 

intelligent buildings [116]. Fig. 14 depicts the application of 

BEMS in nZEB previously presented in [117]. Another 

research [118] also identified the ZEBs as a solution to ensure 

energy-efficient energy consumption. Different approaches 

toward ZEBs by 10 OECD countries were analyzed in [119], 

and the basic design principle was described in detail in [120]. 

Then, a nZEB school was analyzed in the Netherlands in 2013 

[38]. The design of this kind of building is different from 

conventional buildings [121]. This research proposed that the 

current design practice of nZEB schools needs to be changed 

compared with ordinary buildings. Fig. 15 depicts the 

graphical representation of the nZEB, where the reference 

building represents the performance of a new building. The 

nZEB can be determined from the balance between load and 

generation, between exported and delivered energy, or 

between monthly net values of load and generation. The nZEB 

can be expressed as follows: 

 

nZEB =│weighted supply│ − │weighted demand │= 0. (2) 

 

An optimization model for making decisions regarding 

BEMS was presented in [122]. This model can successfully 

reflect the energy flow of the building. However, this model 

has some inherent uncertainties (such as cost, price, and 

demand), which may affect the building energy performance. 

A case study of ZEB has been conducted in China [35]. 

Energy savings, cost, and ecological analysis were the key 

issues in this study. Nondominated sorting genetic algorithm II 

has been proposed as a preferred algorithm for cost and energy 

optimization. Moreover, the combined gray correlation 

multilevel comprehensive evaluation method was applied to 

optimize the efficiency, economy, and energy conservation of 

renewable sources. Several researchers [123] also investigated 

the optimization technique for ZEBs. 

However, Russian researchers started to develop the 

concept of ZEB with nearly zero energy consumption of 

passive houses [124]. In 2016, the feasibility of nZEB 

renovation was examined based on the technical, 

environmental, economic, and social points of view. This 

study proved the advantages of nZEB over the traditional 

renovation technique in the target countries by saving fossil 

fuel, and thus, reducing GHG emission [36]. Moreover, a 

feasibility study of a restaurant (McDonald’s) in Chicago, IL, 

USA has been conducted using the leadership in energy and 

environmental design prototype. The feasibility study showed 

that 21% of energy load can be reduced with the most 

significant energy savings [125]. 
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FIGURE 13. The potential architecture of the IoE communication network [112]. 

FIGURE 14. Application of BEMS in nZEB [117]. 
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In [126][127], PCMs have been proposed for the 

development of an efficient BEMS. Life cycle energy analysis 

(LCEA) is a technique used to estimate the energy flow 

through the life cycle of a building [128][129]. Materials are 

the main components for determining the life cycle. However, 

the boundaries of LCEA are still not clearly identified [130]. 

Fig. 16 illustrates the inputs and outputs of LCEA, where 

embodied energy and operational energy provides the total 

energy intensity of the system [131]. 

 

 

Energy consumption in a building decreases through the 

course of its life cycle. Therefore, a significant share of 

functional energy can be justified from the influence of the 

recycling potential [132] and materials of a building [133]. In 

Europe, several projects, such as Smart Energy Efficient 

Middleware for Public Spaces (SEEMPubS), District 

Information Modeling and Management for Energy 

Reduction, and A Novel Architecture for Modeling, 

Virtualizing and Managing the Energy Consumption of 

Household Appliances, have been introduced for IoE-based 

BEMS. In the SEEMpubS system, a new computer-based 

energy management and control system, which can be applied 

to various historical buildings, was used [134]. The HVAC 

system uses software and hardware technologies to ensure a 

safe environment (temperature, humidity, and CO2) and the 

comfort of its inhabitants [135]. Natural ventilation systems 

for near zero energy school buildings were designed in [136]. 

This research proved that 18% to 33% of energy could be 

saved in this process, keeping the classroom comfortable. In 

Italy, an office building was selected for achieving BEMS 

with GHG reduction. The study indicated that 40% of GHG 

emission was reduced by the proposed HVAC system and 

improved thermal insulation envelope [137]. 

In [138], manual and automatic modes of BEMS were 

described. Both methods comprise three options, namely, 

high, medium, and low priority. This model showed the 

appropriate response in a building with Wi-Fi coverage 

regarding cost, reliability, and efficiency. This model also 

responds rapidly to recover load shedding in the case of 

renewable energy sources [139]. In Hong Kong, research on 

school buildings conducted with the building energy package 

QUEST indicated that a zero energy school building is 

achievable in the worst climate condition through the 

intelligent use of appliances [34]. The energy saving method 

of a university building in Greece was examined in [140]. In 

this study, the contribution of passive heating and cooling 

systems were considered in transforming the university 

building into a ZEB. 
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FIGURE 15. Graphical representation of nZEB [42]. 
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FIGURE 16. Inputs and outputs of LCEA [131]. 
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V. ISSUES AND CHALLENGES 

The main aim of the IoE-based BEMS is to reduce energy 

consumption by balancing the demand and supply and reduce 

the significant amount of GHG emission to develop a 

sustainable environment. Therefore, the balance between 

retrofit and building system depends on reliable strategic 

decisions. However, climate change may significantly 

influence the efficiency of BEMS [141]. In [142], several key 

issues that affect the BEMS has been observed. According to 

this study, 34% of global residential heating demand would 

decrease and 72% of cooling demand would increase by 2100. 

In [88], the authors proposed that an active heating and 

cooling system needs to be incorporated based on the weather 

conditions. Therefore, the IoE-based BEMS has become a 

significant issue in the modern society [122]. An efficient 

BEMS needs to be reliable, secure, scalable, and cost-effective 

[143][144][145]. Some identified key issues and challenges of 

IoE-based BEMS are discussed in the following subsections. 

A. RELIABILITY 

A reliable IoE-based BEMS can attract the consumer’s 

attention, and thus, can ensure the achievement of the 

sustainable development goal. Inaccurate information and 

incorrect decision in IoE-based BEMS may lead to increased 

confusion and irrecoverable damages. Moreover, the energy 

production level varies depending on the weather condition, 

and the existing power network system suffers from 

unreliability because of the lack of an efficient monitoring, 

fault diagnosis, and maintenance system [113]. However, the 

power supply to the consumer needs to be stable and reliable 

with acceptable power quality. An efficient ESS with 

renewable sources can supply uninterrupted power to the load 

by balancing power with the grid and keeping the power 

quality unchanged [146]. Therefore, material selection of the 

ESS and intelligent power infrastructure along with the 

monitoring and control system for the IoE architecture can 

expedite the development of an efficient BEMS. 

 

B. SECURITY FOR DATA ACCESS IN IOE-BASED BEMS 

Data collection and analysis is a fundamental part of the 

BEMS. In this stage, various types of data, such as 

maintenance or replacement schedules of the equipment, 

human resources, meter data, billing information, and costs of 

the energy consumption of different building equipment, are 

collected at a regular interval. These data can then be used to 

identify the energy-efficient building management system, 

such as lighting, heating, and cooling. 

Presently, an advanced data management system has been 

introduced, where sensors, submeters, and smart meters are 

incorporated to assess the building performance. Hence, 

equipment selection, circuit identification, equipment 

placement, data verification, and metering equipment removal 

are responsible for the effective metering system. 

No standard common security for IoE-based (both wired and 

wireless network systems) BEMS exists [147]. In this type of 

technology, high-level security needs to be ensured as this 

system stores a large amount of information and employs 

numerous keys and passwords [148]. According to 

[149][150][151], authentication, integrity, privacy, consistent 

and uncorrupted data tracking and recording, and collection 

and exchange without missing data are the security 

requirements for this type of application. Moreover, using the 

Internet with a smart grid or MG can increase the occurrence 

of a cyber attack, which is a significant threat to national 

security [152]. This technology requires the storage of a large 

amount of data, which may be processed later for efficient 

management of the system. Software and smart devices 

(sensor nodes) can be designed for artificial control [137] and 

monitoring of BEMS functions, such as switching on/off the 

air conditioners, dishwashers, television, lights, fans, and PCs 

and alarming the operators (interaction between human and 

devices), to attain an efficient building data management 

system. Therefore, advance research on security, privacy, and 

cloud computing [153][154][155] for IoE-based BEMS can be 

the good choice for saving money and improving the quality 

of life of consumers [156]. 

C. SCALABILITY 

Scalability represents the system stability when new devices, 

services, or applications are added to the existing system 

[157]. The power quality of the system must be ensured in this 

situation. A nonscalable system means it cannot be expanded 

in the future, which is not expected from the consumer point 

of view. As consumers want to obtain new services every 

time, the IoE-based BEMS needs to be scalable for future 

improvement. 

D. COST 

The costs of IoE-based BEMS includes the energy costs, 

operating costs, costs of the materials of ESS, costs of smart 

appliances, building construction or renovation costs, 

technological costs, and maintenance costs. Previous studies 

of the integration of renewable sources indicated that the costs 

of the integration of solar energy vary from medium to high 

[158][159][160][161][162], whereas the integration of wind 

[163][164][165] and geothermal [166] energy is still high. 

Hence, the cost of these technologies has a strong effect on 

IoE-based BEMS. Moreover, the low cost of materials of ESS 

for storing the energy of renewable sources to ensure their 

availability can be a good alternative for this system [19]. 

Therefore, a suitable balance between the costs of IoE-based 

BEMS and GHG emission needs to be maintained to ensure an 

efficient BEMS [18]. Different researchers conducted optimal 

cost analysis of nZEB [167][168][169][170]. If the costs 

become too high, then it will lead to the negative attitude of 

the prosumers. Public education and advanced research 

concerning the environmental factors might change the trend 

in this regard [171]. Therefore, achieving a cost-effective and 

sustainable IoE-based BEMS with the integration of 

renewable sources is a significant challenge for further 

development of this technology [172]. 

E. WEATHER 

Climate and geographical location are the most sensitive 

issues in an IoE-based building management system [173]. 

Heating and cooling [88], ventilation, telecommunications, 

Internet supply, thermal comfortability, and GHG emission are 

significantly influenced by climate change. If the temperature 
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varies, then the energy consumption based on the load will 

also vary; therefore, weather is an important determinant for 

designing an efficient BEMS [25]. Signal interference mostly 

depends on the environmental condition of the building. 

Wireless devices may not work efficently in harsh 

environments. Moreover, solar radiation and wind velocity 

vary rapidly, which may be the essential parts of the power 

supply of this management system. This technology is also 

significantly affected by the weather situation. Storage devices 

can mitigate the challenge of unterrupted power supply. 

Therefore, a power-efficient and climate-sensitive BEMS is 

still a significant challenge for future development. 

 

VI. CONCLUSION AND RECOMMENDATIONS 

A BEMS that focuses on various IoE technologies and their 

applications for the reduction of building energy consumption 

and GHG emission and minimization of existing issues is 

critically highlighted in this review paper. The review 

forecasted that energy security and utilization have become 

importannt issues in sustainable economic development. 

However, maximing energy efficiency by minimizing losses, 

energy consumption, and its effect on climate change are the 

most challenging issues in BEMS. For these issues, the IoE 

concept is investigated such that a building’s energy 

utilization is monitored and controlled through bidirectionnal 

communication between the smart grid and BEMS. 

Accordingly, the types of nearly or net zero energy buildings 

have been investigated on the basis of different parameters, 

such as energy use and retrofit, renewable supply facility, 

connections with the utility grid, and requirements. Different 

generations of energy efficiencies and demands have been 

investigated, in which the IoE, with its robust characteristics 

of exchanging power with an acceptable energy usage by 

limiting energy loss, enables sustainable energy development. 

However, some challenges, such as building depreciation, 

architectural heritage, geographical and boundary conditions, 

real-time data optimization and collection, carbon reduction, 

and cost–benefit analysis models, need to be addressed. Based 

on literature survey, this review highlights the different 

applications of IoE-based BEMS with its key technologies to 

contribute to future advanced BEMS implementation. 

Accordingly, the authors recommended an improved 

methodological framework of future BEMS strategies. This 

review also investigates the key technologies of IoE-based 

BEMS, which are characterized by different elements, such as 

energy routers, energy storage devices, renewable sources 

interconnection, and plug-and-play interfacing and integration. 

However, building energy efficiency and optimization, 

specific climate conditions, energy storage materials, 

nonlinear electronic interface, and power quality are 

significant issues in implementing the available IoE-based 

BEMS technologies. IoE-based BEMS are applied for ZEB, 

nZEB, and mobile smart services using advanced algorithms 

to reduce building energy consumption and CO2 reduction by 

exchanging the information of energy demand and supply for 

sustainable intelligent buildings. This study also indicates that 

a significant amount of energy savings and GHG emission 

reduction could be achieved using IoE-based BEMS. This 

review highlights some issues in ensuring the sustainability of 

future BEMS in ensuring energy efficiency and security and 

solving economic and environmental problems, as follows: 

• The reliability of ESS features, RES integration, and 

intelligent power infrastructure along with the optimal 

control and monitoring system for the IoE architecture 

can expedite the sustainable development of efficient 

BEMS. 

• Missing data values, corrupted values, and inconsistencies 

can complicate the process of energy management, 

including security and privacy. Therefore, an advanced 

platform for security assessment and handling, collection, 

and processing of a large amount of data would ensure an 

efficient building data management system. 

• The IoE-based BEMS needs to be a scalable, stable, and 

localized system for future improvement in building 

energy utilization. 

• In general, users prefer to shift loads from high-price to 

low-price hours. However, uncoordinated shifts add to its 

volatility. Thus, the cost-effective and efficient IoE-based 

BEMS with the integration of RES has considerable 

potential for further development of this technology. 

• Building energy technologies are significantly affected by 

the weather situation. The stochasticity of RES due to 

changes in cloud cover and wind speed increases the 

unpredictability of the load imposed on the electric grid, 

complicating the scheduling of power generation. 

Accordingly, an energy-efficient and climate-sensitive 

BEMS would be a significant challenge for future 

development. 

Thus, in this review, the ultimate challenges and issues in the 

development of IoE-based BEMS technologies that will lead 

the future research and development toward advanced BEMS 

in building applications are highlighted. 

The main contribution of this study is the comprehensive 

analysis of the IoE-based BEMS for sustainable energy 

buildings. The findings provide a concrete idea for researchers 

and manufacturers on existing BEMS technologies and their 

advancement for future development of IoE-based BEMS. 

This review also raises several significant and selective points 

to be observed for further development of the IoE-based 

BEMS, as follows: 

• Energy supply and demand mechanism; 

• ESS aids in smoothening out cyclical and stochastic 

power flows; 

• Weather forecasting; 

• Costs of materials and construction for building; 

• GHG emission; 

• Integrity of cabling and connections; 

• Inputs and controlled device operate correctly; 

• Supplies are adequate or not; 

• Data management efficiency; 
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• Optimization of building performance to maintain the 

record of all changes; 

• Size, cost, shape, and complexity of BEMS; 

• Emergency alarming system; 

• Energy savings. 

 

The highlighted IoE technologies and its applications, 

issues, and challenges would lead researchers and builders to 

deliberate the possibilities of the modification, improvement, 

and innovation in IoE-based BEMS development, to facilitate 

technologies for overcoming challenges, and to ensure 

advancement toward sustainable BEMS development. 

Therefore, we can conclude that these highlighted issues and 

suggestions would have remarkable contributions toward the 

maturity of IoE-based BEMS to dominate building sustainable 

energy efficiency in the future. 
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