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Recent years have witnessed a huge upsurge of interest in internet of things (IoT) throughout the world.
This shift has led to the emergence of new challenges associated with this novel paradigm. They all need
to be addressed properly by experts and scholars in the field.

In this paper, an integrated approach using fuzzy analytic network process (FANP) was applied to carry
out the following tasks: first, to identify the most important IoT technology development challenges in
Iran and secondly, to prioritize the aforementioned factors.

The implemented approach took into account that technological factors, privacy and security issues,
business related factors, legal and regulatory challenges, and cultural elements are the main factors
which have an impact on IoT technology development. Besides, it was also taken into consideration that
several correlations among the aforementioned classes exist.

The results indicate that “technological” and “privacy and security” challenges are the most significant
factors which affect IoT. Furthermore, “business model”, “architecture and design” and “education and
training” were ranked as the most considerable sub-factors respectively.

© 2018 Published by Elsevier Ltd.
1. Introduction

Innovation-driven economies have depicted the value of inno-
vation in Business Ecosystem vividly. The role of technology in the
advent of innovation has been one of the most challenging debates
of our generation. In order to increase social welfare, economic
prosperity and environmental care, new technologies can play a
significant role in sustainable development. Besides, Due to eradi-
cation of non-effective processes and reallocation of resources, new
technologies increase the effectiveness of measures that will lead to
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the development of innovation. Therefore, countries should
improve their competitiveness through transition from Factor-
driven economy toward Efficiency-driven economy and eventu-
ally to an innovative one.

According to global competitiveness index (GCI), Iran, as a
transition country from a factor-based economy to an efficiency-
driven one [3,4], is seeking to improve its competitiveness status.
One of the pillars of competitiveness, with regard to new tech-
nologies, is technological readiness. Thus, to enhance the global
competitiveness, accurate strategic planning should be taken into
serious consideration. On the other hand, the results of these efforts
will be ascertained in the long run. Hence, focusing on emerging
technologies, which are expected to have a significant contribution
in the competitiveness in the future, is a necessity for policy mak-
ing. According to Gartner's report in 2015, the Internet of Things
(IoT) is among the technologies that are expected to reach “Peak of
nalytic Network Process (FANP) approach for prioritizing internet of
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Inflated Expectations” in the upcoming decade. IoT is one of the
forefront technologies that many countries have been invested on
as their future innovation driver [5,6]. To this end, the first step is to
identify the IoT technology development challenges. However, The
challenges in this area have rarely investigated in developing
countries and the knowledge is limited [7,8].

Iran, as a developing country, has shown increasing interest in
IoT and has undertaken some noteworthy efforts in Iran Telecom-
munication Research Center (ITRC) based on its 1404 outlook.
Among these efforts “Internet of Things (IoT) Research, Market and
Industries” project can be mentioned [4].

As the responsible institute for IoT technology development,
ITRC investigated IoT in terms of governance, technology, market,
network, security, and usability. Based on these investigations, it
can be claimed that the importance of the Internet of Things is still
misunderstood in Iran and IoT applications in Iran is limited to
Machine to Machine (M2M) communication and Radio-frequency
Identification (RFID) technology development. Ergo, this paper
aims to increase IoT development knowledge through investigating
its challenges on one hand, and provide practical solutions, as ex-
ecutive strategies, for policymakers through prioritizing the
aforementioned challenges on the other hand. Thus, the questions
which this study aims to address are as follows:

1. What are the IoT technology development challenges (in Iran)?
2. How is the prioritization of the aforementioned challenges (in

Iran)?

The rest of the paper is structured as follows. Section 2 reviews
the background and highlights the most important challenges IoT
technology development is faced with. Section 3 describes the
researchmethodology. Section 4 discusses the experimental results
and discussion. Finally, section 5 concludes the paper.

2. Literature review

The term Internet of Things is a novel paradigm that is in rapid
progress in the area of wireless telecommunications [9]. Although
there is no single, global definition, the fundamental idea of this
concept is the ubiquitous presence of a variety of things or objects
which are able to generate, exchange and consume data with
minimal human intervention to reach common goals [10,11].

Most of the studies in the field of system development, tech-
nology development, and internet of things, addressed the chal-
lenges along with the identification of barriers, opportunities, and
many of which did not prioritize challenges [12e14]. Al-Mabrouk
addressed the concerns about technology transfer [15]. Azad
examined the challenges of the business model in IoT [16]. Mousa
addressed E-government challenges in the UK [17]. Park considered
the vital security requirements of IoT [18]. Syamsuddin evaluated E-
government security strategies [19]. However, a comprehensive
study on the identification of IoT challenges was not found.
Nevertheless, addressing all the challenges IoT faces and priori-
tizing them seems absolutely necessary.

In a number of reviewed studies, prioritizing specific domains of
technology or IoT challenges were undertaken. Methodologically
speaking, three general categories were observed in these studies.
In the first class, strategic planning methods have been utilized.
Among these studies [20], can be mentioned. The second group
used qualitative techniques for prioritizing. Among these studies
[15], used the Delphi methodology and [17] conducted semi-
structured interviews. Finally, the third category of studies has
used multi criteria decision making (MCDM) techniques for prior-
itizing. To enumerate some [16], combined fuzzy DEMATEL and
ANP [18], implemented FANP and fuzzy DEMATEL and [19] utilized
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FAHP.
It would be almost impossible to cover the extensive range of

challenges surrounding IoT in a single paper. In this paper, however,
after reviewing the literature, IoT technology development chal-
lenges were identified in the relevant scientific literature. After-
wards, the challenges were categorized in 5 distinct categories in a
hierarchical structure and then presented to the expert team. The
expert team evaluated and confirmed the aforementioned chal-
lenges and the presented structure as well. Afterwards, the ade-
quacy of the identified challenges was confirmed by the expert
team and the validity of the questionnaire was verified.

As mentioned, this article provides an overview of five distinct
classes regarding IoT including: Security and privacy challenges,
legal and regulatory challenges, technological challenges, cultural
challenges and business challenges which will be discussed in the
following.

2.1. Security and privacy challenges

Due to the vast scale of IoT based networks, security and privacy
challenges of IoT have become more salient compared with other
state of the art technologies [21]. These issues are at the heart of
trust, relationship building, and different forms of exchange [22]
and negligence in meeting them appropriately may have crucial
consequences such as causing damage, disruption to operations or
even loss of life [23].

While some researches considered security and privacy as two
distinct categories [14], they are being considered as one single
category in other investigations [24]. Due to their significant
overlap and their mutual impact over each other, this paper adopts
the latter approach. The most prominent challenges regarding se-
curity and privacy include: Transparency, conflict of interests, data
confidentiality, network security and IoT devices' safety.

2.1.1. Transparency
A large number of IoT devices function in away that the user has

little or no awareness of their precise operations. This leads to a
security vulnerability when an IoT device might be performing
undesirable functions or collecting data that the individual does not
intend [25]. Besides, the alterations of the device's function through
updates should not be neglected. These challenges have a quiddity
of security and privacy simultaneously. Finding the degree of
transparency which enforces the user's privacy preferences is a
non-negligible challenge in the context of security and privacy.

2.1.2. Conflict of interests
The expectations of privacy differ in public and private sectors

and IoT challenges these differences [25]. Many IoT devices perform
in situations in which multiple people are subject to the same data
collection activity. Location tracking systems and surveillance
cameras are two examples of such situations. In these situations it
might be difficult or even impossible to distinguish, individual
privacy preferences [25]. The conflict of interest does not occur
merely amongst users. Different expectations, demands and per-
ceptions among manufacturers and users, government and citizens
(e.g. surveillance cameras), or government and manufacturers may
give rise to a diverse range of conflicts.

2.1.3. Data confidentiality
The IoT devices collect and store a tremendous amount of in-

formation. Ergo, they carry a significant potential of privacy risks
with respect to the use of the data and its accessibility [26]. In order
to ensure security of data, services and the entire IoT system,
confidentiality of the collected data must be guaranteed [27]. Due
to the environmental characteristics of IoT and the devices'
nalytic Network Process (FANP) approach for prioritizing internet of
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heterogeneity, this is an extremely challenging issue.

2.1.4. Network security
The term network security refers to the mechanisms exerted

within a network in order to ensure trusted operation of the IoT
[28]. Security is absolutely essential to any network [29] and since
extant security architecture is designed from human communica-
tion perspective, it may not be suitable for IoT system [30]. Hence, it
is of high importance to develop reliable strategies to ensure the
security of the IoT network.

2.1.5. IoT devices' safety
Plenty of IoT devices has not been developed with security in

mind. A multitude of them contain embedded softwares which are
troublesome to patch and upgrade, which leads to vulnerability and
configuration management issues. According to SANS, merely 52
percent of IoT devices undergo security tests prior to production
[23]. Besides, a recent research undertaken by HP Fortify found that
the average security concerns per device is equal to 25 and 70
percent of the most generally used IoT devices are prone to security
vulnerabilities [23].

2.2. Legal and regulatory challenges

The advent of IoT has raised a broad range of questions and
challenges from a legal and regulatory perspective, which need
thoughtful deliberation. In some scenarios, IoT engenders new legal
and regulatory concerns that did not exist hitherto. It also amplifies
a plethora of extant issues in many other cases [25]. A number of
potential legal and regulatory challenges are discussed below.

2.2.1. Cross boarder data flows and global cooperation
The span of IoT is not restricted to just one jurisdictional

boundary. It is possible for IoT devices to collect data in one juris-
diction and transfer it to another jurisdiction for storage or pro-
cessing [25]. This feature can pose a potential challenge when the
Laws and regulations are inconsistent or incompatible amongst the
jurisdictions. Besides, due to the lack of a single, universal approach
toward IoT Legislation, the challenge of cooperation amongst
beneficiary countries would be intensified.

2.2.2. Data usage
IoT devices learn about consumers' habits, preferences and

purchasing behavior through web-related data [22]. There are,
however, some concerns with regard to the way this data is being
utilized. Discriminatory use of data, using data in order to enforce
the law and normative uncertainty [26] are just three examples of
the challenges which should be overcome by means of appropriate
legislation.

2.2.3. Liability
IoT devices pose considerable legal liability challenges that need

careful deliberation [25]. The most primary question regarding IoT
devices' liability is “who is responsible If someone is injured due to
an IoT device's operation?”. IoT devices operate in a way more
complex manner than a traditional products, which will lead to
more complicated scenarios.

2.2.4. Ownership (intellectual property)
The issue of ownership has been also a matter of concern. In a

system where a multitude of parties adds value, who owns the
data? [22].

2.2.5. Standardization
The standardization of IoT includes the architecture standards,
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the application requirements standards, the communication pro-
tocol standards, the identification standards, the security stan-
dards, the application standards, the data standards, the
information processing standards, and the public service platform
standards [30]. In order to prevent anarchy in the IoT world, it is
necessary to enhance the standardization of applications [5].

2.3. Technological challenges

IoT embraces an extremely wide range of technologies. These
technologies can be intricate for a variety of reasons and hence may
introduce problems and hinders development of IoT and eventually
block it from connecting as many “Things” as possible [30].

2.3.1. Architecture and design
Designing a Secure, flexible and cost-efficient architecture is of

paramount importance for IoT fast adoption. A plethora of solutions
have been proposed in recent years. The majority of them have
been from thewireless sensor networks (WSN) perspective [29,31],
while some have been from different standpoints [29]. Neverthe-
less, the issue is still open to debate.

2.3.2. Addressing
The IoT includes an extremely vast number of nodes which

produce massive content that should be accessible by authorized
users regardless of their position. This necessitates effective
addressing policies [9,32].

Addressing refers to the mechanism of identifying objects
within a network [33]. Although a lot of approaches toward
addressing have been proposed, opting a unique solution is
exceedingly challenging due to heterogeneity of the identifier
lengths used by various technologies [34].

2.3.3. Devices heterogeneity (managing heterogeneity)
Based on Gartner's report, the present architecture of IoT is not

prepared to cope with the heterogeneous nature of personal and
enterprise data [35]. Different applications and environments need
distinct networking technologies, and the range of technologies are
significantly divergent from each other [36]. This compromises the
IoT user’ ability to connect and share which is fundamental to
development of IoT [25]. Managing this incongruity is still an open
challenge.

2.3.4. Ubiquitous data management
IoT devices generate a tremendous amounts of data that should

be processed and stored [37]. As IoT devices become more preva-
lent, managing this volume of data will become more challenging
to address adequately [5]. Besides, the data obtained from IoT de-
vices need to be processed and analyzed using computers and
mathematical models. Considering the enormous amount of data,
which is not processable using traditional data mining techniques,
there is a shortage of advanced data mining tools and competent
data analysts [38]. Furthermore, transmitting data from one juris-
dictional boundary to another should not be neglected. It should be
noted that this particular form of ubiquitous data exchange may
raise not only technological, but also legal challenges [25].

2.3.5. Hardware construction
Hardware design refers to a system's tangible components and

their interactions. It not only affects the efficiency and effectiveness
of the IoT, but also has a significant impact on issues such as the
energy consumption and management, disposal of devices and
environmental pollution [39].
nalytic Network Process (FANP) approach for prioritizing internet of
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2.3.6. Fault tolerance
In a hyper-connected world, a minor malfunction in one part of

a system may lead to catastrophic consequences. Besides, hetero-
geneous networks provide more than just one distinguished ser-
vice or application. These two statements imply the exigency of a
single network to support all applications without deficiency. It is
an arduous task to provide guarantees in wireless networks.
Considering the proliferating number of poorly tested devices,
inattention to this challenge may turn our lives into chaos [5].

2.4. Cultural challenges

2.4.1. Education and training
It is not possible to make the most of IoT's potential without

adequate education and training. As governments and organiza-
tions must learn to use the IoT platform properly and effectively,
people must also acquire knowledge and skill of utilizing its fea-
tures appropriately [25].

2.4.2. Vandalism
Many IoT devices are vulnerable to vandalism. Regardless of

being intentional or unintentional, IoT devices should be utilized in
a way that minimizes damage from vandalism. Designing resistant
to vandalism devices, installing them without being too conspicu-
ous and locating the devices in secure places are among possible
solutionWhich can be considered by IoT security professionals [40].

2.4.3. Trust
Ensuring trust in the IoT is of significant importance and impacts

the ability of individuals to connect, communicate and share in
meaningful ways. If efforts to create trust in IoT fails, rapid devel-
opment of IoT would not be possible [41].

2.4.4. Ethics
IoT devices have designed to collect and store data about their

environment, which frequently includes data associated with
people. Whenever the individuals who are observed have different
privacy expectations concerning the use of that data than those of
the data gatherer, ethical challenge arises [25].

2.5. Business challenges

In the hyper-connected IoT world, businesses should make
every effort to palliate the problems and concerns of IoT users as
much as possible. In order to do so, they should move toward new
processes and innovative business models [42,43].

2.5.1. Economic development opportunities and issues
According to McKinsey Global Institute, IoT has remarkable

potential in developing economies. This potential can ameliorate
global issues such as sustainable agriculture, energy consumption,
water availability, and management of resources, among others
[25]. However, to ensure that the aforementioned benefits are
global, some specific issues such as infrastructure resources, in-
vestment, industry development and policy and regulatory coor-
dination must be considered.

2.5.2. Investing in IoT development
Three approaches are recognizable regarding investment in the

IoT. Comprehensive investments in infrastructure, smart cities,
software, applications and services, a stakeholder approach that
advocates public-private partnerships and vertical investments and
an opportunity investment approach that is inspired by short to
mid-term return on investment [42]. Each one of these approaches
is dominant within a specific region. Alignment of these
Please cite this article in press as: A.K. Mohammadzadeh, et al., A Fuzzy A
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heterogeneous perspectives would not be possible effortlessly.

2.5.3. Business model
There are too many possibilities, uncertainties and concerns in

business models in IoT [30]. The advent of new currencies, user
lock-in and adopting a universal gateway are among these concerns
and uncertainties [44].

2.5.4. Customer expectations and quality of service
In the current era, customer expectations are constantly rising.

Fulfilling the customers' needs, expectations and preferences is the
only way to ensure their loyalty and the any given organization's
survival and growth. IoT provides an excellent platform to do so.
There are, however, plenty of challenges to meet. Among them
choosing the proper technology to create preferable experiences,
designing appropriate customer feedback process and under-
standing customer needs and expectations and knowing how to
meet them could be mentioned [45e48].

2.6. Proposed model for IoT challenges

In this paper, IoT Challenges were divided into five categories:
Privacy and security challenges, Legal and regulatory challenges,
Technological challenges, Cultural challenges and Business chal-
lenges. Each category contains a number of challenges which is
shown is the Fig. 1. In Table 2 some of the papers which have
referred these challenges are mentioned.

3. Research methodology

3.1. Analytic network process (ANP)

Built on the Analytic Hierarchy Process (AHP), Saati proposed
the ANP in the 1980s and it has been widely used for multi-criteria
decision making problems since [49]. Without assuming the in-
dependence of elements, the ANP goes far beyond the AHP. Besides,
the ANP prioritizes not just elements, but also clusters or sets of
elements as is frequently essential in the real world problems [50].

The process of ANP consist of 3 steps as follows [51]:
Step 1: The decision-makers evaluate all proposed criteria

pairwise without considering the interdependence among them.
The responses are presented numerically on the basis of Saaty's
scale. Each pair must be judged only once. A reciprocal value will be
assigned to the reverse comparison automatically. After completing
the pairwise comparisons, the local weight vector w1 is calculated
as the unique solution to

A w1¼ lmax w1

where lmax is the largest eigenvalue of pairwise comparison matrix
A. The resulting vector is normalized by dividing each value by its
column total to represent the normalized local weight vector w2.

Step 2: In this step, interdependence between the evaluation
criteria is to be computed. The decision-makers evaluate the impact
of the criteria on each other using pairwise comparisons just like
step 1. Subsequently, for each criterion, a pairwise comparison
matrices is formed. The normalized eigenvectors for the afore-
mentioned matrices are computed in interdependence weight
matrix of criteria B.

Step 3: In this step, by combining the results from previous
steps, the interdependence weights of the criteria can be obtained
as follows:

wc¼ BwT
2.
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Fig. 1. IoT technology development challenges hierarchical structure.

Table 1
Stages of economic growth.

Stages of economic growth Definition Example

Factor-driven economy Countries' growth is based on the unskilled labor and natural resources and companies compete on
the basis of price [1].

India, Russia, Iran [2]

Efficiency-driven economy Countries' growth is based on the efficient production processes and companies compete on the
basis of quality [1].

Brazil, China [2],

Innovation-driven economy Countries' growth is based on the new and different products and services and companies compete
on the most sophisticated process [1].

Qatar, Canada Australia [2],

Table 2
The identified factors and sub-factors.

Factors Sub-factors Reference

Technological Architecture and design [31]
Devices heterogeneity [36]
Addressing [9]
Ubiquitous data management [5]
Hardware construction [39]
Fault tolerance [5]

Privacy and security Data confidentiality [26]
Network security [29]
Transparency [25]
IoT devices' safety [23]
Conflict of interests [25]

Business Business model [44]
Investing in IoT development [42]
Economic development opportunities and issues [25]
Customer expectations and Quality of service [45]

Legal and regulatory Data usage [22]
Ownership [22]
Standardization [30]
Cross boarder data flows and Global cooperation [25]
Liability [25]

Cultural Education and training [25]
Ethics [41]
Trust [40]
Vandalism [40]
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Evaluating alternatives always contain ambiguity and plurality
of meaning. Besides, in case of qualitative attributes, human
assessment is subjective and hence imprecise [52]. Thus, the con-
ventional ANP appears insufficient. In such cases, the fuzzy sets are
extremely advantageous and allow a more exact delineation of the
decision making process.

Devised to characterize the imprecision or ambiguity of human
cognitive processes in a mathematical sense, fuzzy set theory was
introduced by Zadeh in the 1960s [53]. Fuzzy set theory has been
applied to a vast variety of applications in diverse fields [54e56].
Implementation of fuzzy logic provides to get more reliable judg-
ments of the decision makers than the crisp-based methods.

Due to its applicability in real-world problems, a copious
number of fuzzy ANP (FANP) approaches have been proposed in
recent years. For instance [57], presented an evaluation approach
using a fuzzy ANP for multi-criteria evaluation of contaminated site
remedial countermeasures. In another study, Dargi et al. developed
a FANP framework for the supplier selection process in automotive
industry [58]. For more examples, see Refs. [59e61].

Among all the FANP approaches, Mikhailov's model was chosen
for this paper due to its ability to calculate the consistency Index and
maximize it as well [62]. The consistency index can determine the
reliability of the respective questionnaire and thus can be useful in
confirming the reliability of the collected data. Mikhailov asserts
that values greater than0 indicate compatibility in fuzzy judgments.
On the other hand, values less than 0 (negative values) account for
strong inconsistency. Hence, the compatibility rate between 0 and 1
shows the compatibility of fuzzy comparisons, and the closer it is to
1, the greater the compatibility of judgments are [62].

In this study, triangular fuzzy numbers are used. A triangular
fuzzy number (TFN) is denoted as (l,m,u). The parameters l,m and u
indicate the smallest possible value, the most promising value, and
the largest possible value that describe a fuzzy event, respectively
[63].

3.2. Snowball sampling method

Snowball sampling, or chain referral sampling, is a sampling
technique where primary subjects recruit future study subjects
among their acquaintances. This technique can be used to identify
experts in a certain field. Locating hidden population and low cost
can be mentioned as snowball sampling method advantages.
Snowball sampling starts with a convenience sample of initial
subject [64]. The initial subject serve as “seeds,” through which the
sample consequently expands through several steps just like a
snowball growing in size as it rolls down a hill [65].

In this study, starting snowball sample included 3 IoT experts
with at least 3 years of experience in the field of IoT in ITRC which
eventually, after implementing snowball sampling technique, led to
an expert team of 8 members. The identified group among with the
experts in the focus group validated the identified challenges.
Subsequently, the focus group evaluated IoT technology develop-
ment challenges in Iran and the FANP questionnaires were
completed.

3.3. Questionnaire design

The design of the questionnaires was carried out according to
the model used in this research, presented by Mikhailov [62]. In
order to make pair-wise comparisons by the experts, the scale
provided in Table 3 was used. For instance, the challenges identified
in the “security and privacy” factor, were compared using the
question “How important is “transparency” in comparison with
“conflict of interests”?" and the respective response, equally
important (EI), was placed in the corresponding position in the
Please cite this article in press as: A.K. Mohammadzadeh, et al., A Fuzzy A
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pair-wise comparison matrix as a triangular fuzzy number (1/2, 1,
3/2).

Here are three important points to consider. First, using a pre-
approved questionnaire can help validate the questionnaire. Sec-
ond, Saati considers homogeneity and clustering as a guarantee for
validity insurance [66]. Finally, after confirming each questionnaire,
a number of experts reconfirmed its validity and then the ques-
tionnaire was distributed among all the experts.

3.4. Methodology

In this study, a fuzzy ANP-based methodology is used to prior-
itize the IoT development challenges in Iran. This approach is uti-
lized due to its ability in considering more generalized relations
than AHP. Furthermore, its combinationwith fuzzy theory is due to
inability of the original ANP model to handle the imprecision and
subjectivity in the pair wise comparison process made by the ex-
perts and decision-makers. The applied model for prioritizing the
IoT development challenges is a five step procedure which is
described in detail, below [51]:

1. Employing snowball sampling method, which was explained in
section 3.2, opt the IoT experts to identify and categorize the
factors and sub-factors.

2. Construct the ANP model's hierarchy which consist of goal,
factors and sub-factors.

3. Using pairwise comparison matrices, determine the local
weights of the factors and sub-factors. The fuzzy scale regarding
relative importance to calculate the relative weights, introduced
in 2006 [67], is specified in Table 3. Using the Formula (1), the
local weights of the factors and sub-factors are calculated:

Max a
St : �

mij � lij
�
awj �wi þ lijwj � 0�

uij �mij
�
awj þwi � uijwj � 0

Xn

k¼1

wk ¼ 1; wk >0; k ¼ 1; 2; …; n

i ¼ 1; 2; …; n� 1; j ¼ 2; 3; …n j> i

(1)

where w denotes the local weight vector.
The optimal value to the Formula (1) as a non-linear problem, if

positive, specifies that all solution ratios completely satisfy the
fuzzy judgment. This means that the primary set of fuzzy judg-
ments is rather consistent. A negative value of a* indicates that the
solutions ratios approximately satisfy all double-side inequalities
which means that the fuzzy judgments are significantly
inconsistent.

4. In this step the interdependent weights of the factors is calcu-
lated. Using fuzzy scale, the inner dependence matrix of each
factor in connection with the other factors should be deter-
mined. Based on the dependencies, dependence among all fac-
tors can be defined. The interdependent weights of the factors is
equal to the product of the local weights of the factors and inner
dependence matrix.

5. The global weights for the sub-factors is determined in this step.
By multiplying local weight of the sub-factor, which was
calculated in step 3, with the interdependent weights of the
relevant factor, which was calculated in step 4, the global
weights for the sub-factors is calculated.

4. Experimental results and discussion

The case study for the application of utilized model is “IoT
nalytic Network Process (FANP) approach for prioritizing internet of
.1016/j.techsoc.2018.01.007



Table 3
Linguistic scales for difficulty and importance.

Linguistic scale for difficulty Linguistic scale for importance Triangular fuzzy scale Triangular fuzzy reciprocal scale

Just equal Just equal (1,1,1) (1,1,1)
Equally difficult (ED) Equally important (EI) (1/2,1,3/2) (2/3,1,2)
Weakly more difficult (WMD) Weakly more important (WMI) (1,3/2,2) (1/2,2/3,1)
Strongly more difficult (SMD) Strongly more important (SMI) (3/2,2,5/2) (2/5,1/2,2/3)
Very strongly more difficult (VSMD) Very strongly more important (VSMI) (2,5/2,3) (1/3,2/5,1/2)
Absolutely more difficult (AMD) Absolutely more important (AMI) (5/2,3,7/2) (2/7,1/3,2/5)
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technology development challenges” in Iran. The factors and sub-
factors to be used in the model were determined by the expert
team. Pairwise comparison matrices used to calculate factor and
sub-factor weights were also formed by the same team. The
application performed based on the steps provided in previous
section and explained step by step together with the results.

Step 1: In this step the factors and sub-factors are determined as
presented in Table 2.

Step 2: In this step the ANP is formed. See Fig. 1.
Step 3: In this step, local weights of the factors and sub-factors

are calculated. The ANP questionnaire was presented to the expert
team and was completed by them using the scale proposed by
Kahraman et al. in Ref. [67]. The results are given in Table 4, Table 5,
Table 6, Table 7, Table 8 and Table 9.

Step 4: In this step, interdependent weights of the factors are
calculated (Fig. 2).

Wfactors ¼

2
66664

Tech
Privacy
Legal

Business
Cultural

3
77775

¼

2
66664

0:75 0:1 0:2 0:10 0:15
0:1 0:6 0:2 0:05 0
0:15 0:1 0:6 0:05 0
0 0:15 0 0:75 0
0 0:05 0 0:05 0:85

3
77775

�

2
66664

0:24
0:22
0:18
0:20
0:16

3
77775

¼

2
66664

0:282
0:202
0:176
0:183
0:157

3
77775

Step 5: Using interdependent weights of the factors and local
weights sub-factors, global weights for the sub-factors are calcu-
lated in this step.

WTech sub�factors ¼

2
6666664

T1
T2
T3
T4
T5
T6

3
7777775
¼ 0:282�

2
666664

0:15
0:15
0:17
0:19
0:17
0:17

3
777775
¼

2
666664

0:0423
0:0423
0:0479
0:0536
0:0479
0:0479

3
777775
Table 4
Local weight of business challenges.

Business challenges Economic and development Investing

Economic and development (1,1,1) (1/2,1,3/2)
Investing (2/3,1,2) (1,1,1)
Business model (1,3/2,2) (2/3,1,2)
Customer expectations (1/2,1,3/2) (1/2,1,3/2)

Consistency index (l*) ¼ 0.78.
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WPrivacy sub�factors ¼

2
66664

P
P2
P3
P4
P5

3
77775
¼ 0:202�

2
66664

0:14
0:21
0:23
0:18
0:24

3
77775

¼

2
66664

0:0283
0:0424
0:0465
0:0364
0:0485

3
77775

WLegal sub�factors ¼

2
66664

L1
L2
L3
L4
L5

3
77775
¼ 0:176�

2
66664

0:2
0:2
0:2
0:17
0:23

3
77775

¼

2
66664

0:035
0:035
0:035
0:030
0:040

3
77775

WBusiness sub�factors ¼

2
664
B1
B2
B3
B4

3
775 ¼ 0:183�

2
664
0:23
0:26
0:3
0:21

3
775 ¼

2
664
0:042
0:048
0:055
0:038

3
775

WCultural sub�factors ¼

2
664
C1
C2
C3
C4

3
775 ¼ 0:157�

2
664
0:22
0:31
0:22
0:25

3
775 ¼

2
664
0:034
0:049
0:034
0:039

3
775

According to Table 10, the most important factors are “techno-
logical”, “privacy and security” and “business”, respectively. By
comparing global weights of the factors, it is obvious that “tech-
nological” factor is far more important than other factors. On the
other hand, the difference in the weight of “privacy and security”
and “business” is not substantial. Similarly, the most important
sub-factors are “business model”, “architecture and design” and
“education and training”, respectively. It can easily be concluded
that the first two sub-factors are significantly more important than
the rest.

The findings of this study correspond to previous research in
most cases. For instance, “Business model” has been identified as
the most important challenge in Iran which other researchers
such as [30] and [44] also referred to its importance. Besides [29],
has mentioned the importance of “architecture and design”,
which was ranked 2nd in this study. The sub-factor “education
and training” however, has received little attention in other re-
searches to the best of our knowledge (Table 11). More details are
provided in Table 2.

There are two studies, however, that reported different
Business model Customer expectations Calculated weights

(1/2,2/3,1) (2/3,1,2) 0.23
(1/2,1,3/2) (2/3,1,2) 0.26
(1,1,1) (1,3/2,2) 0.30
(1/2,2/3,1) (1,1,1) 0.21
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Table 5
Local weight of cultural challenges.

Cultural challenges Trust Education and training vandalism Ethics Calculated weights

Trust (1,1,1) (1/2,2/3,1) (2/3,1,2) (2/3,1,2) 0.22
Education and training (1,3/2,2) (1,1,1) (1,3/2,2) (2/3,1,2) 0.31
Vandalism (1/2,1,3/2) (1/2,2/3,1) (1,1,1) (2/3,1,2) 0.22
Ethics (1/2,1,3/2) (1/2,1,3/2) (1/2,1,3/2) (1,1,1) 0.25

Consistency index (l*) ¼ 0.85.

Table 6
Local weight of legal challenges.

Legal challenges Ownership Standardization Cross boarder liability Data usage Calculated weights

Ownership (1,1,1) (2/3,1,2) (2/3,1,2) (2/3,1,2) (1/2,1,3/2) 0.20
Standardization (1/2,1,3/2) (1,1,1) (1/2,1,3/2) (2/3,1,2) (1/2,1,3/2) 0.20
Cross boarder (1/2,1,3/2) (2/3,1,2) (1,1,1) (2/3,1,2) (1/2,1,3/2) 0.20
liability (1/2,1,3/2) (1/2,1,3/2) (1/2,1,3/2) (1,1,1) (1/2,2/3,1) 0.017
Data usage (2/3,1,2) (2/3,1,2) (2/3,1,2) (1,3/2,2) (1,1,1) 0.23

Consistency index (l*) ¼ 0.79.

Table 7
Local weight of technological challenges.

Technological challenges Hardware Fault tolerance Device Architecture Ubiquitous Addressing Calculated weights

Hardware (1,1,1) (2/3,1,2) (1/2,1,3/2) (1/2,2/3,1) (1/2,1,3/2) (1/2,1,3/2) 0.15
Fault tolerance (1/2,1,3/2) (1,1,1) (1/2,1,3/2) (1/2,2/3,1) (1/2,1,3/2) (1/2,1,3/2) 0.15
Device (2/3,1,2) (2/3,1,2) (1,1,1) (1/2,1,3/2) (2/3,1,2) (2/3,1,2) 0.17
Architecture (1,3/2,2) (1,3/2,2) (2/3,1,2) (1,1,1) (2/3,1,2) (2/3,1,2) 0.19
Ubiquitous (2/3,1,2) (2/3,1,2) (1/2,1,3/2) (1/2,1,3/2) (1,1,1) (2/3,1,2) 0.17
Addressing (2/3,1,2) (2/3,1,2) (1/2,1,3/2) (1/2,1,3/2) (1/2,1,3/2) (1,1,1) 0.17

Consistency index (l*) ¼ 0.74.

Table 8
Local weight of privacy challenges.

Privacy challenges conflict Transparency Network IoT device Data Calculated weights

conflict (1,1,1) (2/3,1,2) (2/3,1,2) (1,1,1) (1/2,2/3,1) 0.14
Transparency (1/2,1,3/2) (1,1,1) (1/2,1,3/2) (1/2,1,3/2) (2/3,1,2) 0.21
Network (1/2,1,3/2) (2/3,1,2) (1,1,1) (1,3/2,2) (2/3,1,2) 0.23
IoT device (1,1,1) (2/3,1,2) (1/2,2/3,1) (1,1,1) (1/2,2/3,1) 0.18
Data (1,3/2,2) (1/2,1,3/2) (1/2,1,3/2) (1,3/2,2) (1,1,1) 0.24

Consistency index (l*) ¼ 0.71.

Table 9
Local weight of factors.

factors Tech Privacy Legal Business Cultural Calculated weights

Tech (1,1,1) (1/2,1,3/2) (1,3/2,2) (2/3,1,2) (1,3/2,2) 0.24
Privacy (2/3,1,2) (1,1,1) (2/3,1,2) (2/3,1,2) (1,3/2,2) 0.22
Legal (1/2,2/3,1) (1/2,1,3/2) (1,1,1) (2/3,1,2) (1,1,1) 0.18
Business (1/2,1,3/2) (1/2,1,3/2) (1/2,1,3/2) (1,1,1) (2/3,1,2) 0.20
Cultural (1/2,2/3,1) (1/2,2/3,1) (1,1,1) (1/2,1,3/2) (1,1,1) 0.16

Consistency index (l*) ¼ 0.75.
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results. According to [16], which examined the challenges of the
business model in IoT, standardization, architecture and design,
economic issues and customer expectations were ranked as the
most important challenges, while in this study the aforemen-
tioned challenges ranked 18th, 2nd, 13th and 16th. Furthermore
[18], which considered the vital security requirements of IoT,
selected trust, fault tolerance, network security, addressing and
data confidentiality as the most substantial challenges, while in
this study the aforementioned challenges ranked 21st, 11th, 9th,
6th and 4th.
Please cite this article in press as: A.K. Mohammadzadeh, et al., A Fuzzy A
things challenges in Iran, Technology in Society (2018), https://doi.org/10
5. Conclusion

In recent years, the Internet of Things has been of prime interest
to policy-makers and business owners as an emerging technology.
Iran, as a transition economy from factor-driven to efficiency-
driven economy, has shown increasing interest in IoT and has car-
ried out some efforts in ITRC.

This article categorized the Internet of Things technology
development challenges in Iran into five categories, namely secu-
rity and privacy challenges, legal and regulatory challenges, tech-
nological challenges, cultural challenges and business challenges
nalytic Network Process (FANP) approach for prioritizing internet of
.1016/j.techsoc.2018.01.007



Fig. 2. Relationships between factors.

Table 10
Interdependent weights of the factors.

factors Tech Privacy Legal Business Cultural

Tech 0.75 0.1 0.15 0.15 0.15
Privacy 0.1 0.65 0.2 0.05 0
Legal 0.15 0.15 0.65 0.05 0
Business 0 0.05 0 0.70 0
Cultural 0 0.05 0 0.05 0.85
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which include 24 sub-factors. In the second phase, the importance
and priority of these factors and sub-factors were identified using
an integrated fuzzy ANP approach. According to experimental re-
sults, “technological challenges” and “privacy and security
Table 11
Global weight and rank for factors and sub-factors.

Factors Sub-factors

Technological
(0.282)

Architecture and design
Devices heterogeneity
Addressing
Ubiquitous data management
Hardware construction
Fault tolerance

Privacy & Security
(0.202)

Data confidentiality
Network security
Transparency
IoT devices' safety
Conflict of interests

Business
(0.183)

Business model
Investing in IoT development
Economic and development opportunities
Customer expectations and Quality of serv

Legal & regulatory
(0.176)

Data usage
Ownership
Standardization
Cross boarder data flows and Global coope
Liability

Cultural
(0.157)

Education and training
Ethics
Trust
Vandalism
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challenges” were ranked the two most important factors. Besides,
the factors “cultural challenges” was ranked as the least significant
factor.

Among the sub-factors, however, the most important sub-factor
which affects IoT technology development is “business model”. The
sub-factors “architecture and design” and “education and training”
are ranked 2nd and 3rd respectively. On the other hand, “conflict of
interests” and “liability” were selected as the least important ones.

Considering the results of this study, a series of suggestions are
presented for future studies and practices. Considering the great
importance of business models, it is suggested that new business
models be analyzed by utilizing state of the art strategic frame-
works. Saleability and reliability are at the heart of designing and
implementing such business models. It is also essential not to
neglect the basic dimensions, such as customers and ecosystem, in
IoT business models.

Hitherto, some developed countries have implemented huge
projects in IoT and the majority of such investments have been
made by the governments. In order to provide infrastructure for
implementing IoT in Iran, it is suggested that the public sector be
more active. Moreover, in order to overcome the technological
challenge in the implementation of IoT in Iran, it is suggested that
the key essential technologies for the success of IoT based products
and services (such as RFID, WSN and cloud computing) be inves-
tigated and the development of infrastructures related to such
technologies be put on the agenda.

Finally, considering the importance of “privacy and security”, it
is necessary to limit the collection of private data such as health,
religion and sexual orientation when they are not absolutely
essential. Besides, in case obtaining such data is absolutely neces-
sary, such as healthcare applications, data collected by IoT devices
should not be stored, processed or revealed in any formwithout the
individual's consent. Hence, clear regulatory framework must be
provided as well as technical measures which ensure the privacy of
the collected data.

In this study the challenges were identified before any major
implementation in industry. That is because as the responsible
institution for providing the IoT roadmap in Iran, ITRC should have
Global weight Rank

0.0536 2
0.0479 6
0.0479 6
0.0479 6
0.0423 11
0.0423 11

0.0485 4
0.0465 9
0.0424 10
0.0364 17
0.0283 24

0.0550 1
0.0480 5

and issues 0.0420 13
ice 0.0380 16

0.0400 14
0.0350 18
0.0350 18

ration 0.0350 18
0.0300 23

0.0490 3
0.0390 15
0.0340 21
0.0340 21
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an understanding of the challenges ahead prior to any further ac-
tion. Due to this matter, major actors in industrial sector did not
have a clear understanding of the challenges ahead. Hence, only the
views of academic experts and policy makers were applied in this
study which has been the main constraint facing this research.

This study aimed at identifying and prioritizing the IoT tech-
nology development challenges in Iran. However, the interactions
amongst the factors may be different in other cases. Such relations
can be inspected within the scope of future studies. Furthermore,
due to the importance of technological challenges regarding IoT
technology development, a study can be made to exclusively
analyze the aforementioned challenge.
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