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Abstract

Shared pictures, videos and more constitute as shared media in today’s world of social networks. Each piece of media shared has
hidden privacy violations stored in their metadata. Over the past two decades, social media sites, and shared media on them, have
grown exponentially. People are sharing more data, and with more people, such unknowing users easily become the victims of
numerous types of privacy attacks. By creating a GUI based metadata reader and editor, much of this security risk can be
alleviated for common users. By bringing the capability to view and change metadata to different platforms, the true risk, hidden
in all shared media, can be brought outright and mitigated. Much of the important data that can be exposed deals with geotags for
locations, as well as camera identification numbers, and time stamps. In this work, we discuss the importance of having control
of this type of information and share a model application that can be used to help resolve privacy breaches of this type.
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1. Introduction

Social media has quickly become an essential foundation for communication across multiple generations. Social
media allows its users to share information about their lives knowingly and unknowingly '*. Knowingly in when they
sign up, they can input their information such as birthday, city, and other information and then choose their profile’s
privacy setting. While this has the potential to be the base for many severe privacy attacks, much more information
is shared unknowingly. Given the number of photos and videos being shared on social media, it is clear that the
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average person is more at risk to threats like identity theft, cyber stalking, and more. When users share pictures and
videos of themselves and friends, usually taken with a smart phone, it also uploads the metadata for that picture.
Metadata, to put it simply, is data about data. In this case, data about pictures and videos, shared to social media.
Metadata includes such information as seemingly nominal as the camera’s shutter speed, F-Stop, color spectrum,
lens model, lens maker, camera model, and camera maker. It also includes more important information which can be
used to track down a specific individual. This information includes, the cameras identifier number, the GPS
Coordinates of where the photograph or video was taken and more. All this information is unknowingly entered into
the metadata when the picture or video is created. This creates an issue for users who share media without
knowledge of this occurring. The exploitation of a single shared photo can result in an adversary knowing the
location the user posted from and more.

1.1. Contribution of this work

Through this work, we not only shed light on a topic that has become increasingly important over the past few
years, but also offer a solution in the form of an extensible application, centered around key features, all of which
will be discusses, such as portability between operating systems. This topic is the inadvertent sharing of privacy
violating information in metadata. The resultant of such sharing through metadata has potential to be detrimental,
and in certain cases incriminating. Deriving the need for such an application will be shown in Section 2. The
application contribution will be discussed in Section 3 of this paper. In Section 4, we will discuss the application
interface and demonstrate the functionality of the application. In the last section, Section 5, we conclude the paper
and discuss the future work for this research.

2. Background and Related Work

Data privacy has increasing becoming an issue that researchers try to build models and methods to protect. In 8
Barker et al. introduce a data privacy taxonomy to introduce a guideline to assess privacy-awareness of different
models. In * !0 the researchers propose a recommender system that helps the users to pick a better privacy setting in
their social network. In ''>12 the researchers facilitate understanding of ambiguous and long privacy policies to the
users in an easy-to-understand format. There are even attempts to introduce access control models to dynamically
reflect security policies 4.

As previously mentioned, metadata is a form of data that is included on all videos and pictures and is used to
store information about that data, such as date photo was taken, photographic information and GPS coordinates.
This information is often used by operating systems to save information such as the last date a document was edited.
This information is occasionally very helpful to person sharing the photos. In a court case' in 2012, a freelance
photographer was cleared of charges of interfering with the arrest of another citizen by “aggressively” blinding the
police officer with flash from his camera. The free-lance photographer was cleared of this charge by viewing the
metadata which show that his flash did not fire at all during the time he was taking pictures. The police officer was
later charged with fabricating an arrest record!.

Having exposed metadata in shared media is a threat to innocent citizens who would like to keep information like
their home address, favorite locations, place of work, and more, private. Researchers have conducted polls to gather
information about frequent posting locations and found that over 40% of all posts on social media are done at the
user’s home and 80% were taken at their 10 most visited places 2. Using this information, a team of researchers
could conduct a study of 30 participants who used various social media websites. For three weeks, their posts were
monitored to see if, at the end, the researchers would be able to identify the participant’s homes, and their 5 most
visited locations. Three weeks later, the study concluded that it could deduce 85% of the participants’ homes as well
as their top five most visited locations. The study chose to keep the identities of the participants private, but strived
to find very average social media users who posted frequently and fit into the role of a security pragmatist. This
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could be done using reading metadata of the shared media, and geospatial tags from posts, including check-ins on
Twitter !°, Facebook, and Instagram 3. This study addresses geospatial information found in posts themselves. When
a user posts to social media, the website will capture your GPS coordinates and appends them to the post. Using the
API an adversary, in this case researchers, could retrieve the exact coordinates the picture was taken at, via the
metadata, and anyone seeing the post could get the city the post was made from via the geospatial tag in the post
itself. This is included above or below the post, depending on the social media website. It is important to realize that
the average post on social media reaches over 1,000 people, and that number is only growing . Even users that are
privacy aware and have their profiles set to the most rigorous settings, are still susceptible to privacy attacks because
their profile picture is visible to public. Hence, even the most concerned social media users are still at risk of having
their privacy violated by complete strangers. In the past, there have been research regarding the concerns of
metadata in shared media on social media * which focuses on secure JPEG files only. The paper proposed a platform
and for an iOS app to be created. A prototype was created, but no official app was ever created to present its
functionality. The prototype is not available for download either. Most social media posts are done from
smartphones. So, while the target audience was valid, their proposed model only covered secure JPEG files, and also
was only supported on i0S. Since it is rare for a user to post to social media from only a single device, and to only
post jpeg files the proposed work could not be widely utilized.

Other related work includes a powerful tool called Exiftool 3 which is a command line tool that allows metadata
(XMP or Exif format) to be edited and read. This tool is open source and is supported on most operating systems.
Because of its power and versatility, this tool was chosen to be the base of the Windows, Linux, Android, and Mac
implementations discussed below. Exiftool also makes a freeware GUI. This GUI is only supported on Windows,
and has experienced issues on newer operating systems. Because of these reasons, the GUI has never caught on and
is not nearly as widely used as the command line tool. The command line tool is used, most notably, by Flickr to
pull information about uploaded pictures. With that in mind, it also has notable drawbacks such as proprietary
language that can be confusing to an inexperienced user, as well as the complex interface. Being a command line
utility, this immediately disqualifies most of the users who need an easy-to-use tool. There have been other apps in
the past for 10S that have viewed GPS Coordinates of photos, such as Photolocator. Photolocator only shows GPS
Coordinates and struggled to do that. Other metadata, which is equally as important, is completely ignored in
Photolocator. GPS Coordinates, which are addressed by Photolocator, only allow the user to view the coordinates,
not edit them, which in a sense allows the user to see how exposed they would be if they uploaded that picture, but
does not give the user any ability to reduce the privacy risk found in the metadata ’.

In contrast to previous works, the platform we have developed is user friendly, which runs on mobile devices,
does not include confusing language, edits all types of metadata and hides geospatial locations in social media posts.

3. Our Proposal

To address the above issues, we identified the following requirements as essential for an application: a)
Portability, b) Ability to read metadata, c¢) Ability to change metadata, d) Protect posting location, ¢) Easy user
interface, f) No proprietary terminology.

To address point a, the program must be able to run on Windows, Mac, Linux, Android and iOS operating
systems. Because of the functional requirements different programming languages would have to be used for a
program to run on all of the mentioned operating systems. By writing one version in C#, the application would run
on Windows, Linux, Mac, and Android. To have the application run on iOS, it would have to be written in Objective
C. While the program could be written in Swift, the libraries are still under development and subject to change.
Because of this instability, and iOS’s continued support of Objective C, it makes the most sense for the application
to be developed in latter.
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To address requirements b and ¢, being able to read and change metadata, we have identified Exiftool as a good
base for all platforms. This command line utility has its shortcomings but allows for the easy reading and
manipulation of metadata of both Exif and XMP types. It also runs on each of the most popular platforms, with the
exception of i0S. To use this on i0S, a client server relation could be set up between the app and a Linux server,
which would be used to feed requests. By using Exiftool as a base for the application metadata can be read and
changed from every file type and nearly each value specified in each data item.

By using the Windows Form Application, a GUI was able to be created which helps to satisfy one of the issues
that Exiftool has faced which is a difficult user interface. By custom designing this user interface we were able to
make it user-friendly, fitting to the operating system it is running on, and eliminate proprietary language.
By eliminating the proprietary language of Exiftool and replacing it with simpler terminology, the user interface
becomes much more clear and easy to use. Thus, we have successfully satisfied requirements e and f.

The last requirement that needs to be satisfied is d, which is hiding the geospatial posting location found in the
posts themselves. This information is gathered from the IP address used to post on social media. There are several
ways to hide this information such as spoofing an IP address. We chose to do so with the use of a proxy. This
functionally allows the user to pick the spoof city they would like to pretend where the picture was taken. The social
media website will look up where the posting IP address is located at, not where the originating IP address is, which
effectively hides the true posting location.

4. Implementation

The application is written in C# which allows for easy extensibility and portability between operating systems. It is
designed in Visual Studio using the Windows Form Application. We make calls to Exiftool to make the changes to
the file itself. In the application, we identified three main sections that would need to exist to be a functionally
application. One section to view metadata, second, to change metadata and third, to choose a proxy.

Fig. 1 shows the user interface that runs on Windows and Linux operating systems. With simple changes, the
same code also works on android and Mac. The application can work on iOS in a client-server relationship where
the client, 10S device, requests a Linux server to read and write metadata from the uploaded media.

Fig. 1. The proposed Ul
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The application interface is simple and easy to manoeuvre. As shown in Fig. 1, the user first opens an image file
and each text box is clearly labelled and accepts input. By filling out the values that the user wishes to change, they
can click “Go” and it will change those metadata values of the file specified by the open file dialog.

On the lower right hand side of the application there are buttons that allow the user to navigate the aforementioned
sections of the application. By clicking on reader, it brings the user to pane shown in Fig 2. The same open file
dialog is seen here so the user has the option to select the file they would like to analyse.
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Fig. 2. Showing Metadata and Proxy Panel of the proposed software

The reader pane’s function is to view the metadata of the file. Once a file is selected, clicking “View Metadata”
will populate the text box with the metadata of the media selected. An example of the metadata is seen in Fig. 2.
This is the resultant of a photo downloaded from Facebook. The picture was originally taken on an iPhone 6. The
information can be viewed in the metadata, along with the modification date and creation date for the file. Further
down in the file is where the GPS coordinates are shown. The last pane is the Proxy pane (shown in Fig. 2). It allows
the user to select a proxy they would like to use to post. This allows the user to hide their posting location from
being stored in the post itself. A proxy can be selected by simply clicking on a location. The “None” option clears
the proxy information resulting in no proxy being used. The application is available for download on the Advanced
Information Security and Privacy Lab at www.aisp.cs.kent.edu

5. Conclusion and Future Works

The growing usage of social media networks have opened a new world of privacy concerns. At the top of this list is
the exploitation of metadata of uploaded media, such as photos and videos. To combat this growing issue, we have
developed a model and an application to allow users to easily view their metadata, change their metadata, and hide
their true posting location. The interface shown above is easy to navigate and fulfils all the identified requirements
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including voiding proprietary terminology, ability to change and view metadata for an image, portability, an easy to
understand user interface and the ability to hide the posting location.

For future work, developers can use this model to create a similar platform for android devices and for i0S. The user
interface is easy to use but could be developed more to be more appealing to users. Another area of improvement
would be including a fourth pane for a secure file transfer utility. This would allow for an encrypted file transfer and
for geospatial security. Such a secure file would only be able to be opened at a specified location. An example of
this would be if the IRS is sending a tax return, it could be sent encrypted and use a custom metadata field to specify
the opening location. An example of an opening location for this scenario would be the user’s home. This would
mean that the user would have to physically be at their house to open the file, making it more difficult for attackers
to open tax returns, or any other secure files.
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