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Adoption of cloud computing technology in the financial sector is increasing to improve the efficiency of
payment transactions, risk management, and business processes. This is occurring more rapidly in devel-
oped countries such as USA, Canada, and the UK while cloud implementation in less developed countries
such as Saudi Arabia is still emerging. Implementation of cloud technologies in the financial sector re-
quires diligent decisions such as selecting the most suitable secure cloud deployment model, service level
agreement, and cloud vendor. In this paper, cloud migration using an information security, privacy, and
compliance (ISPC) readiness model is presented. Several types of cloud services are available, therefore
evaluating migration readiness and selecting an appropriate vendor is critical, as this will have an impact
on the requirements of stakeholders such as local banks. Cloud migration decisions are obtained by an-
alyzing ISPC requirements considering the strategic initiatives of the organization. A case study involving
the Saudi Arabian central bank is presented to demonstrate the implementation of the ISPC readiness
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1. Introduction

With the rapid evolution of the internet and data processing
and storage capabilities, cloud computing has become a viable
business model and computing paradigm. Cloud services enable
powerful, scalable, cost-effective, on-demand, and efficient com-
puting resources [1]. A variety of cloud computing service models
such as software as a service (SaaS), platform as a service (PaaS),
and infrastructure as a service (IaaS) form the core cloud comput-
ing technologies. These service models are supported by different
deployment models, i.e. public, private, community, and hybrid [2].
The National Institute of Standards and Technology (NIST) defines
cloud computing as “a model for enabling ubiquitous, convenient,
on-demand network access to a shared pool of configurable
computing resources (e.g. networks, servers, storage, applications
and services) that can be rapidly provisioned and released with
minimal management effort or service provider interaction” [3].
Further, cloud models are considered to have five essential charac-
teristics, three service models, and four deployment models with
different attributes compared to grid and distributed computing
[4]. These attributes are described in Table 1. In addition, new
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service models are being developed such as storage as a service
(STaaS), security and data protection as a service (SDPaaS), and
security operations center as a service (SOCaaS) [5].

Many organizations are considering moving some or all of their
information technology (IT) capabilities to the cloud due to the ad-
vantages of cloud systems. However, migration decisions are not
easily made and can require significant time, resources, and per-
sonnel to assess the feasibility and readiness of an organization to
make such a move [6]. This assessment considers decisions such
as the selection of suitable cloud services and deployment models.
If sensitive and business critical information are involved, a care-
ful migration analysis must be conducted to identify the risks and
benefits of cloud services [7].

The rapid growth in financial industry services and payment
solutions require greater agility to adopt and implement changes
[8]. Cloud computing services enable organizations to quickly
respond to new business requirements and can be applied to
financial applications and systems [8]. In this paper, information
security, privacy, and compliance (ISPC) requirements are exam-
ined via a case study of the readiness and feasibility of the Saudi
Arabian central bank migrating to cloud services. The organiza-
tional and operational challenges are analyzed using the four main
components of the ISPC model, i.e. cubic model, control assess-
ment, cloud feasibility analysis, and readiness for migration. The
focus is on the ISPC requirements that personnel should consider
in the migration of payment systems to the cloud. In addition,
commercial cloud solutions are investigated and considered in
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Table 1
Cloud deployment and service models.

Cloud Deployment Models  Private

The cloud services are exclusively provisioned to a single organization. These services are managed

by the organization or delegated to a third party.

Community

The cloud services are provided to and shared by multiple organizations who have agreed to share

similar concerns, e.g. mission, policy, security requirements, and compliance.

Public

The cloud services are provided for public use so that multiple organizations can share cloud

resources using a multi-tenancy model.

Hybrid

The cloud services are provided as a combination of two or more of the above deployment

models. These models retain their unique attributes but are bound together by standardized or
proprietary technology.

Cloud Service Models Infrastructure as a Service (IaaS)

Cloud service provider provisioning of processing instances, storage, network, and other computing

infrastructure resources.

Platform as a Service (PaaS)

Software as a Service (SaaS)

Cloud service provider provisioning of middleware, programming tools, operating systems, and
other tools.
Cloud service provider provisioning of their deployed cloud applications.

the migration assessment. These solutions are (1) threat intelli-
gence, i.e. evidence-based knowledge including threat indicators,
implications, and actionable advice about existing and emerging
cyber security threats, and (2) elLearning systems, i.e. a system
that administrates, documents, distributes, tracks, monitors, and
reports user awareness assessments.

2. Related Work

Computing security is a major concern of organizations and
government agencies considering migrating IT resources, e.g. email
services, business process management, threat intelligence, secu-
rity operations, training and awareness, and applications, to the
cloud [9]. Migrating to the cloud can provide benefits such as flex-
ibility and scalable on-demand IT services [10]. Further, the cost of
IT operations and maintenance can be significantly reduced. How-
ever, there are few case studies that investigate the migration of IT
capabilities to the cloud [11]. Moreover, the implications of cloud
services from an enterprise and business perspective have not been
well understood [12].

In [13], several potential benefits in moving to the cloud were
identified. These benefits were viewed from a managerial perspec-
tive such as improved employee and customer satisfaction, op-
portunities to develop new applications, and reduced operational
costs. Understanding these benefits and their associated risks are
far from straightforward, so a conceptual framework was intro-
duced to assist organizations in determining the cost, suitability,
and impact of adopting cloud services. However, the challenges of
cloud security and privacy were not addressed, and these have a
significant influence on cloud migration [14]|. Many security ex-
perts believe that organizations hosting their data and applications
on the internet and/or public cloud are vulnerable to threats and
cybercrime [15]. Therefore, examining the potential benefits and
drawbacks of cloud services and assessing organizational readiness
is a goal of this paper.

In [16], a forensic readiness model based on cloud capabilities
was presented. This model allows cloud service providers to man-
age and deliver the data needed for digital forensic investigations.
These investigations are important components of information
security programs and incident response activities. A number of
techniques have been designed for readiness assessment, such
as the tools and models described in the WEF 2009-2010 global
information technology report [17] and the Waseda University
world e-government ranking [18]. However, these approaches are
limited to evaluating the readiness of data for forensic analysis. A
comprehensive approach is needed to address security and privacy
concerns and the compliance status of cloud services.

In [33], the critical security factors that affect Saudi Arabia gov-
ernment agencies deciding to adopt cloud technology were exam-
ined. A framework was constructed to investigate cloud security

risks and features and analyze their influence on cloud adoption.
However, this framework can only identify and confirm, via expert
review, the factors that are significant to the implementation of
cloud services. In [34], a similar framework was presented to iden-
tify and analyze the influence of a set of key critical success factors
(CSFs) to the migration of Saudi Arabia universities to the cloud.
Nevertheless, readiness assessment for migration was not consid-
ered and security and success factors were only investigated for
the educational services sector which differs significantly from the
financial industry. Hence the focus of this paper is on the financial
sector.

A survey was conducted with 147 members of healthcare or-
ganizations from Malaysia, Saudi Arabia, and Pakistan to assess
their confidence in secure cloud healthcare services as an emer-
gent technology [35]. The results indicated that there is a direct
relationship with the years of experience of the respondents to
cloud security and privacy. This influences user decision to imple-
ment cloud-based healthcare systems. The results of a survey of
four Saudi organizations was presented in [36] to determine the
critical factors affecting cloud services adoption. It was found that
95% of the 169 respondents indicated that security is a critical fac-
tor impacting their cloud use decisions.

The study in [37] explored the impact and security signifi-
cance of 70 public domains and cloud platforms in Saudi Ara-
bia. The focus was on the application layer to ensure security
safeguards throughout the entire software development life cycle
(SDLC). While such work is effective in addressing application layer
security issues, it cannot provide a holistic approach to assess the
adoption of cloud services for payment systems, which is the sub-
ject of this work.

In [19], an ISPC readiness model was proposed to facilitate mak-
ing decisions related to ISPC requirements. This model allows orga-
nizations to assess cloud risks based on the probability of threats
occurring and their potential impact prior to and after migration.
Both technical and non-technical issues were considered, i.e. pay-
ment technology, processes and procedures, and personnel aware-
ness and readiness for cloud migration. In the case study presented
here, an implementation of the ISPC readiness model and ISPC cu-
bic controls [20] is used to evaluate migration readiness and the
decision-making process.

3. Case Study

A case study was conducted to examine the feasibility of cloud
service implementation in the financial industry. The Saudi Ara-
bia central bank governs all electronic bill payment transactions
in the region. It is dedicated to streamlining electronic billing
and payment systems operations while employing the highest
information security standards and risk management principles.
The agency currently employs a system developed in-house for
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executing payment transactions in accordance with policy require-
ments. While current system performance is adequate, there is an
increasing need to provide customers with better real-time access
and mobility. This initiative will enable the agency to develop
new revenue streams and improve the efficiency of the payment
system. Further, it will reduce costs and improve management and
operational control over financial transactions and reporting.

Personnel in the agency department of payment systems (DPS)
and senior management knowledgeable of cloud computing service
models and the associated risks were interviewed. This revealed
many security, privacy, and compliance issues that should be ad-
dressed in the cloud migration plan. For simplicity, only the most
important factors behind these issues are considered in this study.

This case study employs the cloud security concepts presented
in [19,20,22], to address actual ISPC concerns associated with mi-
grating a financial payment system to the cloud. The methodology
adopted and research motivation will first be presented, followed
by the analysis of ISPC readiness for informed decision making.
This is based on recent experience with the Saudi Arabia central
bank and its ISPC readiness assessment. Further, the implemen-
tation and evaluation of commercial cloud security services, i.e.
threat intelligence and phishing awareness services, are considered.
For clarity, only critical controls in the ISPC readiness model are
discussed.

3.1. Overview of the financial agency

The Saudi Arabia central bank monitors and regulates all pay-
ment transactions in the country. It has been in existence for more
than a decade regulating and monitoring payment transactions
through multiple electronic payment systems such as real-time
settlement, bank transactions, and point-of-sale (POS). The DPS is
housed in three buildings and has approximately 530 personnel in
diverse areas such as marketing, customer support, project man-
agement, application development, operations, information secu-
rity, and risk management. The agency has developed three distinct
payment products. The first handles payment transactions and set-
tlements to process, monitor and regulate payments between gov-
ernment agencies and local banks. The second promotes cashless
payments by increasing the number of POS locations. It also con-
nects all ATMs nationwide with local and international banks and
billers. The third product enables online payments between cus-
tomers and billers, e.g. government agencies, transportation ser-
vices, and educational, financial and insurance institutions.

The DPS systems are operated and supported by the financial
agency. These systems consist of a complex collection of network
architectures, servers, and desktop computers with dedicated wide
area network (WAN) connections and high-speed internet connec-
tivity. The agency has made a significant investment to establish
the three payment products by procuring the necessary consul-
tants and engineers, hardware, and software.

3.2. The existing DPS

The three payment systems were developed nearly twenty
years ago and require significant ongoing investments in software
and hardware upgrades and maintenance. Increasing costs have
made it difficult to stay within budget so that now the continuity
and maintenance of these systems is a concern. For example, peak
demand during month end payroll and special events, e.g. national
holidays, results in system utilization near 70%, which is a criti-
cal level considering system scalability and performance. Further,
there is an urgent need to redevelop the first payment system due
to compatibility issues. This has been identified as a barrier to the
strategic move to a unified and integrated payment system.

3.3. DPS challenges

DPS personnel are contemplating adopting cloud computing
technology to reduce costs, minimize risks, improve the delivery
and quality of payment systems, and address current problems.
Newer technologies such as cloud services are cost effective due to
their on-demand availability and pay-per-use services. Cloud ser-
vices have other advantages such as scalability and accessibility
from anywhere using any computing device. In addition, physical
infrastructure including data center facilities, cabling, and servers
can be eliminated or reduced significantly. However, while there
are many benefits there are also challenges including the selection
of a secure cloud deployment model.

As stated previously, cloud computing services can be catego-
rized as one of three deployment models which differ in terms
of purpose, complexity, capabilities, and costs [24]. For example,
a private deployment model is appropriate when the goal is to
maximize and/or optimize the use of existing in-house resources,
improve data privacy, and reduce costs [25]. A public deployment
model is more suitable if remote access to non-sensitive tools, e.g.
advanced learning tools, must be provided in a cost-effective man-
ner [26]. DPS personnel have determined that the chosen strategy
should consider the system architecture separately from other cri-
teria such as mission, availability, and applications, as well as data
criticality, sensitivity, confidentiality, integrity, privacy, and avail-
ability. Further, consultants have been employed to assess migra-
tion readiness and assist in the decision-making process. Based on
these results, the following decision controls have been identified.

« Organization Mission and Vision: The DPS tends to be reactive
to information security and privacy incidents instead of being
predictive or even proactive. DPS personnel agree that clear ob-
jectives are essential in adopting and implementing an effective
information security program [23]. Further, if the mission is not
adequately defined, an organization will have difficulty secur-
ing its information and enforcing ISPC policies [27]. Therefore,
the business and operations processes should be strategically
aligned for cloud migration.

Confidentiality: A key concern when considering the adoption
of cloud technology is confidentiality. DPS personnel require ef-
fective end-to-end confidentiality measures without any degra-
dation in service functionality. As the cloud services will be
executing payment systems, data encryption is essential. This
includes ensuring that all payment transactions are initiated
by trusted parties. Further, financial messages between parties
and authentication and user information should be encrypted.

Confidentiality depends on the following six essential controls.

o Antivirus: There should be an online and up to date antivirus
monitoring system to prevent virus and malware attacks.

o Authentication: All data should be protected from unauthen-
ticated users, and proper authentication mechanisms should
be in place.

o Backup: At regular intervals, online backups should be con-
ducted to prevent data loss. DPS policy requires a reli-
able backup mechanism, e.g. full backups, daily incremental
backups, and real-time backups.

o Disaster recovery: A recovery system should be in place in
case of data corruption.

o Encryption: Data encryption should be employed to protect
the data.

o Updates: All applications should have automatic updating.
Integrity: A critical component of information security is im-
plementing controls to ensure data accuracy and consistency.
It is required that integrity controls are implemented and con-
tinuously monitored across all payment systems. Therefore, a
cloud service provider must provide adequate data integrity
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controls such as continuous monitoring and secure hash func-
tions, e.g. a hash-based message authentication code (HMAC)
with secure hash algorithm 1 (SHA-1).

Availability: It is essential that payment services always be
available [28]. Thus, the cloud services should be available and
accessible by all stakeholders 24/7/365, i.e. customers, banks,
and billers. This is critical during peak load periods such as
when monthly payroll transactions are executed. DPS personnel
believe that current availability issues, e.g. downtime and lack
of technical and customer support, can be resolved by adopting
cloud technology.

Training, Awareness, and Education: To deal with changes in
cloud services and security, continuous training, awareness and
education programs for DPS personnel must be provided. It
is well-known that personnel are the greatest security threat
with many incidents originating within the organization [29].
Thus, ongoing education and training programs are essential
to achieving information security, privacy, and compliance pro-
gram targets.

Management Support: Senior DPS personnel are typically not
information security experts. Thus, they must be provided with
appropriate security awareness training to understand the im-
portance and criticality of ISPC. This will ensure proper support
and resources for secure cloud migration.

Information Security, Privacy, and Compliance Policy: The
creation of an information security policy is a key step in
determining the required direction and support for secure
cloud migration. This policy identifies the critical assets of the
payment systems and determines the control objectives and
practices, e.g. the acceptable use of cloud services to maintain
security, privacy, and compliance. In addition, information se-
curity incident management is required to enforce compliance,
protection, and recovery from malicious activities.

In the existing DPS systems, some networks are physically seg-
regated from the internet to minimize cyber threats. However,
this incurs additional expenses such as maintaining an isolated
data center, cabling, communication lines, networking components,
servers and workstations, licensing, and maintenance contracts. As
a consequence, the services and infrastructure are not fully uti-
lized as there are many situations when the equipment and per-
sonnel are idle, i.e. after business hours and during weekends. This

Table 2

Summary of the Information Security, Privacy, and Compliance Controls.

Strategy

Information Security

is inefficient and costly, so DPS personnel are considering migrat-
ing these systems to the cloud. There are issues associated with
ISPC requirements, for example, violations of these requirements
in a public cloud are more likely than with a private cloud, but the
use of cloud technologies can provide significant cost savings.

Due to the complexity of the security issues, it is difficult for
DPS personnel to make a decision regarding the most appropriate
secure cloud deployment model for the payment systems. Conse-
quently, a detailed list of ISPC controls based on the approaches
in [19,20,22] was developed and used to assess the readiness for
migrating to a secure cloud model. A summary of the main ISPC
controls is presented in Table 2.

3.4. Research motivation and methodology

In Saudi Arabia, cloud computing services is in its infancy stage
and is not been widely adopted [33]. A key challenge to migrating
IT systems to the cloud and to its acceptance and success is the
social and technological security risks [33-35]. Therefore, a com-
prehensive approach to address the cloud information security,
compliance, and risk management concerns of DPS is presented
in this paper. This includes payment systems and their security
programs such as security awareness and cyber security threat
awareness and intelligence.

Further, this case study examines the issues surrounding the
migration of payment system to the cloud [30] and considers how
DPS personnel select and implement a secure, private, and com-
pliant cloud service, and which vendor should be chosen [31]. This
will improve the readiness and success for secure migration of cen-
tral bank systems and similar financial services to the cloud.

4. Readiness assessment and decision methodology

In this study, the ISPC readiness model in [19] is used to pro-
vide a detailed analysis in order to select the most appropriate
cloud environment. This model provides guidelines for evaluating
the readiness of the agency to migrate to a secure, private, and
compliant cloud technology. Further, the required steps are given
to select an appropriate cloud deployment model. These are used
by the agency to make an informed decision on the suitability of
cloud technology for their payment systems. In particular, the ISPC

The development of long-term, e.g. 3-5 year, security
objectives aligned with the agency business objectives.
These objectives are based on a cloud ISPC readiness
assessment.

Department

Information Security Risk
Management Framework

Aligned with the agency enterprise-wide framework,
formal risk assessments shall be performed at planned
intervals (at least annually), to determine the
likelihood and impact of all identified cloud risks.

of Payment
Systems (DPS)
Obijectives,
Mission, and
Vision

Governance

Information Security

The DPS leadership shall review the information
security policy at planned intervals or as a result of
agency changes to ensure continuing alignment with
the cloud security strategy, effectiveness, accuracy,
relevance, and applicability to ISPC requirements or
regulatory compliance obligations.

Non-Technical Measures
(Strategies, Policies, Plans, Procedures, and
Guidelines)

Compliance

Information Security

Cloud auditing activities and plans focusing on
payment data, systems access, and data boundary
limitations shall be designed to minimize the risk of
payment system disruption. Audit activities must be
planned and agreed upon in advance by cloud

(continued on next page)
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Table 2
(continued)

Sub
ID Control Fa

stakeholders, i.e. the agency, customers, banks, and
cloud service provider.

Management Support

The agency senior and line management shall take
formal actions to support cloud migration and
operations of payment systems through clearly-
documented directions and commitments, and ensure
that these actions are assigned.

Information
Security,
Privacy, and
Compliance
Policy

Network Security Policy

Cloud network environments and virtual instances
shall be designed and configured to restrict and
monitor traffic between trusted and untrusted agency
connections. This must be reviewed at regular
intervals, and supported by documented business
justification for the use of all services, protocols, and
ports allowed. Network architecture diagrams must
also clearly identify risks and data flows that may have
an impact on legal, statutory, and regulatory
compliance.

Application Security Policy

Payment applications and interfaces (APIs) shall be
designed, developed, and deployed in accordance with
ISPC requirements and accepted industry standards,
e.g. OWASP for web applications.

Server Security Policy

Secure and encrypted communication channels shall
be used when migrating physical servers, applications,
or data to virtualized servers and, where possible, a
network segregated from production-level networks
will be used for this migration.

Acceptable Use Policy

DPS policies and procedures shall be established, and
supporting payment processes and technical ISPC
measures implemented, for defining allowances and
conditions for permitting access to agency-owned or
managed user end-point devices, e.g. desktops,
laptops, and mobile devices.

Email Security Policy

In addition to the AU policy above, a detailed email
security policy shall be created to enforce cloud email
Phishing and SPAM protection. Sensitive emails must
always be encrypted. Email archiving must also be
checked and reviewed with the cloud service provider.

Password Protection Policy

Password policies applicable to DPS systems shall be
documented and enforced through ISPC technical
controls on all agency devices or devices approved for
mobile use, and shall prohibit any changes in
password/PIN lengths and authentication
requirements.

PCI DSS Compliance Policy

The agency must adhere to the minimum mandatory
PCI DSS requirements that need to be applied to all
DPS and cloud service provider personnel, and other
stakeholders tasked with handling credit and debit
cards, credit and debit card data, and processing
systems and services.

Contingency, Business
Continuity, and Disaster
Recovery Planning Policy

The DPS shall establish a consistent and unified
framework for business continuity and disaster
recovery planning. All business and payment
continuity plans must be consistent with the priorities
for DPS payment system testing, maintenance, and
ISPC requirements.

Training and Awareness
Policy

A security awareness training program shall be
established for all agency employees, contractors, and

(continued on next page)
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Sub

third-party users, and mandated as appropriate. All
individuals with access to the agency payment systems
and payment data shall receive appropriate awareness
training and regular updates on the agency ISPC
procedures, processes, and policies related to their
positions.

Technical Measures

Confidentiality

Cryptography Controls

Cloud service providers shall demonstrate compliance
with confidentiality requirements. For instance,
preserving restrictions on access and disclosure for
DPS systems in the cloud. Further, DPS system
classification should be implemented and monitored
at regular intervals.

Information Sharing
Controls

The DPS should enable information sharing for
decision support. Controls must be in place to enable
access only by authorized DPS users.

Information in a Shared
Resource Controls

The cloud multi-tenant agency owned or managed
(physical and virtual) applications, and infrastructure
and network components, shall be designed,
developed, deployed and configured such that cloud
service provider user access is appropriately
segmented from other tenant users, based on the
following considerations:

o established resource sharing policies and
procedures, and

e isolation of DPS critical assets and/or sensitive user
data and sessions that mandate stronger internal
controls and high levels of assurance.

Transmission Medium
Access Controls

The DPS and cloud service provider must implement
access control management between the DPS, cloud
service provider and other connected stakeholders
such as two-factor authentication, physical security
monitoring, and login attempt monitoring.

Transmission
Confidentiality Controls

Encryption techniques must be used to protect DPS
system transmissions, user authentication and other
confidential information sent over the internet or
other public networks. In addition, the DPS and cloud
service provider must apply defense-in-depth
techniques (e.g. deep packet analysis, traffic throttling,
and packet black-holing), for detection and timely
response to network-based attacks associated with
anomalous ingress or egress traffic patterns,e.g. MAC
spoofing and ARP poisoning attacks and/or denial-of-
service (DoS) attacks.

Data Leakage Controls

The DPS and cloud service provider shall implement
security mechanisms to prevent data leakage, e.g. data
encryption, classification, and access log monitoring.

Storage Security Controls

The DPS and cloud service provider shall implement
restrictive and monitored access controls for offline
storage, backup data, systems, and media.

Virtualization (Hypervisor)
Security Controls

Access to all hypervisor management functions or
administrative accounts for virtualized DPS system
hosting shall be restricted to personnel based on the
principle of least privilege and supported through
technical controls, e.g. two-factor authentication,
audit trails, IP address filtering, and firewalls.
Moreover, data exchanged between hypervisor
sessions should be classified and protected.

(continued on next page)
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Table 2
(continued)

“l Control Family m c::t?m

Software, Firmware, and
Hil[e8 /nformation Integrity
Controls

The DPS shall review the cloud service provider
cryptographic mechanisms for integrity protection,
e.g. use of digital signatures to sign hashes using
asymmetric cryptography, protecting the
confidentiality of keys used to generate hashes, and
use of public keys to verify hash information.

Information Input

live Validation Controls

Integrity

The cloud service provider and DPS shall inspect,
account for, and correct data quality errors and
inherited risks. Checking the valid syntax and
semantics of DPS payment system inputs (e.g.,
character set, length, numerical range, and acceptable
values), verifies that inputs match specified definitions
for format and content. The DPS should periodically
check the cloud service provider prescreening
measures for inputs prior to passing them to
interpreters to prevent content from being interpreted
and modified. DPS and the cloud provider should
perform input validation to ensure accurate and
correct inputs and prevent attacks such as cross-site
scripting and injection attacks.

Change and Access
Restriction Controls

The DPS and cloud service provider must ensure that
changes to the hardware, software, and firmware of
the DPS systems and their cloud services are restricted
to only authorized individuals and processes. These
changes should be permitted only through change
management controls.

Transmission Integrity
Controls

The communication paths outside of or between the
DPS, cloud service provider and stakeholder premises
are exposed to the possibility of modification.
Therefore, the DPS and cloud provider shall apply
cryptographic hash functions, e.g. digital signatures,
checksums, and message authentication codes.
Further, the use of digital signatures must be applied
to all traffic for which nonrepudiation is required.

Accountability and
Auditing Controls

The DPS and cloud service provider must be able to
audit DPS system events, time stamps, and records,
and provide digital signature receipts for
nonrepudiation.

Transmission Availability
Controls

A Availability

The communication paths outside of or between the
DPS, cloud service provider and stakeholder premises
are exposed to the possibility of service interruption.
Therefore, the DPS and cloud provider shall develop
primary and alternate communications service
agreements that contain priority-of-service provisions
in accordance with DPS availability requirements
(including recovery time objectives).

Redundancy Controls

The DPS must ensure that the cloud service provider
implements adequate redundancy controls across all
DPS system levels, e.g. network, server, and capacity.
This can reduce the susceptibility to denial of service
(DoS) attacks.

Capacity Provisioning and
Monitoring Controls

The DPS must ensure that the cloud service provider
implements appropriate CPU, memory, hardware, and
software resource capacity monitoring to address any
future or immediate scalability requirements.

Backup and Restoration

Controls

The DPS must conduct regular user-level, system-level,
and hardware-level backups of all DPS systems hosted

(continued on next page)
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ID ‘ Control Family m C::t':ol

DOSC

in the cloud. Restoration backups should also be
available when needed.

Denial of Service (DoS)
Controls

The DPS must ensure that the cloud service provider
protects against or limits the effects of DoS attacks. In
addition, the cloud provider should employ protection
devices to filter traffic and be able to increase capacity
and bandwidth as per DPS requests.

PlIC

PIRC

P Privacy

PMAC

DRC

SDDC

Inventory of Personally
Identifiable Information
(Pll) Controls

The DPS and cloud service provider shall take due care
in updating inventories by identifying and linking any
Pll data, e.g. social security numbers, addresses, and
credit card information. To reduce disclosure risks and
Pll sensitivity, the DPS and cloud service provider,
where feasible and within the limits of cloud service
provider technology, locate and remove specified PIl
data and/or use anonymization and de-identification
techniques.

Privacy Incident Response
Controls

The DPS must ensure the cloud service provider
implements proper incident response techniques and
procedures to respond to privacy incidents. This
includes automated controls for immediate response,
e.g., email notification of involved individuals on the
incident status and expected resolution time.

Privacy Monitoring and
Auditing Controls

The DPS and cloud service provider shall implement
systems to audit the security, appropriate use, and
loss of PII. Further, regular assessments must be
conducted, e.g. risk assessment to identify and
address gaps in privacy compliance and the associated
controls.

Data Retention Controls

The DPS and cloud service provider shall only retain Pll
for the purposes specified by notices or regulations,
e.g. the PCI DSS cardholder data retention period.
Storage and archiving controls are used for DRC.

Secure Disposal of Data
Controls

The DPS and cloud service provider shall implement
secure disposal and complete removal controls for
data from all cloud storage media, ensuring that it is
not recoverable by any forensic means.

CPCM

ccm

C Compliance

SLA

LMR

Compliance by Policy and
Clause Monitoring
Controls

The DPS and cloud service provider shall perform
periodic reviews of ISPC policy documents and ensure
the cloud provider adheres to the latest versions. Self-
assessment controls should be implemented to detect
any deviations from ISPC mandates.

Compliance by Control
Monitoring

The DPS and cloud service provider shall perform ISPC
compliance checks on cloud components prior to
implementing the DPS cloud migration plan.
Automated controls should be enforced to detect
compliance violations, e.g. a change in the hypervisor
encryption protocol triggers a violation of ISPC
controls unless a change request was permitted.

Compliance by Service
Level Agreement (SLA)
Monitoring Controls

The cloud service provider SLA monitoring logs shall be
reviewed by the DPS for SLA assurance. This will reveal
service interruptions, threats to cloud network
availability, and other evidence to support the DPS in
the case of an SLA violation.

Logging, Monitoring, and
Reporting

PCI DSS requirement 10 requires that the DPS tracks
and monitors all access to network resources and
cardholder data. The DPS shall ensure that proper
change management, incident response, system

performance, system security, and account
management solutions are employed by cloud service
provider.
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Table 3
Cloud ISPC Readiness Levels.

Maturity Maturity
Level Definition

Explanation

Control
Readiness

model provides DPS personnel with analysis results to make in-
formed decisions.

For data analysis, DPS personnel must create a data catalog,
data classification, data event. and report logs to identify past and
emerging threats and risks facing the agency. Further, an evalua-
tion of cloud risks to the financial sector, in particular to payment
systems, must be undertaken to determine cloud behavior against
such risks and the response and recovery procedures employed.

For effective decision-making, the ISPC model requires that DPS
personnel perform regular reviews and updates to the risk control
strategies. Further, they should address the risks associated with
migrating to a cloud environment. Cloud risk assessment should be
an integral part of the DPS enterprise risk management framework.
If they are within the acceptable risk tolerance, then migration is
feasible.

The ISPC flowchart [19] details the methodology for evaluating
current requirements and selecting the applicable cloud technol-
ogy. The four main components of the ISPC model are discussed in
the following steps.

4.1. STEP 1: ISPC cubic model

The first step is to define the problem, determine the objec-
tives and alternatives, and identify the important ISPC elements.
The cloud cubic model [20] was used as a mapping tool between
security policies, attributes, and controls. It provides a 3D structure
for identifying ISPC controls to ensure visibility. For simplicity and
also to maintain agency privacy, only the most important controls
are summarized in Table 2.

4.2. STEP 2: ISPC control assessment

The second step is to assess the current and desired states for
the ISPC controls. The results from step 1 are examined using the
systems security engineering capability maturity model (SSE-CMM)
[19,21]. Table 3 presents the relative maturity on a scale from 0 to
5 based on this model. An example of the final readiness assess-
ment findings for the current and desired control states is shown
in Tables 4 and 5, respectively. Table 5 indicates that DPS person-
nel would like to improve the current ISPC controls to a higher

Cloud ISPC control is present
.e 2 2 Ad-hoc
1 Initial but partially implemented and .
Readiness
not well documented.
Cloud ISPC control is present .
. ) X Reactive
2 Repeatable | but inconsistently implemented Readi
and partially documented. €caciness
Cloud ISPC control is present, Proactive
3 Defined fully implemented, and .
Readiness
documented.

maturity/readiness. In the next section, the feasibility of migrating
DPS systems with either the current or desired ISPC readiness is
discussed.

4.3. STEP 3: Cloud feasibility analysis

The third step is to determine if cloud services are feasible and
applicable to the agency payment systems ISPC requirements. In
addition, this step uses the assessment results obtained from the
previous step to address not only the current state of ISPC controls
but also the desired state. The feasibility analysis (FA) consists of
two parts as described below.

4.3.1. Technical feasibility

Technical controls and sub-controls in the DPS are addressed
in terms of cloud feasibility to maintain or improve the technical
operations of the agency payment systems. The DPS was advised
to consider the following points.

- Compatibility with the selected cloud services. For example,
payment applications should be tested using the private cloud
deployment model and laaS. The test results should indicate
that there are no issues in running payment applications on an
[aaS cloud instance.

Adequate resources are assigned for the implementation of cur-
rent and desired ISPC controls and sub-controls.
Documentation for cloud migration and maintaining payment
systems operations is compiled during the study including mi-
gration timelines, manpower, and cloud facilities.

Response plan for any issues reported during the migration and
proposals for alternative and/or compensative solutions.

4.3.2. Non-Technical feasibility

Here, the economic factors and associated strategies, frame-
works, policies and procedures of payment systems are considered.
The DPS should ensure that the cost of ISPC migration is justi-
fied and the migration conforms to ISPC policy requirements. In
addition, the ISPC policy should reflect new changes such as the
inclusion of secure cloud service level agreements in support of
payment systems operational performance and availability.
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Table 4
Current ISPC Readiness.

Control

Department of Payment Systems
(DPS) Objectives, Mission, and
Vision

Current Readiness Level
1 2 3

Information Security, Privacy, and
Compliance Policy

Confidentiality

Integrity

Availability

Privacy

Compliance

Current Readiness

Table 5
Desired ISPC Readiness.

Control

(DPS) Objectives, Mission, and
Vision

Department of Payment Systems

21111 10| 010
O[22 (0] 01O
0|0 3 |3] 010
0|0 4 0] 0 ]O0
o(o| 1 (3] 07]0O0
O[3 2 0] 01O
O[O0 1 (3] 010
[

Desired Readiness Level ‘
DON 1 (23] 4[5

00|04 ]07]0O0

Information Security, Privacy, and
Compliance Policy

Confidentiality

Integrity

Availability

Privacy

Compliance

Desired Readiness

4.4. STEP 4: Readiness for migration

The last step is to compile and organize all results from the pre-
vious steps so the DPS can make an appropriate migration deci-
sion. Further, DPS personnel should develop a detailed migration
plan or roadmap when selecting the most ISPC compliant cloud
provider. The DPS is advised to do the following.

- Obtain management support and commitment to DPS cloud mi-
gration, i.e. make the decision to migrate.

- Create, audit, and update the migration plan according to the
decisions made.

- Review the migration plan and ensure it meets the agency
strategic goals and objectives.

- Perform testing to detect unforeseen limitations, e.g. missing
components, lack of resources and trained personnel, and com-
patibility issues.

- Create a list of secure and suitable cloud service providers, for
example, cloud service providers A, B, C, and D in Table 6. Note
that these are actual service providers, but due to confidential-
ity their names cannot be disclosed.

5. Results and discussion

From the tables in the previous section, it is clear that the DPS
personnel would like to migrate to cloud technology. This is evi-
dent from the feasibility analysis and migration readiness i.e. steps
3 and 4. Further, cloud service provider B is the most suitable and
secure service provider as it meets the minimum requirements

—_— W[ O(—= (W]
W[ WWw o
(=3 el le) o) o) BN}

OO |IoC|Io ©
S| O |Ooo|IoIo] ©
(=N =l el fo]) [ fal Bl

«

for a private cloud deployment, and ranks first in the feasibility
analysis. Further, they oppose a public or community cloud de-
ployment as this would risk payment transactions data violating
ISPC policy and compliance requirements. For example, this data
would be vulnerable to hacking attacks, data leakage, and loss of
confidentiality compared to other cloud deployment models, i.e.
private and hybrid. As mentioned previously, DPS personnel be-
lieve that their payment systems and the required resources such
as software should be available as and when required, and hence,
availability issues can be resolved when moving to the cloud. Fur-
ther, even though cloud technology may be elastic, scalable, private
and available, if the confidentiality, integrity, and compliance are
not adequately addressed, migration would not be advantageous.
Therefore, the corresponding controls were key in the selection of
a secure cloud deployment model by DPS personnel. The decisions
may be different for financial sectors in different jurisdictions due
to the corresponding security, privacy, and compliance legislation.

5.1. Managerial relevance

The results presented in this paper have some key conclusions
for practitioners, which are as follows.

« Although significant technical aspects of cloud security were
addressed, a managerial view was taken related to choosing
a secure, private, and compliant cloud deployment model. It
was demonstrated that a case study approach will benefit the
financial practitioners, especially IT security and risk managers
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Table 6
Department of Payment Systems (DPS) Migration Readiness.

P i Current Desired
ontro ‘ Readiness Level | Readiness Level

OMYV | Department of Payment Systems (DPS) Objectives, Mission, and Vision
ISS Information Security Strategy
ISMF Information Security Risk Management
Framework
ISG Information Security Governance
ISC Information Security Compliance 1
ISPC Information Security, Privacy, and Compliance Policy
NS Network Security Policy 2
AS Application Security Policy 1
PCI PCI DSS Compliance Policy 2
BCP Contingency, Business Continuity, and 1
Disaster Recovery Planning Policy
C Confidentiality
CC Cryptography Controls 3
ISC Information Sharing Controls 3
ISRC Information in a Shared Resource 3
Controls
TMAC | Transmission Medium Access Controls
TCC Transmission Confidentiality Controls
VSC Virtualization (Hypervisor) Security 2
Controls
I Integrity
SFIIC ISI(I)tfz;vl::;, Cl*‘(::"]l;mzre, and Information 2
vce Information Input Validation Controls 2
CARC | Change and Access Restriction Controls 2
TIC Transmission Integrity Controls 2
A Availability
AAC Accountability and Auditing Controls 2
TAC Transmission Availability Controls 3
CPMC gzgil:;:: Provisioning and Monitoring 3
DOSC | Denial of Service (DoS) Controls 3
P Privacy
PIIC Inventory of Personally Identifiable 2
Information (PII) Controls
PIRC | Privacy Incident Response Controls 2
PMAC gfxﬁf(isl\lonitoring and Auditing 1
RDC Data Retention Controls 1
SDDC | Secure Disposal of Data Controls 1
Com Compliance
crem | Gt o ™ ;
CCM | Compliance by Control Monitoring 3
SLA Compliance by Service Level Agreement 2
(SLA) Monitoring Control
LMR | Logging, Monitoring, and Reporting 3
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of financial establishments, as they are likely to have similar
problems.

Prior work was utilized, i.e. the ISPC readiness model, as this al-
lows IT security and risk personnel to make informed decisions
in undertaking strategic initiatives, e.g. migrating payment sys-
tems to cloud technology.

Controls were identified to make strategic decisions using the
proposed ISPC control matrix along with detailed discussion
with DPS personnel who are experienced in their domains.
Hence, these controls can also be used by security and risk
practitioners in the financial industry when addressing similar
problems.

5.2. Implications of the decision

From the case study, cloud service provider B should be
adopted by DPS personnel as it is the most secure and compli-
ant. The next decision to be made is whether the cloud system
should be created, hosted and maintained by DPS IT personnel or
outsourced to a trusted third party. A study of the associated deci-
sion process is left for future study. The implications of these de-
cisions on agency personnel are outlined below.

5.2.1. DPS personnel

Since the agency has adequate network resources, personnel
can access the required cloud-hosted applications from their cur-
rent locations. This should increase the productivity and perfor-
mance of DPS personnel and enable mobility. Typically, security
principles for remote authentication, authorization, filtering, and
monitoring are applied for remote access. It is recommended that
these be combined with the principles of least privilege authority
and multifactor authentication, i.e. something you have, something
you know, and something you are.

5.2.2. DPS IT center personnel

DPS IT center personnel currently handle maintenance requests
such as upgrades, repairs, support, re-installation, and imaging. The
chances of application software and hardware failure or corruption
can be significantly reduced by migrating to the cloud. Moreover,
the number of the DPS IT personnel can be reduced. Personnel will
still be needed for customer and technical support such as main-
taining access changes and creating and modifying accounts.

5.2.3. Management

The agency management recognizes the potential cost benefits
in choosing private cloud technology. The cloud pay-per-use and
on-demand high availability models allow for significant savings
as well as proper utilization of software and applications, i.e. the
payment systems. Fees for software licenses and upgrading can be
eliminated, and fees for hardware resources, deployment, and im-
plementation minimized. However, there are initial costs associ-
ated with cloud adoption. The agency has to create the necessary
mechanisms to train personnel and connected customers for the
new system, but the long-term benefits will outweigh these costs.

5.3. Decisions confirmed

Using the ISPC model, a decision was made by the DPS to grad-
ually migrate to cloud services. The awareness service acquired,
namely InfoShield, is a comprehensive cloud-based elearning
awareness solution recommended by the case study. In addition
to InfoShield, PhishMe was also acquired for detailed awareness
assessment of personnel against phishing attacks. Both products
are cloud services, i.e. software as a service (SaaS). With these
products, all DPS personnel will receive scheduled emails contain-
ing unique links to InfoShield and/or PhishMe. These links lead

Welcome: Fahad Alruwaili

PHISHME

Dashboard

COMPANY INFORMATION ACTIONS
se Us: Create New Scenario

Create New Recipient Group

Create New Announcement
@ License Used @ License Unused Search for Highly Visible Targets
Review Most Recent Scenario

License Exp

Download Awareness Lessons
log

Swals View Reporting and Analytics

Get Started with Reporter

Browse Education
Domains:
Users: F; A Yewals View Recipient Activity by Email Address

PhishMe User Group

o Official scenario/28.  Began
102015 Ended

Fig. 1. PhishMe phishing awareness administrative dashboard.

Response Breakdown

8.48%

'} 3.89%

4.95%

82.69%

M Clicked Link and Submitted Data
[l Clicked Link, did not Submit Data
B Opened Email, only

Il Unread/No Response

Fig. 2. Phishing awareness response results.

to assessment sessions which provide the level of awareness of
personnel. For example, an employee submitting his ID or pass-
word indicates weak awareness, and hence customized content to
combat this weakness will be delivered to them. The goal is to
heighten the information security awareness of all personnel, ed-
ucate technical, non-technical, and business users to better secure
information, monitor awareness levels, and deliver customized
content as per user awareness results. The first test sent phishing
emails to all DPS personnel to measure their reaction and response
to this attack. The results were compiled and are presented in
Figs. 1-3. This shows that 17.4% of personnel are susceptible to
phishing attacks, and hence 49 employees need appropriate and
immediate awareness training. These numbers will be compared
with future results to track awareness improvements.

InfoShield and PhishMe were acquired to comply with payment
compliance industry data security requirements, i.e. the payment
card industry data security standard (PCI-DSS), for awareness train-
ing. PCI DSS requirement 12.6 [32] stipulates that a formal security
awareness program must be in place. As the agency is responsi-
ble for processing and monitoring all payment transactions in the
country, it must comply with this standard. The decision to move
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Fig. 3. Time spent on awareness content.

the DPS awareness program to the cloud is part of the overall
cloud migration plan.

Cyber security threat intelligence is another DPS ISPC require-
ment that promotes proactive incident response and defense
capabilities. Threat intelligence is a cloud security monitoring
solution that provides evidence-based knowledge of emerging
threats based on the targeted industry (e.g. the financial sector),
technology (e.g. CISCO routers), and geography (e.g. the Middle
East). DPS personnel sought to have an improved response plan
and defense readiness against threats affecting their payment
systems. A decision was made to acquire Symantec DeepSight, a
cloud-based threat intelligence service. This service complies with
multiple DPS ISPC policy requirements, i.e. incident response and
mitigation policy, proactive security awareness requirements, infor-
mation security risk management policy, and information security
integration. The last DPS ISPC policy requirement, integration of
threat intelligence, was included for automating the actionable ad-
vice obtained from DeepSight to the existing security information
event management (SIEM) solution to make responses faster and
proactive.

6. Conclusion

Cloud computing services are being considered by the financial
sector around the world, but little has been done in Middle East
countries such as Saudi Arabia. Further, existing studies on cloud
adoption by the financial sector have not considered the archi-
tectures and models or examined the implementation of cloud
services. The decisions associated with the adoption of secure
cloud services such as the deployment models for implementing
secure, private, and compliant cloud services have not been ad-
equately examined. This paper provided a case study regarding
migration of the payment systems of the Saudi Arabian central
bank to the cloud using an ISPC readiness model. The requirements
in this model were used to assist in making migration decisions.
The impact of migrating to the cloud, in particular the deployment
of secure, private, and compliant cloud services, was examined
and presented to DPS personnel and management. As a result,
the decision was made to migrate DPS security applications, i.e.
threat intelligence and security awareness, to the cloud through
the adoption of Symantec DeepSight, InfoShield, and PhishMe
platforms.
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