
1556-6013 (c) 2015 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See
http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI
10.1109/TIFS.2015.2473820, IEEE Transactions on Information Forensics and Security

> REPLACE THIS LINE WITH YOUR PAPER IDENTIFICATION NUMBER (DOUBLE-CLICK HERE TO EDIT) < 
 

1

 
Abstract—By broadcasting messages about traffic status to 

vehicles wirelessly, a Vehicular Ad-Hoc Network (VANET) can 
improve traffic safety and efficiency. To guarantee secure 
communication in VANETs, security and privacy issues must be 
addressed before their deployment. The Conditional 
Privacy-Preserving Authentication (CPPA) scheme is suitable for 
solving security and privacy-preserving problems in VANETs 
because it supports both mutual authentication and privacy 
protection simultaneously. Many identity-based CPPA schemes 
for VANETs using bilinear pairings have been proposed over the 
last few years to enhance security or improve performance. 
However, it is well known that the bilinear pairing operation is 
one of the most complex operations in modern cryptography. To 
achieve better performance and reduce computational complexity 
of information processing in VANET, the design of a CPPA 
scheme for the VANET environment that does not use bilinear 
paring becomes a challenge. To address this challenge, we propose 
a CPPA scheme for VANETs that does not use bilinear paring and 
we demonstrate that it could supports both mutual authentication 
and privacy protection simultaneously. Our proposed CPPA 
scheme retains most of the benefits obtained with previously 
proposed CPPA schemes. Moreover, the proposed CPPA scheme 
yields better performance in terms of computation cost and 
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communication cost making it be suitable for use by VANET 
safety-related applications. 
 

Index Terms—authentication; bilinear pairing, elliptic curve, 
vehicular ad-hoc networks 

I. INTRODUCTION 

The Vehicular Ad-hoc Network (VANET), a variant of the 
Mobile Ad-hoc Network (MANET), is a continuously 
self-configuring, infrastructure-less network which has 
emerged as a result of advances in wireless communications 
and networking technologies over the last few years [1-4]. 
Mobile nodes in VANETs are vehicles equipped with 
On-Board Units (OBUs), which are wireless communication 
devices. OBUs enable vehicles in VANETs to exchange traffic 
messages with nearby mobile nodes. 

A typical structure of the VANET is shown in Fig. 1. 
Communications in VANETs can be divided into two types: 
Vehicle-to-Vehicle (V2V) communication and 
Vehicle-to-Infrastructure (V2I) communication. Both types of 
communications are controlled by a short-range wireless 
communication protocol, called the Dedicated Short Range 
Communication (DSRC) protocol. By using the OBU and the 
DSRC protocol, each vehicle can communicate with nearby 
vehicles and Road Side Units (RSUs) located at roadside and 
can communicate with the traffic control center through the 
Internet. According to the specification of the DSRC protocol, 
each vehicle periodically broadcasts messages about road 
traffic and vehicles’ conditions every 100–300 milliseconds, 
where road traffic conditions include weather conditions, road 
defects, congestion situation, etc. and vehicle’s conditions 
include location, speed, traffic status, etc. [5, 6]. Upon receipt 
of these messages, other vehicles could change their traveling 
routes in order to avoid possible traffic events such as traffic 
congestion, traffic accident, etc. Besides, RSUs can also send 
messages about traffic conditions to the traffic control center. 
Based on received messages, the traffic control center can take 
some timely actions (such as adjusting traffic lights) to improve 
traffic safety and efficiency. All the aforementioned benefits 
make VANET a promising technology for the modern 
intelligent transportation system. 
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Fig. 1. A typical structure of VANETs 

Due to the wireless communication mode, adversaries 
against VANETs could control communication channels fairly 
easily, i.e. adversaries could intercept, modify, replay and 
delete messages transmitted in VANETs easily. Therefore, 
VANETs are vulnerable to many kinds of attacks [7, 8]. In 
practice, the vehicle or OBU must verify the validity and 
integrity of received messages before taking further actions 
because the adversaries may replace or modify the original 
messages or impersonate some vehicle to broadcast wrong 
messages. These messages may cause the traffic control center 
to make wrong decisions and result in traffic chaos or even lead 
to traffic accidents. For example, an adversary may 
impersonate an ambulance to broadcast a message to ask the 
traffic light to turn green and other vehicles to make way for 
his/her pass. Therefore, the security of messages transmitted in 
VANETs is very important for many practical applications [9, 
10].  

In addition, privacy is another key issue in VANETs [9, 
10]. For many applications in VANETs, the vehicle sends its 
identity to RSUs or other vehicles in plaintext. By capturing the 
vehicle’s messages, the adversary could trace the vehicle's 
traveling routes. The leakage of traveling routes violates 
drivers' privacy and may result in serious consequences 
because those traveling routes may be used for crimes. To 
address this privacy issue, anonymity must be provided in 
VANETs but, it should still be possible to extract the real 
identity from the message by a trusted authority. For example, 
when a malicious vehicle sends a false message and results in 
crimes or accidents, the malicious vehicle should be severely 
punished for its action. Then, traceability becomes an important 
issue in VANETs. Therefore, conditional privacy should be 
provided in VANETs. Conditional privacy requires that the 
trusted authority must be the only one which can extract the real 
identity from the message. 

The Conditional Privacy-Preserving Authentication 
(CPPA) scheme [11, 12] is suitable for addressing the privacy 
issue in VANETs because it can support message 
authentication and conditional privacy. In last several years, 
several CPPA schemes have been proposed for practical 
VANET applications [11-24]. Although previously proposed 
ID-based CPPA schemes [15, 16, 18-24] could solve several 
weaknesses that exist in some PKI-based CPPA schemes, the 
performance of such schemes is not satisfactory because a 

super singular elliptic curve defined over a finite field with 
large elements should be used to guarantee security. For 
example, the schemes [15, 16, 18-24] use a bilinear 

pairing 1 1 2:e G G G   to achieve the security level of 80 bits 

(the security level of 1024-bit keys of the RSA algorithm) [25, 

26], where 1G  is an additive group generated by a point P  

with the order q  on the super singular elliptic curve 
2 3: modE y x x p   with a embedding degree 2, p  is a 

512-bit prime number, q  is a 160-bit prime number and the 

equation 1 12p qr   holds. In this case, the computation 

costs of the bilinear pairing operation and the scalar 
multiplication operation are quite complex. We therefore argue 
that it is far better for practical VANET applications to design 
an ID-based CPPA scheme for VANETs without bilinear 
pairing. 

A. Our contributions 

In this paper, we propose an ID-based CPPA scheme for 
VANETs based on Elliptic Curve Cryptography (ECC), which 
could achieve the security level of 80 bits by using an additive 
group G  generated by a point P  with the order q  on a 

non-singular elliptic curve 2 3: modE y x ax b p   , where 

,p q  are two 160-bit prime numbers and *, pa b Z . To the best 

of our knowledge, the proposed scheme is the first ID-based 
CPPA scheme for VANETs without bilinear pairing. To be 
specific, the major contributions of this paper are threefold: 

 First, we propose a new ID-based CPPA scheme for 
VANETs without using bilinear pairing. To improve 
performance further, the function of batch 
verification is included in the proposed ID-based 
CPPA scheme. 

 Second, we perform an in-depth security analysis to 
demonstrate that the proposed ID-based CPPA 
scheme could satisfy security and privacy 
requirements in VANETs. 

 Finally, we present an analysis of the computation 
cost and the communication cost to demonstrate that 
the proposed ID-based CPPA scheme yields better 
performance than previously proposed schemes for 
VANETs. 

B. Organization of the rest paper 

The rest of the paper is organized as follows. Section II 
reviews related work about CPPA schemes for VANETs 
Section III introduces some background information used in 
this paper. Section IV describes the proposed ID-based CPPA 
scheme for VANETs. Section V presents an in-depth security 
analysis of the proposed ID-based CPPA scheme. Section VI 
analyzes both the computation cost and the communication cost 
of the proposed ID-based CPPA scheme. Finally, some 
concluding remarks are presented in Section VII. 

II. RELATED WORK 

To address security and privacy issues in VANETs, Raya 
and Hubaux [11] used anonymous certificates to design a 
CPPA scheme. In Raya and Hubaux’s scheme, the Public Key 
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Infrastructure (PKI) is modified to implement functions of 
authentication and integrity. To hide the vehicle’s real identity, 
many public/private key pairs and corresponding certificates 
are pre-loaded into vehicles’ OBUs. In each communication, 
the vehicle’s OBU chooses a pair of public/private key 
randomly and uses them to implement functions of 
authentication and integrity. Raya and Hubaux’s scheme [9] 
suffers from the following weaknesses: 1) Each vehicle should 
have very large storage space to store its public/private key 
pairs and the corresponding certificates; 2) The authority 
should also have a very large storage space to store all vehicles’ 
certificates; 3) It is difficult to find the adversary’s real identity 
when he/she sends the wrong message because the authority 
has to perform an exhaustive search of all stored certificates.  

To address the weaknesses in Raya and Hubaux’s scheme, 
Lu et al. [12] proposed a new CPPA scheme using anonymous 
certificates. The vehicle in Lu et al.’s CPPA scheme obtains a 
temporary anonymous certificate when it passes by a RSU. To 
achieve conditional privacy, each vehicle has to request a new 
anonymous certificate from a RSU frequently because the 
adversary could trace a vehicle if a certificate is used for a long 
time. However, frequent interactions with RSUs are not 
efficient. Therefore, Lu et al.’s CPPA scheme cannot satisfy the 
requirement of efficiency in VANETs [13]. To overcome the 
weakness in Lu et al.’s CPPA scheme, Freudiger et al. [13] 
combined technologies of anonymous certificates and 
mix-zones to design a new CPPA scheme. However, in this 
modified CPPA scheme, the vehicles and the RSUs have to 
store a large number of anonymous certificates. Zhang et al. [14] 
used the Hash Message Authentication Code (HMAC) to 
construct an efficient CPPA scheme for VANETs where the 
key for the HMAC is generated through a key agreement 
protocol executed between the vehicle and the RSU. To achieve 
privacy, the vehicle must use different private/public key pair 
along with the corresponding certificate in each communication 
with the RSU. Therefore, vehicles have to store a large number 
of private/public key pairs and the corresponding certificates.  

To address the certificate management problem in the 
above PKI-based CPPA schemes [11-14], Zhang et al. [15, 16] 
incorporated the IDentity-based Public Key Cryptography 
(ID-based PKC) into the design of CPPA schemes. The concept 
of the ID-based PKC was proposed by Shamir [17] in 1984. 
The identity (such as name, email and phone number) of the 
user in the ID-based PKC is his/her public key and his/her 
private key is generated by a trusted third party called the 
Private Key Generator (PKG). In this case, no certificate is 
needed to bind the user’s identity to his/her public key. 
Therefore, the ID-based PKC could solve the certificate 
management problem in the PKI. Zhang et al. [15, 16] proposed 
an Identity-Based Signature (IBS) scheme and used it in an 
Identity-based Conditional Privacy-Preserving Authentication 
(ID-based CPPA) scheme for VANETs. Neither the vehicle nor 
the RSU in Zhang et al.’s ID-based CPPA scheme needs to 
store a certificate. Besides, their scheme incurs a lower 
verification cost because it supports the function of batch 
verification, i.e., it could verify the validity of many messages 
simultaneously. Therefore, Zhang et al.’ ID-based CPPA 
scheme could overcome weaknesses in previous PKI-based 
CPPA schemes [11-14].  

However, as Lee and Lai [18] pointed out, Zhang et al.’ 
ID-based CPPA scheme [15, 16] is vulnerable to the replay 
attack and cannot satisfy the property of non-repudiation. Later, 
Chim [19] pointed Zhang et al.’s ID-based CPPA scheme is 
vulnerable to the impersonation attack and the anti-traceability 
attack. Chim [19] also proposed another ID-based CPPA 
scheme for VANETs. With only two shared secrets, Chim’s 
ID-based CPPA scheme [19] could satisfy the privacy 
requirements in VANETs. Besides, Chim’s ID-based CPPA 
scheme [19] has lower communication costs than previously 
proposed ID-based CPPA schemes. However, Horng et al. [20] 
found that Chim’s ID-based CPPA scheme was vulnerable to 
the impersonation attack, i.e., a malicious vehicle could 
impersonate any another vehicle to broadcast counterfeit 
messages. To improve performance, Shim [21] proposed an 
efficient IBS scheme and used it to design an efficient ID-based 
CPPA schemes. Unfortunately, Liu et al. [22] pointed out that a 
security flaw exists in the proof of Shim’s IBS scheme and 
Shim’s ID-based CPPA scheme suffers from a modification 
attack, i.e., the adversary can generate a new legal message by 
modifying a previous message. 

Recently, Zhang et al. [23] and Bayat et al. [24] found that 
Lee and Lai’s ID-based CPPA scheme [18] cannot withstand 
the impersonation attack, i.e., a malicious vehicle could 
impersonate any other vehicle to broadcast a forged message. 
Zhang et al. [23] also pointed out that Lee and Lai’s ID-based 
CPPA scheme [18] cannot provide non-repudiation of 
messages. To enhance the security of previous schemes, Zhang 
et al. [23] and Bayat et al. [24] also proposed two improved 
ID-based CPPA schemes for VANETs. By modifying the 
process of generating the anonymous identity and the digital 
signature, Zhang et al.’s ID-based CPPA scheme [23] and 
Bayat et al.’s ID-based CPPA scheme [24] could solve security 
problems in Lee and Lai’s ID-based CPPA scheme [18] and 
have better computation performance results. Despite these 
improvements, Zhang et al. ID-based CPPA scheme [23] and 
Bayat et al.’s ID-based CPPA scheme [24] still suffer from the 
modification attack proposed by Liu et al. [22]. 

III. BACKGROUND 

A. Network model 

According to novel research [27-29], the two-layer 
network model is very suitable for VANETs. The various 
components of the network model are shown in Fig. 1. 

The upper layer of the network model consists of a 
Trusted Authority (TA) and an Application Server (AS), where 
they could communicate with each other through a secure 
channel that can be established through the Secure Socket 
Layer (SSL) protocol. The bottom layer of the network model 
consists of a RSU and a vehicle, where they could communicate 
with each other through the DSRC protocol. The details of 
those four participants are described as follows. 
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Fig. 2. The network model for VANET 

 TA: The TA is a trusted third party with high 

computation and communication capabilities. It is 

responsible for generating system parameters and 

preloading them in the OBU of the vehicle offline. It 

is the only participant that could get the real identity 

of the vehicle from the intercepted messages. 

 AS: The AS could support safety-related applications at 

the traffic management center. The AS could 

communicate with RSUs for providing application 

support. 

 RSU: The RSU is a wireless communication device that 

uses the DSRC protocol. It is located at roadside and 

could communicate with vehicles. It can verify the 

validity of received messages and sends them to the 

traffic management center or process them locally.  

 Vehicle: The vehicle is equipped an OBU supporting 

the DSRC protocol. The OBU is a tamper-proof 

device and its information is never disclosed. The 

vehicle communicates wirelessly with RSUs using 

the OBU. 

B. Security and privacy requirements 

Both security and privacy are important for secure 
communications in VANETs. Based on the latest research 
efforts [17-24, 27-29], an ID-based CPPA scheme for VANETs 
should meet the following security requirements: message 
authentication, identity privacy preservation, traceability, 
un-linkability and resistance to attacks, where the definition of 
the conditional privacy is expressed by the combination of the 
identity privacy preservation and traceability. 

1) Message authentication: RSUs are able to check the 
validity of the messages sent by vehicles. In addition, RSUs are 
able to detect any modification of the received message. 

2). Identity privacy preservation: RSUs and other 
vehicles are not able to extract the vehicle’s real identity. Any 

third party is not able to get the vehicle’s real identity by 
analyzing intercepted messages. 

3) Traceability: The TA is able to extract the vehicle’s 
real identity by analyzing its messages when it is necessary. For 
example, a malicious vehicle sends a false message to mislead 
others. 

4) Un-linkability: RSUs and malicious vehicles are not 
able to link two messages sent by the same vehicle, i.e., they 
cannot trace the vehicle’s action through its messages. 

5) Resistance to attacks: The ID-based CPPA scheme is 
able to withstand various common attacks such as the 
impersonation attack, the modification attack, the replay attack, 
the man-in-the-middle attack, and the stolen verifier table 
attack that exist in VANETs. 

IV. THE PROPOSED ID-BASED CPPA SCHEME 

In this section, we propose our ID-based CPPA scheme 
without the bilinear pairing for VANETs based on Schnorr’s 
signature scheme [30]. The proposed CPPA scheme could be 
used for both V2I and V2V communications. There are three 
phases in the proposed ID-based CPPA scheme: the system 
initialization phase, the anonymous identity generation and 
message signing phase and the message verification phase. We 
define the notations used below as follows: 

 ,p q : two large prime numbers. 

 E : an elliptic curve defined by the equation 

2 3 mody x ax b p   , where , pa b F . 

 G : an additive group with the order q , where G  

consists of all points on the elliptic curve E  and the 

point at infinity O . 

 P : a generator of the group G . 

 Discrete Logarithm (DL) problem: Given two random 

points P  and Q  on E , the task of the DL problem 

is computing an integer x  to satisfy the equation  

Q xP . 

 Computational Diffie-Hellman (CDH) problem: Given 

two random points Q  and R  on E , the task of the 

CDH problem is computing the point xyP , where 

Q xP , R yP  and ,x y  are two unknown 

integers. 

 x : the private key of the system. 

 pubP : the public key of the system, where pubP x P  . 

 RID : the real identity of a vehicle. 

 PWD : the password of the tamper-proof device. 

 AID : the anonymous identity of a vehicle. 
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 1 2 3, ,h h h : three secure functions, where 1 : qh G Z , 

*
2 :{0,1} qh Z  and 

* * *
3 :{0,1} {0,1} {0,1} qh G Z    . 

  : the exclusive-OR operation. 

 ||: the message concatenation operation. 

A. System initialization phase 

In this phase, the TA generates system parameters (such 
as a finite filed and an elliptic curve defined on it). The TA 
pre-loads them into each vehicle’s tamper-proof device and 
sends them to all RSUs. The following steps are executed by 
the TA in this phase. 

1) The TA chooses two large prime numbers ,p q  and a 

non-singular elliptic curve E  defined by the equation 
2 3 mody x ax b p   , where , pa b F . 

2) The TA chooses a generator P  with order q  of the 

group G , which consists of all points on the elliptic curve E  
and the point at infinity O . 

3) The TA chooses a random number *
qx Z  as the 

private key of the system and computes the system public key 

pubP x P  . 

4) The TA chooses three secure hash functions 1 2 3, ,h h h , 

where 1 : qh G Z , *
2 :{0,1} qh Z  and 

* * *
3 :{0,1} {0,1} {0,1} qh G Z    . 

5) The TA assigns a real identity RID  and a password 
PWD  for each vehicle and pre-loads { , , }RID PWD x  into its 

tamper-proof device. 
6) The TA sends the system parameters 

1 2 3{ , , , , , , , , }pubparmas p q a b P P h h h  to all RSUs and 

vehicles. 

B. Anonymous identity generation and message signing phase 

In this phase, the vehicle's tamper-proof device generates 
an anonymous identity and a digital signature of a message. 
After that, the vehicle broadcasts the anonymous identities, the 
message and the digital signature to nearby RSUs and vehicles. 
The following steps are executed during this phase. 

1) The vehicle inputs its real identity RID  and password 
PWD  into its tamper-proof device. The tamper-proof device 
checks if RID  and PWD  are equal to the stored ones. The 
tamper-proof device rejects the request if one of them and the 
corresponding stored one are not equal. 

2) The tamper-proof device generates a random number 
*

i qw Z  and computes ,1 ii PAID w  , 

,2 1 )( i pui bAID RID h w P  , 2 ( || )i i ih AID T  , and 

modi i iw qsk x   , where ,1 ,2{ , }i i iAID AID AID  and iT  

is the current timestamp. Then, the tamper-proof device gives 
{ , , }i i iAID sk T  to the vehicle. 

3) The vehicle generates a random number *
i qr Z , and 

computes  iiR r P  , 3 ( || || || )i i i i ih AID T R M   and 

modi i i isk r q    , where iM  is a message about traffic 

status. Then, the vehicle broadcasts { , , , , }i i i i iM AID T R   to 

nearby RSUs and vehicles. 

C. Message verification phase 

In this phase, the verifier (a RSU or a vehicle) checks the 
validity of received messages. The verifier could check the 
validity of a received message through the traditional 
verification process. To improve performance, the proposed 
ID-based CPPA scheme supports the batch verification 
function which enables the verifier to check the validity of lots 
of messages simultaneously. The single verification of one 
message and the batch verification of multiple messages are 
described as follows. 

 Single verification of one message 

Upon receiving a message { , , , , }i i i i iM AID T R   sent by a 

vehicle, the verifier uses the system parameters 

1 2 3{ , , , , , , , , }pubparmas p q a b P P h h h  to verify the validity of 

the message through the following steps. 
1) The verifier checks the freshness of iT . If it is not fresh, 

the verifier rejects the message. 
2) The verifier checks whether the equation 

,1i i pub i iiP AID P R        holds. If it does not hold, the 

verifier rejects the message; otherwise, the verifier accepts the 
message. 

Due to pubP x P  , ,1 ii PAID w  , 

,2 1 )( i pui bAID RID h w P  , 2 ( || )i i ih AID T  , 

modi i iw qsk x   , iiR r P  , 3 ( || || || )i i i i ih AID T R M   

and modi i i isk r q    , we could get that 

,1

( )

( )
i i i i

i i i

i

i

i

i

i i

i pub i i

x

x

P sk r P

w r P

w P P r P

AID P R

 









    

    
      

    




           (1) 

Therefore, the correctness of the single verification of one 
message is proved. 

 Batch verification of multiple messages 

To guarantee the non-repudiation of signatures using 
batch verification, we use the small exponent test technology 
[20, 23] in the batch verification of multiple messages. A vector, 
consisting of small random integers, is used to quickly detect 
any modification of a batch of signatures in the small exponent 
test technology. Upon receiving multiple messages 

1 1 1 1 1{ , , , , }M AID T R  , 2 2 2 2 2{ , , , , }M AID T R  , … , 

{ , , , , }n n n n nM AID T R   sent by some vehicles, the verifier uses 

the system parameters 1 2 3{ , , , , , , , , }pubparmas p q a b P P h h h  to 

verify the validity of those messages through the following 
steps. 

1) The verifier checks the freshness of iT , where 

1,2, ,i n … . If it is not fresh, the verifier rejects the message. 

2) The verifier chooses a vector 1 2{ , , , }nv v v v …  

randomly, where iv  is a small random integer in [1,2 ]t  and t  
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is a small integer and has very little computation overhead. 
Afterwards, the verifier checks if the following equation holds. 
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If it does not hold, the verifier rejects the messages; otherwise, 
the verifier accepts the messages. 

Due to pubP x P  , ,1 ii PAID w  , 
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Therefore, the correctness of the batch verification of 
multiple messages is proved. 

V. SECURITY ANALYSIS AND COMPARISONS 

In this section, we analyze the security of the proposed 
ID-based CPPA scheme for VANETs. We demonstrate that it is 
able to meet all security and privacy requirements described in 
Section 2. First of all, we show that the proposed scheme is able 
to enforce non-forgery. We also compare the security of the 
proposed ID-based CPPA scheme for VANETs with three most 
recently proposed CPPA schemes. 

A. Security analysis 

Based on the network model and the adversaries’ ability, 
the security model for the CPPA scheme is defined through a 
game played between a challenger C  and an adversary A . 
The adversary A  could make the following queries in the 
game. 

 Setup Oracle : In this query, C  generates the private 

key of the system and the system parameters. C  
sends the system parameters to A . 

 1h Oracle : In this query, C  chooses a random 

number qr Z , inserts the tuple ( , )m r  into the list 

1hL  and returns r  to A . 

 2h Oracle : In this query, C  chooses a random point 

qr Z , inserts the tuple ( , )m r  into the list 
2hL  and 

returns r  to A . 
 3h Oracle : In this query, C  chooses a random point 

qr Z , inserts the tuple ( , )m r  into the list 
3hL  and 

returns r  to A . 
 Sign Oracle : In this query, C  generates a request 

message { , , , , }i i i i iM AID T R   upon receiving the 

message iM  about traffic status.  C  sends 

{ , , , , }i i i i iM AID T R   to A . 

The adversary A  could violate the authentication of the 
CPPA scheme   if it could generate a login request message. 
Let ( )AuthAdv A  denote the probability that A  could violate 

the authentication of the CPPA scheme  . 
Definition 1. A CPPA scheme   for VANETs  is secure  

if ( )AuthAdv A  is negligible for any polynomial adversary A . 

We have evaluated the security of the proposed ID-based 
CPPA scheme for VANETs and demonstrated that the 
proposed scheme is secure in the random oracle. 

Theorem 1. The proposed ID-based CPPA scheme for 
VANETs is secure in the random oracle model. 

Proof. Suppose there is an adversary A  that can forge a 
message 1{ , , , , }i i i iM AID T R  . We can construct a challenge 

challenger C , which could solve the DL problem with a 
non-negligible probability by running A  as a subroutine. 
Given an instance ( , )P Q x P   of the DL problem, C  

simulates oracles queried by A  as follows. 
Setup Oracle : C  sets pubP Q , and sends the system 

parameters 1 2 3{ , , , , , , , , }pubparmas p q a b P P h h h  to A .  

1h Oracle : C  keeps a list 
1hL with the form of ,   , 

which is initialized to empty. Upon receiving A 's query with 
the message  , C  checks whether a tuple ,    exists in 

1hL  first. If so, C  sends 1( )h    to A ; otherwise, C  

generates a random number qZ  , adds ,    in 
1hL  and 

sends 1( )h    to A . 

2h Oracle : C  keeps a list 
2hL with the form of 

, ,i iAID T   , which is initialized to empty. Upon receiving 

A 's query with the message ( ),i iAID T , C  checks whether a 

tuple , ,i iAID T    exists in 
2hL  first. If so, C  sends 

2 ( || )i ih AID T   to A ; otherwise, C  generates a random 

number qZ  , adds , ,i iAID T    in 
2hL  and sends 

2 ( || )i ih AID T   to A . 

3h Oracle : C  keeps a list 
3hL  with the form of 

, , , ,i i i iAID T R M   , which is initialized to empty. Upon 
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receiving A 's query with the message ( ), , ,i i i iAID T R M , C  

checks if a tuple , , , ,i i i iAID T R M    exists in 
3hL  first. If so, 

C  sends 3 ( || || || )i i i ih AID T R M   to A ; otherwise, C  

generates a random number qZ  , adds 

, , , ,i i i iAID T R M    in 
3hL  and sends 

3 ( || || || )i i i ih AID T R M   to A . 

Sign Oracle : Upon receiving A 's query with the 

message iM , C  generates three random numbers 
*,, ii i qZ   , chooses a random point ,2iAID  and computes 

,1i i ub ii p iPAID P R       . C  adds ,,i i iAID T    and 

, , , ,i i i i iAID T R M    into 
2hL  and 

3hL  respectively, where 

,1 ,2{ , }i i iAID AID AID . Finally,  C  sends the message 

{ , , , , }i i i i iM AID T R   to A . It is easy to verify the equation 

,1i i pub i iiP AID P R        holds. Therefore, all 

signatures generated by C  are indistinguishable from those 
generated by legal vehicles. 

At last, A  outputs a message { , , , , }i i i i iM AID T R  . C  

checks whether the following equation holds.  

,1i i pub i iiP AID P R                   (4) 

If it does not hold, C  aborts the process. According to the 
forgery lemma [31], A  could output another valid message 
{ , , , , }i i i i iM AID T R    if we repeat the process with a different 

choice of 2h . In this case, we could get the following equation. 

,1i i pub i iiP AID P R                      (5) 

According to equations (3) and (4), we could get 
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             (6) 

and 
( o) m di i i i x q                                 (7) 

C  outputs 1( () )i ii i     as the answer of the 

instance of the DL problem. The ability of solving the DL 
problem contradicts the hardness of the DL problem. Therefore, 
the proposed ID-based CPPA scheme for VANETs is secure 
against forgery under adaptive chosen message attack in the 
random oracle model. 

1) Message authentication: According to Theorem 1, we 
know that no polynomial adversary can forge a valid message if 
the DL problem is hard. Therefore, the verifier could check the 
validity and integrity of the message { , , , , }i i i i iM AID T R   by 

verifying whether the equation 

,1i i pub i iiP AID P R        holds. Thus, the proposed 

ID-based CPPA scheme for VANETs provides message 
authentication. 

2) Preserving identity privacy: The vehicle’s real 
identity RID  is involved in iAID  generated by the vehicle, 

where pubP x P  , ,1 ii PAID w  , 

,2 1 )( i pui bAID RID h w P   and ,1 ,2{ , }i i iAID AID AID . To 

extract RID  from ,2 1 )( i pui bAID RID h w P  , the adversary 

computes i pub iw P w x P     from pubP x P   and 

,1 ii PAID w  . Therefore, the adversary has to solve the CDH 

problem. According to the hardness of the CDH problem, we 
conclude that the proposed ID-based CPPA scheme for 
VANETs preserves identity privacy. 

3) Traceability: The vehicle’s real identity RID  is 
involved in iAID  generated by the vehicle, where pubP x P  , 

,1 ii PAID w  , ,2 1 )( i pui bAID RID h w P   and 

,1 ,2{ , }i i iAID AID AID . Using the private key of the system, 

TA computes  ,1 i i pi i ubAID xx w P w P wx P         and 

extracts the real identity by computing 

,2 1 ,1( )i iRID AID h AIDx   . Therefore, the proposed 

ID-based CPPA scheme for VANETs could provide 
traceability. 

4) Un-linkability: To generate a message 
{ , , , , }i i i i iM AID T R  , the tamper-proof device and the vehicle 

in the proposed ID-based CPPA scheme generates two random 
*

i qw Z  and *
i qr Z  separately, where ,1 ii PAID w  , 

,2 1 )( i pui bAID RID h w P  , ,1 ,2{ , }i i iAID AID AID , 

modi i iw qsk x   , 2 ( || )i i ih AID T  , iiR r P  , 

3 ( || || || )i i i i ih AID T R M   and modi i i isk r q    . Due to 

the randomness of iw  and ir , no adversary could link two 

anonymous identities or two signatures generated by the same 
vehicle. Therefore, the proposed ID-based CPPA scheme for 
VANETs provides un-linkability. 

5) Resistant against various types of attacks: We show 
that the proposed ID-based CPPA scheme for VANETs could 
withstand the impersonation attack, the modification attack, the 
replay attack, the man-in-the-middle attack, and the stolen 
verifier table attack as follows. 

 Impersonation attack: To impersonate a vehicle to 

RSUs or other vehicles, the adversary must generate 

a message { , , , , }i i i i iM AID T R   satisfying the 

equation ,1i i pub i iiP AID P R       . 

According to Theorem 1, the adversary cannot 

generate such messages. RSUs and other vehicles 

could detect the attack easily by checking whether 

the above equation holds. Therefore, the proposed 

ID-based CPPA scheme for VANETs could 

withstand the impersonation attack. 

 Modification attack: According to description of the 

proposed ID-based CPPA scheme, we know that 

{ , , }i i iAID R   is a digital signature of { , }i iM T . 

Based on Theorem 1, any modification of the 
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message { , , , , }i i i i iM AID T R   could be found by 

checking whether the equation 

,1i i pub i iiP AID P R        holds. Therefore, 

the proposed ID-based CPPA scheme for VANETs 

could withstand the modification attack. 

 Replay attack: The timestamp iT  is included in the 

message { , , , , }i i i i iM AID T R   and { , , }i i iAID R   is 

a digital signature of { , }i iM T . Then, RSUs and other 

vehicles could find the replay of the message by 

checking the freshness of the timestamp iT . 

Therefore, the proposed ID-based CPPA scheme for 

VANETs could withstand the replay attack. 

 Man-in-the-middle attack: According to the above 

analysis about message authentication, we know the 

proposed ID-based CPPA scheme for VANETs 

could provide authentication between the sender and 

the receiver. Therefore, the proposed ID-based 

CPPA scheme for VANETs could withstand the 

man-in-the-middle attack. 

 Stolen verifier table attack: Neither the RSU nor the 

vehicle maintains a verifier table for message 

authentication because they just needs to store their 

own private key. Then, the adversary cannot steal 

any verifier table for malicious attacks. Therefore, 

the proposed ID-based CPPA scheme for VANETs 

could withstand the stolen verifier table attack. 

B. Security comparisons  

We compare the security of our proposed ID-based CPPA 
scheme for VANETs with three recently proposed ID-based 
CPPA schemes [19, 21, 22] for VANETs. Let 1SR  , 2SR  , 

3SR  , 4SR   and 5SR   denote message authentication, 
preservation of identity privacy, traceability, un-linkability and 
resistance to attacks respectively. The security comparisons of 
the various schemes are listed in Table 1. 

According to Table 1, none of the three schemes (i.e., 
Shim’s ID-based CPPA scheme [19], Zhang et al.’s ID-based 
CPPA scheme and Bayat et al.’s ID-based CPPA scheme)  can 
satisfy all 5 security requirements (SR-1 to SR-5). Besides, 
Shim's ID-based CPPA scheme [19] is not able to provide 
un-linkability because the vehicle's anonymous identity is a 
constant. In contrast, our proposed ID-based CPPA scheme 
could satisfy all five security requirements in VANETs.  

 
 

Table 1. Security comparisons of past schemes and our proposed scheme  
 Shim’s 

scheme [19]
Zhang et 

al.’s scheme 
[21] 

Bayat et 
al.’s scheme 

[22] 

Our proposed 
scheme 

1SR   √ √ √ √ 

2SR   √ √ √ √ 

3SR   √ √ √ √ 

4SR   × √ √ √ 

5SR   × × × √ 

√: The requirement is satisfied. 
×: The requirement is not satisfied. 

VI. PERFORMANCE ANALYSIS 

In this section, we analyze the performance of the 
proposed ID-based CPPA scheme for VANETs. We analyze 
both the computation cost and the communication cost in the 
next two subsections. Besides, we also compare the 
performance of the proposed ID-based CPPA scheme for 
VANETs with three most recent ID-based CPPA schemes 
proposed in the literature. 

For bilinear pairings based ID-based CPPA schemes for 
VANETs [19, 21, 22], we use a bilinear pairings 

1 1 2:e G G G   to achieve the security level of 80 bits, where 

1G  is an additive group generated by a point P  with the order 

q  on the super singular elliptic curve 2 3: modE y x x p   

with embedding degree 2, p  is a 512-bit prime number, q  is a 

160-bit Solinas prime number and the equation 1 12p qr   

holds. For ECC-based ID-based CPPA schemes for VANETs 
(the proposed scheme), we use an additive group G  generated 
by a point P  with the order q  on a non-singular elliptic curve 

2 3: modE y x ax b p    to achieve the security level of 80 

bits, where ,p q  are two 160-bit prime numbers and *, pa b Z .  

A. Computation cost analysis 

In this subsection, we analyze the computation cost of 
related ID-based CPPA schemes for VANETs. For 
convenience, we define some notations about execution time as 
follows. 

 bpT : the execution time of a bilinear pairing operation 

( , )e S T , where 1,S T G . 

 sm bpT  : the execution time of a scale multiplication 

operation x P  related to the bilinear pairing, where 

*

q
x Z  and 1P G . 

 sm bp sT   : the execution time of a small scale 

multiplication operation iv P  related to the bilinear 

pairing, which is used in the small exponent test, 

where 1P G , iv  is a small random integer in [1,2 ]t  

and t  is a small integer. 
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 pa bpT  : the execution time of a point addition operation 

S T  related to the bilinear pairing, where 

1,S T G . 

 mtpT : the execution time of a hash-to-point operation 

related to the bilinear pairing, where the hash 

function maps a string to a point of 1G . 

 sm eccT  : the execution time of a scale multiplication 

operation x P  related to the ECC, where *
qx Z  

and P G . 

 sm ecc sT   : the execution time of a small scale 

multiplication operation iv P  used in the small 

exponent test technology, where P G , iv  is a 

small random integer in [1,2 ]t  and t  is a small 

integer. 

 pa eccT  : the execution time of a point addition operation 

S T  related to the ECC, where ,S T G . 

 hT : the execution time of a general hash function 

operation. 

To compare the computation cost of related ID-based 
CPPA schemes for VANETs, we compute the execution time 
of above cryptographic operations using MIRACL [32], which 
is a famous cryptographic library and has been widely used to 
implement cryptographic operations in many environments. 
Our hardware platform consists of an Intel I7-4770 processor 
with 3.40 GHz clock frequency, 4 gigabytes memory and runs 
Windows 7 operating system. The execution time of the above 
cryptographic operations are listed in Table 2. 

Table 2. Execution time of different cryptographic operations 
Cryptographic operation Execution time 

(milliseconds) 

bpT  4.211 

sm bpT   1.709 

( 5)sm bp sT t    0.0535 

( 10)sm bp sT t    0.1068 

pa bpT   0.0071 

mtpT  4.406 

sm eccT   0.442 

( 5)sm ecc sT t    0.0138 

( 10)sm ecc sT t    0.0276 

pa eccT   0.0018 

hT  0.0001 

 

Let AIDGMS  and SVOM  and BVMM  denote the 
anonymous identity generation and message signing, the single 
verification of one message and the batch verification of 
multiple messages steps respectively. We only present the 
detailed analysis of Bayat et al.’s scheme [22] and the proposed 
scheme. The detailed analysis of other schemes [19, 21] could 
be achieved using the same method. The comparisons of 
computation costs for each step are presented in Table 3. 

Table 3. Comparison of computation cost 
 AIDGMS  SVOM  BVMM  

Shim’s 
scheme [19] 

3 sm bpT  +2 pa bpT 

+1 hT   

5.1413 ms 

3 bpT +2 sm bpT  + 

1 pa bpT  +2 hT   

16.0583 ms 

3 bpT +( 1n  ) sm bpT  + 

(3 n -3) pa bpT  +  

(2 n ) hT   

1.7035 n +14.3207ms

Zhang et al.’s 
scheme [21] 

6 sm bpT  +2 pa bpT 

+1 mtpT +4 hT 

14.6746 ms 

3 bpT +2 sm bpT  + 

1 pa bpT  +3 hT   

16.0584 ms 

3 bpT +( 1n  ) sm bpT  +

(2 n ) sm bp sT   + 

(3 n -2) pa bpT  + 

(3 n ) hT   

1.8376 n +14.3276/ 
1.9442 n +14.3276 
ms 

Bayat et al.’s 
scheme [22] 

5 sm bpT  +1 pa bpT 

+1 mtpT +2 hT 

12.9583ms 

3 bpT +1 sm bpT  + 

1 mtpT +1 hT   

18.7481ms 

3 bpT +( n ) sm bp sT   + 

(3 n -3) pa bpT  + 

( n ) mtpT +( n ) hT   

6.1364 n +12.6117ms

Our 
proposed 
scheme 

3 sm eccT  +3 hT  

 1.3263 ms 

3 sm eccT  +2 hT + 

2 pa eccT    

1.3298 ms 

( 2n  ) sm eccT  +  

(2 n ) sm ecc sT   + 

(3 n -1) pa eccT  + 

(2 n ) hT   

0.4252 n +0.8822 / 
0.5027 n +0.8822 ms

% 
Improvemen
t of proposed 
scheme over 
three other 

schemes 

74.20 % 
improvement 
over Shim’s 
scheme [19] 

91.72 % 
improvement 
over Shim’s 
scheme [19] 

70.95 % 
improvement over 
Shim’s scheme [19] 

90.96 % 
improvement 
over Zhang et 
al.’s scheme 
[21] 

91.72 % 
improvement 
over Zhang et 
al.’s scheme 
[21] 

72.64% improvement 
over Zhang et al.’s 
scheme [21] 

89.76% 
improvement 
over Bayat et 
al.’s scheme 
[22] 

92.89 % 
improvement 
over Bayat et 
al.’s scheme 
[22] 

91.81 % 
improvement over 
Bayat et al.’s scheme 
[22] 

 
For the AIDGMS  step of Bayat et al.'s ID-based CPPA 

scheme [22], the vehicle needs to execute five scalar 
multiplication operations related to the bilinear pairing, one 
point addition operation related to the bilinear pairing, one 
hash-to-point operation related to the bilinear pairing and one 
general hash function operation. Therefore, the execution time 
of this step is 5 sm bpT  +1 pa bpT  + 1 mtpT +2 hT   12.9583 ms. For 
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the SVOM  step of Bayat et al.'s ID-based CPPA scheme [22], 
the verifier needs to execute three bilinear pairing operations, 
one scalar multiplication operation related to the bilinear 
pairing, one hash-to-point operation related to the bilinear 
pairing and one general hash function operation. Therefore, the 
execution time of this step is 3 bpT +1 sm bpT  + 

1 mtpT +1 hT  18.7481 ms. For the BVMM  step of Bayat et al.'s 

ID-based CPPA scheme [22], the verifier needs to execute three 
bilinear pairing operations, ( n ) scalar multiplication operations 
related to the bilinear pairing, (3 n -3) point addition operations 
related to the bilinear pairing, ( n ) hash-to-point operations 
related to the bilinear pairing and ( n ) general hash function 
operations. Therefore, the execution time of this step is 
3 bpT +( n ) sm bp sT   + (3 n -3) pa bpT  + ( n ) mtpT +( n ) hT   

6.1364 n +12.6117 ms. 
For AIDGMS  step of our proposed ID-based CPPA 

scheme, the vehicle needs to execute three scalar multiplication 
operations related to the ECC and three general hash function 
operations. Therefore, the execution time of the step is 
3 sm eccT  +3 hT  1.3263 ms. For the SVOM  step of the 

proposed ID-based CPPA scheme, the verifier needs to execute 
three scalar multiplication operations related to the ECC, two 
point addition operations related to the ECC and two general 
hash function operations. Therefore, the execution time of the 
phase is 3 sm eccT  +2 pa eccT  +2 hT   1.3298 ms. For the BVMM  

step of the proposed ID-based CPPA scheme, the verifier needs 
to execute ( 2n  ) scalar multiplication operations related to 
the ECC, (2 n ) small scalar multiplication operations related to 
the ECC, (3 n -1) point addition operations related to the ECC 
and (2 n ) general hash function operations. Therefore, the 
execution time of this step is ( 2n  ) sm eccT  + 

(2 n ) sm ecc sT   +(3 n -1) pa eccT  + (2 n ) hT  0.4252 n +0.8822 ms 

( 5t  ) / 0.5027 n +0.8822 ms ( 10t  ). The percentage 
improvement with the AIDGMS  step of our proposed scheme 
over Bayat et al.'s scheme for the total execution time is about 
12.9583 1.3263

12.9583


 89.76%.  Other percentage improvement 

could be achieved by using a similar method. 
 

 
Fig. 3. Execution time for the batch verification of 

multiple messages 
To demonstrate the major benefit of the proposed 

ID-based CPPA scheme in the batch verification of multiple 
messages, we compare the execution times of batch verification 
in the proposed scheme with three most recently proposed 

ID-based CPPA schemes [19, 21, 22] as shown in Figure 3. 
Based on the results shown in Table 3 and Figure 3, the 
proposed ID-based CPPA scheme for VANETs has lower 
computation cost compared to the three most recently proposed 
ID-based CPPA schemes for VANETs for all three steps 
including AIDGMS , SVOM ,  and BVMM . 

B. Communication cost analysis 

In this subsection, we analyze the communication cost of 
related ID-based CPPA schemes for VANETs. Since the sizes 

of p  and p  are 64 bytes (512 bits) and 20 bytes (160 bits) 

respectively, then the sizes of the elements in 1G  and G  are 

64 2 = 128 bytes and 20 2 = 40 bytes respectively. Besides, 
let the sizes of the general hash function's output and timestamp 
be 20 bytes and 4 bytes respectively. We only consider the size 
of signature because messages about traffic status are the same 
in all ID-based CPPA schemes. The comparison of 
computation costs is presented in Table 4. 

Table 4. Comparison of communication cost 
 Sending a single 

message  
Sending n  messages

Shim’s scheme [19] 644 bytes 644 n  bytes 
Zhang et al.’s scheme [21] 388 bytes 388 n  bytes 
Bayat et al.’s scheme [22] 388 bytes 388 n  bytes 
The proposed scheme 144 bytes 144 n  bytes 

 
In the Shim’s ID-based CPPA scheme [19], the vehicle 

broadcasts the anonymous identity and signature 
{ , , , , }i i i i iAID T U V W  to the verifier, where 

1 2{ , }i i iAID AID AID , 1 2
1, , , ,i i i i iAID AID U V W G  and iT  is 

the timestamp. Therefore, the communication cost of the 
Shim’s ID-based CPPA scheme [19] is 128 5 + 4 = 644 bytes. 
In the Zhang et al.'s ID-based CPPA scheme [21] and Bayat et 
al.’s scheme [22], the vehicle broadcasts the anonymous 
identity and signature { , , }i i iAID T U  to the verifier, where 

1 2{ , }i i iAID AID AID , 1 2
1, ,i i iAID AID U G  and iT  is the 

timestamp. Therefore, the communication cost of Zhang et al.’s 
ID-based CPPA scheme [21] is 128 3 + 4 = 388 bytes. The 
vehicle in the proposed CPPA scheme broadcasts the 
anonymous identity and signature { , , , }i i i iAID T R   to the 

verifier, where 1 2{ , }i i iAID AID AID , 1 2, ,i i iAID AID R G , 

i qZ   and iT  is the timestamp. Therefore, the 

communication cost of the proposed CPPA scheme is 40 3 + 
20 + 4 = 144 bytes. Thus, the proposed CPPA scheme for 
VANETs incurs a much lower communication cost than the 
three latest ID-based CPPA schemes for VANETs [19, 21, 22]. 

VII. CONCLUSION 

In this work, we have proposed a new ID-based CPPA 
scheme, which could be used for both V2V communication and 
V2I communication in VANETs. To improve performance, the 
function of batch verification of multiple messages is included 
in the proposed ID-based CPPA scheme. The security analysis 
shows that the proposed scheme can overcome the weaknesses 
of previously proposed schemes and satisfy the security 
requirements of ID-based CPPA schemes for VANETs. Our 
performance analysis results show that the proposed scheme 
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incurs lower computation cost and communication cost because 
no bilinear pairings are used in our proposed ID-based CPPA 
scheme. This makes the proposed scheme more suitable for 
deployment in the VANET environment. 
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