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Abstract—Security is an important issue in mobile ad hoc
networks (MANETs). However, security schemes have significant
impacts on throughput. That is because 1) they need some
overhead and consume some network resources, thus decrease
throughput consequently, 2) most previous works consider secu-
rity and throughput separately in designing a MANET, which
can not achieve an overall optimization of network performance.
In this paper, we propose a topology control scheme to improve
throughput by jointly designing upper layer security schemes and
physical layer schemes related to channel conditions and relay
selections for cooperative communications. Simulation results
show that our scheme can substantially improve throughput in
MANETs.

Index Terms—Security, throughput, topology control, cooper-
ative communications

I. INTRODUCTION

Security is the main concern and bottleneck for widely de-
ployed wireless applications due to the vulnerable open shared
access medium and the stringent resource constraints [1].
Particularly, mobile ad hoc networks (MANETs) present more
challenges to secure routing, key exchange, key distribution
and management, as well as intrusion detection and protection
[2], [3]. These challenges are attributed to the peculiarities of
MANETs, i.e., multi-hop routing and packet forwarding, lack
of infrastructure, dynamic topology, node cooperation, etc.

Recently, cooperative communication has been considered
as a promising technique to improve transmission reliability
[4], [5]. However, it brings extra challenges to security issues
in MANETs. Cooperative communications make use of the
broadcast nature of the wireless medium by the assistant of
relay nodes. Although cooperative communication brings in
significant benefits, it also raises serious security issues, e.g.,
it is possible for malicious nodes to join the network and
relay unsolicited information to the destination thereby to
compromise the network.

As the front line of defense, authentication is crucial for
the security design [6], [7]. Since multiple-hop communica-
tions are used in MANETs with cooperative communications,
not only end-to-end but also hop-by-hop authentication and
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message integrity are required to protect the network from
tampering with and forging of packets by malicious nodes.

Another important issue in MANETs is topology control.
Topologies in MANETs are changing over time as nodes are
moving and adjusting their transmission and reception param-
eters all the time. The dynamic topology in MANETs has
significant impact on the quality of service (QoS), especially
for the end-to-end throughput in MANETs. Most existing
topology control schemes are focused on adjusting the PHY
or MAC layer parameters, such as transmission power and
interference, to improve the overall network performance such
as energy consumption, interference and network capacity for
MANETs [8], [9].

Although security, topology control and cooperative com-
munications are studied separately in most existing works,
they are in fact closely correlated in MANETs. For example,
security schemes such as authentications consume significant
network resources (e.g., wireless bandwidth) and consequently
decrease network throughput in MANETs. This problem will
be more severe with the introduction of cooperative commu-
nications in MANETs, where high-volume data need not only
end-to-end but also hop-by-hop authentication and message
integrity. In this paper, we consider security and topology
control jointly with cooperative communications in MANETs.

In order to jointly design throughput and security, a closed-
form equation for the effective throughput under an authenti-
cation protocol is derived, which depends on some cross-layer
network configurations. Then, we propose a joint authentica-
tion and topology control (JATC) scheme to adaptively tune
the network configurations to optimize the effective throughput
and the efficiency of authentication protocols for MANETs
with cooperative communications. In addition, most existing
topology control schemes assume that the wireless channel
is well known. However, in practice, it is difficult to have
the perfect knowledge of a dynamic channel [10]. Therefore,
we only use the channel estimate in our scheme. The system
is formulated as a discrete stochastic optimization problem,
which can be solved using a stochastic approximation ap-
proach [11]–[13]. Simulation results are presented to show that
JATC can substantially improve the throughput in MANETs
with cooperative communications.

The rest of the paper is structured as follows. Section II
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describes the system model and the authentication protocol.
JATC is presented in Section III. This problem is then solved
by a discrete stochastic approximation approach in Section IV.
Simulation results are presented and discussed in Section V.
Finally, Section VI concludes this study.

II. SYSTEM MODEL FOR TOPOLOGY CONTROL AND THE

AUTHENTICATION PROTOCOL

In this section, we first present the system model for topol-
ogy control and then introduce an authentication protocol that
can be used in MANETs with cooperative communications.

A. System Model for Topology Control

In general, a network topology can be modeled as a graph
G(V, E), including all its nodes V and link connections E
among them. Network topology control is essentially to de-
termine where to deploy links and how links work to form
a good topology, which can optimize some global network
performance while preserving some global graph property (i.e.,
connectivity). Usually, a general distributed topology control
problem is modeled as

G∗
N = arg max f(GN ) or G∗

N = arg min f(GN ) (1)

s.t. connectivity to all the neighbors,

where GN (VN , EN ) denotes the neighborhood graph. The
above topology control problem contains three elements, de-
noted by a triple 〈M, P, O〉. M presents the network model, P

represents the desired network property, which often refers
to network connectivity constraints, and O represents the
optimization objective, which is determined by f in (1).
Each topology control has its own set of rules to connect
the network. A good topology G∗

N (VN , E∗
N ) is constructed

from the original topology GN (VN , EN ). How good the output
topology is strongly related to the optimization objective.

The objective of topology control is achieved by adjusting
some controllable parameters that affect link status such as
transmission power, antenna direction, channel assignment,
cooperative level and transmission manners. In general, multi-
hop routing is performed to find a route for any two distant
nodes. In each hop, considering that cooperative communica-
tions may improve communication reliability and efficiency
[4], transmissions may be one of the following: direct trans-
missions, multi-hop transmissions and cooperative communi-
cations. In cooperative communications, the destination node
decodes a combined signal from the source node and the
relayed signals of interest from assistant relays. The other two
types of transmissions can be regarded as special cooperative
transmissions. A direct transmission utilizes no relays while
a multi-hop transmission does not combine signals at the
destination. The best type of transmissions and the best relay
node can be determined according to the current channel
conditions. Therefore, selections of the transmission manner
and the relay node comprise a wireless link in MANETs.

On the other hand, we need to consider security and the
above parameters jointly due to the reasons described in Sec-
tion I. In this paper, we consider a modified authentication pro-
tocol, which leverages Merkle Trees (MTs) [14] and interactive
hash chains [15] to generate pre-signatures and pre-acks and
enable end-to-end as well as hop-by-hop integrity protection.
The protocol is introduced in the following subsection.

B. Authentication Protocol

A computationally efficient protocol for on-path end-to-end
and hop-by-hop integrity protection and authentication based
on hash chains has been proposed [7]. It combines concepts
of interactive signatures and MTs to design a lightweight
mechanism that is adaptive and flexible to the limited resources
of mobile devices. In the following, we will describe how it
works in MANETs with cooperative communications.

An MT is a binary tree of hashes with the leaves as hashes
of data blocks and nodes as the hashes of the concatenation
of their respective children. In addition to the root of the MT
r and the data block mj , a verifier requires a set of com-
plementary branches {Bc}, which increases logarithmically
as the number of data blocks signed, to authenticate each
data block independently. Thus, throughput, buffer memory,
hash calculations and latency are subject to the size of signed
data blocks. The operation process of the protocol begins with
an initial handshake to exchange the anchors of hash chains.
As depicted in Fig. 1, the protocol consists of a four-way
packet exchange for each signed data message mj . The first
packet S1 consists of the root of the MT r and a fresh hash-
chain element of the signer. The A2 packet is attached with
a signature chain to identify the verifier and with the root
of the acknowledgment MT. The message mj is disclosed
in S2 along with the set {Bc} in order to be authenticated
independently of other messages. An index xi and a secret si

are contained in A2 to identify the message mj . In cooperative
transmissions, the destination node in each link capture both
signals from the source and the relay.

Moreover, the transmissions of A2 packets enable some au-
tomatic repeat request (ARQ) retransmission schemes [16] to
be adaptive to dynamic channel conditions, which is discussed
in the next subsection.

III. A JOINT DESIGN FOR AUTHENTICATION AND

TOPOLOGY CONTROL

A. Throughput Analysis

The authentication protocol provides throughput adaptation
in its configuration. As the study in [7], the total amount
of payload transmitted with a single pre-signature (an S1/A1
exchange) is expressed by

spayload = n · (spacket − sh(�log2 n� + 1)). (2)

A tradeoff between the signed payload of S2 packets in aNn
MT and the additional signature data accompanied with S2
packets is necessarily considered, as the size of the set {Bc}
of complementary branches grows logarithmically with the
increasing data chunks (S2 packets) in an MT.
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Fig. 1. An authentication protocol for cooperative transmissions.

We are interested in the throughput performance of the
protocol. To improve its reliability, an ARQ scheme is needed.
As selective-repeat (SR)-ARQ has been proven to outperform
other forms of ARQ schemes, we use SR-ARQ in the study.
Detailed studies of ARQ schemes are beyond this paper. The
throughput is defined as average rate of successfully message
delivery over a communication channel.

Considering persistent ARQ, the average number of trans-
missions needed for one packet to be successfully accepted by
the destination is

1 · pc+2 · pc(1 − pc)+· · ·+� · pc(1 − pc)�+· · ·= 1
pc

, (3)

where
pc = (1 − ε)spacket . (4)

and ε is the bit error rate (BER). According to [16], we can
then calculate the throughput of the authentication protocol
with SR-ARQ by

η =
spayload

T1 + T2
· pc, (5)

where T1 and T2 are the transmission time needed for S1/A1
and S2/A2 exchanges for spayload respectively. As shown
in Fig. 1, multiple S2 packets are transmitted following an
S1/A1 exchange. The S1/A1 initial pre-signature process can
be regarded to work in a basic stop-and-wait ARQ mode,
where an S1 packet is transmitted by the source, processed
and replied with an A1 packet by the destination. The time T2

is taken by message transmissions in SR-ARQ mode. For two
point-to-point communicating nodes, T1 and T2 are derived
respectively as follows,

T1 = tS1 + IFS + tA1 + IFS, (6)

T2 = n(tS2 + IFS), (7)

where IFS denotes inter frame space between two consecutive
packets and t is the frame transmission time.

To integrate the relay selection and the choice of transmis-
sion manners, we use θ = (n, spacket, k) as a configuration
for a node. Given a node 0 and one of its neighbors j,
θj = (n, spacket, k)j is the configuration for this neighbor
link and kj denotes the selected relays, where kj ∈ Kj =
{0, 1, · · · , |VN |, |VN | + 1, 2|VN |} − {j, |VN | + j}. The case
kj = 0 corresponds to direct transmissions. Otherwise, kj

is selected for multi-hop transmissions and kj + |VN | is the
same relay but for cooperative transmissions. We combine the
selections of the transmission manners and relays in the nota-
tion k. When k is determined, it also determines the type of
transmissions and the relays. The throughput expressions are
different for the three types of transmissions as aforementioned
in Subsection II-A. They are summarized as

η(θj)=

⎧⎪⎨
⎪⎩

spayload

T1+T2
· pSD

c , kj = 0
spayload

T1+T2
·( 1

pSR
c

+ 1
pRD

c
)−1, 0 < kj ≤ |VN |

spayload

2(T1+T2)
· pSRD

c , |VN | < kj ≤ 2|VN |,
(8)

where pSD
c , pSR

c and pRD
c are calculated by (4). The BERs

therein are ε(γSD), ε(γSR) and ε(γRD) respectively, where

ε(x) =
1
2

(
1 −

√
x

1 + x

)
. (9)

pSRD
c is the combined signal decoding correct rate at the

destination [17]. The BER for pSRD
c in (4) is

εSRD = PSR
out · εSD + (1 − PSR

out ) · εdiv, (10)

where PSR
out is the outage probability for the link from the

source R to the destination D,

PSR
out = 1 − exp{−22r − 1

γSR
}, (11)

and the BER for the combined signal decoding is

εdiv =
1
2

⎛
⎝1+

1
γRD−γSR

⎛
⎝ γSR√

1+ 1
γSR

− γRD√
1+ 1

γRD

⎞
⎠

⎞
⎠ .

B. The JATC Scheme

As discussed in the preceding section, the throughput de-
pends on some coupled configurations. First of all, the three
types of transmissions have distinct throughput. Even for
multi-hop transmissions and cooperative transmissions, the
selection of relays has significant impact on throughput since
each relay has its own physical layer parameters. A better SNR
in the wireless channel results in a smaller outage probability
and a higher outage capacity as well as a better BER. The
relay with the best BER for the cooperative link is preferred
for the throughput. Again, the packet size, which is managed
by segmentation techniques, also has impact on throughput
efficiency. Larger packet size increases the amount of payload
in that packet, however also increases packet error rate and
decreases pc in the throughput formulas. In addition, the MT
size n, i.e., the number of signed data blocks in an MT, is the
vital parameter for the authentication protocol. We focus on its
impact on throughput in this study. The increasing of n also
increases the overhead of transmissions and the overhead has
to be less than the packet size, or the payload will drop to zero
according to (2). Regarding the security respect, the increasing
of n improves the authentication strength of a packet due to the
increased sizes of complementary branches required. However,
it may decrease the transmission throughput.
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Topology control schemes usually consider the network-
wide configuration. In order to extend the local configuration
to a network-wide profile for traffic load balance, network
capacity improvement, etc, we need to take some network
environment such as interference into consideration [8]. The
interference of a link is defined as the number of its influenced
nodes during transmissions. Since all the neighbors of the
transmitter and the receiver have to be silent during the
transmission with onmi-antenna, we specify the link interfer-
ence as the union coverage neighbors of nodes involved in
the transmissions. A decreasing of interference will result in
higher network capacity. Let Cov(j) denote the neighbor set of
j and Ii→j = Cov(i)∪Cov(j). The interference for different
types of transmissions is obtained as follows,

I(θj)=

⎧⎨
⎩

I0→j , θj = 0
max{I0→kj

, Ikj→j}(θj), 0<θj ≤|VN |
Cov(0)∪Cov(kj)∪Cov(j), n<θj ≤2|VN |.

(12)

Then, the optimal configuration for a link is obtained by

θ∗j = arg max
θj∈Θj

f(θj) =
η(θj)
|I(θj)| . (13)

In general, distributed topology control schemes are desired
to handle all the neighbor links, rather than a single link. As a
result, we use throughput per node as the objective of all the
link configurations. Then JATC is formulated as

θ∗ = arg max
∑

f(θj). (14)

The objective functions of both optimization problems of
(13) and (14) require the knowledge of channel states (i.e.,
SNR). In practice, the perfect knowledge of a dynamic channel
is unavailable. We can only use the estimated version of
the channel [10]. In this sense, we only have the estimate
of the objective function including some noise in practice.
Therefore, the problems of (13) and (14) become discrete
stochastic optimization problems. The complexity of the topol-
ogy control problem (14) can be reduced by (13) since the
relay selection for each link can be conducted individually
and independently since it is the MAC function to avoid
interference among different adjacent links. In this sense, we
get max

∑
f(θj) =

∑
max f(θj). Then the problem (14) can

be divided to several independent subproblems (13), which
results in significant reduction of feasible solution space from
|Θj ||VN | to |Θj | · |VN |, where |Θj | = |{nj}|· |{spacket}|· |Kj |.
The computations to find the optimal configuration for topol-
ogy control are consequently dramatically mitigated.

As described in the formulation (1) and in the topology
control triple 〈M, P, O〉, JATC should guarantee network con-
nectivity. In fact, the network end-to-end network connectivity
is preserved via a hop-by-hop manner in (14) since it preserves
all the neighbor links [9].

IV. DISCRETE STOCHASTIC APPROXIMATION APPROACH

Intuitively, a brute force approach can be used to solve the
discrete stochastic problems (13) and (14). For each possible

link configuration θj ∈ Θj , the expected objective function
is approximated by empirically averaging N estimates of its
observations as N grows to infinity.

Based on the estimations, the global maximizer of the objec-
tive function is exhaustively searched. Obviously, this heuristic
approach requires a large number of objective evaluations, thus
takes long optimization times and consumes a large amount of
computations. The fact exists in that many optimization times
are wasted in estimating the non-optimal configuration points.
In fact, what we are concernd is only the estimates of the
optimal configuration.

Since the brute force approach is inefficient, we turn to
other more efficient methods. Discrete stochastic optimiza-
tion problems have been extensively analyzed and discrete
stochastic approximation approaches are developed to solve
these problems [11]–[13].

Let θj [i] denote the configuration at ith iteration and eθj [i]

be a unit |Θj | × 1 vector with a one for the configuration
θj [i] and zeros for other configurations in Θj . The notation
π[i] = [π[i, 1], · · ·, π[i, |Θj |]] presents the state probability
vector. A basic discrete stochastic approximation approach
for JATC is described in Algorithm 1. It consists of four
steps in each iteration. Algorithm 1 randomly selects an initial
configuration θj [0] from the solution space. In the iteration, an
alternative configuration θ̃j [i] is uniformly generated from the
neighborhood space Nθj [i], which is defined as Nθj [i] = Θj −
{θj [i]}. The configuration with larger evaluated throughput
is chosen as the current visiting state. The state probability
vector is updated at each iteration. In fact, this empirical
occupation probabilities stand for the visiting frequencies of
the possible solutions. At the ith iteration, suppose there have
been W [i, θj [i]] iteration times that visited θj [i] so far, the
decreasing step size μ[i] = 1

i updates the state probabilities as

π[i, θj [i]] =
W [i, θj [i]]

i
. (15)

This decreasing step size makes the algorithm increasingly
conservative to stay in the current promising state. θ̂j [i] is the
most frequently visited state in the state probability vector π[i].

Algorithm 1. Basic algorithm for JATC

Step 0 (Initialization)
At iteration i = 0, select an initial state of the algorithm
θj [0] ∈ Θj randomly and set π[0] = eθj [0]. Initialize
estimate of optimal relay selection as θ̂j [0] = θj [0].

Step 1 (Sampling and evaluation)
Evaluate g(θj [i]) given θj [i] at iteration i.
Generate an alternative θ̃j [i] ∈ Nθj [i] uniformly and eval-
uate g(θ̃j [i]).

Step 2 (Acceptance)
IF g(θ̃j [i]) > g(θj [i])

θj [i + 1] = θ̃j [i]
ELSE

θj [i + 1] = θj [i]
END IF
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Step 3 (Update empirical state occupation probability)

π[i + 1] = π[i] + μ[i + 1](eθj [i+1] − π[i]) (16)

with a decreasing step μ[i] = 1
i .

Step 4 (Update estimate of optimal maximizer)
IF π[i + 1, θ

(i+1)
j ] > π[i + 1, θ̂

(i)
j ]

θ̂j [i + 1] = θj [i + 1]
ELSE

θ̂j [i + 1] = θ̂j [i]
END IF
Go back to Step 1.

The visited state sequence {θj [i]} is a Markov chain on Θj

since it is determined by the current sample and the previous
state. It is not necessarily guaranteed to converge. However,
the sequence {θ̂j [i]} will be proven to almost surely converge
to the global maximizer θ∗j in the next subsection. Accordingly,
after sufficient iterations, {θ̂j [i]} is selected as the output of
the algorithm.

The step size μ in (16) is the parameter that controls
the speed of convergence, the stable state and the tracking
behavior of Algorithm 1. The algorithm with a small μ opts
to stay in one state so that it ensures low mis-adjustments of
optimal state in stationary networks. However, it will result
in slow convergence and may not track the dynamic changing
topologies in MANETs. On the other hand, though a large μ
makes fast convergence and good tracking capability, it may
not track the optimal state due to the high mis-adjustments.
Take an extreme case for an instant. When μ = 1, the previous
states are totally forgotten in the algorithm, and no statistical
knowledge of the environment is available.

Apparently, the decreasing step-size in Algorithm 1 is not
suitable for dynamic MANETs. The algorithm is expected to
converge fast and has an output state close to the optimal point
in the mean-squared-error. Many approaches are available to
design the adaptive step-size sequence [18]. We employ a
gradient descent least-mean-square-like algorithm to reduce
the squared estimation error at each iteration.

The error is defined as

εμ[i] = e[i + 1] − πμ[i]. (17)

The step size is updated using a gradient-based procedure,

μ[i + 1] = μ[i] − ρ

2
∂φ(ε[i])
∂μ[i]

, (18)

where the error cost function φ(ε[i]) is usually the squared
estimation error, i.e., φ(ε[i]) = ε[i]ε[i]T . Then,

∂φ(ε[i])
∂μ[i]

= −2(e[i + 1] − πμ[i])T Jμ[i], (19)

where Jμ[i] = ∂
∂μ[i]π

μ[i]. Differentiating equation (16) with
respect to μ, we obtain

Jμ[i + 1] = Jμ[i] − μJμ[i] + (e[i + 1] − πμ[i]). (20)

Algorithm 2. Adaptive step-size algorithm for JATC (JATC-
ASS).
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Fig. 2. Throughput changes with signed packets per S1 and the packet sizes.

Substitute Step 3 of Algorithm 1 by
Step 3´ (Update empirical state occupation probability)

ε[i] = e[i + 1] − π[i]
π[i + 1] = π[i] + μ[i]ε[i]

μ[i + 1] = μ[i] + ρε[i]T Jμ[i]
J [i + 1] = (1 − μ[i])J [i] + ε[i],J [0] = 0

Algorithm 2 consists of two cross-coupled adaptive algo-
rithms: a discrete algorithm to select the optimal link configu-
rations and a continuous algorithm to adapt the step-size. Our
results later will show that it tracks the dynamic changes well.

V. SIMULATION RESULTS AND DISCUSSIONS

In the simulations, we set up a scenario with 30 nodes
randomly deployed in an area of 800 × 800 square meters.
The maximum transmission range of mobile nodes is 300
meters and the wireless channel follows a slow flat fading
Raleigh distribution, which can be estimated by the training
preamble in practice. A 20-byte hash is used for the authen-
tication protocol. The following packet sizes are considered,
spacket = {128, 256, 512, 1024} bytes.

A study is carried out to verify the throughput model of
JATC. It is shown in Fig. 2 that the throughput changes with
the number of the signed packets per S1/A1 exchange and the
packet sizes. There exists an optimal n value and an optimal
packet size to maximize the throughput. The result in Fig.
2 necessitates the joint consideration in a link configuration
θ = (n, spacket, k).

The ultimate objective of JATC is to optimize the network
topology configuration to maximum throughput of the net-
work. We compare JATC with the LLISE topology control
scheme in [8]. Fig. 3 shows that the aggregate throughput
in each iteration approaches to the optimum iteratively. The
average result of 200 runs in Fig. 4 indicates that the algorithm
converges.

VI. CONCLUSIONS AND FUTURE WORK

Since security and network throughput are two major con-
cerns of MANETs, we have developed a joint design for
authentication and topology control (JATC) scheme in this
paper for MANETs with cooperative communications. With
the throughput closed-form equation in this paper, JATC
tunes the parameters of up-layer authentication protocol and
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Fig. 3. Single run to optimize topology configuration.
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Fig. 4. Average of 200 runs to optimize topology configuration.

physical layer transmission settings to maximize the through-
put. In addition, a discrete stochastic approximation approach
was employed in JATC to deal with the imperfect channel
knowledge and the dynamically changing topology. Simulation
results were presented to show that JATC works well in
MANETs. Future work is to further study the cooperative
routing performance on the resultant topology.
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