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Abstract— Electrocardiography (ECG) devices are considered 
essential medical tools for detecting and preventing 
cardiovascular diseases. These devices are used to obtain 
information about the structure and function of the human heart. 
Given the various medical uses of the information from ECG 
devices, it is essential that these devices provide accurate 
information about the heart in a precise manner. Although many 
advances in ECG devices have been made over the years, the 
literature reveals not only limitations in conventional devices but 
also highlights how the Internet of Things (IoT) has the potential 
to improve medical applications in ECG devices. This paper 
reviews previous works on ECG devices to identify their 
limitations as well as provides some insights into the development 
of IoT-based ECG devices. 
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I.  INTRODUCTION  

Cardiovascular disease is considered as one of the major 
causes of premature deaths among adults in Malaysia and 
many countries around the world. With regard to the detection 
and prevention of the heart disease, increasing body of 
scientific evidence suggests performing electrocardiography 
(ECG) by using electrocardiograph.  Electrocardiograph has 
been found to be a highly effective device for obtaining 
information about the structure and function of the heart. The 
ability of ECG devices to convey information about the heart 
has helped to reduce the number of cardiovascular disease 
victims and also healthcare costs [1].  

 
Electrocardiography device has evolved since it was first 
introduced in 1872. The earlier ECG devices were not only 
developed with analog electronics but also electrically 
primitive as compared to contemporary devices. Over the 
years, the introduction of new technologies has contributed to 
the advances and capabilities of the more recent ECG devices. 
For instance, the contemporary ECG devices adopt analog-to-
digital converter to convert the signal convey by the devices to 
digital signal that can be manipulated with digital electronics.  

More recently, interconnected digital technology such as the 
Internet of Things (IoT) is challenging conventional and 
widely used ECG devices from the past decades. The IoT is 
expected to hasten not only the development of new ECG 
devices but also make them much easier and less expensive to 
use. The IoT which evolves from the convergence of multiple 
digital technologies such as wireless communication, real time 
analytics, sensors and embedded systems allows ECG devices 
to be sensed and controlled remotely across existing 
networking infrastructure. With such capabilities, the IoT will 
not only be able to offer opportunities for more direct 
integration of the physical world into computer-based systems 
but also improve efficiency, accuracy and reduced human 
intervention.       
 
Furthermore, the IoT is anticipated to provide advanced 
connectivity of devices, systems and services that can go 
farther than machine to machine (M2M) communications as 
well as embraces various types of protocols, domains and 
applications. More specifically, with all these capabilities, the 
IoT will enable a new way of organizing healthcare services as 
well as in developing medical devices. Figure 1 illustrates the 
general IoT structure in healthcare. 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 1. IoT structure in healthcare 
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Since the ECG device was first introduced, it has been used to 
examine the human heart to determine its proper functioning. 
The 12-lead ECG monitoring device consists of electrodes, 
cables, graph paper and the recording machine. By placing 
electrodes at the limbs and chest area, the ECG measures the 
electric activity of the heart by screening the heart at different 
angles. Changes in the reading of the electric activity of the 
heart indicate the condition and the location of the damage in 
the heart. The literature however reveals that conventional and 
widely used ECG devices have limitations. This paper reviews 
not only their shortcomings but also attempts to highlight how 
the IoT is expected to improve future ECG devices.  

II. ELECTROCARDIOGRAPHY MONITORING SYSTEM 

The main goal of performing ECG is to obtain information 
about the structure and function of the heart. 
Electrocardiography can be defined as the process of 
recording the electrical activity of the heart by placing 
electrodes on body surface [2]. Electrocardiogram can be 
specified as the wave forms that represents the electrical 
activity for every heart beat generated by electrocardiograph 
monitoring device [3]. The ECG monitoring system can detect 
symptoms such as palpitations, lightheadedness and syncope 
[4]. The adoption of wireless technologies and miniaturization 
have further helped to improve the quality of health 
monitoring provided by ECG devices [1], [4], [5]. Figure 2 
illustrates the electrocardiogram of a normal ECG waveform. 

 

 

 

 

 

 

 

 

 
 
 
 
 
 
 

 

Fig. 2. One complete cycle of ECG waveform [6] 

In terms of the electrocardiograph monitoring devices, the 
literature indicates many advances have been made over years. 
ECG devices can range from short to long term monitoring 
with different costs as well as depending on respective 
medical institutions and countries [4]. In addition, the 
literature suggests variations and limitations among existing 
electrocardiograph monitoring devices. For instance, the 
traditional ECG monitoring system such as the Holter monitor 

is inconvenient because it is bulky and consists of multiple 
cables [7]. Figure 3 and Figure 4 present more contemporary 
wireless ECG devices.  
 
Moreover, the study by [8] found that conductive gel applied 
in the ECG can cause skin irritation when it is used with 
electrode as well as leading to degrading ECG signal quality. 
Other studies on ECG monitoring system have also identified 
other problems related to the types of electrodes, presence of 
artifacts and inappropriate signal analysis algorithm for 
monitoring cardiac anomalies.  
 
 

 
 
 
 
 
 

 

Fig. 3. ZIO® XT Patch by IRhythm Technologies [9] 

 
 
 
 
 

 
 
 

Fig. 4. SEEQTM MCT Patch by Medtronic [10] 

As far as ECG is concerned, it is important for the patient to 
be able to self-monitor and manage their own health 
conditions. With regard to this, [11] emphasized  on the 
necessity of efficient energy wearable ECG with high 
precision result. The ECG device should also be cost effective 
and minimally intrusive to the user. It is equally important to 
ensure that the raw ECG signal collected from body surface is 
free from the presence of artifacts to preserve the accuracy of 
the ECG signal for medical analysis [12]. QRS (Q-wave, R-
wave, S-wave) complex algorithm is essential for processing 
the raw ECG signal to secure high detection rate of cardiac 
anomalies.  
 
Previous works have attempted to improve ECG devices in 
terms of their detection rate, size, power consumption, signal 
quality and algorithm. For example, [1] proposed a new 
cardiovascular disease detection system by using Wireless 
Body Area Network (WBAN) technology together with 
Undecimated Wavelet Transform (UWT) techniques and 
Bayesian Network Classifier. The experimental result shows 
that the average detection rate is 96.1%. The study by [5] 
designed and developed a miniaturized ECG system that 
utilizes a programmable single-chip microcontroller and 
incorporated with alarm systems with wireless transmission. 
The research by [8] developed a wearable sensing ECG T-shirt 



 

that consists of signal processing board and capacitive sensing 
electrodes to improve comfort of the human chest. This 
wearable T-shirt also uses low power integrated circuits (ICs) 
and passive electrodes to reduce power consumption.  
 
Researchers such as [13] used blind source separation (BSS) 
technique called the Independent Component Analysis (ICA) 
to remove motion artifact from ECG monitoring system. The 
other research by [14] embraced motion artifact removal 
method with a two-stage cascade Least Mean Square (LMS) 
adaptive filter. In the study by [15], the researchers adopted a 
belt-type ECG measurement system with three-axis 
acceleration sensor. The more recent study by [16] developed 
a lead selection method to detect the optimal bipolar electrode 
placement for recording of the P-wave. The earlier study by 
[12] utilized a new algorithm based on three features which 
included heart rate score, spectral distribution ratio and 
variance between 12-lead ECG data. The experimental result 
shows that the proposed algorithm was able to generate high 
sensitivity of 95%, specificity of 86.7%, and accuracy of 
93.1%. In addition, [17] employed a simple method based on 
four major steps. These steps involved moving average filter, 
blocking, feature extraction and multistage decision tree 
algorithm for automatic detection as well as classification of 
ECG noises. The results of the study indicate that the method 
can achieve an average sensitivity (Se) of 97.88%, positive 
productivity (+P) of 91.18% and accuracy of 89.06%.  
 

III. LIMITATIONS OF ECG DEVICES 

Given that ECG is an important medical tool used in detecting 
as well as preventing heart diseases, the literature indicates 
that over the years various studies have attempted to further 
improve and design better devices. The review of the literature 
and past studies however reveals several limitations among 
ECG devices. The following section explains briefly some of 
the limitations as identified in previous research. 

A. Presence of Artifacts 

Findings of previous studies show the presence of artifacts 
in ECG signal in certain ECG devices. For instance, the 
studies by [13], [14] show that raw ECG signal can be 
misrepresented by different types of artifacts such as motion, 
power-line interference and baseline wandering. Artifacts can 
create errors which degrade the quality of the ECG signal, as 
well as reducing the accuracy in predicting cardiac anomalies. 
Motion artifacts can be reduced by using adaptive filter, but it 
consumes high computing power. Moreover, the 
computational output is also inaccurate when the existing 
adaptive filter is used to choose the reference signal for a 
moving person [15]. 

B. Performance Measures 

Previous works have also attempted to investigate the 
accuracy of the ECG devices [18]–[22]. According to these 
studies, some devices are not able to provide accurate 
information about the structure of the heart and the function of 

its electrical conduction system. These studies indicated that 
certain devices adopted different performance measures or 
assessment criteria. As a result, they have problems with 
reporting their results and making comparison based on the 
different algorithms performance. Accurate performance 
measures are needed for the assessment of the algorithm’s 
efficiency in QRS (Q-wave, R-wave, S-wave) complex 
detection, data compression, and data de-noising. The 
assessment criteria used to evaluate the QRS complex 
detection algorithm involve cross validation, threshold and 
robustness [21]. Data compression of ECG algorithm can be 
assessed by Compression Ratio (CR), Percent Root Mean 
Square Difference (PRD), Percent Root Mean Square 
Difference Normalized (PRDN) and Quality Score (QS) [22]. 
According to [19], the efficiency of the data de-noising of 
ECG algorithm is determined by Signal to Noise Rate (SNR), 
Mean Square Error (MSE) and Percentage Root Mean Square 
Difference (PRD). Nevertheless, there are studies that indicate 
these common measures may not be adequate to assess the 
algorithms’ performance. This is because the algorithms are 
needed to be tested thoroughly based on the whole database 
and some parts of the ECG signal cannot be excluded when 
comparing with the different algorithms performance [18]. As 
such, it is important for researchers to be cautious in selecting 
the performance measures in order to ensure that the results 
will not be influenced by self-evident propositions.   

C. Complexity of Signal Analysis Algorithm 

Past studies have also indicated that ECG signal can be 
affected by various environment parameters such as mental 
issues and different types of physical activities in detecting 
cardiac anomalies [23]. Given this, ECG signal need to be 
analyzed using suitable signal analysis algorithm. However, 
prior studies have adopted algorithm that has high 
computational complexity as well as do not fit different 
environment. This complexity can also reduce battery life of 
the electrocardiography monitoring system. Moreover, some 
of the algorithms have weak detection rate due to noise from 
the recorded ECG signal [17].  

D. Types of Electrodes Used 

The review of past studies has also indicated that different 
types of electrodes are used in electrocardiography monitoring 
system. For example, the study by [24] stated that traditional 
wet silver chloride electrode is used for accumulating ECG 
signal from the human body. Figure 5 reveals the wet 
electrode. Attaching the electrode to wet gel requires lots of 
preparation and can cause irritation, allergic reactions, 
inflammation, and bacteria growth [8]. The wet gel also 
undergoes dehydration which reduce the recorded ECG signal 
quality. As a result, the wet electrodes cannot be used for a 
long period of time and must be replaced. 

In addition, prior studies have also used dry electrode to 
collect ECG signal. Figure 6 indicates the dry electrode. 
However, dry electrode is stiff and can trigger skin irritation. 
Although textile electrode has been introduced to overcome 
the limitations of the dry and wet electrodes, it requires high 
pressure for good skin and electrode contact. Since the textile 



 

electrode is embedded inside chest strap or wristband, it can 
cause discomfort and constraint among the wearers [23]. 
 

 

 
 
 
 

 
 

 

Fig. 5. BlueFlex ECG Electrode by VERMED [25] 

 
 
 
 
 
 

 
 

Fig. 6. EL509 Disposable Electrode by BIOPAC [26] 

E. ECG Wave Morphology 

With regard to ECG wave morphology analysis, previous 
studies appear to focus mainly on heart rate [27], [28]. [29] 
stated that one cardiac cycle consists of three major electrical 
entities. The three entities involved; the P-wave, the QRS 
complex and the T-wave. These electrical entities are 
generated by the depolarization and re-polarization of the 
heart muscle. It is essential to identify the normal heart rhythm 
of a person before suggesting any specific type of algorithm 
for ECG analysis and diagnosis. According to [18], the four 
criteria needed to determine normal beat rhythm included; 
heart rate, origin of the certain beat, pathway of the impulse 
and speed of the impulse. Although the detection of heart 
anomalies from heart rate variability analysis is important, the 
other three criteria have more significant impact on the ECG 
wave morphology. As a whole, it is essential to emphasize on 
these four criteria during the early diagnosis of heart 
anomalies because each one can cause cascading problems 
that can magnify abnormal behavior with consecutive beats 
Figure 7 and Figure 8 reveal the abnormal behavior during 
ECG diagnosis.  

 

Fig. 7. Atrial flutter [30] 

 

 

Fig. 8. Junctional tachycardia [31] 

F. P-wave and T-wave Analysis 

The literature also indicates P-wave and T-wave analysis 
as another limitation in the area of ECG [16], [18]. Past 
studies seemed to suggest that some ECG devices have 
difficulties in detecting as well as analyzing both P-wave and 
T-wave. P-wave and T-wave are the electrical entities that are 
collected from ECG recorder during ECG diagnosis. Time 
intervals between various peaks can help to reveal and classify 
the possible heart disease [20]. According to [18], it is not 
easy to detect and classify the P-wave. This is because P-wave 
possesses small amplitude and attenuation from signal 
filtering. P-wave is important to ECG diagnosis due to its 
ability to signify various atrial problems and pathological 
states by referring to its direction, frequency of occurrence and 
shape. Apart from the P-wave, it is equally important to detect 
and analyze the T-wave. Distinctive shapes of visible T-wave 
and inverted T-wave can point out various heart problems 
such as beat origin, re-polarization and heart block.  

IV. IOT AND ECG DEVICES 

The emergence of the Internet of Things (IoT) as one of 
the most important interconnected technologies is 
transforming the health care industry. According to the 
literature, the IoT is able to provide different applications for 
medical and health care. For instance, the IoT has the potential 
to offer essential medical applications in areas such as remote 
health monitoring and delivery, fitness programs, chronic 
diseases, elderly care, compliance with treatment as well as 
medication at home. Moreover, the IoT has the ability to 
connect medical devices such as ECG, sensors and other 
diagnostic and imaging devices. The networks of IoT-based 
devices are expected to not only improve the detection and 
prevention of diseases but also reduce medical costs, increase 
the quality of life as well as enhance the patients’ experience 
of using these devices. More specifically, the following 
section explains briefly how IoT can improve ECG devices. 

A. Design and Development of Contemporary ECG Devices 

With digitization and connectivity, the IoT is poised to 
transform the way ECG devices are designed and developed. 
For instance, by adopting IoT, manufacturers of ECG devices 
can design and develop their devices in simulated laboratory 
and utilize digital fabrication models. This will enable the 
manufacturers to detect design and engineering problems 
before producing the tangible devices. In addition, the IoT 
allows the ECG devices to be embedded with custom-
designed software so that they become not only more 



 

responsive and interactive but are also able to track their own 
activity and results along with the activity of other devices that 
are connected to them. When the data generated by these 
contemporary ECG devices are captured and analyzed, they 
are able to indicate  not only how well they are functioning but 
also how they are used [32]. 

B. Technology Transition 

By incorporating IoT into existing network configuration, 
healthcare organizations can modernize their existing devices 
and sensors across the whole healthcare industry through the 
use of smart resources. However, the integration of existing 
devices into IoT-based configuration will require backward 
compatibility and flexibility [33].  

C. Network Type 

As interconnected digital technology, the IoT is also able 
to provide three types of network. The three different 
fundamental network types include; data centric, service 
centric and patient centric [33]. The three types of networks 
will be able to create hyper-aware system that is able to 
respond rapidly not only to human commands and self-
direction but also enable closer interaction between patients, 
family members and healthcare organizations.  

D. Electrocardiogram Monitoring 

Monitoring of electrocardiogram by using conventional 
ECG devices is still limited. However, the adoption of IoT to 
ECG monitoring has the potential to provide maximum 
information about the electrical activity of the heart as well as 
allows the information to be fully used. Previous studies have 
not only discussed the relevance and applicability of IoT to 
ECG monitoring but have also developed IoT based ECG 
monitoring system that consisted of a portable wireless 
acquisition transmitter and a wireless receiving processor [4], 
[34]–[37]. This system can detect data in real time unlike the 
conventional system. 

E. Mobility 

The IoT enables sensors in health monitoring system to be 
used for monitoring hospitalized patients by collecting and 
storing ample physiological information. The stored 
physiological information is wirelessly transmitted to the 
health professional for detailed medical analysis [38]. The 
health monitoring system is usually incorporated with 
enhanced graphics capabilities by using smart phones that 
display comprehensive information of the patients for medical 
assessment that can be done anytime and anywhere [39]. This 
allows a continuous automated flow of physiological 
information by remote monitoring [40] and lowers the cost of 
care by removing the need for health professional to take part 
in data collection and analysis frequently [41], [42]. In 
addition, physiological information can be shared through 
wireless connectivity with other medical professionals for 
health recommendations [43]. The mobile ECG device is 
demonstrated in Figure 9. 

 

 

 

 

 

 

 

 

 

Fig. 9. Kardia Mobile by AliveCor [44] 

F. Digital Health Advisor 

Traditionally, doctors diagnose and provide treatments to 
their patients during in house consultation. However, with 
artificial intelligence (AI) and big data analytics as part of IoT, 
doctors can monitor and treat both far and near patients with 
chronic diseases. The IoT enables doctors to track vital signs, 
family history, medications, major illness, and lab results [45]. 
By being able to do so, they can conduct early preventive 
diagnosis to avoid complications [46]. Ambient intelligence 
provided by the IoT further allows the continuous monitoring 
of patients [47]. For instance, if the monitoring device used by 
a patient shows worrying change in heartbeat, the doctor could 
alert the patient with a call to take medication to resolve the 
problem at home. This will not only reduce the dependence on 
doctors, but also offer personalized medical attention and 
guidance to patients as well as the prevention of medical 
complications. 

V. CONCLUSION 

This paper reviews the limitations of ECG devices as well 
as highlights how IoT is expected to transform the design and 
development of these medical devices. Based on the review, 
the paper identified six limitations of past works on ECG 
devices. The review suggests that these limitations can affect 
the information about the heart and the function of the 
electrical conduction system convey by conventional ECG 
devices. In addition, the paper surveys various aspects of IoT 
and explains how this interconnected digital technology can 
help improve ECG devices as well as meet contemporary 
needs. In conclusion, IoT has the ability to pave the way 
towards a more systematic and pragmatic approach to 
designing and developing ECG devices that are able to not 
only meet  contemporary needs but also transforms future 
healthcare monitoring and delivery.  
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