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ABSTRACT

Information system security is one of the most important challenges of today’s organisations.
Although most organisations use security technologies, they have come to the conclusion that
technology alone is not enough. In this study, we analysed and ranked the opinions of IT experts,
managers, and Ph.D. students concerning the role of knowledge management in creating, record-
ing, sharing, and applying information security knowledge. First, we identified 62 knowledge
management techniques and tools. Then, 20 techniques and tools were investigated in knowledge
management cycle using fuzzy screening through interviews and questionnaires. Finally, the net-
work analysis methods, DEMATEL, and VIKOR were employed for weighting, internal relationships,
and ranking each of the tools in the evaluation cycle. According to the results, “ Knowledge Base”
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was the most important factor in creating and recording knowledge. In sharing and diffusing
knowledge, “ Categorisation of Knowledge “scored the top, while “Knowledge Maps” were the

most important tool in knowledge application.

1. Introduction

Today is the era of rapid change and development of
knowledge. In order to survive, organisations must con-
stantly collect proper data from internal and external
environments and convert them into knowledge. In
such circumstances, knowledge that is considered to be
a strategic and valuable asset has taken the place of energy
and capital. It has also become vital for survival of
dynamic and innovative organisations. Knowledge is
considered to be the secret to success of organisations in
global competition. Knowledge management is one of the
tools which can help organisations to achieve their goals
(Nikoukar, Soltani, & Pashai, 2014). The term “informa-
tion security” means the protection of data and related
systems from unauthorised access, use, disclosure, dis-
turbance, modification, or destruction in order to provide
(i) integrity (i.e., protection against inappropriate infor-
mation modification or destruction ensuring that infor-
mation is not denied); (ii) confidentiality(i.e.,
maintaining permissible access and disclosure limits,
including privacy and personal information protection
devices); (iii) availability (which means ensuring timely
and reliable access and use of information) (Cebula &
Young, 2010).

Therefore, information system security is one of the
most important challenges of today’s organisations.
Although most organisations use security technologies,
they have come to the conclusion that technology alone
is not enough. The main threat for organisational

security is rooted in employees who do not have ade-
quate knowledge of organisational security. Therefore,
promoting knowledge management security of the users
has seriously interested organisations (ESFANDYAR
Pour, & Akbari, 2016). The knowledge of users is one
of the most important factors in information security
management and nearly 70% of security incidents
occur due to lack of knowledge. New security threats
are created as a result of rapid changes in IT and its
application. Smart and new methods have been proposed
by researchers to reduce the risks of security threats. In
addition to using these processes, organisations use fire-
walls, proxies, antiviruses, intrusion detection systems,
digital signature, protocols, and certain other network
tools. Yet, security is beyond sole reliance on technical
solutions. Other factors such as HR, policies, procedures,
processes, and standards must be taken into account. In
general, information security management consists of
processes and procedures which employees use for main-
taining confidentiality, availability, and integrity of data
and valuable assets (Mittal, Roy, & Saxena, 2010).
Knowledge management helps the survival of organisa-
tions and provides competitive advantage by identifying
assets, experts, and effective management of resources.
When employees leave an organisation, recording their
knowledge and activities throughout the years of their
work experience is important for that organisation.
Provision and maintenance of information security is
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one of the challenges in KM. KM covers a wide range of
technologies including data mining, multimedia, partici-
patory systems, and the web. Accordingly, multimedia
systems and participatory systems help knowledge man-
agement activities in web data management so that the
assets of organisations need to be maintained and rivals
must not have access to each other’s secrets in commer-
cial activities(Bertino, Khan, Sandhu, & Thuraisingham,
2006). The cyberattack to The Ministry of Petroleum of
Iran in April 2012 imposed multiple harms and costs to
the affiliated companies. Since then, the National Iranian
Oil Products Distribution Company has paid exorbitant
costs in order to implement in formation security man-
agement and purchase the necessary security equipment.
If human factor and the promotion of information secur-
ity knowledge are ignored in security policies and tech-
nical tools, loss of investment and irreversible damages
would occur (ESFANDYAR Pour, & Akbari, 2016).
Studies show that lack of knowledge is the main cause
of penetration of network security. Malicious hackers
sometimes try to get information by introducing them-
selves as authorised members. They use social engineer-
ing methods and deceive employees for passwords. Final
users and information system experts can be the source
of error in information systems, lack of knowledge, entry
of incorrect data, and not observing systems security
during new software development bring about security
problems in organisations (Laudon & Laudon, 2012).
Considering the importance of the topic, this paper aim
to analyse and rank the factors that affect the promotion
of information security knowledge. Therefore, the key
question addressed in this study is as follows: What are
the main roles of effective factors of knowledge manage-
ment in promoting knowledge security of users in orga-
nisations in knowledge creation and recording, sharing
and diffusion, and application and acquisition. We also
ranked the internal relationships of each KM tool. To this
end, Analytic Network Process, Decision Making Trial
and Evaluation, and VIKOR were employed.

2. Literature review

Uriarte (2008) defined knowledge as interpreted
information, principles, models, and visions obtained
by man. He considered the following three aspects:
result orientation, technology orientation, and pro-
cess orientation (Uriarte, 2008). Massingham (2014)
defined knowledge management according to
resources, currents, and enablers and considered the
process-centric against the output
(Massingham, 2014). Employees who use organisa-
tional knowledge can protect themselves against
organisational theft and disseminate organisational
information. Subsequently, investment in informa-
tion protection has grown, and organisations have
spent a lot of resources on this and knowledge is
considered as an organisational asset. The literature

view view

review clearly indicates that successful knowledge
protection significantly improves organisational per-
formance upgrade. However, managers at different
levels pay little attention to information security
issues in their businesses (Manhart & Thalmann,
2015). Undoubtedly, knowledge management is con-
sidered a vital activity in all organisations and a key
factor to ensure success and competitive advantage.
Thus, information is claimed to be an asset and is
considered to be essential for businesses. Information
can be shaped or transferred in different forms. The
interaction between private and public networks and
sharing information make its control more difficult.
Most information systems have not been safely
designed. Security in organisations depends on technical
tools, plus security procedures and policies. All employ-
ees play a vital role in knowledge security and are con-
sidered the cornerstone of human resources information
security (Said, Abdullah, Uli, & Mohamed, 2014).
Although organisations need to empower employees to
access information electronically in order to carry out
activities successfully, the employees themselves must
always be learning. Doing this and using electronic
tools creates a lot of information security risks. The
main issue surrounding information technology and
use of learning tools is not merely hardware and techni-
cal discussions, but the main factors are human resources
(Russ, Lytras, & Maier, 2008). KM is an essential process
for generating, collecting, processing, and transferring
knowledge to obtain competitive advantage. Since
knowledge is considered to be a vital component, orga-
nisations gain limited benefit from isolated knowledge of
individuals or working groups. In order to fully benefit
from the real value of knowledge, it must be collected and
transferred within organisations (Khani, & Nadi, 2011;
Uriarte, 2008). Knowledge and its establishment are
valuable sources of business opportunities and competi-
tive advantage for most current organisations. Although
knowledge establishment, diffusion, and KM have been
widely studied, the issue of knowledge security has
received less attention in the literature. Given the security
of knowledge and risk analysis, most of the available
methods are in the analysis and risk analysis framework.
This framework presents a general technical view of
information and technologic assets. Knowledge security
is considered to be the knowledge of interactions and
thinking of individuals and a source of risk to the security
of knowledge (Ilvonen, Jussila, & Kérkkiinen, 2015).
Information is one of the most prominent assets of
organisations, and it should be protected from security
breaches (Joshi & Singh, 2017). All people who are some-
how associated with information security of an organisa-
tion must be able to manage security risks (Bodin,
Gordon, & Loeb, 2008). Organisations of any size in
the public and private sectors are progressively depend-
ing on information and technology resources that are
supported by people and facilities in order to succeed in



executing business processes. The failure of these assets
has a direct negative influence on business processes.
Given these relationships, risk management of these
assets is one of the important factors in organisational
achievement .Thus cybersecurity Operations Risks are
defined as operational risks for information and techno-
logic assets that affect the confidentiality, availability, and
integrity of information or information systems (Cebula
& Young, 2010). IT operational risk is considered to be a
threat to the integrity, confidentiality, and availability of
IT data or assets (Benaroch, Chernobai, & Goldstein,
2012). Given the current trend of information transfer
in the borderless and vulnerable world, information
security has become a controversial topic. This raises
further concerns regarding the use of information secur-
ity risk management for effective and economic control
strategies. Organisations have quickly realised that infor-
mation security is an important aspect of business strat-
egy. The concern of vigilant organisations includes using
information security risk management to identify secur-
ity risks and providing risk profiles (Shamala,
Ahmad, Zolait, & Sedek, 2017). Cebula and Young
(2010) attempted to recognise and organise sources of
operational cyber security risks into four categories: the
actions of people, systems and failures of technology,
internal process failures, and external events (Cebula &
Young, 2010). The major challenge in today’s world is
how to manage operational risk in a business environ-
ment that is known to have permanent fluctuations.
Operational risks include foreign fraud, internal fraud,
health of the work environment and work activities,
customers, products and business activities, natural dis-
asters and damage to physical assets, and failure of infra-
structure and technologies. The operational risks include
the following types: failure in information and commu-
nication technologies and natural disasters, manpower
mistakes, failure in processes, and expected losses due to
operational risk incidents (Martinez-Sanchez, Martinez-
Palacios, & Venegas-Martinez, 2016). Jouini, Rabai, and
Aissa (2014) divided security risks of information sys-
tems into two categories: internal (environmental threats,
technological threats, manpower) and external
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(environmental threats, technological threats, human
resources) (Jouini et al, 2014). Comm Ja'nel
Esterhuysen (2003) stated four levels at which an opera-
tional risk can appear including people, processes, tech-
nical, and technological (B. Comm Ja’nel Esterhuysen,
2003). In the cybersecurity environment, risk manage-
ment focuses on the risks inherent in people and tech-
nology interventions. Operational risks are also defined
as risks that are increased due to actions of individuals,
failure of systems and equipment, internal processes, and
external events (Cebula & Young, 2010).The literature
published on the risk of IT operations is limited. The gap
in the literature in this area is more evident than that of
empirical work on the economic impacts of operational
IT risks. In this process, all studies utilise the event study
methodology, except for Ko and Dorantes (2006) who
use a matched sample comparative analysis research
design. Empirical studies of IT and operational risk
events are presented in Table 1 (Benaroch et al., 2012).
To solve the problem of information security, organisa-
tions need to apply a wide range of knowledge, technol-
ogy, and organisational rules. Yet, we must make sure
not to focus on technical solutions but other key factors
of information security including processes and employ-
ees (Taj Far, Mahmudi, Soltani, & Soltani, 2014). Despite
the previously proposed technical solutions for solving
the security of organisations, information security man-
agement has still remained a constant challenge in orga-
nisations. With the emergence of new technologies in
information security, new challenges and threats have
come up, showing that technical solutions alone cannot
solve the security problems of organisations. The ever-
increasing reliance of businesses on information and
assets has created a severe need for security. With rapidly
technological advances, today’s era has created new
threats for businesses and information assets at various
stages of the information cycle (creation, processing,
storage, and diffusion) (Singh, Gupta, & Ojha, 2014).
The growing complexity of business environments and
internal activities of companies have doubled the impor-
tance of knowledge as a vital source. Knowledge manage-
ment consists of three key activities: creation, coding, and

Table 1. Empirical studies of information technology operational risk events.

Focus of risk events Study
Internet security breaches Cavusoglu et al. (2004)
Mainly security breaches Wang (2009)

Information breaches involving theft or loss of consumer or member data
Failures of operational information technology systems that are “data”-and “function”-related

Mainly security breaches

Security breaches

Virus attacks

Mostly website outages(due to DOS attacks)

Mostly security incidents exposing private information
Site and email out ages due to external and internal technical reasons
Information breaches

Security breaches

Phishing incidents

“Internet” security breaches

Mainly data breaches

Tanimura and Wehrly (2009)
Goldstein et al. (2011)
Campbell et al. (2003)

Garg et al.(2003)

Hovav and D’Arcy (2004)
Hovav and D’Arcy (2003)
Acquisti et al. (2006)
Anthony et al. (2006)

Ko and Dorantes (2006)
Kannan et al. (2007)

Leung and Bose (2008)
Bolster et al. (2010)

Gatzlaff and McCullough (2010)

Sources: Benaroch et al. (2012).
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Table 2. Tools and techniques in knowledge management cycle.

Author

Tools and techniques

Uriarte (2008)

Document management systems, company portals, knowledge maps and skill management, data bases,

groupware, work flow management, associations and communities

Asian Productivity Organization
(APO) (2010)

Non IT-based tools and methods: Learning and idea submission systems, brainstorming, help of colleagues,
storytelling, revisions after act, physical team work places, knowledge management assessment tool of Asian

Productivity Organization, associations, knowledge cafes, knowledge ranking.

IT-based tools and methods: Document management system, advanced search tool, knowledge maps, trainer,
knowledge clusters, head hunter, knowledge management maturity model, knowledge portal, data bases,
internet telephone, knowledge clusters, social media services, weblogs, competence programmes of
knowledgeable workers, vide sharing, virtual team work places

Kimiz (2005)
artificial intelligence technologies
Liao (2003)
Panahi, Watson, and Partridge
(2013)

Content development, content management, participation and communication, network technology, e-learning,

Knowledge-based systems, data mining, it technologies, expertise systems, data bases, modelling tools
Wiki, weblogs, micro-weblogs, social networks, multimedia sharing tools, RSS

Sources: Asian Productivity Organization (APO, 2010), Uriarte (2008), DALKIR Kimiz (2005), SHU-HSIEN Liao (2003), Panahi et al. (2013), Massingham

(2014).

Table 3. Classification of knowledge management processes by experts.

Author Knowledge management cycle

Hedlund Knowledge acquisition, storage, application, and maintenance

Dejarnet Knowledge construction, imagination, diffusion, and application; knowledge maintenance and purification

Quintas Process or method of knowledge creation, collection, occupation, sharing, and application

Demerset Knowledge construction, diffusion, and imagination

Lettieri Knowledge management in non-profits organisations including knowledge acquisition, coding, storage, recovery,
diffusion, application, and creation

Solingen Knowledge collection, establishment, diffusion, development, and application

ROLLET Knowledge planning, creation, integration, organisation, transfer, maintenance, and assessment

Asian Productivity
Organisation
Dalkir and Kimiz

Identification, creation, storage, sharing, diffusion, and application

Knowledge creation and recording, sharing, diffusion, application, and acquisition

Sources: Asian Productivity Organization (APO) (2010), DALKIR Kimiz (2005), Rollet (2003), Nikoukar et al. (2014).

transfer of knowledge. It has a vital role in empowering
organisations to increase productivity and individual and
team activities. Thus, KM can play a key role in increas-
ing power and facilitating KM tools including the activ-
ities which promote transfer, creation, coding, and
application of knowledge. KM tools and technologies
can be used in line with communication goals, participa-
tion, e-learning, commercial intelligence, and content
development (Rollet, 2003; Ruggles, 1997). Knowledge
management processes and techniques are the subject of
debate among researchers. Tables 2 and 3 show the tools
and techniques in knowledge management cycle and
classification of knowledge management processes by
experts.

3. Methodology

This study is based on the combined method using the
multi-criteria approach. First, the tools that are effective
in promoting knowledge security were determined in
the knowledge management cycle using literature
review and opinions of experts. Then, the set of tools
were filtered using fuzzy screening. Finally, DEMATEL
was employed to determine the relationship among the
tools. ANP was used to weight the tools. Finally, VIKOR
was used to rank the tools in different stages (creation
and recording, diffusion and sharing, acquisition and
application). Figure 1 shows the framework. The ques-
tionnaires were validated, as data collection tools. The

items were validated by the opinions of experts. Experts
for Fuzzy Screening were IT experts and philosophers
in the Computer Science, Economics and
Administrative Sciences, Education departments at the
Ferdowsi University of Mashhad, Iran such as Dr.
Mohsen Kahani, Dr. Mohammad Lagzian, Dr.
Mojtaba Kafashan Kakhaki, etc.. Respondents to the
Fuzzy Screening, DEMATEL, and ANP questionnaires
were IT experts, philosophers, and Ph.D. students.
DEMATEL, ANP, and VIKOR were employed to ana-
lyse the data using SPSS, MATLAB, and Super
Decision. We used SPSS to summarise the characteris-
tics of the respondents to the questionnaires (Fuzzy
Screening, DEMATEL, and ANP(, write the total-influ-
ence matrix T in Equation 17 in MP-files in MATLAB,
implement the ANP steps in Supper Decision, and draw
the graphs in DEMATEL by using Visio.

4, Data analysis
4.1. Fuzzy screening process

Fuzzy screening is a two-stage process which consists
of three components. The first component is a set of
decision-making options. We tend to select a subset
for further investigation.

A:{A17A27“'3Am} (1)

The second component is a set of criteria by which
assessment is done.
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Figure 1. A general view of selection and evaluation framework of knowledge management tools.

C= {C17C2)"'7Cn} (2)

The third component is a group of experts (panel).
Their opinions are used for screening.

E:{E17E27"')E7} (3)

Each expert must state to what extent he/she is con-
vinced by various criteria. This assessment is done
according to the comparison, shown in Table 4 (S).
Using such a scale provides a natural order of S;, so
that for any i < j: §;<S; the maximum and minimum
number of any element are determined as follows:

The next step in this process is the single evaluation
of each alternative by every alternative. Thus, the
value of the negative must be determined as follows:

Neg(S;) = Sg—i+1 )

Then, the single score of the alternatives are calcu-
lated by each expert (U) as follows:

Min {Neg (I;) V mj}
i=12 ..,m ji=12,..,n k=12 ..r

(8)

where Uy is the single score of the i'™ alternative of

Max (Si,S]-) =S; Si>S; (4) k expert relation, I;; is the importance degree of jth

criteria by the k™ expert, and Tijis the satiate possi-

Min (8,8) = ; S >, (5) bility of the j™ criteria by the i alternative in the
i19j) = 9j i =9

Each expert provides a set of n value (the number of
criteria) for each alternate on the basis of the above
scale. These values show the satiate degree of the
given alternative in the relationship for the j™ criteria.

‘77Tn} (6)

{m,m, ...

Table 4. Seven-part fuzzy spectrum for weighting.
Very low (WB) M Medium (N) Sa  Very high (WK) S,

Low (B) S, Fairly high (PK) Ss
Fairly medium (PN) S; High (K) Se

Source: Azar & Faraji, 2010)

opinion of the k™ expert. The result of the screening
process in the first step is experts’ single scores on
different alternatives.

{Ui} = {Uu, U, ..., Ui } %)

In the second step of the screening process, we pay
attention to the structure of assessments that are
done by experts in order to perform the overall
assessment of each alternative. The first step in this
stage is determination of a consensus function (Q) for
the decision-making body. The function states how
many experts are required to accept an option and
the option passes the screening process. Accordingly,
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for each i (k = 1, 2,...,r), experts provide a value
decision-making body Q(k). Q(k) states that if k
number of experts are satisfied with an option, then
it states the method acceptable. Now, if g indicates
the number of points in the selected scale and r
indicates the number of experts participating in the
decision-making process, then the consensus function
is defined as shown in Equation(10).

Qa(k) = Spk)

B(k) = Int [1 + (k )] (10)

y k=12, ..r
where Int implies integer and it is clearly meant for
every value of e and g in Equation 11 and
Equation12, The following equations are correct.

Qa(0) =S, (11)

QA(T’) = Sq (12)

After selecting the proper consensus function, we can
use the Ordered weighted averaging operator for
expert’s consensus. Here, for each of m alternatives,
a single score is produced by the K (k =1,2,...r)
expert. Now, for each of the alternatives, the expert’s
single assessment must be arranged in descending
format. Bj; states the j™ highest approach i for
which we can calculate total assessment of approach i:

U,' = max]{Q(])} A B,]

where,

Li=1,2,..,m (13)

* By the value of the j™ good approach

e Q(i): the value of decision-maker sense that
needs the minimum support of the j expert

* Q(j) A Bjy: the weighting /™ good score alter-
native i (B;;) on the basis of decision-maker will-

ingness (Q(37)).

The Max operator plays the summation role in the
normal averaging way.

On the descriptions that were mentioned, equation
U; can spot the generalisation of average normal
weight.

4.2. MCDM methods

According to the literature, the AHP and ANP have
been successfully utilised in numerous studies. AHP
is an appropriate method for applying with various
methods to calculate the weight of each index and
finally compare the alternatives. Although AHP
seems to be suitable, ANP is more powerful in this
area. ANP can consider relations of all indices
together, and for this ability, it seems to be more
powerful than AHP. However many methods may
be applied for comparison between alternatives such
as TOPSIS and VIKOR. According to Saaty (2003)

when many decisions cannot be structured hierarchi-
cally due to interaction and dependence of indices,
ANP can solve the problem and examine the relative
weights of performance indices and consequently give
more realistic answers to the needs. TOPSIS and
VIKOR are the most popular MCDM methods.
These methods are very suitable for comparison of
alternatives and helping to choose the best option
among different alternatives based on the multiplicity
of criteria (Dalalah, Hayajneh, and Batieha (2011)).
Evaluating indices and criteria in these methods can
be done in two ways. In the first way, weights can be
calculated in group decision-making with experts and
another way is using the AHP and ANP techniques
for calculating the weights. According to the litera-
ture, both TOPSIS and VIKOR may be applied for
competing problem among the evaluation criteria
and ranking them. However, TOPSIS is not appro-
priate for ranking, and it is useful for improving the
gaps among the criteria. DEMATEL is a powerful
technique for using in various areas. DEMATEL has
been used in three ways to increase the validity of
research as shown in the literature review.
DEMATEL has been applied to identify the impor-
tance of perspectives with cause-and-effect relation-
ships among them. Moreover, DEMATEL has been
used to identify important indices among perspec-
tives.  Notably, Safaei = Ghadikolaei,  Chen,
Hashemkhani Zolfani, and Akbarzadeh (2011) used
DEMATEL to recognise the important index in each
measures. Application of DEMATEL is not for rank-
ing the criteria, but it is useful for considering the
cause-and-effect relations of criteria and results in
order to select and identify important criteria. In
future research studies, it would be very useful to
compare the results of using the DEMATEL method
with those of the AHP or ANP methods. Table 5,
Table 6 show the comparison of results among
MCDM methods and the Studies that combine
DEMATEL, ANP, and VIKOR .

As any measure may be inter-influenced, this
study adopts the DEMATEL method to perceive the
influenced structure between the criteria and know
the problems areas that may be improved. After find-
ing the impact structure between each measure, we
weighted them by combing with the analytic network
process technique to know the most important mea-
sure that will support create the knowledge manage-
ment tools value. In order to comprehend the
weakness of each measure and rank the first impor-
tant strategy to be carried out, the VIKOR method
will be utilised for calculating compromise ranking
and gap of the alternatives. In brief, the structure of
assessment contains three main steps: (1) creating the
impact relations map across the criteria by the
DEMATEL method, (2) computing the weights of
each measure by combining the analytic network
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Table 5. Comparison'’s results among MCDM methods (Hashemkhani Zolfani & Radfar, 2011).

Methods Select Reason
AHP and ANP  ANP  ANP can consider relations of all indices with together and for this ability seems is more powerful than AHP
TOPSIS and VIKOR Both apply the concept of compromise to solve the competing problem among the evaluation criteria and then rank the
VIKOR order of alternatives. However, the TOPSIS method is used to provide information on how to improve the gaps among the
criteria so as to achieve the desired/aspired level and cannot be used for ranking purpose due to its blind point proven by
Opricovic and Tzeng (2004)
DEMATEL - 1. Apply for identify importance of perspectives with cause-and-effect relationship among them

2. Use for identifying important indices among perspectives
3. Use for identifying the important index in each criterion

Table 6. Studies that combine DEMATEL, ANP, and VIKOR. (Biiyiiko'kan & Giileryiiz, 2016).

Authors Research scopes Year
Liou and Chuang Outsourcing provider selection 2010
Ho et al. Portfolio selection 2011
Hsu et al. Selection of best vendor in recycle industry 2012
Liu et al. Implementation of o tourism policy management 2012
Wang and Tzeng Brand marketing 2012
Chiu et al. Improving e-store businesses in order to satisfy customer needs 2013
Lee and Lee Evaluation of hospital service quality 2013
Lee Merger and acquisition evaluation of Taiwanese banks 2013
Lu et al. Evaluation and improvement of Radio-frequency identification adoption in Taiwan’s health care industry 2013
Peng and Tzeng Improving tourism destination competitiveness and supplier evaluation and improvement 2013
Yang et al Assessment of security risk control for IT managers 2013
Zolfani and Ghadikolaei Performance evaluation of private universities 2013
Chen Exploring key factors for procurement circulation 2014
Hu et al. Improving smart phone in order to satisfy customer needs 2014
Lee Location selection of real estate brokerage services DEMATEL 2014
Liu et al. Material selection 2014
Wang et al. Six sigma project selection 2014
Kuo et al. Supplier selection 2015
Lin Determining product position 2015
Lu et al. Exploring mobile banking services for user behaviour 2015
Lu et al. Mobile commerce 2015
Shen and Tzeng Financial performance improvement of the banking industry 2015
Huang et al. Company'’s core competitiveness improvement 2016

process based on the impact relations map, and (3)
ranking or enhancing the priorities of alternatives of
brand marketing through the VIKOR technique.

However, there are many complicated and inter-
related factors in information security and knowledge
management. One of the hybrid MCDM model that
combines the DEMATEL technique with the analytic
network process and VIKOR techniques can be suc-
cessfully utilised to answer the complicated structure
of causal relationships. Finally, you possibly can
probe the interconnected relationships between the
dimensions and criteria and so build an IRM among
the factors for assessment. The weights of each factor
are obtained to select the best KM tools using the
DEMATEL combination and analytic network pro-
cess (Li & Tzeng, 2009a, 2009b; Tzeng, Chiang, & Li,
2007). We then recognise the most appropriate strat-
egy by VIKOR and present and test a decision model
as a reference for companies (Chen & Tzeng, 2011;
Chen, Hsu, & Tzeng, 2011; Chen et al., 2011; Huang,
Tzeng, & Ho, 2011; Hung, Chou, & Tzeng, 2011;
Liou, Tzeng, Tsai, & Hsu, 2011; Liu, Tzeng, & Lee,
2013; Ou Yang, Shieh, Leu, & Tzeng, 2009; Shen, Lin,
& Tzeng, 2011; Yang & Tzeng., 2011).

4.3. Building a hybrid MCDM model combining
DEMATEL with analytic network process

4.3.1. The DEMATEL for building IRM

DEMATEL has been effectively used in numerous
circumstances, such as marketing strategies, e-
learning assessment, control systems and safety
problems (Chiu, Chen, Tzeng, & Shyu, 2015;
Wang & Tzeng, 2012), information security(Ou
Yang et al., 2009), financial stock investment (Lee,
Tzeng, Guan, Chien, & Huang, 2009), water
resources, and the environment (Chen, Lien, &
Tzeng, 2010). The methodology can examine inter-
dependence among variables and limit the relations
that reflect the characteristics within a systemic and
developmental trend. The steps in this method are
described (Li & Tzeng, 2009a, 2009b; Liou, Tzeng,

& Chang, 2007):
S.1: Direct matrix formation. Respondents are asked to

identify and define the relations between these elements,
as shown by a;;, Using the integer scale, it has zero to four
variables. From any cluster of direct matrices, it is possible
to derive an matrix M by experts in which each element is
the average of the corresponding elements in the
matrix M.
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S.2: Normalise direct matrix. The initial influence

matrix N = [”ij]nxn is acquired by normalising the
matrix M (indicated by degree, i.e., indicated by
membership and 0 < n;;<1, also called the “fuzzy
cognitive matrix”), in which all principal diagonal
elements equal zero. Based on N, the initial effect
that an element exerts and receives from another is
indicated. The map depicts contextual relationship
among the elements of a system, in which the
numeral represents the degree of influence .
S.3: computing The full direct/indirect influence matrix.
continuous decrease of the indirect effects of problems
along the powers of N, e.g, NN, .., N™ and
lim; N’ = [0], ,where N = [n;] ., 0<n;<l
and0< > nj<lor0< Zj”ij < 1 and at least one
column or one row of summation equals one, but not all.
Let the (ij) element of matrix M be denoted by a;, the
matrix N be as follows:

of the j™ column of matrix K; then z;indicates the sum of
direct and indirect effects that factor j has received from
the other criteria. Furthermore, when j = i (i.e. the sum of
the row and column aggregates) (p; +z;) provides an
index of the strength of influences given and received.
Thus, (p; +z;) indicates the degree that the factor 7 plays in
the problem. If (p; -z;) is positive, then factor i is affecting
other criteria, and if (p; -z;) is negative, then factor i is
being affected by other criteria (Tsai & Chou, 2009;
Tzeng et al., 2007; Wu & Lee, 2007).

4.3.2. Combining the analytic network process
technique for computing weights of criteria based
on the impact relations map

We call the matrix K, = [k;] ,acquired by the criteria

nx
and Kp = [kfj)]
mxm
Then, we normalise the supermatrix K, for the analytic

network process weights of dimensions(clusters) by uti-
lising the matrix Kp.

acquired by dimensions from K..

N=sxM 14
) (14) S.5: Create the unweighted Supermatrix. Each column
where of the total influence matrix derived from the DEMATEL
is normalised.
.. 1 1
s = Minimum , m , , n (15)
max imum | <i<p ijl |aij| max imum | <i<n ) i, |“ij|
And K' A KJ A K
: 1 _ ) M M M
imy—ocN' = Oy, 0<my <1 (16) K= |K' A K/ A K" (20)
S.4: Acquire the total-influence matrix K. The matrix M M
. . . . Knl A ) A KM
K can be acquired by using Equation (17) where I is c c c

denoted as the recognise matrix.
k=N+N+..+N=NI-N)"  whenl— oo (17)

If we calculate vector r and ¢ vectors separately in the
matrix K through Equations (18) and (19), then

K= lki], ij=1,2,..,n, (18)
p= [pi]nxl = lz kl]] ’
J=1 nx1

(19)

/

2= o], = [Z "”’]

where superscript 0 denotes transposition.

If p; denotes the row sum of the i™ row matrix K, then
pi shows the sum of direct and indirect effects of factor i
on the other factors/criteria. If z; denotes the column sum

1xn

After normalising K, by dimensions, we will acquire
K¢which is shown in Equation (21).

KA K A K

M M M
K= |K A K7 A Ko (1)
M M

K A KA K

A description for the normalisation of K!!is indicated
as Equations (22) and (23), and other K¢ are as above.

(22)

my
11 11
o, = E kij,
j=1



11 /11 11
kcll/ocl A kclj

T~

11 11 11
Dcl A kclm1/0c1

M M M
K= | K folt A K foll A kY, foll
M M M

T~

11 11 11 11 11 11
kcmll/ocml A kcmlj ocml A kcm1m1 /Ocml
k?llll A kall A kull

clj clm,

M M M
= k?illl A k?i}l A k?ilnil
M M M
Ko Ak A kG,

(23)

Let the total-influence matrix match and fill the inter-
dependence dimensions. It is called U and is indi-
cated in Equation (24) which is based on the
transpose of the normalised influence matrix by
dimensions, i.e., U = (Kf)/.

ull A uzll A unl

M M M
U=(K)=|ud A ul A w’ (24)
M M M

uln A uin A u™

If the matrix u'?! is blank or zero which is indicated in
Equation (25), it means that the matrix between the
dimensions or criteria is independent and with no inter-
dependence, and the other U™ are as indicated above.

krczllll A kall A kall

clj cmyl
M M M
Ut = | KA RS ARG (25)
M M
KdLoOA KA KL

S.6: In order to obtain the weighted supermatrix
according to Equation (26), each column will sum
for normalised.

kY OA k) A kY

M M M

Kp=| ki A k) A kb (26)
M M M
Ky A kp A KY

We normalise the matrix Kp and obtain a new matrix
Kf that is indicated as Equation (27)

(where £5 =t /d,).

K /dy A kg/d1 A ki /dy
M M M
K& = | Ki/d A k}’)/d,- A Kn/d,
M M M
ki /d, A K /dn A kv /d,
[kt A kY A kT
M M M
— |k A K9 Ak (27)
M M M
kgt A KR A kg
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Let the normalised matrix K fill to the unweight
supermatrix to obtain the weighted supermatrix.

U" = K%U
KUl A K xul A KTyl
AM .,M .M
= | K xu' A KT xu A K xoun
M M M
Kin sy A Kt x u o A KT X oyt
(28)

S.7: Limit the weighted supermatrix. Limit the
weighted supermatrix by raising it to a sufficiently
large power h, until the supermatrix converges and
become a long-term table supermatrix to get the
global priority vectors, called analytic network pro-
cess weights, such that limy_.. (U)".

4.4. The VIKOR technique for ranking and
enhancing alternatives

Opricovic (1998) suggested the VIKOR compromise
ranking techniques an applicable strategy to implement
within MCDM. Suppose the feasible alternatives are
represented by By,B,, ..., By, ..., By, The performance
score of alternative By and the j™ criterion is denoted by
exs w; is the weight (relative importance) of the jth
criterion, where j = 1, 2, ..., n, and n is the number of
criteria. Development of the VIKOR technique started
with the following form of Lp-metric (Wang & Tzeng,
2012; Ho, Tsai, Tzeng, Fang, 2011):

i~ (Sl -ai(l-a)]) e

where 1<p<oo;k=1,2, ..., mweight v Iis

obtained from the analytic network process. To formu-
late the ranking and gap measure, Lizl(as Sx) and
L7~ (as Q) are utilised by VIKOR (Opricovic, 1998;
Opricovic & Tzeng, 2004, 2007; Tzeng, Lin, & Opricovic,
2005; Tzeng, Teng, Chen, & Opricovic, 2002).

= =3[l -} (=) o

Gy = Lizx

= maxj{(‘e;‘ — ekj‘)/(‘ej — e].*D|j =12, .., n}

(31)

The compromise solution min imukaiindicates that
the synthesised gap that is the minimum and will be
chosen for its value to be the closest to the desirable
aspired level. In addition, the group utility is empha-
sised when p is small (such as p = 1). On the contrary, if
p tends to become infinite, the individual maximal
regrets/gaps obtain more importance in prior improve-
ment (Freimer & Yu, 1976; Yu, 1973) in each
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dimension/criterion. As a result, min;S; stresses the
maximum group utility. However, min;Gy accents on
choosing the minimum from the maximum individual
regrets/gaps. The compromise ranking algorithm
VIKOR has four steps according to the above-men-
tioned concept.

S.1: Obtain an aspired or tolerable level. We compute
the best e]’-‘ values (aspired level) and the worst e values
(tolerable level) of all criterion functions,j=1,2,..., n.
Suppose the ™ function denotes benefits:

e;f = maxkekjandej* = miney; or these values can be

set by decision makers(i.e., ¢ is the aspired level and
e; is the worst value). In addition, an original rating

matrix can be converted into a normalised weight-rat-
ing matrix by using the following equation:

w=(s-alils-a) o

S.2: Compute mean of group utility and maximal
regret. The value scan be computed by y,=

Z;‘Zl vitij (the synthesised gap for all criteria) and

Gy = maxj{tkj|j =1,2, .., n} (the maximal gap in
k criterion for prior improvement).

S.3: Calculate the index value. The value can be com-
puted byR; = x(Y; — Y*) /(Y™ — Y*) + (1 — x)(Gk
—-G*)/(G~ — G*) where k = 1, 2, ..., m. $* = min;§;
or setting S* = 0 and x is presented as the weight of the
strategy of the maximum group utility. Therefore, we
also can re-write Ry = xY; + (1 — x)Gx when Y* =
0,Y " =1,G'=0and G =1.

S.4: Rank or improve the alternatives for a compro-
mise solution. Order them in a decreasingly form by
the value of Yy, Gy and Ty. Propose the alternative
(BY)which is
min{R¢| k =1,2,...,m} as a compromise solution
when the following two conditions are satisfied: CI.
Acceptable advantage:T (B?) — (BY) > 1/(m — 1),
where B@is the second position in the alternatives
ranked by T. C2. Acceptable stability in decision-mak-
ing: Alternative B") must also be the best ranked by
Y, or/and G,. When one of the conditions is not
satisfied, a set of compromise solutions is selected.
The compromise solutions are composed of (1) alter-

measure

arranged by the

natives B(") and B® if only condition C2 is not
satisfied, or (2) alternatives BY), B ... . BM) if con-
dition CI is not satisfied. B®™)is calculated by the
relation T(BM) — T(BW)< 1/(m —1) for maxi-
mum M (the positions of these alternatives are close).

The compromise-ranking technique (VIKOR) is
used to characterise the compromise solution. This
method is suitable for decision-makers since it offers
a maximum group utility of the majority (indicated
by min Y) and a maximal regret of a minimum
number of opponent individuals (shown by min G).
This model uses the DEMATEL and ANP processes

in Ho et al. (2011), Opricovic (1998) of criteria with
dependence and feedback and uses the VIKOR tech-
nique to obtain the compromise solution.

4.5. Analysis of data

Table 7 shows 62 tools extracted from the literature. The
importance of each of the criteria was calculated using
fuzzy screening. The responses from Fuzzy Screening
questionnaire for each criteria must be arranged in a
descending format. We show some of these in the follow-
ing and the rest are shown in Table Al in the Appendix.

U, = {K,PN,B,PN,PN,N,B,K,K,PN} U, = {K,PK.K,
B,PK,B,PN,N,PK,PK}

U, = {N,PN,B,N,N,K,N,PK,N,PK} U, = {K,PK,B,
WB,K,PN,K,PK,B,K}

Us = {WB,K,B,PN,K,B,PN,K,PK,K} Ug = {PN,K,N,
N,PN,K,PN,K,N,PN}

Given that the seven-item spectrum (g = 7) was
used in this study, the questionnaire was forwarded
to 10 experts (r = 10). Therefore, the consensus
function is as follows:

Int [1+ (k%ﬂ — Bk
) k=12, ..,10

= Int |1+ (.6k

B(k)

Consensus function is as follows:

B(1)=Int[1+(./6 x 1)] =1Int[1/67] =1
— Quuy=S1~= WB

B(2) = Int[1 +(./6 x 2)] = Int[2/2] = 2
— Qup =S =B

B(3)=1Int[1+ (./6 x 3)] =1Int[2/8] =2
— Qu3z =S~ B

B(4)=Int[1+(./6 x 4)] =1Int[3/4] =3
— Qau) =S~ PN

B(5) =Int[1 + (./6 x 5)] = Int[4] = 4
— Qus =S ~=N

B(6) = Int[L + (./6 x 6)] = Int[4/6] — 4
— Qe =S~ N

B(7) = Int[1 + (/6 x 7)] = Int[5/2] = 5
— Qur) =S~ PK

B(8) = Int[1+ (/6 x 8)] = Int[5/8] = 5
— Qu) =S = PK

B(9) = Int[1+ (./6 x 9)] = Int[6/4] — 6
— Quo) =S = K

B(10) =Int[1+(./6 x 10)] =Int[7] =7
— Qa(10) = S10 ® WK

Some of the assessments acquired from fuzzy
screening questionnaires are as follows and the rest
are shown in Table A2 in the Appendix.

U, = Nax {WBAK, BAPN, BAB, PNAPN, NAPN,
NAN, PKAB, PKAK, KAN, WKAPN} = K

U, = Nax {WBAK, BAPK, BAK, PNAB, NAPK,
NAB, PKAPN, PKAN, KAPK, WKAPK} = PK
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Table 7. The knowledge management tools in information security.

Cycle No. Knowledge management tools Cycle No. Knowledge management tools
Knowledge creation 1 Knowledge management readiness Knowledge Sharing 28 Document management system
and recording assessment and Diffusion
Data mining 29 Knowledge bases
Meta data 30 Weblogs, web servers, explorers

Video sharing
Advanced search instrument
Archive

ook~ WwWwnN

7 Locating systems and management
expertise

8 Virtual team work

9 Organisational knowledge portal

10 Knowledge maps

11 Knowledge management maturity
model

12 Knowledgeable trainer

13 Brainstorming

14 Personal knowledge management

15 Weblogs

16 Internet telephone

17 Learning and innovation management
system

18 Knowledge café

19 Exchange meetings after the
completion of the project

20 Categorisation of knowledge in
company

21 Knowledge bases

22 Multimedia content development tool

23 Annotations and comments

24 Skill mining (expertise profile)

25 Knowledge clusters

26 Team work (physical work space)

27 Working associations and
communities

31 Knowledge storage

32 Social networking services

33 Internet telephone, telephone, fax, video
conferencing

34 Categorisation of knowledge in company

35 Locating systems and management expertise
36 Virtual team work

37 Knowledge portal, intranet, and extranet

38 Video sharing

39 Exchange meetings after the completion of the
project, story telling

40 Instant messaging, e-mails, chat rooms

41  Working associations and communities

42 Knowledge café

43 Work flow management

44 Categorisation of knowledge in company

45 Trainer, help of colleagues
46 Team work (physical work space)

Knowledge application 47 Trainer, help of colleagues

48 Knowledge café

49  Working associations and communities
50 Team work (physical work space)

51 E-learning

52 Document management system

53 Knowledge bases

54 Advanced search instrument

55 Locating systems and management expertise
56 Knowledge clusters

57 Virtual team work

58 Knowledge portals, weblogs

59 Expertise systems

60 Decision support system

61 Recommender systems

62 Knowledge maps

U, = Nax {WBAN, BAPN, BAB, PNAN, NAN,
NAK, PKAN, PKAPK, KAN, WKAPK} = N

U, = Nax {WBAK, BAPK, BAB, PNAWB, NAK,
NAPN, PKAK, PKAPK, KAB, WKAK} = K

Us = Nax {WBAWB, BAK, BAB, PNAPN, NAK,
NAB, PKAPN, PKAK, KAPK, WKAK} = K

Us = Nax {WBAPN, BAK, BAN, PNAN, NAPN,
NAK, PKAPN, PKAK, KAN, WKAPN} = K

Table A3 indicates the significance of the 62 cri-
teria. According to the questionnaires, factors with a
very high degree of importance that are the output of
the model were selected as the input for the inte-
grated decision-making model. The other variables
that have high, moderate, fairly moderate, low, and
fairly low were removed and are not used as input for
the integrated decision-making.

After selecting the integrated decision-making factors
with fuzzy screening, we can draw the research concep-
tual model. Figure 2 indicates the research conceptual
model.

The proposed evaluation framework can be used by
any system (e.g., organisational information system) for a

more effective assessment. We extracted 62 tools from
the literature and calculated the importance of each of
the criteria by 10 experts who respond to the fuzzy
screening questionnaires in the fuzzy screening method.
According to the questionnaires, 20 knowledge manage-
ment tools in information security that had very high
degree of importance and were the model output were
selected as the input for the integrated decision-making
model (Figure 2). It is clear from Table A2 that 42
knowledge management tools had high, moderate, fairly
moderate, low, and fairly low degree of importance.
Figure 2 shows the conceptual model of the paper
based on the tools extracted by fuzzy screening method.

The results show that all aspects (cycles of knowl-
edge management) and subgoals (knowledge man-
agement tools) are dependent and relative,
according to Table A4-A12. Figure 3 indicates their
causal relationship, and it can aid researchers and
executives examine the relationships among these
cycles and tools. Figure 3 indicates that knowledge
creation and recording and knowledge application
affect knowledge sharing and diffusion more than



12 . M. ESLAMKHAH AND S. A. HOSSEINI SENO

[Knowledge Management}

§ v - v N ~ v
Knowledge Creation Knowledge Sharing ‘ Knowledge
and Recording and Diffusion Application
[ ] ]

VY ¥V VY VY VY YV Y VY VYV Y Y

o0

£

=

&

gl &

g8

g @

55 |8 g %

o @ |} 2
= = Ko liR=y S|| & =
- 3 |5& & B sl | &
S g Z |2 1O < 8 g 2
Al =| o 15} s 2 = 2 g
5| 8| &b 2 oll S 2| gl || & g > S| E
8 Sl gl ol ol = | 2<% &3l g = 1S 0 21 &l .
9|8 & &l g e [E]l°]3 &% oL O =\l E|| & z2|| &
o = =/ 2| @ = < Bo 5 = Sl gl &l A =S
2lE = <3| -4 oﬂgo'cwo B eyl S| 2
zlels 22 5 (2225 288 |§= 5 &g
Sl & &g e &8 58 2 <S e 2E 82
25 2 2 g d s EEE 2 o |58 g2 5383
592 2|5 5 28l= B 28R |55 S5 2L E
EQ)OQBQD 210l 8|l E||lw| == Sl =l gl e
sll=| gl gl 2] .g = 2l 5 C|l=| & 32| e 8l El g
E=HEINY |2 ol ol Bl 2| = = o 2| X .= o &8
IR = et = s 2 B
EIEE 88”7 & §2E |5 |5 | &<
= IS = = L=1II] = on 3 [a)
& & Z = 25Tl & 5
] ) 173} ) z| e v a
o ~ n | &n ol &0 =

9| = ;:8 o

D |-= < S

38 ¥o

=]

2=

M| o

en)|

=

<

=

Q

>

m/\\_/ (S

Figure 2. Conceptual model.
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Figure 3. Relationship of knowledge management cycles and tools.

knowledge sharing and diffusion. Knowledge creation
and recording and knowledge application expand
their aspects as the upper and left hand portion of
Figure 3. For the knowledge management cycles, the
p - z values for knowledge creation and recording
and knowledge application are positive, which means
that they affect knowledge sharing and diffusion. In
other hands, when enterprises adopt these cycles

(knowledge management tools in information secur-
ity), knowledge creation and recording and knowl-
edge application will influence the achievement or
failure of the other knowledge management cycles
(knowledge management tools in information secur-
ity). Similarly, knowledge sharing and diffusion
expands its aspects as the right hand portion of
Figure 3. Among the different aspects of knowledge



creation and recording, for example, the r - ¢ values
for organisational knowledge portal, knowledgeable
trainer, and skill mining are positive, which means
that these four tools affect the other tools in the
knowledge creation and recording cycle more than
the others do. Thus, when enterprises adopt these
tools, the tools that can influence others should be
adopted first. Thus, when the organisation has
adopted knowledge management tools in information
systems, these tools in information systems assess-
ment should be used to identify the lower perfor-
mances of tools (subgoals in the knowledge
management cycles) that need enhancement.
Furthermore, when the tools with lower perfor-
mances are improved, the influencers should also be
checked again. For example, knowledge café, personal
KM, and knowledge bases in the same cluster (knowl-
edge management cycles) should be given priority to
be improved in this empirical case, respectively.
However, the influencers organisational knowledge
portal, knowledgeable trainer, and skill mining in
subgoal knowledge creation and recording (because
they affect personal KM, knowledge café, and knowl-
edge bases) should be checked again. Finally, in the
impact relations map, (p + z) provides an index of the
strength of influences given and received, that is,
(p + z) indicates the degree that each dimension
and criteria has in the problem.

After recognising the structural relationship
among the factors of knowledge management tools
in information systems, the analytic network process
technique is used to obtain criteria influence weights.
The results of the paper indicate the weights of any
tool in knowledge management cycles in two levels (i.
e., the global weights that show the weights of tools
with respect to other tools in the whole model and
the local weights that show the weights of tools in
certain cycle). Table A13 shows the global and local
weights of knowledge management tools. We see that
knowledge maps, decision support system, and docu-
ment management system have the highest global
weight and virtual team work, work flow manage-
ment, trainer, and help of colleagues have the least
global weight, respectively. In the local weight level,
Table A13 shows that in the knowledge creation and
recording cycle, for example, knowledge bases has the
highest local weight and personal knowledge manage-
ment has the lowest local weight.

Consequently, using the VIKOR technique com-
bines the aspects that have dependence and feedback
characteristics to acquire the ranking indices of per-
formances and risks of subgoals, as indicated in Table
A14-A18. Thus, among the tools, knowledge bases by
priority equal 1 is the closest to the ideal/aspired
level, whereas knowledge trainer by priority equal
20 is the farthest from the ideal/aspired level. If
executives want to enhance the tools according to
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their performances, then knowledge trainer should
be given priority during selection. However, when a
manager chooses the subgoal with lower perfor-
mances for enhancement, the influencers among its
aspects or subgoals should be thoroughly considered.

In Table A9 and Figure 3, subgoals of knowledge
creation and recording cycle are shown For example,
organisational knowledge portal, knowledgeable trai-
ner, and skill mining affect personal KM, knowledge
café, and knowledge bases more than personal knowl-
edge management. In addition, knowledge café and
knowledge bases affect organisational knowledge por-
tal, knowledgeable trainer, and skill mining.
Therefore, if each tool for which p - z is negative is
selected for improvement, the tool with positive p - z
should be examined to identify whether it should be
improved simultaneously. Generally, if personal KM,
knowledge café, and knowledge bases are performing
very well, then organisational knowledge portal,
knowledgeable trainer, and skill mining will perform
very well too.

To sum up, the hybrid model that combines
DEMATEL with analytic network process has been
widely applied in MCDM problems. In this research,
the fuzzy screening technique is applied to select
knowledge management tools with very high degree
of importance as the input for the MCDM hybrid
model. DEMATEL can be applied for dealing with
the inner dependencies of the criteria. It can also
generate more important information for decision-
making. For these reasons, combining analytic net-
work process and DEMATEL give successful conse-
quences in making strategic decisions. Therefore, the
analytic network process technique is applied to over-
come the problems of dependence and feedback. In
addition, the weights acquire from the analytic net-
work process and VIKOR techniques are applied to
obtain the ranking index.

5. Conclusion

Considering the dependence of the organisation on
information technology, information system security
is one of the most important challenges of today’s
organisations. Although most organisations use
security technologies, they have come to the conclu-
sion that technology alone is not enough and infor-
mation security technologies alone only address a
small part of the information risk problem. In addi-
tion, it does not reduce the risk of information effec-
tively. The main threat for organisational security is
rooted in employees who do not have adequate
knowledge of organisational security. Thus, one of
the most important missions of knowledge manage-
ment is the conversion of the organisation into a
learning and sharing one. This is met by the estab-
lishment of knowledge flow between human
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resources by using tools and techniques in different
units. Since knowledgeable human resources are the
most important part of an organisation, organisations
are concerned with knowledge application and trans-
fer. To this end, they use various techniques and tools
for transferring and sharing. According to the impor-
tance of the topic, 62 knowledge management tools
and techniques were identified. Then, 20 tools were
taken into account by using expert opinions by using
fuzzy screening through interviews and question-
naires. ANP, DEMATEL, and VIKOR were employed
to weigh, determine the internal relationships, and
rank the tools. According to the results in knowledge
creation and recording, “knowledge bases” was the
most important. In sharing diffusion and application,
“categorization of knowledge” and “knowledge maps”
scored the top, respectively. Organisations can create
a friendly and trustworthy environment in order to
invest on software and hardware infrastructures for
exchanging and creating knowledge.
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Table A1. The responses of the experts to the fuzzy screening questionnaires (U;. Ug,).

U; = {FH,M,LM,M,FM,M,M,M,M}

Ug = {FM,VL,L,VL,FM,FM,L,FM,VL,L}
Uy = {L,VH,H,VH,H,VH,VH,VH,FM,H}
Uso = {M,LLM,FM,M,LM,FM,VL,M}
Uy = {FH,FM,LVH,L,M,H,VH,L,FM}
Uy, = {VL,FM,LVH,M,M,L,M,M,FM}
U3 = {FH,M,VL,M,FM,FH,VL,FH,FM,FH}
Uy4 = {H, VH,H,LLVH,L,VH,VH,FM,VH}
Uys = {H,FH,H,LFH,LFM,M,FH,FH}
Use = {FM,VLLVLFM,FM,LFM,VLL}
U7 = {VLH,LLFM,H,LLFM,H,FH,H}
Usg = {VL,FM,LVH,M,M,LM,M,FM}
Uyg = {H,FH,H,LFH,L,FM,M,FH,FH}
Uyo = {M,FM,LLM,M,H,M,FH,M,FH}
Uy = {FM,VH,LVL,VH,FM,VH,FM,VH,L}
Uy, = {VLFM,LLH,M,M,L,M,M,FM}
Uyps = {L,LH,MH,VH,VH,H,FM,H}
Uys = {VL,VH,LVLVH,L,FM,VH,VH,H}
Ups = {FM,VLLVLFM,FM,LFM,VLL}
Uy = {H,FH,H,L,FH,L,FM,M,FH,FH}
Uy7 = {L, HHM,FMH, H,FH,M,VH}
Uys = {FM,H, HVLLFMH,FM,L,L}
Uye = {FM,VLLVLFM,FM,LFM,VL,L}
Uso = {H,FH,H,L,FH,L,FM,M,FH,FH}
Uy = {VLLFM,VH,LLVH,M,VH,M,M,VL}
Us; = {HLLFMVL, H, HH,FM,FM}
Uss = {VLH,LLFM,H,LLFM,H,FH,H}
Uss = (HFMLMM,LLM, H,FM}

Uss = {VL,FM,LVL,M,M,L,M,M,FM}

Use = {LLLM,FH,VH,VH,VH,VL,M,VH}
Us7 = {VH,FM,H,VH,FM,M,M,M,H,VH}
Usg = {H,FH,H,L,FH,L,FM,M,FH,FH}

Uso = {FM,LH,LVH,VH,VH,VH,VH,H}
Uso = {(FM,VLLVLFM,FM,LFM,VL L}
Ug = {VLFM,L, H,H,VL,FH,FM, H,H}
Uz = {(FMVLLVLFM,FM,LEFMVL,L}
Uz = {VH,H,VH,FM,VH,L,FM,VH,FH,VH}
Uss = {VLFM,LVH,M,M,LM,M,FM}

Ugs = {M,FH,M,M,VH,M,VH,FH,VH,H}
Use = {H,FH,H,L,FH,L,FM,M,FH,FH}

U7 = {LLH,MH,VH,VH,H,FM,H}

Usg = {VL,FM,VL,FM,M,LFM,VL,FM,VL}
U = {FM,VH,LVH,VH,FM,L,FM,VH,L}
Uso = {H,FH,H,L,FH,L,FM,M,FH,FH}

Usy = {VH,VL,VL,VH,FM,H,VH,FM,VL,VH}
Us, = {VH,FM,VH,VH,M,M,VH,M,VH,FM}
Uss = {VL,FM,FM,FH,M, H,H, H,FM,M}
Uss = {H,M,VH,M,M,M,VH,M,M,VH}

Uss = {M,FM,VL,VH,VH,VL,VH,FM,VL,FM}
Use = {H,FH,H,L,FH,L,FM,M,FH,FH}

Us; = {H,VH,LLFM, H,FH, H,H,FM,H}
Usg = {FM,VL,.LVLLFM,FM,LFM,VL,L}
Uso = {FM,VH,VL,FH,VH,FM,M,H,VH,VH}
Ugo = {LVH,LLVH,VH,VH,FM,VH,L,FM}
Ug1 = {VLVLLVLHFM,LFMVLL}

Ug> = {FH,VH,H,LVH,L,VH,M,FH,H}
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Table A2. The assessments acquired from the fuzzy screening questionnaires (U;. Ug,).

U; = max {VLAFH, LAM, LAL, FMAM, MAM, MAFM, FHAM, FHAM, HAM, VHAM} = M

Ug = max {VLAFM, LAVL, LAL, FMAVL, MAFM, MAFM, FHAL, FHAFM, HAVL, VHAL} = FH

Uy = max {VLAL, LAVH, LAH, FMAVH, MAH, MAVH, FHAVH, FHAVH, HAFM, VHAH} = VH
Uso = max {VLAM, LAL, LAM, FMAFM, MAM, MAL, FHAM, FHAFM, HAVL, VHAM} = M

max {VLAFH, LAFM, LAL, FMAVH, MAL, MAM, FHAH, FHAH, HAL, VHAFM} = H

max {VLAVL, LAFM, LAL, FMAVH, MAM, MAM, FHAL, FHAM, HAM, VHAFM} = VH
max {VLAFH, LAM, LAVL, FMAM, MAFM, MAFH, FHAVL, FHAFH, HAFM, VHAFH} = FH
max {VLAH, LAVH, LAH, FMAL, MAVH, MAL, FHAVH, FHAVH, HAFM, VHAVH} = VH
max {VLAH, LAFH, LAH, FMAL, MAFH, MAL, FHAFM, FHAM, HAFH, VHAFH} = FH
max {VLAFM, LAVL, LAL, FMAVL, MAFM, MAFM, FHAL, FHAFM, HAVL, VHAL} = FH
max {VLAVL, LAH, LAL, FMAFM, MAH, MAL, FHAFM, FHAH, HAFH, VHAH} = H

max {VLAVL, LAFM, LAL, FMAVH, MAM, MAM, FHAL, FHAM, HAM, VHAFM} = VH
max {VLAH, LAFH, LAH, FMAL, MAFH, MAL, FHAFM, FHAM, HAFH, VHAFH} = FH
max {VLAM, LAFM, LAL, FMAVH, MAM, MAM, FHAL, FHAM, HAM, VHAFM} = M

max {VLAFM, LAVH, LAL, FMAVL, MAVH, MAFM, FHAVH, FHAFM, HAVH, VHAL} = VH
max {VLAVL, LAFM, LAL, FMAH, MAM, MAM, FHAL, FHAM, HAM, VHAFM} = M

max {VLAL, LAL, LAH, FMAM, MAH, MAVH, FHAVH, FHAH, HAFM, VHAH} = H

max {VLAVL, LAVH, LAL, FMAVL, MAVH, MAL, FHAFM, FHAVH, HAVH, VHAH} = VH
max {VLAFM, LAVL, LAL, FMAVL, MAFM, MAFM, FHAL, FHAFM, HAVL, VHAL} = FH
max {VLAH, LAFH, LAH, FMAL, MAFH, MAL, FHAFM, FHAM, HAFH, VHAFH} = FH
max {VLAFM, LAVL, LAL, FMAVL, MAFM, MAFM, FHAL, FHAFM, HAVL, VHAL} = FH
max {VLAFM, LAH, LAH, FMAVL, MAL, MAFM, FHAH, FHAFM, HAL, VHAL} = H

max {VLAFM, LAVL, LAL, FMAVL, MAFM, MAFM, FHAL, FHAFM, HAVL, VHAL} = FH
max {VLAH, LAFH, LAH, FMAL, MAFH, MAL, FHAFM, FHAM, HAFH, VHAFH} = FH
max {VLAVL, LAFM, LAVH, FMAL, MAVH, MAM, FHAVH, FHAM, HAM, VHAVL} = VH
max {VLAH, LAL, LAL, FMAFM, MAVL, MAH, FHAH, FHAH, HAFM, VHAFM} = H

max {VLAVH, LAH, LAL, FMAFM, MAH, MAL, FHAFM, FHAH, HAFH, VHAH} = H

max {VLAH, LAFM, LAL, FMAM, MAM, MAL, FHAL, FHAM, HAH, VHAFM} = M

max {VLAVL, LAFM, LAL, FMAVL, MAM, MAM, FHAL, FHAM, HAM, VHAFM} = FH
max {VLAL, LAL, LAM, FMAFH, MAVH, MAVH, FHAVH, FHAVL, HAM, VHAVH} = VH
max {VLAVH, LAFM, LAH, FMAVH, MAFM, MAM, FHAM, FHAM, HAH, VHAVH} = VH
max {VLAH, LAFH, LAH, FMAL, MAFH, MAL, FHAFM, FHAM, HAFH, VHAFH} = FH
max {VLAFM, LAL, LAH, FMAL, MAVH, MAVH, FHAVH, FHAVH, HAVH, VHAH} = VH
max {VLAFM, LAVL, LAL, FMAVL, MAFM, MAFM, FHAL, FHAFM, HAVL, VHAL} = FH
max {VLAVL, LAFM, LAL, FMAH, MAH, MAVL, FHAFH, FHAFM, HAH, VHAH} = H

max {VLAFM, LAVL, LAL, FMAVL, MAFM, MAFM, FHAL, FHAFM, HAVL, VHAL} = FH
max {VLAVH, LAH, LAVH, FMAFM, MAVH, MAL, FHAFM, FHAVH, HAFH, VHAVH} = VH
max {VLAVL, LAFM, LAL, FMAVH, MAM, MAM, FHAL, FHAM, HAM, VHAFM} = VH
max {VLAM, LAFH, LAM, FMAM, MAVH, MAM, FHAVH, FHAFH, HAVH, VHAH} = VH
max {VLAH, LAFH, LAH, FMAL, MAFH, MAL, FHAFM, FHAM, HAFH, VHAFH} = FH
max {VLAL, LAL, LAH, FMAM, MAH, MAVH, FHAVH, FHAH, HAFM, VHAH} = H

max {VLAVL, LAFM, LAVL, FMAFM, MAM, MAL, FHAFM, FHAVL, HAFM, VHAVL} = FM
max {VLAFM, LAVH, LAL, FMAVH, MAVH, MAFM, FHAL, FHAFM, HAVH, VHAL} = VH
max {VLAH, LAFH, LAH, FMAL, MAFH, MAL, FHAFM, FHAM, HAFH, VHAFH} = FH
max {VLAVH, LAVL, LAVL, FMAVH, MAFM, MAH, FHAVH, FHAFM, HAVL, VHAVH} = VH
max {VLAVH, LAFM, LAVH, FMAVH, MAM, MAM, FHAVH, FHAM, HAVH, VHAFM} = VH
max {VLAVL, LAFM, LAFM, FMAFH, MAM, MAH, FHAH, FHAH, HAFM, VHAM} = H
max {VLAH, LAM, LAVH, FMAM, MAM, MAM, FHAVH, FHAM, HAM, VHAVH} = M
max {VLAM, LAFM, LAVL, FMAVH, MAVH, MAVL, FHAVH, FHAFM, HAVL, VHAFM} = VH
max {VLAH, LAFH, LAH, FMAL, MAFH, MAL, FHAFM, FHAM, HAFH, VHAFH} = FH
max {VLAH, LAVH, LAL, FMAFM, MAH, MAFH, FHAH, FHAH, HAFM, VHAH} = H

max {VLAFM, LAVL, LAL, FMAVL, MAFM, MAFM, FHAL, FHAFM, HAVL, VHAL} = FH
max {VLAFM, LAVH, LAVL, FMAFH, MAVH, MAFM, FHAM, FHAH, HAVH, VHAVH} = VH
max {VLAL, LAVH, LAL, FMAVH, MAVH, MAVH, FHAFM, FHAVH, HAL, VHAFM} = VH
max {VLAVL, LAVL, LAL, FMAVL, MAH, MAFM, FHAL, FHAFM, HAVL, VHAL} = H

Usz = max {VLAFH, LAVH, LAH, FMAL, MAVH, MAL, FHAVH, FHAM, HAFH, VHAH} = VH

c
w
o
1 {1 (e (| V| | (| (| (| | V| | A1

Table A3. The importance of the knowledge management tools.

Factor Importance Factor Importance Factor Importance Factor Importance Factor Importance Factor Importance Factor Importance Factor Importance

1 H 9 VH 17 H 25 FH 33 H 41 H 49 VH 57 H
2 FH 10 M 18 VH 26 FH 34 M 42 FH 50 FH 58 FH
3 M 1" H 19 FH 27 FH 35 FH 43 VH 51 VH 59 VH
4 H 12 VH 20 M 28 H 36 VH 44 VH 52 VH 60 VH
5 H 13 FH 21 VH 29 FH 37 VH 45 VH 53 H 61 H
6 H 14 VH 22 M 30 FH 38 FH 46 FH 54 M 62 VH
7 M 15 FH 23 H 31 VH 39 VH 47 H 55 VH

8 FH 16 FH 24 VH 32 H 40 FH 48 FM 56 FH
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Table A4. Influence matrix of knowledge management cycles.

Knowledge management cycles Knowledge creation and recording Knowledge sharing and diffusion Knowledge application Sum
Knowledge creation and recording 0 3.51 2.16 5.67
Knowledge sharing and diffusion 2.16 0 2.21 4.28
Knowledge application 423 2.11 0 427
Sum 4.23 5.62 437

Table A5. Full direct/indirect influence matrix of knowledge management cycles.
Knowledge management cycles Knowledge creation and recording Knowledge sharing and diffusion Knowledge application
Knowledge creation and recording 0 0.619 0.381
Knowledge sharing and diffusion 0.365 0 0.39
Knowledge application 0.381 0.372 0

Table A6. Total influence matrix of knowledge management cycles.

Knowledge creation and Knowledge sharing and Knowledge
Knowledge management cycles recording diffusion application r r+c¢ r-c
Knowledge creation and 1.546 2.010 1.849 5.405 10.004 0.806
recording

Knowledge sharing and diffusion 1.501 1.488 1.613 4602 9817 -0.612
Knowledge application 1.552 1716 1476 4744 9681 4744

c 4.599 5.214 4.938
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Table A13. Weights of knowledge management tools.
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Knowledge management tools Global weights Local weights
Knowledge bases 0.06729 0.25149
Knowledge cafe 0.04860 0.18162
Knowledge trainer 0.04510 0.16855
organisational knowledge portal 0.05165 0.19302
Personal knowledge management 0.02639 0.09862
Skill mining 0.02855 0.10670
Categorisation of Knowledge 0.01596 0.21773
Exchange Meetings after the Completion of the Project 0.01009 0.13773
Knowledge portal 0.01168 0.15932
Knowledge warehouse 0.01538 0.20983
Trainer, Help of colleagues 0.00736 0.10048
Virtual team work 0.00600 0.08181
Work flow management 0.00682 0.09311
Decision Support system 0.13421 0.20362
Document management system 0.10233 0.15525
E-learning 0.07169 0.10876
Expertise system 0.09117 0.13831
Knowledge maps 0.16132 0.24474
Recommender system 0.05964 0.09049
Working association 0.03878 0.05884
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