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Smart meters are being deployed replacing conventional meters worldwide and to enable automated
collection of energy consumption data. However, the massive amounts of data evolving from smart
grid meters used for monitoring and control purposes need to be sufficiently managed to increase

Accepted 9 June 2017 the efficiency, reliability and sustainability of the smart grid. Interestingly, the nature of smart grids

can be considered as a big data challenge that requires advanced informatics techniques and cyber-
Keyvyordg infrastructure to deal with huge amounts of data and their analytics. For that, this unprecedented smart
gﬁ:;i ?nne(iers grid data require an effective platform that takes the smart grid a step forward in the big data era. This
Big data paper presents a framework that can be a start for innovative research and take smart grids a step for-

ward. An implementation of the framework on a secure cloud-based platform is presented. Furthermore,
the framework has been applied on two scenarios to visualize the energy, for a single-house and a smart
grid that contains over 6000 smart meters. The application of the two scenarios to visualize the grid sta-
tus and enable dynamic demand response, suggests that the framework is feasible in performing further
smart grid data analytics.
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1. Introduction

Ever growing volume of data production is the reality we are
living in. The recent technological advancements have led to a del-
uge of data from various domains, such as social networks, scientific
sensors, smart cities, and the Internet. The global data volume from
2005 to 2020 is predicted to grow by a factor of 300, from 130
exabytes to 40,000 exabytes, representing a double growth every
two years [1]. To cope with the volume, velocity and variety of
data produced, the term “big data” was brought up to capture the
meaning of this evolving trend of data.

Big data are becoming a new technology focus in science and
engineering domains. Big data systems include a set of tools and
mechanisms to acquire, store, and process disparate data while
leveraging the massively parallel processing power to perform
complex transformations and analysis. However, designing and
deploying a big data framework system for a specific application is
not a trivial or straightforward task [2,3]. This is due to the fact that
data comes from multiple, heterogeneous and autonomous sources
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with complex and evolving relationships, and keeps on growing.
Moreover, the rise of big data applications where data collection
has grown tremendously is beyond the capability of current com-
monly used hardware and software platforms to manage, store and
process within a tolerable amount of time [2].

Many utilities are transferring to smart meters and smart
grids as part of long range planning to improve the reliability
of power supply, incorporate distributed generation resources,
develop storage solutions, use the power plants efficiently, and
enable customers to participate in controlling their energy use. To
accomplish this, many utilities are deploying smart meter systems
as a first step. This leads to incorporate other challenges. For exam-
ple, going from a system that reads the meter once a month to
a smart meter that can provide meter readings every few minute
leads to millions of reads per hour. The resultis a massive increase in
data that is overwhelming if not managed properly. This generated
dataif managed efficiently can provide better understanding of cus-
tomer behavior and assist in defining electric tariffs. For example,
time of use pricing encourages customers to operate certain higher
voltage appliances at off-peak periods. Consequently, customers
save money and less power is generated.

Smartgrids are adynamic field of research and development and
are currently observing a phase where research ideas are of inter-
est. Technology changes are starting to permeate through the entire


dx.doi.org/10.1016/j.epsr.2017.06.006
http://www.sciencedirect.com/science/journal/03787796
http://www.elsevier.com/locate/epsr
http://crossmark.crossref.org/dialog/?doi=10.1016/j.epsr.2017.06.006&domain=pdf
mailto:aamunshi@ualberta.ca
dx.doi.org/10.1016/j.epsr.2017.06.006

370 A.A. Munshi, Y.A.-R.I. Mohamed / Electric Power Systems Research 151 (2017) 369-380

smart grid, from generation to transmission and distribution. For
example, renewable power resources such as wind and solar power
are being included in the generation mix, not just by the power gen-
eration utilities, but also by consumers through micro-grids. Also,
vehicle-to-grid (V2G) and grid-to-vehicle (G2V) technologies can
provide power flow from vehicles to power lines and back. Also,
smart meters are being deployed at consumer premises to monitor
near real-time energy consumption data and securely communi-
cate it back to the utility over communication networks. These
meters can also receive data from the utility with information on
dynamic power usage and incentives for reducing load during peak
periods. Streaming various data from thousands of smart meters,
sampled every few minutes, must be collected and correlated for
monitoring, controlling, and research purposes. Also, such data can
be processed and shared between utilities and customers to enable
dynamic demand response (DDR) for near real-time monitoring
and response. Smart grids are characterized by concepts of sus-
tainability, interoperability, and controllability. The contemporary
developments toward the future smart grid will require acquir-
ing and analyzing data of integrated devices, such as distributed
storage, intelligent loads, and distributed energy resources [4].
However, the massive amounts of data evolving from smart grids
needs to be sufficiently managed to increase the efficiency, relia-
bility and sustainability of the grid. This is a big data challenge that
requires advanced informatics techniques and cyber-infrastructure
to deal with huge data and their analytics. Interestingly, big data
reflects the true nature of the smart grids. For that, the unprece-
dented data volumes require an effective platform that takes the
smart grid a step forward in the big data era.

In Refs. [2,5-9] various challenges and issues in adapting big
data technology were discussed. From their research, it was con-
cluded that refining a unified framework suitable for every module
is not straight forward due to the diversity of applications. For that
big data frameworks for smart grids are of research interest. In Refs.
[7,9] several main elements of big data and data base technologies
that are beneficial within the utility ecosystem are scratched on,
but a comprehensive idea on how big data elements can construct
a framework to deal with smart grid data has not been presented.
The authors of Ref. [8] designed architecture for smart grids based
on mathematical foundations and statistical procedures. Ref. [3]
analyzed several challenges of big data and suggested that high-
performance computing platforms are required to unleash the
power of big data. In Ref. [10], statistical learning algorithms for
big data were presented. Also, Ref. [11] presented an unsupervised
method for early event detection in smart grids with big data. A big
data value chain in Ref. [2] was presented; it decomposed big data
into four sequential modules, namely data generation, data acqui-
sition, data storage, and data analytics. More in detail, numerous
approaches for each phase were highlighted, and a prevalent frame-
work for addressing big data challenges was suggested. Ref. [12]
demonstrates a cloud-based DDR platform project being deployed
in the University of Southern California (USC) campus micro-grid
as a testbed for transforming Los Angeles utility into a smart grid
in the future. Works in big data analytics mainly describe possible
theoretical frameworks and challenges, and lack practical imple-
mentation. Specially, handling real smart grid big data is becoming
an area of research interest for that, this paper focuses on the devel-
opment of a comprehensive big data framework for analytics in
smart grids. Furthermore, an implementation and application of
the framework is applied to test its feasibility.

The contributions of this paper to the research field are:

- A comprehensive big data framework for smart grids.
- The utilization of open source state-of-the-art prevalent Hadoop
platform for addressing smart grids big data challenges.

- The adoption of open source tools to provide an easy and cost-
effective development environment for practicing engineering to
develop similar tools for their demanding smart grid applications.

- Practical implementation of the framework, including necessary
configuration and coding, and application of the framework on
real smart grid data.

- The development of a secure cloud-based DDR platform.

- Outlining potential research directions that can be applied using
the framework.

- The ability to perform various data analytical applications on top
of the framework.

The remainder of this paper is structured as follows. Section 2
briefly discusses the main characteristics of big data. The big data
core components used in the framework for smart grids and the fea-
tures of using the Hadoop platform in the smart grid environment
are highlighted in Section 3. Furthermore, the big data framework
for smart grids including the lifecycle of smart grid data from data
generation to data analytics is introduced. An implementation with
relevant source code on a secured cloud platform is presented in
Section 4. The application of the framework on two scenarios is pre-
sented in Section 5. Finally, the conclusions are drawn in Section
6.

2. Characteristics of big data

Concurrently, there has been much discussion about what big
data actually means [2,12,13]. However, the most common defi-
nition in literature is the “Vs” definition [2,14-19] which contains
several characteristics of big data beginning with the letter “V”. In
this paper, we limit ourselves to the “4Vs” definition [19] (volume,
variety, velocity and veracity) which are discussed next.

- Volume: big data implies enormous volumes of data. Concur-
rently, that data is generated by machines, networks, and social
media. Thus, the volume of data to be analyzed is massive.

- Variety: refers to the various sources and formats of data (struc-
tured, semi- structured and unstructured). As data comes in the
form of photos, videos, logs, sensor devices, etc., this variety of
data formats creates challenges for storage, mining and analyzing.

- Velocity: the velocity of data is the rate at which data arrives. This
also includes the time that it takes to process and understand the
acquired data to help in decision making.

- Veracity: is a term that refers to the quality or trustworthiness of
the data. Tools that help handle big data’s veracity discard noise
and abnormality in data and transform the data into trustworthy
insights.

3. Framework’s big data core components for smart grids

This section highlights the big data core components used in the
framework for smart grids. Also, the features of using Hadoop’s big
data platform in smart grids environment are highlighted. Further,
the framework that covers the lifecycle of smart grid data from data
generation to data analytics is covered.

3.1. Big data core components—state-of-the-art

Fig. 1 illustrates the hierarchical architecture of the core com-
ponents of the suggested framework for smart grid big data. In the
following sub-sections, the state-of-the-art components of the data
acquisition, data storing and processing, data querying and, data
analytics components are introduced. The data storing and pro-
cessing components are included in the same subsection as they
fall under the same platform (Hadoop).
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Fig. 1. A hierarchical architecture of the core components for smart grid big data, including the components of data acquisition, data storing, data processing, data querying

and data analytics.
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Fig. 2. A basic Flume topology to ingest data into HDFS.

3.1.1. Data acquisition component

Flume is a distributed system developed by Apache that effi-
ciently collects, aggregates, and transfers large amounts of log data
from disparate sources to a centralized storage. However, flume can
be used to ingest large amounts of streaming data such as social
media and sensor data into the Hadoop’s Distributed File System
(HDFS) which will be introduced in the following subsection.

Fig. 2 depicts a representative Flume topology [20] and the fol-
lowing components make up the Flume data acquisition tool:

- Event: a stream of data that is transported by Flume.

- Source: the entity through which data enters into Flume. A source
can actively poll for data or wait for data to be delivered to it.

- Sink: the entity that delivers the data to the destination. A variety
of sinks allows data to be streamed to a range of destinations. Here
the HDEFS sink that writes events to an HDFS storage is used.

- Channel: the conduit between the source and the sink. Sources
ingest events into the channel, and the sinks drain the channel.

3.1.2. Distributed data storing and processing components

Hadoop [21] is an open-source software platform that supports
massive data storage and processing. Instead of relying on expen-
sive, proprietary hardware to store and process data, it enables
distributed processing of large amounts of data on clusters of
commodity servers. The core of Hadoop consists of two main com-
ponents: a storage component which is Hadoop’s Distributed File
System (HDFS) [22] and a processing component called MapReduce
[23]. Hadoop is considered to be a major part of any architecture in
big data.

Hadoop was inspired by Google’s work on its distributed file
system, Google's File System (GFS) [24]| and the MapReduce pro-
gramming model. Shortly after Google published papers describing
GFS and MapReduce, it became apparent that the GFS and MapRe-
duce modules together had applications beyond the search engines.
In 2006, these software components became an Apache project,
called Hadoop.

HDFS is a distributed storage file system developed to run
on commodity hardware that references the GFS architecture. An
HDFS cluster consists of a single NameNode that manages the file
system metadata, and numerous DataNodes that store the actual
data. A file is split into one or more blocks, and these blocks are
stored in a set of DataNodes. Each block has several replications
distributed in different DataNodes to avoid missing data.

MapReduce [23] is the processing component of Hadoop. It con-
sists of a single master (JobTracker) and one slave (TaskTracker)
per cluster node. The master is responsible for scheduling jobs
for the slaves, monitoring them and re-executing the failed tasks.
The slaves execute the tasks as directed by the master. MapRe-
duce and HDFS run on the same set of nodes, which allows tasks
to be scheduled on the nodes in which data are already available.
MapReduce was sufficient at a few specific kinds of batch pro-
cessing, which was an obstacle in taking advantage of Hadoop’s
flexibility with data and storage. In 2013, Hadoop was released
with Yarn [25] (Yet Another Resource Negotiator) or MapReduce2.
Yarn is a general-purpose resource manager for Hadoop, which
enabled applications from other processing frameworks to run on a
Hadoop cluster in a distributed manner. Also, it started a paradigm
for stream data applications. The fundamental idea of Yarn is to split
up the two major responsibilities of the JobTracker/TaskTracker of
the MapReduce into separate entities. Yarn basically consists of
a global ResourceManager and per-node slave NodeManager for
managing applications in a distributed manner. The ResourceMan-
ager is the ultimate authority that arbitrates resources among all
applications in the cluster of commodity servers. An Application-
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Master in Yarn negotiates resources from the ResourceManager and
works with the NodeManager(s) to execute and monitor the com-
ponent tasks. The ResourceManager has a scheduler, which handles
allocating resources to the various applications running in the clus-
ter. The scheduler schedules based on the resource requirements
of each application. Each ApplicationMaster has responsibility for
negotiating appropriate resource containers from the scheduler,
tracking their status, and monitoring their progress. Unlike MapRe-
duce, this architecture allows an unlimited number of nodes to be
added to a cluster at any time without affecting the functionality
of the existing cluster.

The interested reader is referred to Refs. [21-25] for more details
on the Hadoop platform.

3.1.3. Data querying components

Hive [26] and Impala [27] are two SQL-like high-level declarative
languages that express big data analysis tasks. They facilitate query-
ing and managing big data residing in distributed storage. Hive
express big data analysis tasks in MapReduce operations. Whereas,
Impala is a real-time interactive SQL query tool on big data [27].
Impala does not have to translate an SQL query into another pro-
cessing framework, such as MapReduce operations on which Hive
depends on. The execution of an Impala query is executed in paral-
lel in each node’s memory in the cluster. The intermediate results
of the nodes are transmitted and aggregated then returned. As a
result, Impala queries can provide near real-time results.

3.1.4. Data analytics components

Mahout is a data mining library implemented on top of Hadoop
and provides batch machine learning processing. It contains various
core algorithms for scalable performant machine learning applica-
tions.

SAMOA [28] (Scalable Advanced Massive Online Analysis) is a
distributed streaming machine learning framework that contains a
programming abstraction for distributed streaming algorithms for
the most common data mining and machine learning tasks.

Tableau is an interactive data visualization tool that enables
users to analyze, visualize and share information and dashboards.

3.2. Features of Hadoop'’s platform in smart grids

Hadoop has attracted substantial attention from both industry
and scholars. In fact, Hadoop has long been the mainstay of the big
data movement. Hadoop has many advantages, and the following
features make it suitable for smart grid big data management and
analysis:

3.2.1. Scalability

Hadoop allows hardware infrastructure to be scaled up and
down with no need to change data formats [2]. The system can
automatically re-distribute data and computation tasks to accom-
modate hardware changes. For example, if new neighborhoods or
generation utilities are added to the grid, additional nodes and stor-
age devices can be added to the existing cluster without affecting
the functionality of the existing nodes.

3.2.2. Real-time cost efficient computation

Hadoop’s Yarn [25] brings massively parallel computation to
commodity servers, leading to a sizeable decrease in cost per ter-
abyte of storage, which makes parallel computation affordable with
the growing volume of smart grid data. This presents an opportu-
nity to share data between utilities and customers to enable DDR for
near real-time monitoring and decision making. Also, this enables
low-latency mining and forecasting tasks on smart grid stream
data.

3.2.3. Flexibility

Hadoop is free of schema and able to absorb various types of
data from numerous sources. Moreover, different types of data from
numerous sources can be aggregated for further analysis. Hence,
many challenges of the various types of smart grid data can be
addressed.

3.2.4. Fault tolerance

Missing data and computation failures are common in smart
grid data. Hadoop can recover the data and computation failures
caused by node breakdown or network congestion by storing the
data at many nodes and distributing the computation work to other
healthy nodes in the cluster.

3.3. Big data framework for smart grids

The framework to deal with smart grid big data is presented
in Fig. 3. The framework covers the lifecycle of smart grid data
from data generation to data analytics. The following sub-sections
discuss the framework stages in details.

3.3.1. Data generation

Streaming data is generated from thousands of smart meters
in the smart grid, sampled every few minutes. The generated data
may belong to a supplier site (e.g., power plants and wind farms)
or a demand site (e.g., residential homes and factories). In addition,
environmental events such as weather conditions from weather
stations can be beneficial. For example, to predict the amount of
power that can be generated from a certain power resource such
as, a wind farm. In this framework, data from various sources are
considered these include electric vehicles (EV), residential homes,
commercial buildings, industrial factories, solar panels, wind tur-
bines and various power plants. Considering data from such sources
increases the grid’s reliability as technology changes are starting to
permeate through the entire smart grid, from generation to trans-
mission to distribution. For example, renewable power resources
are being included in the generation mix, not just by the power
generation utilities, but also by consumers through rooftop solar
panels, residential wind turbines, EVs and other micro-generators
that can act as positive supply to the grid.

3.3.2. Data acquisition

The data acquisition for smart grids’ data can be decomposed
into three sub-tasks namely, data collection, data transmission, and
data pre-processing. The data generated from the previous stage
are collected proactively by centralized/distributed agents. The col-
lected data is then transmitted to a master node(s) in the Hadoop
cluster. It should be noted that local master nodes can be included
in the system. Once the raw data are gathered, it is transferred to
a data storage infrastructure for subsequent processing. Due to the
diverse source of data, the collected data may have different for-
mats and information, accordingly, data pre-processing is required.
Data integration techniques aim to combine data from different
sources and provide a unified view of the data [2]. In this frame-
work, the data is transferred to comma-separated value (csv) files.
The attributes of the data contain information such as, the times-
tamp, smart meter’s ID, generated/consumed power and location.
Also, in the pre-processing of data, inaccurate and incomplete data
are amended or removed to improve the quality of data.

Flume can fulfil the function of the data acquisition. It can col-
lect, aggregate, and transfer the large amounts of generated data
from the various sources to a Hadoop master node. When a Flume
source receives data, it stores it into one or more channels. The
channel is a passive store that keeps the event until it is consumed
by a flume sink. The flume sink removes the event from the chan-
nel and puts it into an external repository. In this framework, it is
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Fig. 3. The framework to deal with smart grid big data for visual analytics. The framework covers the lifecycle of smart grid data from data generation to data analytics and

forms a learn and response loop.

desired to sink the data files into an external HDFS repository. The
HDFS sink in Flume allows writing data into an HDFS repository in
a desired format by allowing plug-in serializers. Serializers convert
and restructure the Flume data into a desired format. Consequently,
the data are pre-processed, and a unified view of the data can be
achieved.

3.3.3. Data storing and processing

After the smart grid data has been acquired, in this stage,
Hadoop’s HDFS handles storing the data for further processing. As
mentioned previously, an HDFS cluster consists of a single NameN-
ode that manages the file system metadata, and collections of
DataNodes that store the actual data. The received smart grid data
is split into one or more blocks, and these blocks are stored in a
set of DataNodes. Hadoop Yarn is the computation core for big
data analysis. The HDFS and Yarn run on the same set of nodes,
which allows tasks to be processed on the nodes in which smart grid
data are already present. Fortunately, open-source Apache Hadoop
distributions that include the MapReduce, HDFS and other basic
components exist. The most common open-source Hadoop distri-
butions include Cloudera, MapR and Hortonworks.

3.3.4. Data querying

Hive and Impala are used in this framework to read the smart
grid data from a HDFS repository and select, analyze or generate
data of interest. For example, the consumption of electricity for a
certain region or the aggregated power produced from wind farms
can be obtained. The data querying stage runs on top of a Hadoop
cluster which allows obtaining prompt results. It should be noted
that other data querying elements such as ‘Apache Pig’, which cre-
ates MapReduce operations, can be used.

3.3.5. Data analytics

The smart grid data acquired must be shared to improve the
efficiency of the smart grid. For example, this data can be utilized
by analytics for proposing curtailment, researchers for data mining
and correlations, and consumers visualizing and gaining knowl-
edge of their power profiles. The sharing of such data must be
balanced against the concerns of data security; however, this issue
is beyond the scope of this paper. Secure transmission of such data
can be aggregated using methods such as in Refs. [29] and [30].
Many tools exist to perform data analytics such as, Tableau for big
data visualization, and Mahout and SAMOA for mining big data.

The data analytics stage has two main objectives, to learn and
to response. Sharing the grid’s status between utilities and con-
sumers promotes the stability of the smart grid. Also, consumers
act as an active part in the stability of the grid. This can be achieved
through visualization dashboard portals, which provide a visualiza-
tion of the smart grid’s status that can be accessed via the Internet
or mobile apps. Consequently, a DDR strategy by analytics can be
suggested to determine customers and buildings to target during a
peak load period. Moreover, dynamic power pricing and incentives
for reducing load during peak periods can be advertised for.

4. Implementation on a cloud computing platform

This section demonstrates the implementation of the frame-
work on a cloud computing platform. Then a method to establish
a secure connection between the cloud cluster nodes is briefly
presented. Further, the settings of the components that are used
at each stage of the framework are discussed. For simplicity, in
the data storing and data processing stages a Hadoop distribution
namely, Cloudera distribution Hadoop (CDH) that contains MapRe-
duce/Yarn and HDFS is used instead of setting up each component
separately.

4.1. Cloud platform

Cloud computing can be deployed as the infrastructure layer for
big data systems to meet certain infrastructure requirements, such
as cost-effectiveness, improved accessibility, and scalability. Based
on the requirements of the proposed framework, Infrastructure as
a Service (IaaS) clouds [31] are appropriate to use to implement
the smart grid big data framework. Cloud service providers such
as, Amazon AWS and Google can be utilized to build a cluster that
will host the framework. In this implementation, a Google cloud
platform cluster with six machines is used. Five machines running
CentOS Linux operating system will be deployed for the Hadoop
platform. The remaining machine will be running Windows oper-
ating system to perform the visual analytical tasks. In the Hadoop
cluster there will be one master node and four slave nodes. The IP
address and host name of the nodes are identified at each node in
the/etc/hosts file (Fig. 4):

It should be noted that at any time a new node is added to the
cluster, it must be defined to all other cluster nodes in the/etc/hosts
file.
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10.240.0.2 master.sgf #IP and node name for master
10.240.0.3 slavel.sgf #IP and node name for slavel
10.240.0.4 slave2.sgf #IP and node name for slave2
10.240.0.5 slave3.sgf #IP and node name for slave3
10.240.0.6  slaved.sgf #IP and node name for slave4

Fig.4. The IP address and host name of the machines identified at each cluster node
in the/etc/hosts file.

~]$ ssh-keygen
~1$ cd ~/.ssh

~]$ cp id_rsa.pub authorized_keys #copying node key to list of authorized keys

Fig. 5. Commands to setup an SSH connection.

Often smart grid big data analysis is conducted with a vast array
of data sources that come from many unvetted sources. For that, it
isrequired to be aware of the security and governance policies that
apply to various smart grid data sources. The data that remains
will need to be secured and governed. Therefore, a well-defined
security strategy is required. It should be notated that security is
something that requires frequent update strategies because the
state of the art is constantly evolving. Also, data encryption, for
example, when sending the smart grid data to a cloud provider
can be considered, however, this point is beyond the scope of this
paper. In order to establish the smart grid framework in a secure
cluster environment, Secure Shell version 2 (SSH) protocol [32] is
adopted. SSH is a cryptographic network protocol that allows net-
work systems to operate securely over an unsecured network. The
SSH provides a secure encrypted linkin a client-server architecture,
which connects a client with a server. In addition, SSH provides
authentication, encryption and data integrity to secure network
communications. The setup of SSH enables different operations on
the cluster, such as starting, stopping, and distributing operations
to nodes. In the context of our cluster, it provides secured connec-
tion between the slaves and master(s) nodes. Also, specifies how
a node can connect securely to another node, and then use the
resulting secure connection to access the other nodes resources. An
advantage of implementing the framework using a known cloud
service providers, is that their cloud service compleys with the
Cloud Security Alliance (CSA) standards which promote the use
of best practices for providing and ensuring security within cloud
compting. To implement the SSH in the cloud cluster, the public
key authentication method in used. Public key authentication in
SSH is considered to be a popular strong authentication method,
that it used to authenticate the cluster nodes. To accomplish this,
a manually generating public and private key are generated on a
node. The public key will be given to all cluster nodes that require
authentication. Any data encrypted with that public key, will be
decrypted with the corresponding private key. Thus, every clus-
ter node has a file which contains the complete list of the other
node keys. While authentication is based on the private key, the
key itself is not transferred through the network during authenti-
cation. The SSH only verifies if the same node offering the public
key also owns the matching private key. This will prevent a node
that does not belong to the cluster to connect as an authenticated
node (eavesdropping). The commands to setup an SSH connections
are presented in Fig. 5.

2009-07-14 00:00:00,1001,0.286,30302
2009-07-14 00:00:00,1002,0.089,80302
2009-07-14 00:00:00,1003,0.086,80302
2009-07-14 00:00:00,1004,0.149,80302
2009-07-14 00:00:00,1005,0.086,80302

R —

Fig. 6. Sample of the csv file that includes attributes of timestamp, smart meter’s
ID, generated power and zip code.

Then the public key (id_rsa.pub) is copied to each node. Hence,
every node in the cluster has the complete list of the other node
keys.

The components that are needed to implement the frame-
work (i.e., Flume, Hadoop, Hive, Impala) are setup on the cluster.
Fortunately, those components can be found in open source dis-
tributions. For simplicity, in this framework Cloudera distribution
Hadoop (CDH) is used. During the setup of CDH, the master and
salve nodes are identified by their host name or IP address. The
master node will run the master “daemons” and it knows where
the slaves are located and how many resources they have. A node
identified as master runs several services; the most important is
the ResourceManager which decides how to assign the resources.
Nodes identified as slaves announce themselves to the ResourceM-
anager. Periodically, they send heartbeats to the ResourceManager.
Each slave node offers resources to the cluster. The resource capac-
ity is the amount of memory and the number of cores. At run-time,
the ResourceManager will decide how to use this capacity.

4.2. Flume

Once the data are available from smart meters, it is sent to a local
node. An advantage of using the cloud service is that the data can be
sent from any location as long as there is an Internet connection and
the security protocol of the cloud allows it. For example, a certain
neighborhood’s data can be sent to a node using one Internet con-
nection. It should be noted that the network communication and
aggregation of smart meter data is beyond the scope of this paper.
Papers that discuss these topics can be found in Ref. [29,30]. Nodes
that act as flume agents can be master nodes or slave nodes. In this
implementation, a flume agent receives datain a csv file format. The
attributes of the file can include data such as, the timestamp (Date-
times), smart meter’s ID (ID), generated (Gen)/consumed (Cons)
power and zip code (Zip) (Fig. 6).

When a flume source receives an event it stores it into one a
channel that keeps the file event until it is consumed by a flume
sink (see Fig. 2). The sink removes the file event from the channel
and puts it into the HDFS sink. The file events are removed from
the channel only after they are stored in the HDFS repository for
reliability. The flume agent configuration is stored in a local con-
figuration file (/etc/flume-ng/conf/flume.conf). This is a text file that
follows the Java properties file format. Configurations for one or
more agents can be specified in the same configuration file. The con-
figuration file includes properties of each source, sink and channel
in an agent and how they are wired together to form data flows.

4.3. Hadoop platform

In this illustration the Cloudera Manager Hadoop distribution is
used for simplicity. The reason for using such distribution is to pro-
vide an easy development environment for practicing users that
are not familiar with CentOS operating system to develop sim-
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# Initialize agent's source, channel and sink

agent.sources = SGFExampleDir

agent.channels = memoryChannel

agent.sinks = flumeHDFS

# Setting the source to spool directory where the file exists
agent.sources. SGFExampleDir.type = spooldir
agent.sources. SGFExampleDir.spoolDir =

/usr/local /flumeSGF

# Setting the sink to HDFS repository
agent.sinks.flumeHDFS.type = hdfs
agent.sinks.flumeHDFS.hdfs.path =
hdfs://master/user/flume/sgf
agent.sinks.flumeHDFS.hdfs.fileType = DataStream

# Write format can be text or writable
agent.sinks.flumeHDFS.hdfs.writeFormat = Text

# Connect source and sink with channel

agent.sources. SGFExampleDir.channels = memoryChannel
agent.sinks.flumeHDFS.channel = memoryChannel

Fig. 7. Flume configuration file flume.conf that defines how the source, sink and

m

channel are wired together to form the data flows.

W N e
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—

Fig. 8. HDFS distributes file blocks among cluster nodes.

ilar tools for their demanding smart grid applications. Cloudera
Manager automates the installation of the essential configuration,
debugging, SQL database, CDH agents and other components.

During the installation, the cluster nodes are specified using the
IP address and host name (Fig. 4). It should be noted that an existing
link between the cluster nodes should exist. This has been com-
pleted by establishing the SSH secure encrypted link (Section 3.1).
Also, the cluster nodes are assigned master and slave roles, and
there can be more than one master node in the cluster. The nodes
are assigned roles that run on them. For example, nodes that per-
form MapReduce tasks are specified and nodes that perform a Hive
task are also specified. A cluster node may be specified to perform
more than one task. The status and usage of nodes can be monitored
through the Cloudera Manager. This can assist decision makers in
adding/reducing the number of nodes in the cluster and monitoring
the reliability of nodes.

Identifying the master and slave nodes was completed during
the setting up of CDH for the cluster. In the previous step, Flume
ingested the data into the HDFS repository. HDFS manages storage
on the cluster by breaking the incoming files into blocks, and storing
each of the blocks redundantly across the slaves. In the common
case, HDFS stores three complete copies of each file by copying each
block to three different nodes for reliability (Fig. 8). Each block size

Fig. 9. CDH distributes the work out to the nodes.

CREATE EXTERNAL TABLE ConsumptionsTable (
Datetimes TIMESTAMP,
ID BIGINT,
Cons FLOAT)

ROW FORMAT DELIMITED

FIELDS TERMINATED BY ',

LOCATION 'user/flume/sgf';

Fig. 10. The Hive SQL-like query to build a table that includes the time stamp, ID
and consumption of the smart meters.

is 128 MB by default, and can be changed to meet the application
demand. However, decreasing the block size could lead to a huge
number of blocks throughout the cluster, which causes the master
node to manage an enormous amount of metadata. Determining
the optimal size of blocks is beyond the scope of this paper.

The CDH processing component, YARN, takes advantage of this
data distribution by distributing the work involved in an analysis
out to many different nodes. Each of the nodes runs the analysis
on its own block from the file (Fig. 9). The results are collated and
digested into a single result after each involved block has been ana-
lyzed. The CDH monitors jobs during execution, and will restart
work lost due to node failure if necessary.

4.4. Hive

Hive facilitates reading, writing, and managing the data stored
in the HDFS repository using an SQL-like interface. In this frame-
work Hive reads the smart grid data file from the HDFS repository,
and generates a data table of interest. In this implementation it is
desired to build a table that includes only the time stamp, smart
meter ID and consumption of the smart meter. The SQL-like query
can achieve this (Fig. 10).

This query will read data from ‘user/flume/sgf’ (the path where
Flume sinks the data in Fig. 7), and anytime new data is ingested
into this directory, the “ConsumptionsTable” table will be updated
automatically.
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CREATE EXTERNAL TABLE SingleHouse (

datetimes TIMESTAMP , Cons float, pvpower float,
windpower float, Zip STRING )

ROW FORMAT DELIMITED

FIELDS TERMINATED BY','

LOCATION 'user/flume/sgf';

Invalidate metadata;

ORDER BY (datetimes) DESC;

Fig. 11. The Impala SQL-like query to build a table that includes the timestamp,
consumption, pvpower, windpower and zip code.

4.5. Impala

Similar to Hive, Impala is able to read, write, and manage the
data stored in the HDFS repository using SQL-like queries. However,
Hive and Impala differ in the way they function and how SQL-like
statements are written. The following query is an example that
deals with a single house smart meter data, including power gen-
erated from solar panel (pvpower) and a residential wind turbine
(windpower). The query creates a table that includes the times-
tamp, consumption, pvpower, windpower and zip code (Fig. 11).
The “Invalidate metadata” statement is required after a table is cre-
ated, to update the metadata. To respond to queries, Impala must
have current metadata about the data and tables that clients query
directly. Therefore, if the data table used by Impala is modified, the
information cached by Impala must be updated. In cases where a
delay of data occurs due to power outages, Flume will ensure the
data is stored into the HDFS storage and Impala/Hive will update
the tables when the data becomes available in “’user/flume/sgf.
Adding the “ORDER BY” statement will reorder the data based on
the timestamp in this case.

4.6. Visual analytics

In this implementation the Tableau software is used for the
smart grid big data visual analytics. The Tableau presents interac-
tive data visualizations by means of SQL queries. Here it is desired
to send SQL queries to Hive/Impala to build a visualization of data of
interest. In order to accomplish this, a connection between Tableau
and Hive or Impala has to be established. Open database connectiv-
ity (ODBC) interface allows applications to access data in database
management systems (DBMS) using SQL as a standard for accessing
the data. The remaining machine running Windows operating sys-
tem is used to setup Tableau and install Hive/Impala ODBC drivers
[33] by Tableau. In the Tableau software, a Hadoop server is cho-
sen to connect to, and the machine and port are determined. The IP
address or host name of one of the machines that run Hive/Impala
are entered. For example, to connect to the master node the IP
address should be 10.240.0.2 (from Fig. 4). In the port field, the
port is the number of the transmission control protocol (TCP) port
that the Hive/Impala server uses to listen for client connections. In
CDH, the Hive TCP port is 10000 and the Impala TCP port is 21050.
Once a connection is established, the desired HDFS data can be
reached. The visualizations in Tableau are built by sending SQL-like
Hive/Impala queries generated by Tableau. The Hive/Impala per-
form on top of the Hadoop platform which allows vastly improved
speed on big datasets for prompt visual analytics.

5. Practical applications of the framework

The framework described in Section 3.3 can be applied to man-
age energy for a single-house, neighborhood or the entire grid.

In this section, the cloud platform and Hadoop cluster to imple-
ment our frameworKk is presented, and then the application of the
framework is applied to two scenarios. In the first scenario, the
framework is applied on a single-house to manage its power usage,
to save power and contribute to the smooth and efficient function-
ing of the electric grid. In the second scenario, the framework is
applied on a recently available smart metering data set that con-
sists of 6436 homes and businesses. The framework was hosted
on an laaS Google cloud platform that consists of six machines. A
Hadoop cluster was setup on five machines with one master node
and four slave nodes. The master node is a 2.6 GHz, 7.5 GB RAM run-
ning 64-bit Linux operating system. All slave nodes were 2.6 GHz,
3.75 GB RAM running 64-bit Linux operating system. The remain-
ing machine was a 2.6 GHz, 3.75 GB RAM running 64-bit Windows
operating system to run Tableau to perform the visualization tasks.
A secure encrypted link between the cluster nodes was setup using
the SSH protocol.

In the first scenario, beside the typical household appliances
that consume power, this house includes micro-power generators
namely, a residential wind turbine and rooftop photovoltaic (PV)
solar panels. Furthermore, an EV is included in the scenario, as
EVs are a hot topic in smart grids. The household electric power
consumption data was obtained from the UCI data repository [34].
It includes the global active power and three sub-meterings. The
first sub-metering corresponds to the kitchen, containing mainly a
dishwasher, an oven, and a microwave. The second sub-metering
corresponds to the laundry room, containing a washing-machine,
a dryer, a refrigerator and a light. The third sub-metering corre-
sponds to a water heater and an air-conditioner. To calculate the
power output of the wind turbine and PV solar panels, the wind
speed, temperature and irradiation data were obtained from [35]
with latitude of 39.74°N and longitude of 105.18°W. Due to the
lack of data sets that include the power consumption and micro-
power generators’ data, it is assumed that the house exists in a
location where the data of micro-power generators is available.
For that, it is assumed that the house is located with latitude of
39.74°N and longitude of 105.18°W, which is the same coordinates
of the data of the wind speed, temperature, and irradiation. The
wind turbine considered was a 3 kW residential turbine. The wind
turbine’s power output was calculated using the weather data (i.e.,
the wind speed and air density) of the specified location and the
wind turbine’s data sheet [36] put in the formulas in Appendix
A. The number of rooftop PV solar panels [37] was ten, and the
method to calculate the power output with respect to the weather
data (i.e., ambient temperature and solar irradiation) for the loca-
tion is described in details in Appendix B. The EV charging (G2V)
profile was obtained from a study of EV driver recharging habits in
the north east of England [38], and the EV discharging (V2G) habit
was obtained from Ref. [39] as it suggested that 10% of the EV’s
energy can be discharged into the network. The data generation
rate in this application is one-minute for all sub-metering. Fig. 12(a)
illustrates the consumption and generation of the house with one-
minute time resolution using the Tableau visualization tool. While
Fig. 12(b) illustrates a dashboard for the power status of the afore-
mentioned house updated every one minute. The consumption of
power (household loads and G2V)is in red color whereas the aggre-
gated generation from the PV panels, wind turbine and V2G is
in blue (Fig. 12(b)). A pie-chart can be added on the location of
the houses to observe the average consumption/generation power
(Fig. 12(c)). This can be applied to other houses on the map if data
were available.

Due to the lack of lengthy data sets similar to the data used
in the first scenario that consider micro-generators, in the sec-
ond scenario a large smart grid data set is considered. The reason
for applying the first scenario was to show that micro-generators,
including EV systems, can be included in the framework. In the sec-
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Fig. 12. Dashboards for power status. (a) cumulative consumption and generation
with one-minute time resolution. (b) power status of the house. (c) Map with pie-
chart for consumption (red) and generation for the house. (For interpretation of the
references to color in this figure legend, the reader is referred to the web version of
this article.)

ond scenario, itis also desired to test the efficiency of the framework
in handling lengthy smart grid data.

In the second scenario, a smart metering electricity behavior
data set from the Irish Social Science Data Archive [40] that took
place from July, 2009 to December, 2010 for 6436 Irish homes and
businesses with a 30-min time resolution is used to test the feasi-
bility of the framework. Each smart meter produced around 25,730
electricity consumption time series readings during the mentioned
period. This corresponds to over 165 million electricity consump-
tion readings to be ingested. The data generation rate of each smart
meter was 30-min. Thus, 6436 smart meter data observations were
ingested every 30-min. Each observation contains the time-stamp,
smart meter ID number, and electricity consumption. Utility com-
panies may have access to additional data about their customers,
e.g., location and square footage of the home. However, this infor-
mation is usually not available to third-party applications. The data
were individually ingested to a master node in the Hadoop cluster
using Flume. Once the data are collected, it is stored into an HDFS

Operator #Hosts Avg Time Max Time
06 : AGGREGATE 4 233.197ms 360.253ms
05:EXCHANGE 4 201.407us 247.779%us
04 : AGGREGATE 4 353.504ms 419.331ms
00:UNION 4 981.916us 1.796ms
| --02:SCAN HDFS 4 8.568ms 14.741ms
|--03:SCAN HDFS 4 2.426ms 4.5ms
01:SCAN HDFS 4 11.151ms 12.75ms

Fig. 13. Impala query execution time breakdown to produce/update the incoming
6436 smart meter data.

infrastructure. The SQL queries to read and arrange tables from the
electricity consumption of the 6436 smart meter readings are run
in Hive and Impala. As Hive and Impala differ in the way they func-
tion, it was desirable to test both to observe which one can perform
faster. In our Hadoop cluster, both Hive and Impala were able to pro-
duce/update the table with the newly stored 6436 smart meter data
(i.e., the time-stamp, smart meter ID number and electricity con-
sumption from each smart meter every 30-min) in a comparable
amount of time. Fig. 13 presents a breakdown for the time exec-
tion of the used Impala query to produce/update the smart meter
readings. In this application, we focus on developing a dashboard to
visualize the status of the smart grid for DDR purposes. To achieve
this, Tableau visualization software was used. The Tableau software
connects with the Hadoop cluster through Hive or Impala queries to
achieve near real-time visualization. Here Impala was able to out-
perform Hive in updating the visualization of the smart grids status.
This suggests that Hive can be suitable for big data batch process-
ing, whereas, Impala can satisfy the requirement of near real-time
big data processing [41]. Fig. 14(a) presents a dashboard for the sta-
tus of the on-hand smart grid with the aggregated consumption of
6436 Irish homes and businesses. Consequently, a DDR strategy by
analytics can be suggested during peak load periods. Utilities could
proactively identify abnormal conditions and take action to pre-
vent power outages and promote the grid reliability. Also, dynamic
power pricing and incentives for reducing load during peak peri-
ods can be advertised for. However, this is beyond the scope of this
paper. The locations of the smart meters’ locations can be visual-
ized on the map similar to Fig. 12(c). Also, a view of the power
consumption for a certain region or specific smart meters can be
obtained (Fig. 14(b)) for further analysis, for example, identifying
neighborhood groups with distinct load profiles.

6. Discussions and conclusions
6.1. Discussion

The framework presented in this paper was able to acquire,
store, process and query the massive amount of data in near real-
time. As Hive and Impala differ in the way they function, both were
able to produce/update the newly stored 6436 smart meter data
in a comparable amount of time. However, it was observed that
Hive can be suitable for big data batch processing, whereas, Impala
can satisfy the requirement of near real-time big data processing.
The Hive and Impala queries that build the smart meter data tables
were presented. It should be noted that the power of the Hadoop
platform is also capable of handling and processing online smart
grid applications where real-time operation is required. Also, this
paper covered a DDR task, by enabling the smart grid users to share
and visualize its information. This can present following benefits:

- The integration of renewables by using demand side management
to address supply fluctuations is promoted.

- The grid’s reliability can be increased by using the customers as
a virtual power resource during peak periods (negative demand
is equivalent to a positive supply).
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Fig. 14. Dashboards for power status in the smart grid. (a) Power consumption of 6436 Irish home and businesses updated every 30-min. (b) Power consumption of 11

selected smart meters.

- This can elude the need to build new power plants for standby
generation, by lowering the peak periods and advertising for
incentives for reducing loads.

- The environmental impacts can be limited as monitoring micro-
generators are included, especially V2G power.

Based on the research presented in this paper, some of the appli-
cations that can be carried out in the future are summarized in the
following:

- Applying data mining tools such SAMOA on near real-time smart
grid data streams for analyzing and forecasting.

- Consumer-oriented applications to provide feedback to end-
users on reducing electricity consumption and saving money
through smartphone push notifications.

- Producer-oriented applications to provide information about
consumers, such as their daily habits for the purposes of sending
incentives or clustering customers.

6.2. Conclusions

This paper presented a big data framework for smart grids. The
concept of big data and the core components of the framework
were highlighted. The framework’s stages including, data acquisi-
tion, data storing and processing, data querying, and data analytics
components were discussed in details. Furthermore, the function-
ality of Apache Hadoop platform and the features that make it
suitable for the smart grid big data management and analysis were
discussed.

The framework was implemented on a secure laaS cloud-
based platform, and relevant configurations and source codes were
presented. Also, the interfaces between various compnent combi-
nations that have been able to successfully communicate together
are build this framework are presented. The framework was hosted
on an laaS Google cloud platform which presents a cost-effective,
improved accessibility, and scalability infrastructure. The secure
link between the framework’s cluster nodes was established by
adopting the Secure Shell version 2 (SSH) protocol. Further, a
detailed configuration for the data acquisition component, flume,
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was presented. For simplicity, the Cloudera Manager Hadoop distri-
bution was used to install the essential configurations, CDH agents
and other components for the cluster nodes. It was observed that
the use of such open-source Hadoop distributions was comparable
to installing the Hadoop components separately. However, set-
ting up the Hadoop components separately is not likely an option
for average-users. Moreover, the CDH offers graphical user inter-
faces that assist in setting up and monitoring the cluster nodes.
Consequently, this achieves the intention of utilizing open source
state-of-the-art tools, and providing an easy and cost-effective
development environment for practicing engineers to replicate and
develop for their demanding smart grid applications. Furthermore,
the application of the framework was applied to two scenarios. The
first scenario was a single-house that included micro-generators
(i.e., wind turbine, PV roof panels and EV). The second scenario
included a real smart metering electricity behavior data set from
the Irish Social Science Data Archive for 6436 participating Irish
homes and businesses.

Finally, the impact of the proposed framework goes beyond
visual analytics, but in this paper the main objective was to intro-
duce a framework that can handle the massive smart grid data.
Service providers and researchers could follow the framework
guideline to conduct research in smart grid big data domains; and
improve the electrical grid. The application of the two scenarios and
the visualization of the grid’s status, suggests that this framework
is feasible in performing further smart grid data analytics. As this
framework was dedicated to the needs of smart grid big data, it is
worth noting that the practical implementation of the framework,
including necessary configuration and coding, and application, can
assist in developing big data frameworks for other disciplines that
can generate profit for businesses, promote the development of
sciences and technology and improve decision making for govern-
ment sectors.

Appendix A. Wind turbine power output
(A1) Wind turbine power output

1
Pw =5 PAV3Cy (A1)
where p is the air density, A is the swept area, v is the wind speed
and Cp, is the power coefficient.
Appendix B. PV power output

(B1) PV power output

The output power from the PV panels was calculated using the
irradiance and ambient temperature by following two steps [42]:

1. The calculation of the output dc power (Py.) generated from
the PV panel using a PV model and the PV module data sheet:

NOCT - 20
Te = Tymp + (T) s (B1)
Pgc = Pmax (5/1000) [1 — 0.005 (T¢ — 25)] (B2)

where T¢ is the cell temperature, T, is the ambient temperature, S
is theirradiance, NOCT is the operating cell temperature at Standard
Test Conditions (STC: S=1000W/m?2, Ty, =25 °C) and Py is the
maximum rated power.

2. The calculation of the output ac power (P,) generated from
the PV system using the manufacturer’s efficiency curve:

Pac = Pac X Nmismatch X Ndirt X Ninverter (B3)

where Nismatch» Ndire ANd Ninverter are array to mismatched modules,
dirt loss and inverter efficiency, respectively.
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