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ABSTRACT
As the use of low-power and low-resource embedded devices contin-
ues to increase dramatically with the introduction of new Internet
of �ings (IoT) devices, security techniques are necessary which
are compatible with these devices. �is research advances the
knowledge in the area of cyber security for the IoT through the
exploration of a moving target defense to apply for limiting the
time a�ackers may conduct reconnaissance on embedded systems
while considering the challenges presented from IoT devices such as
resource and performance constraints. We introduce the design and
optimizations for a Micro-Moving Target IPv6 Defense including a
description of the modes of operation, needed protocols, and use of
lightweight hash algorithms. We also detail the testing and valida-
tion possibilities including a Cooja simulation con�guration, and
describe the direction to further enhance and validate the security
technique through large scale simulations and hardware testing
followed by providing information on other future considerations.

CCS CONCEPTS
•Security and privacy →Security protocols; •Computer sys-
tems organization→Embedded and cyber-physical systems;
•Networks →Network protocols;
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1 INTRODUCTION
�ere is a paradigm shi� occurring in the way society interacts with
technology. �e Internet of �ings (IoT) can be described as groups
of wireless devices, o�en sensors and actuators, communicating
and connected via the Internet. �ese are low power, low resource,
and o�en una�ended devices that exchange data and allow for a
service. �ese services can vary from home automation such as
motion lights and unlocking doors to manufacturing uses such as
equipment controls. �is is an integration of the physical world
with the information world [20].

As the possibilities and services provided by the IoT grow, so does
the risk of cyber-a�acks which can now have more of a physical
threat thanks to the connection of everyday and new physical
devices to the Internet. Protecting the information and the sensors
and remote-controlled objects themselves is a challenge that needs
to be addressed. �is paper outlines a Micro-Moving Target IPv6
Defense, µMT6D. �e goal of this research is to experiment with,
analyze, and assess the viability of the use of µMT6D to protect IoT
low-powered embedded devices by limiting the time an a�acker
may conduct reconnaissance and therefore preventing them from
being able to target a device. �e design presented in this paper is
only the �rst step towards realizing this goal.

�is paper describes the design, optimizations, and testing and
validation directions of a micro-moving target defense aimed to
enhance the security of IoT devices by limiting the amount of time
an a�acker has to collect information and target a device for an
a�ack making it highly unlikely for such an a�ack to succeed. �is
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defense, µMT6D, is currently being implemented and the testbeds
set up. �e experimentation and results will come in future publi-
cations. �is paper shows the groundwork in the design, theory,
background, and the direction of this research. �e remaining sec-
tions of this paper describe the motivation behind this research
in Section 2, further background information in Section 3, the de-
sign and optimizations in Section 5, a description of the testing
and validation possibilities and a discussion on the base simulation
con�guration in Section 6, the future direction of this research in
Section 7, and �nally concluding remarks in Section 8.

2 MOTIVATION
�ere are several reasons why security is a major area of concern
for the IoT. Since most of the communications are wireless, this
can make them targets for eavesdropping. �e devices may also
be una�ended for prolonged periods of time, leaving them vul-
nerable to physical a�acks. Further, IoT devices limited in energy
and computing power do not allow for the implementation and
use of complex security schemes possible on other devices [1]. Us-
ing current encryption techniques o�en require more processing
power and memory than is found on most embedded devices [22].
Methodologies for secure communications and data storage need
to be adapted because they require more storage and power [3],
and the distributed nature and large number of devices introduces
authentication challenges [20]. O�en, to perform authentication,
IoT devices rely on a gateway such as a mobile device or wireless
access point [33].

�e data that is collected by these devices is an ever growing
collection of what may be sensitive information, including private
health, movement, environmental, or other types of metrics. Finally,
the addition of these devices which traditionally are not networked,
or are being utilized for new applications, may lead to the discovery
of new vulnerabilities and security risks not previously considered.
�e large number of devices alone increases the potential of an
a�acker being able to �nd a weakness or vulnerability [1]. It is
expected that 50 billion devices will be interconnected by 2020, and
this number is further expected to reach a trillion [18]. In general,
more devices mean more a�ack points and safeguarding these
devices is therefore vital to the security of the data and applications
for which the devices exist.

We need to look at advancing the state of the art of security
techniques to include methodologies and defenses suited for these
low-power and low-resource IoT devices. �ere are many security
questions which have not been answered in relation to the use of
embedded devices for these new applications and research �ndings
and metrics may not yet even exist for comparison or reference.
Just a few of the open questions which exist for IoT devices include:

How can IoT devices withstand a�acks aiming to . . .
• halt functionality?
• gain information?
• send false information?

�ese are very general and even more questions remain unex-
plored in this area of devices and although the use of small embed-
ded systems is not a new area, the rate at which they are being

utilized and their application for use in new areas such as smart
homes and everyday physical objects has led to these devices being
utilized at an even higher rate and present in many more places
they were not previously.

Each of these open questions mentioned deals with an a�ack
with a di�erent goal. Ba�ery exhaustion a�acks and denial of ser-
vice a�acks a�empt to stop the functionality and disrupt the service
of a device. Eavesdropping is just one passive a�ack with the pur-
pose of gathering information. Finally, man-in-the middle a�acks,
as well as physically tampering with sensors, exist for the purpose
of sending false information to devices and systems. In the context
of the IoT, imagine a smart thermostat being “tricked” into reading
that an area is much ho�er through the use of a heat lamp under the
sensor. �e thermostat may then run the air conditioning and rack
up a high bill for the building owner. �is may seem costly although
relatively harmless, but many embedded devices are utilized for
services which are considered to be much more high-risk. Health
devices responsible for human lives, machinery equipment where
malfunctions could lead to explosions or chemical leakages, and
�nally weapon or procedure sensors and actuators responsible for
system noti�cations or deployments are just a few examples of de-
vices for which security is a concern to prevent possibly devastating
consequences from targeted a�acks. �ese security vulnerabilities
do not just apply to household IoT products. Research has been con-
ducted to show how this shi� toward IoT devices relates to defense
strategies and systems. A “Military Internet of �ings” (MIOT) [31]
has been explained as an outcome of information based modern
warfare. �e ba�le�eld/zone will become an information network
�lled with systems and devices all in communication to aid infor-
mation sharing, decision making, and weapons control. �e MIOT
is a system allowing for the sharing of information with regard
to military people, equipment, and operational systems [31]. �e
IoT is quickly becoming interwoven in many di�erent aspects and
operations of our society. �ese open questions and concerns all
conclude in the need for more security strategies and defenses and
an analysis of their use with IoT devices within di�erent domains
and applications.

3 BACKGROUND
3.1 IoT Related Work
As mentioned in Section 2, security techniques must be adapted or
developed to secure the communications and sensitive data of new
IoT devices and applications [3, 18, 22]. Research and experiments
for the IoT have varied from Secure Multi-Hop Routing Protocols
[8] to testing large scale simulator applications [7]. Applications
vary widely from healthcare [32], green architecture, environmen-
tal monitoring, to smart transportation [21] and security remains
a major topic of concern. Since low-powered and low-resource
devices cannot make use of some traditional authentication meth-
ods or intrusion detection systems, new models and techniques are
needed [20, 33]. Many authentication methods, encryption forms,
hardware approaches, and protocols have been explored for use
[5, 6, 15, 30]. Much research has focused on the Transport Security
Layer [14, 24, 27]. However, implementing encryption and authen-
tication methodologies do not obscure the addresses of the devices,
leaving an opening for adversaries to �nd and target these devices.
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In terms of device addressing, the introduction of IPv6 has both
positive and negative rami�cations. Unfortunately, the StateLess
Address AutoCon�guration, SLAAC, allowing devices to create
their host portion of the IPv6 address, (the interface identi�er (IID)
o�en comprised of the MAC address), allows for malicious users
to identify device location and monitor and/or track the communi-
cations of those devices [11]. Tracking and monitoring an address
allows an adversary plenty of time to gather information in this
reconnaissance stage, and ultimately plan out an a�ack strategy.
�is is the scenario moving target defenses aim to prevent.

3.2 Moving Target Defense Related Work
A�ackers utilize reconnaissance to identify a target machine or
device for conducting an a�ack. A defense to this involves limiting
the time and possibility of selecting a target to directly impact the
ability of an adversary to carry out an a�ack. �is is the motivation
and underlying concept behind a moving target defense security
strategy.

Researchers at the Virginia Polytechnic Institute and State Uni-
versity have developed MT6D, a Moving Target IPv6 Defense, which
has been shown successful in thwarting targeted a�acks, host track-
ing, and eavesdropping by obscuring the network and transport
layer addresses and avoiding static defenses which allow adver-
saries unlimited time to conduct a�acks [13]. MT6D provides pri-
vacy and prevents targeted network a�acks by obscuring the com-
munication of two devices through address rotation [12]. �is can
be applied to the IoT. Optimizations were �rst done to this moving
target defense by translating the implementation code from Python
to C [16]. Next, a method has been developed for the dynamic
address change on low-powered devices [23, 26]. �is research
takes previous research in this area further and presents a design
and optimizations for fully implementing µMT6D and describes
the base simulation setup and future hardware testing for further
experimentation, assessment, and validation. By considering the
challenges presented from IoT devices such as resource and per-
formance constraints, this design, optimizations, and validation
testing and experimentation will allow for the assessment of the
use of µMT6D. As an overall goal and the leading direction for this
work, we present the question:

Is a moving target defense methodology a viable de-
fense for limiting reconnaissance time and thwart-
ing attacks for IoT devices?

�e next sections describe the concept overview and the design
and optimizations for µMT6D, the testing and validation con�gura-
tions which should be considered for experimentation, the simula-
tion base and hardware testbed needed along with a discussion of
metrics and validation. Finally, we then outline a few other future
works and directions for this research.

4 THREATS
IoT devices pose many new privacy risks based on the services they
provide and their characteristics. O�en, they are inaccessible for
long periods of time depending on the application and location,
for example a remote location where sunlight measurements are

taken. �ey may also only be “online” for small bursts of time to
save energy, especially if they have limited ba�ery or solar power.
�is makes updates, such as for security, di�cult. Further, these
devices tend to function for applications requiring huge amounts of
data collection, ranging from sensitive data for military operations
to personal data for �tness trackers. �e control and protection of
this data should be a top concern and presents challenges for those
producing IoT devices and implementing applications [28]. Given
these characteristics, it is important to understand the threats IoT
devices may face.

For example, IEEE 802.11 and the compressed 802.15.4 standards
send header frames in plaintext, thus exposing the MAC addresses.
�is can be used to track the owner of a device and connect the
MAC addresses to individuals. �is could lead to companies track-
ing users’ shopping habits or a�ackers learning personal informa-
tion about a user. Sni�ers could also be used to track a user and
gather information such as routine travel locations and allow for
the gathering of enough information to perform targeted a�acks
[2]. �ey could learn what hotel a user regularly stays at and try
and learn password information with an email link and a fake web-
site designed to mimic the hotel webpage and capture a password.
Similarly, the collection of MAC addresses could be used to identify
active IoT devices which are a part of a system, for instance a smart
home. �is allows for the discovery of what types of devices are
present and their active cycles, such as automatic se�ings for ther-
mostats in ”away mode” when users are not home. Inventory of IoT
devices and the �ows of data can reveal these types of schedules
and allow a�ackers to infer IoT device functions and system or user
behavior [25]. �is research aims to address similar threats.

5 DESIGN & OPTIMIZATION
A Micro-Moving Target IPv6 Defense, or µMT6D, was designed
to operate within IPv6 over Low-power Wireless Personal Area
Networks, or 6LoWPAN. As discussed, [26] and [23] showed the
viability of frequently rotating the IPv6 address of a single 6LoW-
PAN device. In order to implement and assess µMT6D, we have
designed the modes of operation and optimizations which will be
needed.

5.1 Concept Overview
�e overall concept of operations for µMT6D is that by changing
the address of the IoT device for which this security mechanism
is deployed, this will limit the amount of time an a�acker has to
conduct reconnaissance and therefore also limit the viability of such
an a�acker carrying out an a�ack. As mentioned in Section 3, and
following the same principles of MT6D, µMT6D aims to obscure the
communication of resource constrained devices through the use
of address rotation to prevent targeted a�acks. Figure 1 shows an
overview of this concept. At the top, is a depiction of three nodes,
or resource constrained IoT devices, communicating and utilizing
µMT6D. �is represents an example true con�guration. Below, is an
a�acker’s view of the con�guration in which seemingly many more
devices are communicating and also look to appear and disappear
on random addresses. �e a�acker does not have an idea of which
nodes are actually communicating and believes there are many
more nodes due to the many IPv6 addresses observed. A�er having
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an understanding of the basic concept, it is important to detail the
design for this concept. We present the design of two di�erent
modes of operation for µMT6D, Host-based and Border-based.

Figure 1: Concept Overview of uMT6D

5.1.1 Host-Based. For a host-based design of µMT6D, the imple-
mentation of the security technique would be present and carried
out by the host devices themselves. �ese are our resource con-
strained IoT devices. In this mode of operation the implementation
would be optimized for use on low-power and low-memory de-
vices so as to not interfere with the task for which the devices are
intended.

5.1.2 Border-Based. As mentioned in the introduction, the vast
majority of IoT devices are low-powered and low-resource. Due to
these limitations, these devices o�en have another device, or hub,
which is more capable and less resource constrained with which to
communicate [33]. �e individual nodes may be engineered to only
have the resources needed to perform their given role in the IoT.
In this scenario, a border device, such as a router or other gateway
device, could be utilized for the address rotation. One security
implication of this which would need to be explored and noted is
the fact that there would be a single point of failure for this moving
target defense.

5.2 Protocol
In order to implement and test the di�erent modes of operation
and µMT6D itself, protocols need to be developed. �is will include
a protocol for multiple nodes in the WSN (Wireless Sensor Net-
work) to communicate on the same network with each other and
the border router for the host-based mode of operation. For the
border-based mode of operation, a protocol will be developed for
the communication of the border router, or other gateway device,
to the nodes and the reverse. �ese protocols should be scalable. As
mentioned in Section 2, the number of connected devices is increas-
ing and more and more these devices are being utilized for new
applications, many of which may involve communications between
a large number of them. Finally, µMT6D needs to be able to allow
for communications with stand alone MT6D host machines, as well
as, MT6D servers.

5.3 Lightweight Hash Algorithms
One optimization technique for µMT6D is the utilization of light-
weight cryptographic hash algorithms. MT6D was �rst imple-
mented with the use of the Secure Hash Algorithm, SHA-256. �is
is suited �ne for use with the traditional computing devices, but the
algorithm is not optimized for use with the resource constrained
IoT devices. For this reason, this optimization of µMT6D will al-
low for the switching and selection of di�erent lightweight hash
algorithms.

Di�erent hash algorithms have pros and cons concerning secu-
rity, memory size, power, and throughput. In 2012, a comparison
was done assessing various versions of hash functions such as
PHOTON, QUARK, SPONGENT, and ARMADILLO [19]. Di�erent
algorithms were also implemented on an ATMEL AVR ATtiny45
8-bit microcontroller, and their performance was evaluated [4]. �e
area and throughput of the KECCAK, PHOTON, and SPONGENT
hash functions have also been evaluated and implemented on Xilinx
Spartan 6 FPGAs [17]. �ese and other works can be utilized to
select di�erent hash functions to include for use and evaluation
with µMT6D. Many of the algorithms could also be further opti-
mized depending on the target IoT device. Ultimately, comparisons
and experimentation would help to �nd which were best suited for
what applications or modes of operation of µMT6D.

6 TESTING & VALIDATION
6.1 Simulation
As mentioned, Micro-Moving Target IPv6 Defense, µMT6D, is a
moving target defense designed to be lightweight and operate ef-
�ciently on small embedded devices. �e open source Contiki
operating system was selected for the implementation since it sup-
ports fully standard IPv6 along with IPv4 and has an option of
utilizing di�erent low-power wireless standards such as 6LoWPAN,
RPL (Routing Protocol for Low-Power and Lossy Networks (LLNs)),
and CoAP (Constrained Application Protocol) [9]. Our simulations
run with the Cooja simulator included in the Contiki development
environment which allows for the use of di�erent simulated low-
power and resource devices such as WiSmote and TMote Sky nodes.
An RPL Border Router is utilized as the network edge device as this
is the primary routing protocol for IPv6 LLNs [29].

Consistent with typical network architectures, [10], our con�gu-
ration includes the RPL border router integrating 6LoWPAN over
IEEE 802.15.4 with the IP network. �is design con�guration of
the WSN of motes running µMT6D connected to a host machine
running MT6D or an MT6D server can be seen in Figure 2. �e
RPL Border Router is the root of the directed acyclic graph (DAG)
formed by the connected nodes running µMT6D. �e border router
hosts a webpage allowing for a visual of the IPv6 addresses of the
neighboring nodes and routes in the simulation. �e simulated RPL
network was connected with a bridge to the local machine utilizing
the Tunslip6 utility. Tunslip6 creates a virtual network interface
(tun0) on the host and uses the Serial Line Internet Protocol (SLIP)
to encapsulate and pass the IP tra�c. �is con�guration will al-
low for future testing and experimentation with µMT6D. Another
possible con�guration which may be considered for utilization is
simulating both the wireless sensor network and the host machine
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or server and network it is connecting to. Such a con�guration can
be seen in Figure 3.

Figure 2: Simulation con�guration of µMT6D

Figure 3: Simulation con�guration of µMT6D plus network
simulation

6.2 Hardware
Actual hardware experimentation and analysis will be done in
addition to simulation and testing. �is con�guration will be similar
to that of the simulation except a WSN composed of at least ten
physical motes will be utilized. �e utilization of both WiSMote and
TMote Sky low-power wireless sensor devices will allow for the
implementation and testing of µMT6D for analysis in real network
conditions. A Raspberry Pi will be utilized as the border router.
�ere is also the potential to combine simulation and real hardware
for testing by the addition of having simulated network conditions
being sent to the physical devices. Example con�guration layouts
can be seen in Figure 4 and Figure 5.

Figure 4: Physical hardware con�guration of µMT6D testbed

6.3 Metrics & Validation
Whether through simulation or physical hardware testing, when
we conduct experiments to analyze µMT6D, we want to set up
the experiments to be able to gain insights into the viability of
both modes of operation, host- and border-based, as well as, the
viability of µMT6D in general for resource constrained devices.
�is involves analyzing the security technique from di�erent an-
gles. For simulation, we will consider scaling and seek to �nd the
limitations in the number of nodes that can be a part of a WSN

Figure 5: Physical hardware plus network simulation con-
�guration of µMT6D testbed

running µMT6D for both modes of operation. �is will demonstrate
if our moving target defense is a workable solution for a network
containing some n nodes or devices for each and can also lead to
looking at further optimizations and/or factors that could alter the
performance. Further, performance should be explored on both
simulated motes, as well as, physical motes. A security technique is
of li�le use if the device cannot perform its intended functionality
within the necessary time frame. A device with a non-time critical
application will have di�erent requirements than one which is time
critical. For example a temperature sensor sending data to a ther-
mostat in a smart home will have li�le impact if slightly delayed
in comparison to a sensor sending data to an emergency alarm to
warn of equipment overheating that could lead to an explosion.
Focusing on gathering data on the data delivery speed, throughput,
and latency of the devices running µMT6D will be necessary.

In addition to those already discussed, there are more considera-
tions for resource constrained devices. �e percentage of overall
resources utilized by a device running µMT6D in comparison to
those running the same application without µMT6D should be
assessed. �e additional storage space needed, as well as, the addi-
tional power consumption needed by µMT6D should be as low as
possible to enable the most resources to be available for the device
application while still providing an appropriate level of security.

7 FUTUREWORK
�ere is much future work needed to carry this research closer to
answering the question of “Is a moving target defense methodology
a viable defense for limiting reconnaissance time and thwarting
a�acks for IoT devices?” As touched on in Section 6, scaling is
one factor which needs to be further considered. �e developed
protocols and the operation of µMT6D for both host-based and
border-based modes of operation need to be further analyzed with
regard to scalability. Another area to explore includes the security
implications of utilizing di�erent lightweight hashing algorithms.
�e ability to switch and select the algorithm needs to be paired
with research into any resulting factors and/or security issues which
may be linked to this change. In addition, research can be done
to test both modes of operation of µMT6D and compare their use
in communication with the traditional MT6D running on a host
device and also with an MT6D server. Finally, risk analysis and
research into the bene�ts and limitations of this design and the
protocols it utilizes is necessary as this work moves forward. �is
could include assessing any potential a�ack methodologies which
could be utilized against µMT6D.
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8 CONCLUSION
We have outlined the design and optimizations for a Micro-Moving
Target IPv6 defense, µMT6D. �e �exibility to utilize di�erent light-
weight hash algorithms will greatly enhance the potential for the
use of µMT6D with di�erent applications based on the varying per-
formance and size constraints, but still within the realm of resource
constrained embedded systems. Protocols for µMT6D will be de-
veloped to allow for the communication between many devices as
well as communications with gateway devices and host machines
running MT6D or an MT6D server. In addition, implementing the
described host-based and also border-based modes of operation will
be utilized for comparison and evaluation to provide insight into
the use of this security technique with the ultimate goal of �nding
the strengths and weaknesses of each mode of operation and the
suitability of µMT6D for di�erent applications.

Further, the Cooja simulation base and hardware testbed for
µMT6D are described and possible di�erent combinations of con�g-
urations for experimentation are given. �e use of simulations plus
hardware will allow for large scale experimentation and also the
gathering of a variety of metrics to analyze and validate of the use
of µMT6D with low-power and low-resource devices. Ultimately,
this design and future work will explore the use of a moving target
defense to limit the time an a�acker has to conduct reconnaissance
and therefore prevent targeted a�acks.
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